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BusupoBanue nis ucnoab3zoBanus B 20 /20 y4. rogy

Y1Bepxaaro
3am. qupekropa o YBP

« _» 20 r.

PaGouas mporpamma nepecmMoTpeHa, 00cyx1eHa U 0JJoOpeHa Ha 3acefaHnu Kadeapsl
«MHPOKOMMYHHUKAIIMOHHBIE TEXHOJIOTHH M CUCTEMBI CBSI3M»

IIpoTokom oT «_ » 20 1. Ne
3aB. kadenpoit

Buszuposanmue s ucnoab3zopanus B 20 /20 y4. rogy

Yr1Bepxaaro
3aM. qupektopa no YBP

« » 20 T

PaGouas nmporpamma nepecmMoTpeHa, o0cyx1eHa U 0JJoOpeHa Ha 3acefaHuu Kadeapsl
«MHPOKOMMYHUKAIIMOHHBIE TEXHOJIOTUU U CUCTEMBI CBSI3H

[IpoTtokonm oT «__ » 20 r. Ne
3aB. kadeapoii

BusupoBanue nis ucnoab3zoBanus B 20 /20 y4. rogy

YTBepxaato
3am. qupekropa o YBP

« __» 20 .

Pabouas mporpamMma nepecMoTpeHa, 00Cy>kieHa U 0100peHa Ha 3aceJaHuu Kadeapsl
«MH)OKOMMYHHUKAITMOHHBIE TEXHOJIOTUH U CUCTEMBI CBSI3H

[Iporokon oT «_ » 20 1. Ne
3aB. Kadeapoii

BusupoBanue nis ucnoab3zoBanus B 20 /20 y4. rogy

Yr1Bepxaaro
3am. nupektopa o YBP

« » 20 T

Pabouas mporpamma nepecMoTpeHa, 00CykeHa U 0100peHa Ha 3aceJaHuH Kadeapsl
«VH)OKOMMYHHUKAITMOHHBIE TEXHOJIOTUH U CUCTEMBI CBSI3H

[IpotokomoT «_ » 20 1. Ne
3aB. kadeapoii




1. Hean u3y4yeHusi AUCUMIIMHBI
HensimMu n3ydeHHs] JUCHMIUTUHBI «MeToIbl U CPEACTBAa 3allUThl KOMIBIOTEPHOW HH(POpMAII»
SIBIITFOTCSL  OBJIAJICHUE COBOKYITHOCTHIO TEXHOJIOTHH, CIIOCOOOB, CPEICTB U METOJOB 3alllUTHI
KOMITbIOTEpHOU MH(GOpMaUH, HUPKYIUPYIOIIEH B CETIX CBA3H.

2. [Inanupyembie pe3yJbTaThl 00y4eHU s
W3ydyeHne NUCHUIUIMHBI HAMpaBJIeHO Ha (OpMHpOBAHHE y BBITYCKHHUKA CIIOCOOHOCTH pEIIaTh
creayronmme Mpo(ecCHOHANBHBIC 3a/la4yd B COOTBETCTBHHM C BHJAAMH NPOPECCHOHATBHON
NS TeTbHOCTH
—  MEeXHON02UYeCKas O0esMebHOCHb. NPUeMKd U OCB0CHUE BB800UMO20 UHHOBAYUOHHO2O
000pY008aAHUA, MOHMANC, HANAOKA, UCHLIMAHUSA U €Oaua 6 IKCHIAYAMAyuio ONbIMHbLIX
006pasyos uzdenul, Y3108, U CUCMeM; BHeOpeHue U IKCHAYAMAayus UHGOPMAYUOHHBIX
cucmem,; obecneuenue 3auumsl UHGoOpMayuu U 00beKmos undopmamuzayuu, paspabomra
HOpM, npasunl u mpeOO8aHUU K MEXHOL02UYecKUM npoyeccam obmena ungopmayuel Ha
PACCMOAHULU, OP2AHU3AYUS MEPONPUSMULL NO OXPAHe Mpyod U MmexHuKe 6e30nacHoCmu 8
npoyecce 66004 8 IKCNIYAMAyuro, MEXHUYECKO20 OOCIAYHCUBAHUS U  peMOHmA
UHDOKOMMYHUKAYUOHHO20 000pY008aHUs; 008edeHUe UHDOKOMMYHUKAYUOHHBIX YCIYe 00
noav3oeamenetl.
PesynbTaTtoM OCBOGHHSI JUCHUILTUHBI SBISIFOTCS C(HOPMUPOBAHHBIC y BBIMTYCKHHUKA CIICAYIOIINE
KOMITCTCHITHH:

KoMniereHniun BbIMYCKHUKA, (pOpMHPYeMbIe B pe3yJibTaTe OCBOEHUS TMCUMILINHBI
(B yacTm, odecneynBaeMOil U CIUIIJINHOI)

IIK-10: Cnioco6eH o6ecniequTh 3alIUTY OT HECAHKIIMOHUPOBAHHOTO 0CTYNA
COOPY KeHHUI U CPeJCTB CBSA3M CeTell 3J1eKTPOCBI3H

S3HATH:

Bozmoxusie yrpo3sl HCJI k coopyxenusm u CCCO;

CeTteBble MPOTOKOIIBI M TAPAMETPHI HACTPOUKH;

OcoOeHHOCTH IPUMEHEHUS TIPOTPAMMHBIX, TPOTPAMMHO-aNIapaTHBIX (B TOM YHCIIE
KpUNTOTrpapUUeCcKUX) U TEXHUUECKUX cpelcTB U cucteM 3amutel CCCO ot HC/I;
MeTo1bI KOMITJIEKCHOTO 00€CTIeYeH sl 3aIlIUThI CETEH 3JIEKTPOCBSI3H;

HopmatuBHBIE TpaBOBbIE aKThl B 00JIACTH 3aLUTHI UH(OPMAIIIH;

HanmonansHbIe, MEXTOCY/IapCTBEHHBIC M MEXKTYHAPOTHBIE CTAHAAPTHI B 00JIACTH 3aIUTHI
nHpopMaluu.

YMerTh:

Ocy1iecTBIATh OPraHU3alUI0 U POBeeHNE MOHTaxa 1 HacTpoitku CCCD, a Takke Cpe/iCTB
u cucteM 3ammTel CCCO ot HC/I;

Hcnonp3oBatk BecTpoeHHble MexaHu3Mbl 3amuTel oT HCJI B cocraBe CCCD;

YcTaHaBnUBaTh U HACTPAaUBATh MAPAMETPHI CETEBBIX MPOTOKOJIOB, PeaTN30BaHHBIX B
TENIEKOMMYHHUKAITMOHHOM O00OPYIOBAHHH.

Baagern:

Onpenenenre HEOOXOIUMOIO COCTaBa, 0COOEHHOCTEN pa3MeleHUs U (PYHKIIMOHAIbHBIX
Bo3MoxkHOcTel CCCD, a Takke NpOrpaMMHBIX, IPOrpaMMHO-aNIapaTHBIX (B TOM 4HCIIe
KpUnTorpaguueckux) U TeXHU4ecKux cpeacTs u cuctem 3amutsl CCCO ot HC/I;
Opranuzanus u nposeacHue MoHTaxka 1 HacTpoliku CCCO, a Takke IpOrpaMMHBIX,
MIPOrpaMMHO-AIIaPaTHHIX (B TOM YHCIIe KpUNTOrpaUUECKUX) U TEXHUYECKUX CPENICTB U
cucteM 3amuTel CCCH ot HC/I;

KonTpose coorBercTBUs mapameTpoB noacuctem 3amutsl CCCHO ot HCJI ycTaHOBIIEHHBIM
TpeOoBaHUsAM, 0OecrieueHne CBOEBpeMEHHOM KoppeKkTupoBKU HacTpoek CCCD, cpencTs u
cucreM ux 3amuThl oT HCJI B 1ensix pearupoBaHys Ha BBISIBJICHHBIE HAPYILICHHS .




3. MecTo AUCHHUILUINHBI B CTPYKTYpe 00pa3oBaTe/IbHOM NPOrpaMMbl

TpeOoBanus Kk npeaBapuUTeIbHOI MOATOTOBKe 00y4Yaromierocs (nmpeamecTByomme
AUCHMILINHBI, MOAYJIM, TEMBbI):

1 b1.0.25 «OcHoBbI HHGOPMAIIMOHHON O€30MACHOCTH CETEH M CHCTEM)
2 b1.B.11 «OcHoBbI Kpuntorpadhum»
3 b1.B.15 «CeTu 351eKTpOCBSI31 U METOJIbI UX 3AIIUTHI

Mocaenyomue TMCHUNJIMHBI U TPAKTUKH, JJIS1 KOTOPBIX OCBOECHHE JAHHOI
JUCHHUILIMHBI HE00X0IUMO:

1 b2.0.03(I1x) «IIpousBoacTBeHHas (MPEAUIUIOMHAS ) TPAKTUKA

2 Bb3.01. «'ocynapcTBEeHHAs HTOTOBasl aTTECTALIUS




4. CTpyKTypa M coaepkaHue TUCHHUILINHBI

4.1 Ounas popma oGyuenusi, 4 roga (cero 108 yacon, 30 4acoB KOHTAKTHOIi PadoOThI)

Koz Tema u KkpaTkoe cofepKaHUe 3aHATHS Brx | Kou. ) Kowre- YMHUO
3aH. 3aH. | YacoB | TEHLUHU
1 2 3 4 5 6
Kypc 4 , Cemectp 8
Mopayas 1 — Metoasl u cpeacTBa 3amMThl 31eMeHTOB ceteid or HC/ —
48 (20+28) uacos
1.1 | Ilonutuka 6€3011aCHOCTH CETH Jlek. 2 [1K-10 J1.1
1. OcHOBHBbIE NOHATUS
2. JluckpenuoHHas MOJIMTHKA 0€301MacHOCTH
3. MannaTHas OJUTHKA O€30M1aCHOCTH
4. Poneas noauTHKa O€30MaCHOCTH
1.2 | 3ammra OT HECAaHKIIMOHUPOBAHHOTO JIOCTYyMA K ceTeBoMy | Jlek. 2 [1K-10 J1.1
000pyI0BaHUIO
1. 3ammTa KOHCOJBHOTO JIOCTYIIA
2. IIpoTOKOIBI YAJIEHHOr0 JOCTYIA K
000pyIOBaHUIO
3. 3ammTa yJaJeHHOro A0CTyna
1.3 | Ucnonb3oBanue AAA-cepBepa s 3auThl yaaneHHoro | Jlek. 2 [1K-10 J1.1
J0CTyIa
1. IIporoxon RADIUS
2. IIporoxkon TACACS+
1.4 | MexcereBoe FKpaHUpPOBaHUE Jlek. 2 [1K-10 J1.1,
1. Onpexnenenue u KIaccUPpUKALMI MEKCETEBBIX
9KpaHOB
2. MexceTeBble 3KpaHbl C MaKeTHOW (uibTpanueit
3. MexceTeBble KpaHbl C COXpaHEHUEM COCTOSTHUN
4. MexcereBble 3kpanbl Zone-Based Policy Firewall
(ZBFW)
1.5 | KonduryprupoBaHue KOHCOJIBHOTO JOCTYMA K CETEBOMY I131 2 [1K-10 J3.1
000pYI0BaHUIO
1.6 | KondurypupoBaHnue yaaJeHHOTO JIOCTYyIa K CETEBOMY 1132 2 [1K-10 J3.1
000pYyI0BaHUIO
1.7 | MccnenoBanue CBOMCTB MEXKCETEBOTO dKpaHa ¢ aketHoit | JIP1 2 T1IK-10 JI3.2
¢bunbTpanueit
1.8 | UccnenoBanue CBOWCTB MEKCETEBOTO dKpPaHa C JIP2 2 T1IK-10 JI3.2
COXpPaHEHHEM COCTOSHUI
1.9 | UccnenoBanue CBOWCTB MexKceTeBOTo dkpana ZBFW JIP3 4 [1K-10 JI3.2
1.10 | TpeGoBaHus HOPMATUBHBIX JOKYMEHTOB U TEXHUYECKUX Cp. 8 I1K-10 2.2
PErJIaMEeHTOB K 3allUILEHHEIM CETAM CBSA3H JI2.3
1.11 | Texnuueckue XxapaKTepUCTHKY aNMapaTHbIX MexkceTeBbx | Cp. 8 I1K-10 J1.1
HKPAHOB PA3IMYHBIX TPOU3BOAUTENECH
1.12 | ObecneyeHune 3anMTHI OECIPOBOIHOTO CETEBOTO Cp. 6 IK-10 J1.1
obopynoBaHus
1.13 | MexaHU3MbI KOMIUIEKCHOM 3aIIUTHI CETEH JIEKTPOCBS3H Cp. 6 [1K-10 J1.1




Mopnyas 2 — 3ammrTa kopnopatuBHbIX cereid ot HC/I —

33 (10+23)yaca
2.1 | 3ammTa nepumeTpa KOPIOPATUBHON CETH Jlek. 2 [1K-10 J1.1
1. 3amuTa nepuMeTpa ¢ IPUMEHEHHEM MEKCETEBOTO

IKpaHUPOBAHUS
2. Craruueckuii NAT.
3. Junamuueckuii NAT
4. NAT c npumeHeHreM MacKapaJIuHra

2.2 | 3ammTa KOpropaTUBHON nH(popManyy, nepenaBaeMoi no | Jlek. 2 [1K-10 J1.1
OOIIEOCTYITHOU CeTH
1. Onpenenenne u knaccuduxanms VPN
2. TIporokoasr VPN, peanuszyembie Ha BTOPOM
ypoBHe mozemu OSI
3. IIporokoasr VPN, peanuszyembie Ha TpeTbeM
ypoBHe mozenu OSl
4. TIpoTOKOJIBI TYHHEITUPOBAHHUS
5. IIporokonsr IPSec

2.3 | Kondurypuposanre NAT Ha mapiipyTuzatope 1133 2 I1K-10 JI3.1

2.4 | UccnenoBanune VPN-TyHHENs JIP4 4 T1IK-10 JI3.2

2.9 | MexaHu3MBbI 3alIUTHI KOPIIOPAaTHBHOM ceTH oT D0S-arak Cp. 6 [1K-10 J1.1

2.10 | MexaHHU3MBI 3aIIUTHI KOPITOPATHBHOM CETH OT Cp. 6 [1K-10 J1.1
KOMITBIOTEPHBIX BUPYCOB

2.11 | Ob6nactu npumenenus Texnoioruii VPN BToporo yposus | Cp. 6 IK-10 J1.1

2.12 | OpraHu3aiMOHHbIC MEPOIIPHUATHS 110 KOMILUIEKCHOMN Cp. 5 IK-10 JI1.1

3alIuTeC KOpHOpaTHBHOﬁ CCTU

IK3aMeH — 27 4acoB

Hroro — 108 yacos

4.2 3aounas ¢popma oGyueHusi, 5 et (Bcero 108 yacon, 16 yacoB KOHTaAKTHOM pPaGoThI)

Ko Bu Kon. | Kowmme-
A Tema u KpaTKO€ COJepKaHUE 3aHITUS A YMUO
3aH. 3aH. | 4YacoB | TEHIUU
1 2 3 4 5) 6

Kypc 4, Cemectp 8

Mopnyas 1 — Metoasl u cpeacTBa 3ammThl daeMeHToB ceteid or HCJ —
48 (8+40) yacoB

1.1 | IlonutHka 6€30IIaCHOCTH CETH Jlek. 2 I1K-10 JI1.1
1. OcHOBHBIE TIOHATHS

2. JluckpenuoHHas MOJIMTHKA 0€301TacHOCTH
3. ManngartHas noauTHKa 0€30IMacHOCTHA

4. PojeBas noJMTHKA 0€30IIaCHOCTH

1.2 | 3ammra OT HECAaHKLIIMOHUPOBAHHOTO JI0CcTyna K ceteBomy | Cp. 2 [1K-10 J1.1
000pYyI0BaHUIO

1.3 | Ucnonb3oBanue AAA-cepBepa sl 3alUTHl YAAJIEHHOTO Cp. 2 [1K-10 J1.1
JOCTyTIa

1.4 | MexcereBoe SKpaHUPOBAHUE Jlek. 2 I1K-10 J1.1,




1. Omnpenenenue u kiaccuPuKanus MEKCETEBBIX
JKpaHOB

2. MexceTeBble 3KpaHbl ¢ TAaKETHOM (PrutbTpanuei

3. MexceTeBbIe YKpaHbl C COXPAHEHUEM COCTOSTHHIMA

4. MexcereBsle 3kpanbsl Zone-Based Policy Firewall
(ZBFW)

1.5 | KondurypupoBanue KOHCOIBLHOTO JOCTYIA K CETEBOMY I131 1 I1K-10 JI3.1
000pYyIOBAaHUIO
1.6 | KoHdurypupoBanue yaaJeHHOTO IOCTYIa K CETEBOMY 1132 1 I1K-10 JI3.1
000pYyIOBAaHUIO
1.7 | UccnenoBanue CBOWCTB MEKCETEBOT0 3KpaHa ¢ makeTHoir | Cp. 4 [1K-10 J3.2
¢bunbTpanueit
1.8 | MccnenoBanue CBOMCTB MEKCETEBOIO SKpaHa ¢ Cp. 4 IK-10 J3.2
COXPAaHEHUEM COCTOSIHHM
1.9 | UccnenoBanue CBOMCTB MexceTeBoro skpana ZBFW JIP1 2 T1IK-10 JI3.2
1.10 | TpeGoBaHus HOPMATHUBHBIX TOKYMEHTOB U TEXHHYECKHX Cp. 8 [1K-10 2.2
pErIaMeHTOB K 3alUIIEHHBIM CETSIM CBS3H JI2.3
1.11 | Texuuueckue XapaKTEPUCTHKH anmapaTHBIX MexceTeBbix | Cp. 8 [1K-10 J1.1
9KPaHOB Pa3IMYHbIX TPOU3BOIUTENECH
1.12 | OGecnedyeHue 3anUThl OECIIPOBOIHOIO CETEBOTO Cp. 6 T1IK-10 JI1.1
o0opynoBaHus
1.13 | MexaHu3Mbl KOMIUIEKCHOM 3aIlIUTHI CETEH 3JIEKTPOCBS3H Cp. 6 [1K-10 J1.1
Mopayas 2 — 3ammrTa kopnopatuBHbIX ceteil ot HCJI —
33 (6+27)uaca
2.1 | 3ammra nepumeTpa KOPIOPATUBHON CETH Cp. 4 I1K-10 JI1.1
2.2 | 3ammrta KopnopaTuBHOU nHGoOpMaluu, nepeaaBaemou mo | Jlek. 2 I1K-10 JI1.1
00IIeIOCTYITHOM CETH
1. Omnpenenenue u knaccudukanus VPN
2. TIporokonsr VPN, peannsyembie Ha BTOPOM
ypoBHe mozenu OSl
3. Tporokonsr VPN, peanusyempie Ha TpeTheM
ypoBHe mozenu OSl
4. TIpoTOKOJIBI TYHHETUPOBAHHS
5. IIporokoisl IPSec
2.3 | Kondurypupoanne NAT Ha mapmpyTuzarope 1133 2 I1K-10 JI3.1
2.4 | UccnenoBanune VPN-TyHHENS JIP2 2 T1IK-10 JI3.2
2.9 | MexaHHU3MBbI 3alIMTHI KOPIIOpaTHBHOM cetn oT D0S-arak Cp. 6 IK-10 J1.1
2.10 | MexaHHM3MBI 3aIIUTHl KOPIIOPATHBHOW CETH OT Cp. 6 IK-10 J1.1
KOMITBIOTEPHBIX BUPYCOB
2.11 | O6nactu npumenenus TexHonoruii VPN BToporo yposas | Cp. [1K-10 J1.1
2.12 | Opraau3anOHHBIE MEPOTIPUSATHSI 10 KOMIUIEKCHOM Cp. [1K-10 J1.1

3alIuTe KOpHOpB.TPIBHOfI CETHU

IK3aMeH — 27 4acoB

Htoro — 108 yacos




5. YueOHo-MeToAMYecKOe H HH(POPMALIMOHHOE o0ecTedeHue JUCITUTIIMHBI

5.1 PexoMeHnyeMasi JuTepaTypa

5.1.2. OcHOBHas JuTEpaTypa

Kox ABTOpBI, CO- Jaraapue H3nareancTBoO, KouL.
CTaBUTEJIH roj
JI1.1 | Kyk AIL, u gp. | 3amuTa uapopmanuu. Yuebnoe nocodue. | M.: o1
3-e u3m. PUOP:UH®PA-
M, 2019.
5.1.2 JlonoJiHUTE/ILHAS JIUTEPATYypa
Ko ABTOpPBI, CO- Jaraapme HU3narenbcrBo, KouL.
CTABUTEJHU roj
JI2.1 | Manun A.A. Cucrempl kommytauuu. Ilpunnuner u | PoctoB-Ha-Zlony: | 32
TeXHOJOruu  mnaketHod  kommyrtamuu. | CKO MTYCH,
Y4eOHoe nocodue. 2014,
JI2.2 - [Tpuxaz MunucTtepcTBa 23
WH()OPMAIIMOHHBIX TEXHOJIOTHH W CBSI3U
P® or 9 suBaps 2008T. Nel “O06
YTBEPKACHUM TpPeOOBAHUN 10 3alIUTe
ceTeil CBA3M OT HECAHKI[MOHUPOBAHHOTO
JOCTyIla K HUM H  IlepefaBacMou
MOCPEICTBOM UX HH(MOpMaIuu”.
J12.3 - I'oCT P 52448-2005. 3ammra 24
uH(pOpMaLIHH. Obecneuenue
0C30MaCHOCTH  CETEeHd  DJICKTPOCBSI3H.
OO01111€e TTOI0KEHUS
5.1.3 YueOHO-MeTOAMUYECKOE 00ecneueHne JIsl CAMOCTOATEIbHOI padoThl 00y4YalomMXxcst
Kox ABTOpBI, CO- 3araaBme H3parenscrBo, KouL
CTABUTEJIHU roj
JI3.1 | Mauuu A.A. Mertoanueckoe rmocoodue s | PocroB-na-Jlony: 25
npakTuueckux 3aHiathii no aucuuruHe | CKO MTYCH,
«Metozs " cpencTBa samutel | 2019.
KOMIBIOTEPHOU HH(OPMAITUN Y.
JI3.2 | Mauuu A.A. Mertoanueckoe rmocoodue s | PocroB-na-Jlony: 26
nabopaTtopHbix pabor mno gucuuminHe | CKO MTYCH,
«Metops " cpencTBa 3amuthl | 2019.
KOMITbIOTEPHOU MH(OPMAITUNY.
6.2 DyieKTpOHHbIE 00pa3oBaTe/ibHbIEe pecypchl
D1 | http://znanium.com/catalog/product/1018901
D2 | http://www.skf-mtusi.ru/umo/110302st/48.2/L2.1%20Uchebnoe%20posobie.pdf
D3 | https://www.garant.ru/products/ipo/prime/doc/92632/
D4 | http://docs.cntd.ru/document/1200044726
D5 | http://www.skf-mtusi.ru
D6 | http://www.skf-mtusi.ru
6.3 IlporpammHoe obecneueHne
I1.1 | OC Windows
I1.2 | OC Linux
I1.3 | Cisco Packet Tracer
I1.4 | OC Cisco I0S
I1.5 | GNS-3



http://znanium.com/catalog/product/1018901
https://www.garant.ru/products/ipo/prime/doc/92632/
http://docs.cntd.ru/document/1200044726
http://www.skf-mtusi.ru/

6. MaTepuajJibHO-TeXHUYECKOE 0O0ecneyeHue JTUCIIUTTIMHBI

6.1 MTO J1eKIMOHHBIX 3aHATHH

1 ‘ Jlexnmonnas aynuropus, ocHareHHast mpoektopoM, [1K (HoyTOykom), sKpaHOM.
6.2 MTO 1a60paTOpHBIX PA00T U NPAKTHYECKUX 3aHATHI

1 | KomnbroTepHslii Ki1ace ¢ ycraHoBieHHbIM nakerom Cisco Packet Tracer

2 | IIporpammHo-anmapaTHBIN KOMIUIEKC «MH()OKOMMYHHKAIIMOHHBIE CETH

6.3 MTO py6e:kHbIX KOHTPOJI€i, 32a49€TOB, IK3aMEHOB
1 | KoMmmnbroTepHble ayIUTOPUM C BO3MOXHOCTBIO BBIXOJA B JIOKAJbHYIO ceTb Punmana u

Nurepner.

7. MeToanuyeckne peKOMEHAAUMHU 1JI 00YYAIOIUXCS 10 CAMOCTOATEIbHOM
pabore

CamocrosrenbHas paboTa CTYIEHTOB SIBIISETCS COCTABHOM 4YacThlO Y4e€OHOM pabOTHI M
MMeEeT 1IeJIbI0 3aKpEIUICHHE U YIIyOJIeHue MOJIyYeHHbIX 3HAHUH U HaBBIKOB, IIOMCK M IIPHOOpETeHnE
HOBBIX 3HAHWH, B TOM 4YHCIE C HUCIOJb30BAHUEM ABTOMATH3UPOBAHHBIX OOYYAIOIUX KypCOB
(cucreM), a TaKkKe BBINOJHEHUE Y4YEOHBIX 3aJaHui, MOJArOTOBKY K MPEJACTOSALIMM 3aHATHUSM,

3a4€TaM U DK3aMCHaM.

HOCTaHOBKy 3aJa4un 06y‘{aeMHM Ha IIPOBCACHUC CaMOCTOSITEILHOM pa6OTLI npernoaaBaTeiib

OCYILECTBIISICT HAa OJJHOM M3 3aHATHUH, IPEALIECTBYIOIEMY JAHHOMY.
MeToanKy caMOCTOSTETFHON PabOTHI Bce 00y4aeMble BEIOMPAIOT HHIUBUIYAIBHO.
Crynenram o4HOW (GOpMBI OOy4YEHHsI TMPH OCBOCHHH BOIPOCOB JUISI CAMOCTOSITEIHLHOTO

W3yuYeHUs], TIPEACTaBICHHBIX B mojpasaene 4.1, pekoMeHayeTcs coOtoaTh MOCIEeI0BATENbHOCTh

UX U3y4eHUs, IpeJCTaBIeHHYIO B Tabnuie 7.1.

Tabnuna 7.1 — YueGHbIi MaTepual, BBIHOCUMBIN Ha CAMOCTOSITENIbHOE U3yYEHHE CTYI€HTaM

O4YHOH (opMBbI O0yUEeHHUS

Ne Tembl, pa3nesnsl, BRIHECEHHBIE Ha CAMOCTOSTENILHYIO TIOJITOTOBKY, BOIPOCHI [UISl TIOATOTOBKA | =
K IIPaKTHYECKMM U JIa0OpaTOpHBIM 3aHATHSAM; KypcoBble paloOThI, conep)kaHHue % 5 o
KOHTPOJIBHBIX PaboT; pEKOMEH/IAIMH 110 UCTIONB30BaHMIO JIUTepaTypsl, OBM u ap. T o= | 2 E

Mogyns 1
1 TpeGoBaHUS HOPMATHBHBIX JOKYMEHTOB U TEXHHYECKUX PErIaMeHTOB K 1-2 8
3aIUIIEeHHBIM CeTAM CBS3H
1.1. IIpuka3 MuHHCTEpCTBa MHPOPMAITMOHHBIX TEXHOIOTHH U cBs3u PD ot 9 sHBaps
2008 . Ne 1
1.2. TOCT P 52448-2005. 3amuta nadopmamnnu. OdecrniedeHrne 6e30macHOCTH CeTel
anekTpocBsizu. OOIMe MOT0KEHNUS.
2 TexHnYecKkHe XapaKTEPUCTHKHU aNMapaTHBIX MeKCeTEBbIX IKPAHOB Pa3JIHYHbIX 3-4 8
NpoM3BOAUTEICH
2.1 MCD Cisco.
2.2 MCD D-Link.
2.3 MCD Huawei.
2.4 MCD TP-link.
2.5 OreuecTBEHHBIE PELICHUS.
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O0ecnevyeHue 3alUTHI 0€CIPOBOIHOIO CETEBOro 000PYI0BAHMS
3.1. Ilponenypsl ayreHTrduKamy 1 apropusanun B ceTsx |[EEE 802.11.
3.2. 3amura 6ecnpoBoaHBIX yeTpoiicts ot HC/I.

MexaHH3MBbI KOMILIEKCHOM 3allIUTHI ceTeil 3J1eKTPOCBI3H
4.1. OdopmiteHHE TOJUTUKN OE30MTaCHOCTH CETH.

4.2. YpapieHre TapoJsIMH.

4.3. YnpasieHue npaBaMu JOCTyIA.

4.4 MOHUTOPUHT aKTHBHOCTH MOJIH30BATEIICH.

4.5 Monwuropunr yszsumocts I10.

4.6 Yupasnenne ooHoBIeHHsIMHU 110 1 OC.

Monyims 2

MexaHu3MBbI 3aIIUTHI KOPIOPAaTUBHOI ceTn oT D0S-arak
7.1 Dos u DDos-araku.

7.2 Cuctembl o6Hapyxerus propxkenwuit (IDS).

7.3 Cucremsl npegoTBparienus sropskenuit (IPS).

10-11

MexaHn3MBbI 3aIIUTHI KOPIOPATHBHOI CETH 0T KOMIBIOTEPHBIX BHPYCOB
8.1 Kimaccuukaruss KOMITBIOTEPHBIX BUPYCOB.

8.2 Ilpumenenue antuBupycHoro I10 Ha mUTI03ax KOPIOPATUBHOMN CETH.

8.3 Kiraccudukauus xoprnoparuBHoro antusupycHoro I10.

12-13

OoJactn npuMeHeHus Texnoaoruii VPN Broporo ypoBHs

9.1 IIporoxomnsr PPTP, L2TP, L2PW.

9.2 CpaBHUTENBHBII aHATIN3 TPOTOKOJIOB BTOPOTO YPOBHSI.

9.3. IlpuMeHeHue TpOTOKOJIOB BTOPOTO YPOBHsI B cucTeMe Site-to-Site.
9.4 IlpumeHeHne MPOTOKOJIOB BTOPOro ypoBHs B cucteMe Remote VPN,

14-16

10

OpraHu3aliioHHbIe MEPONPHUATHS 110 KOMILUIEKCHOM 3a1MTe KOPIOPATUBHOM ceTH

14-16

Ha camocrositensHyI0 paboTy CTyJIeHTaM 3a09HON (OPMBI 00YUIEHHUSI BBIHOCHUTCS MaTepHall,

MpEACTABICHHBIN B Ta0buIe 9.2.

Tabmuua 9.2 — YueOHbli MaTepHall, BRBIHOCUMBIN Ha CaMOCTOSITEIbHOE U3yUEHHE CTY/I€HTaM

3a04HON (OPMBI 00YUEHHUS

NeNe

TeMbl, pa3zaeisl, BBIHECEHHbBIE HA CAMOCTOSATEIIbHYIO IIOATOTOBKY,
BOTIPOCHI [Tl HOATOTOBKHU K MPAKTHUECKUM U Ta00OPaTOPHBIM
3aHATHUAM; KYpCOBBIE pabOTHI, CoiepKaHNe KOHTPOJIBHBIX padoT;
PEKOMEHAAIINH 110 UCIIOJIB30BAHUIO JINTepaTypbl, 9BM u np.

Yacel HA U3y4YeHHE

Monyis |

3ammTa 0T HECAHKIHOHUPOBAHHOI'O JIOCTYNA K CETEBOMY
000py10BaHUIO

1.1 3ammTa KOHCOTBHOTO TOCTYTIA

1.2 I[IpoTOKOIIBEI yIAIEHHOTO HOCTYIa K 000pyIOBaHUIO

1.3 3ammTa yaaneHHOTO TOCTyTIa

HUcnonb3zoBanne AAA-cepBepa 1Sl 3alIUTHI YI1aJ€HHOIO
aocTyna

2.1 IIporokon RADIUS

2.2 TIporokon TACACS+

Hcciienopanne cBOICTB MeKCETEBOI0 IKPAHa ¢ MAKETHOM
puabTpannei

3.1 TloHsITHE CITUCKOB AOCTyHa

3.2 CozniaHne CIIMCKOB JIOCTYNA U TIPUBSI3KA MX K HHTephency

HcciienoBanue cBOCTB MeKCeTeBOro IKPaHa ¢ COXpaHeHHeM
COCTOSIHUH

4.1 Ionstrne MCD ¢ coXxpaHEeHHEM COCTOSHHH

4.2 Koudurypuposanune MCD
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TpeGoBanusi HOpMATHBHBIX JOKYMEHTOB M TEXHHYECKHX
perjiaMeHTOB K 3allMILIEHHBIM CeTSM CBS3H

5.1. Ipuka3 MunaHCcTEpCTBa HHOPMAIIMOHHBIX TEXHOIOTHI 1
cBs3u PO o1 9 suBaps 2008 . Ne 1

5.2. TOCT P 52448-2005. 3amuTa napopmanuu. OdecrieueHne
6e3omacHOCTH ceTelt 31eKTpocBa3nu. OOIHe NOJI0KEeHHUS.

TexHHYeCKHE XapAKTEPHCTHKY ANMAPATHBIX MeMKCETeBBIX
IKPAHOB Pa3JIHYHBIX MPOM3BOAMTEIEH

6.1 MCD Cisco.

6.2 MCD D-Link.

6.3 MCD Huawei.

6.4 MCD TP-link.

6.5 OTeuecTBEHHbIE PEIICHHSI.

Ooecnevenue 3aLUTHI OecrnpoBoAHOTO €eTeBoro
o0opynoBaHuA

7.1. Tlpouenypsl ayTeHTUGUKAIMK U aBTopu3anuu B cetsx |IEEE
802.11.

7.2. 3amura GecripoBoaHbIX yerpoiicts ot HC/I.

MexaHu3MBbI KOMIIEKCHOM 3aIIUTHI CeTel 3JIEKTPOCBSI3H
8.1. OdopmiteHIIe TOTUTHKN OE30IIACHOCTHU CETH.

8.2. YnpasneHue mapoyisiMu.

8.3. Ynparienue nmpaBaMu I0CTYIIA.

8.4 MOHUTOPHHT aKTUBHOCTH IOJIb30BATEIICH.

8.5 MounutopuHr ysa3sumocti [10.

8.6 Ynupasnenue oonosnenusimu [10 u OC.

Moy 2

3amura nepuMerpa KOpnopaTuBHOM ceTH

9.1 3ammTa IepuMeTpa ¢ NPUMEHEHHEM MEKCETEBOTO
9KpaHUPOBAHUS

9.1 Cratmueckuit NAT.

9.3 Iunamuyeckuit NAT

9.4 NAT ¢ npuMeHEHHEeM MacKapaJiiHra

10

MexaHu3Msbl 3alIUTHI KOPIOPAaTUBHOI ceTn oT D0S-arak
10.1 Dos u DDos-araku.

10.2 Cucremsr obHapyxenust Bropxkenuii (IDS).

10.3 Cucremsl npenoTsparienus Bropxerunii (IPS).

11

MexaHu3MblI 3aIUTHI KOPNOPATHUBHOM ceTH oT
KOMINbIOTEPHBIX BUPYCOB

11.1 Knaccuduxaius KOMIBIOTEPHBIX BUPYCOB.

11.2 Ilpumenenme  aHTHBHpycHOoro [IO Ha  mumo3ax
KOpIIOPaTHUBHOM CETH.

11.3 Knaccudukanust KopmopatuBHOT0 aHTHBHpYCcHOTO [10.

12

O6aacTn npumeHenus texnosaoruii VPN Broporo ypoBus

12.1 IIporoxkoner PPTP, L2TP, L2PW.

12.2 CpaBHUTENBHBII aHATIHU3 MPOTOKOJIOB BTOPOTO YPOBHSL.

12.3. TlpumeHeHre TIPOTOKOJIOB BTOPOTO YPOBHS B chucTeme Site-
to-Site.

12.4 TlpumeHeHHE NPOTOKOJIOB BTOPOTO YPOBHS B CHCTEME
Remote VPN.

16

OpraHu3anMoHHbIe MEPONPUATHA MO KOMIUIEKCHOH 3amuTe
KOPNOPATHBHO ceTH

12




Jonosinenust u usMenenusi B Paboyeii nporpamme
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