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Bun yue6Hoit paboThl 0P
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52/7

KonTakTHas paboTa, B TOM 4ncie (110 ceMecTpam, Kypcam):

Jleximu 18/7

JlabopaTopHbIX paboT 34/

[IpakTUYecKuX 3aHATUH

CemuHapoB
CamocrosTenpHas pabora 56/7
KonTpons
Yucii0 KOHTPOJIBHBIX paboT (110 Kypcam)
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Yucio KII (mo cemectpam, Kypcam)
Uwucio 3a4eToB ¢ pa30MBKOM 1O ceMecTpaMm (Kypcam) 1/7
Yucio 3K3aMeHOB ¢ pa30HMBKO#H 10 ceMecTpaM (Kypcam)
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HanpasjeHuss noaroroBku 10.03.01 «MupopmanuonHasi 6€30MaCHOCTL», YTBEPKAEHHBIM
npuka3omM MuHHCTEPCTBA HAYKHU U Bbicuiero odpaszosanusi Poccuiickoit @enepauun ot 17
Hos10pst 2020 r. N 1427

CocraBiieHa Ha OCHOBaHHHU Y4e€OHOTO IIaHa
nanpagsJienus 10.03.01 Uupopmannonnas 6e30nacHocTh, npopuis «besonacHocrn

KOMITBIOTEPHBIX cHCTeM (10 0TPac/M WiH B cepe npodeccHoOHATbHOM AeSITETbHOCTH),
onodpennoro Yuéuoim copetoM CK® MTYCH, nporoxoa Ne g or 3/.03  2026r.,u
yTBepkaenHoro qupextopom CK® MTYCH 34- O3 2026r.

PaccMoTpeHa 1 0j00peHa Ha 3acelaHuu Kadeapbl
NudopmarmonHas 6€30mMacHOCTh

[TpoTokon ot A8y OF 20261, N G

N.0. 3aB. kadpenpoit .——= : KyxoBckuii A.T.




1. Heau u3yyeHus TUCHUATIHHBI

Llenpio mpenonaBaHusi TUCHUIUIMHBI «AHanmuThka DLP-cucrem» sBnsiercss popMupoBaHue y
o0yyaeMbIX 3HAaHHHA B OOJIACTH OCHOB MH()OPMAIMOHHOW 0€30MacHOCTH M HABBIKOB MPAKTUYECKOTO
oOecrieueHns 3alIUThl WHPOPMAMH U OE30MacHOTO HCIOJIB30BAHUS MPOTPAMMHBIX M allapaTHBIX
CPEZCTB B CETSX M WH(POPMAIIMOHHBIX CHCTEMAaX.

2. [Inanupyemble pe3yJibTaThl 00y4YeHH s

W3ydenune MUCHMIUIMHBI HANIPaBJIeHO Ha (POPMHUPOBAHKE Y 00YUaIOIIErocsi CIIOCOOHOCTH pellaTh
npodeccHoHaIbHbIE 331a9H B COOTBETCTBHHU C IKCHIYAMAUUOHHBIM BUJIOM JEATSILHOCTH:

Pe3ynbraToM 0CBOCHHUS AUCHUIUIMHBI SBISIOTCS C(HOPMHUPOBAHHBIE Y 00yYaIOIIErocs

CIIETyOIe KOMITCTECHITHH:

Komnerenuuu, ¢popmupyemblie y 00y4arwierocs B pe3yjibTare 0CBOEHHS
AUCHMILUTHHBI (B YaCTH, 00ecneynBaeMoil JUCIIUILIUHON)
IIK-3: AAMHMHHCTPUPOBAHHUE CPEACTB 3aAIUTHI HHGOPMAIIUN NPUKJIATHOTO U CUCTEMHOT0
MPOrpaMMHOI0 o0ecrne4YeHus
3HATDH:
- Apxutektypy DLP-cucrewm;
- [Ipunnuns! noctpoenuss DLP-cucrewm;
- OCHOBHBIE CpPECTBA U METOJIBI aHAIHM3a PAOOTHI MporpaMMHOT0 Komruiekca DLP;
- UcTounuku yrpo3 nHpOpMaLMOHHOM 0€30MacHOCTH, BBI3BIBAIOIINE YTEUKY HH(OPMAIIUH;
- XapakTepHble MPU3HAKN HAJTUUMsI YTEUKH HH(OpMaLnu;
- CpencTBa ¥ METO/Ibl OOHAPYKEHHSI paHee HCTOUYHUKOB YTeUKH WH(OpMaIIUK.
Ymers:
- AHanM3MpPOBATh UCTOYHUKU YTEUKU NH(HOPMALINH;
- @opMynHpoBaTh MpaBuiIa 0€30MaCHOM 3KCIUTyaTalluy IPOrPaMMHOT0 O0ECIIEUEHNUS;
-Mcnonb3oBaTh mporpaMMHOe OOECHedYeHHe C IeNbI0 ONpPENEICHHUS BO3MOXKHOTO BPEIOHOCHOTO
BO3JICHCTBUS;
- MucrannupoBath u skcrutyatupoBaTh DLP-cucTemsr;
- OCy1IeCTBISITh MEPONPUSATHS IO TPOTUBOACHCTBUIO yTeUKe HHPOopMaIyu ¢ nomouibio DLP.
Baanern:
- OnpeneneHueM Mopsiika yCTAaHOBKH IporpaMmMHoro odecrieuenus DLP;
- OnpenenenneM BoiOopa ¢ DLP 1t KoHKpeTHOM opranuzanum;
- ®opmupoBaruem TpedoBanuii kK DLP-cuctemawm;
- ®opmMupoBaHreM TpeOOBaHUI K BCTPOSCHHBIM CPECTBAM OIPEAETICHIS HICTOYHUKOB YTEUKH
HH(}OpMaLIUH.

3. MecTo TMCUMIIVIMHBI B CTPYKTYpPe 00pa30BaTe/IbHOM MPOTrPaMMbl

TpeGoBanus K npeaBapuTeJbHON MOATOTOBKe 00y4yawierocs (mpeamecTByomme
AUCHHUILVINHBI, MOYJIH, T€MbI):

1 b51.0.32 OcHoBBI ynipaBiieHUs] HH()OPMAIIMOHHON 0€30MaCHOCTEIO,
2 b51.0.28 Opranu3zanmonHoe u paBoBoe obecreyeHne nHHOPMAIMOHHON O€30ITaCHOCTH,
3 b51.0.24 VIckyccTBeHHBII MHTEJUIEKT U MAIIMHHOE 00y4YeHne B KHOepOe30macHOCTH,

ITocaenyromue ITMCHUIINHBI U PAKTHKH, UIS1 KOTOPBIX OCBOCHHE JAHHOM
AUCHMIIMHBI HE00X0INMO:

1 b1.0.36.06 AnMUHHCTpUpPOBAaHWE CPEACTB 3aIUTHl WHOOpPMAIMM B KOMIBIOTEPHBIX

CUCTEMAX U CETSX,

2 b1.B.02 KommuiekcHoe obecrieueHne 3amThl HGopMamuy 00beKTa HHPOPMATH3AIUH.




4. CTpyKTypa ¥ coJep:KaHue TUCHHUIIMHBI

4.1 Ounas gopma o0yuenusi, 4 rona (Bcero 108 yacoB, 52 ayiuTOpHBIX 4acoB, 56 YacoB
CaMOCTOSITEIbHOW PadoOThI)

Bun Kox. Komner | YMU

Kon 3an. Tema m KkpaTkoe coepKaHue 3aHITUSL qaco

3aH. s CHLINHU O
Kypc 4, Cemectp 7
Monyas 1. [lousitue 0 DLP-cucremax (10 siek +18 sip + 28 cp) yacos

1.1 | Jlexkmus 1. O0mume nousarust o DLP-cucremax Jlex 2 [1K-3 JI1.1
YTeuku HHPOPMALIUU — BUJIbI, UCTOYHUKH, METOII OOPHOBI J1.2
¢ yreukamu. Konnenmuu DLP-cuctem J12.1
Tpancdopmanus n3HavanpHoi KoHuenuun DLP J2.2
Jloruka pa6otsl ¢ DLP-cuctremoii. ITytu passutust DLP- J12.4
CUCTEM

1.2 | Jlekmus 2. Jlex 2 [1K-3 JI2.1
Mecro DLP cpenu apyrux pemeHui Ha pbIHKE. J2.2
OteyecTBeHHbIe pa3pabotku DLP J12.4

1.3 | Jlexuus 3. Jlex 2 [K-3 J12.1
JBxenue nadopmanuu B DLP. Paznuunabie BUIbI OUCKa B J12.2
DLP-cucremax J12.4

JI3.2

1.4 | Jleknus 4. Jlex 2 TIK-3 | J1.1

«Pomamkay KNb. Onucanue moayneit JI1.2
JI2.3

1.5 | Jlekmus 5. Jlex 2 k-3 | JI1.1
[Tpodaitnuar. MeToIbl, THCTPYMEHTEHI. J1.2
[Ipeumymecrsa Kb

1.6 | JlJaboparopHast pabora 1 JIP 4 [K-3 JI3.1
OCHOBHBIE KOMIIOHEHTBI TPOrPAaMMHOTO KOMILIEKCa JI3.2
«Cépullupopm KMNb»

1.7 | Jlaboparopnas padota 2 JIP 6 IK-3 JI3.1
OcCHOBHbIE NPUHIMIIBI U IPUEMBI HcTionb3oBaHust DLP- J13.2
CHCTEMBI JJI1 MOHUTOPUHIA yTeUeK KOH(UICHIINAIbHOM
nH(popMaluu (Ha MpuMepe NPOrpaMMHOr0 KOMILJIEKCa
«Cépulladopm KHb»)

1.8 | JIaboparopHast paborta 3 JIP 4 [K-3 JI3.1
Ocy1ecTBIeHHE KOHTPOJISI IEPENUCKU U JEHCTBUI J13.2
10JIb30BATENEH MPU MOMOILY PA3IUYHBIX BUI0B NTOKUCKA (Ha
npuMepe nporpaMMmHoro kommiekca «Cépullnpopm KHby)

1.9 | JIaboparopnas paborta 4 JIP 4 ITK-3 JI3.1
IIpoBeneHue paccie0BaHU C UCIIOJIB30BAHUEM JI3.2
BO3MOKHOCTEH TIporpaMmHoro komiuiekca «Cépulladopm
KUb»

1.10 | 3amuTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYyTIA K CPC | 28 [IK-3 | JI1.1
uHpopmanuu. Tepmunsl u OnpeneneHus. J1.2
JloxTpuHa nHGOpMAIIMOHHON Oe30macHoCTH Poccuiickoi J12.1
denepanui. JI2.2
VYka3 npe3unenTta poccuiickoit peaepammu. O0 J12.3
YTBEPKJICHUH NEPEUHsI CBEACHUN KOH(DUICHIINATBHOTO 2.4
Xapakrepa. JI3.1
[TonokeHue o JIMLIEH3UPOBAHUU ACSTEIBHOCTHU 10 JI3.2




TEXHUYECKOH 3anuTe KOHPUICHIINATEHOW HH()OPMAIIHH.
[Tocranosnenue [IpaBurensctBa Poccuiickor denepauuu ot
30 anpens 2002 r. Ne 290.

WucTpykuus mo 3amure KoHGUACHIMATbHOU HH(OpMaLIUU
npu paboTe ¢ 3apyOeKHBIMU TTAPTHEPAMH.

ObecnieueHne coxpaHeHUs] KOMMEPUYECKOM TaltHBI
MPEAPHUATHSL.

Karanor 060011eHHBIX MEPOTIPUATHI 110 3aIIUTe
KOH(UIESHIINATHHON HHpOpMaIum.

AHanu3 MoJienei HapyuIuTens; yrpo3sl UHGOPMAIMOHHO-
MIPOrpaMMHOMY 00€CIIEYEHHIO BBIYUCIUTEIbHBIX CUCTEM U
uX KiaccupuKanus

Knaccugukanus kaHaaoB yTeukd HHQOPMALIHH.
TpeboBanust k coBpemeHHbIM DLP-cicTemMam

Moayas 2. ®yukuuu DLP-cucrem. Hacrpoiika DLP (8 sex + 16 ap + 28 cp) yacos

2.1 | Jlekuus 6. Jlex 2 T1K-3 JI1.1

Bunpr nouncka nndopmaruu JI1.2

J2.1

JI3.1

2.2 | Jlekums 7. Jlex 2 T1K-3 JI1.1

"AnalyticConsole: py4HOli 1 aBTOMaTHYECKUNA aHATN3 JI1.2

uHpopmanuu" J2.1

[Ipumenenue GuIbTpOB JI3.1
DOopMUPOBAHHUE OTUETOB

2.3 | Jlexkuus 8 Jlex 2 [1K-3 JI1.1

"AlertCenter: aBTOMaTH4eCKUA MOHUTOPHUHT J1.2

HH()OPMAITMOHHBIX TTOTOKOB" J12.1

Co3/ianne NoJUTUKH JI3.1

2.4 | Jlexkuus 9 Jlex 2 [1K-3 J12.2

"brnokuposka nnpopmarmu B Kb Cépulladopm” J12.3

OO6mwmit npunnmn 6;10kupoBky B DLP-cuctemax J12.4

biiokupoBka: HaCTpoMKa IpaBul JI3.2

biiokupoBka Ha ypOBHE CETH

biiokupoBka Ha ypoBHE areHra

brokupoBka mo4Thl Ha ypoBHE pabouel CTaHIIUN WU
IIOYTOBOTO CEpBEPA (AreHT)

2.5 | JlaboparopHnas paboTa 5 JIP 4 IK-3 JI3.2
Hacrpoiika nmpaBui 6JI0KUPOBKH € LETBIO MPEOTBPAILICHUS
yTeuKH KOH(UIEHIIHAIbHON nHpOopMaIuu (Ha mIpuMepe
nporpammuoro komriekca «Cépulludopm KNby)

2.6 | JlaboparopHnas paboTa 6 JIP 6 [K-3 | JI3.2
OmnepaTUBHBII KOHTPOJIb ICATSIBHOCTH HA pa00YNX MECTax
HI0JTb30BaTeNeH JIOKaJIbHOM CETH TP MOMOIIH PEKHMOB
LiveView, LiveCam u LiveSound, peaim3yeMbix

cpencTBaMu nporpammuoro komiekca «Cépulludopm
KUb»

2.7 | JlaboparopHnas pabota 7 JIP 6 [K-3 | JI3.2
KommuiekcHoe Henoap30BaHre KOMIOHEHTOB IIPOTPAMMHOIO
komruiekca «Cépulludopm KUb» as KOHTpos JBUKEHUE
OpPraHU3ALMOHHO-PACTIOPSAAUTENBHBIX JOKYMEHTOB U
IPEIOTBPALICHNS YTEUKH KOH(UACHINAIbHOW HHPOPMALIUU

2.10 | IToBeneHueckuit aHaiu3. TEXHOJIOTUS aHAIM3A TTIOBEICHUS CPC 28 TIK-3 | J11.1




nons3oBareneit (User Behavior Analytics, UBA)

J1.2

Texnonorus undpossix otnedarkos (Digital fingerprints, J2.1
DiFi) cpaBHHBaeT TeKCTOBBIC, TpaduuecKue U TaOIMIHBIE J2.2
JIOKYMEHTBI C 3TaJJOHAMHU JI2.3
Texnonorust KoHTpoas uaeHtTuukaropos (IDID, ID 2.4
identification) mo3BoJseT pacro3HaBaTh B TEKCTE JI3.1
COOOIIICHUH CTICTIMAILHBIC UICHTH(PUKATOPHI J13.2
Texnonorus rpagpudeckux madiaoHoB. TexHomaorus
MO3BOJISIET KOHTPOJIMPOBATH TIepeiady KPUTUIHBIX JaHHBIX
B rpaduyeckux popmarax
@aiistoBbIl KpayJiep. TexXHOIO0rus Mo3BOJISET MPOBEPATH BCE
y3J1bI KOPIIOPATUBHON CETH M COCTABIIATH €€ HAIJIATHYIO
KapTy, IOCJIE Yero KOHTPOJIUPOBATh PECYPCHI CETH.
TexHosorus aHanuza Tekcra. J[eTeKTupoBaHue TEKCTOB,
OJIM3KHX TIO CMBICITY C 9TaJJOHOM
Texnonoruu riryookoro noucka. [Touck nzodpaxenuid,
MIOXO0XHX Ha TaJloH. [IOMCK 1O JIF0OBIM ayIHo- WITH
BUIC03aIUCSIM JIEMCTBUH MOJIb30BaTENsA
TexHonoruu npuctansHOro HabmroaeHus. [lo3Bonstor
TOYHO BOCCTaHABIMBATh LIEOYKU COOBITHN U
yCTaHABJIMBATh BCEX MPUYACTHBIX K HAPYIICHUSIM
TexHOo0rHsI aBTOMAaTHYECKOTO BBISIBJICHUS M TPYIIIUPOBKH
HEHM3BECTHBIX JIOKyMEHTOB IT0 HOBBIM TE€MaTHKaM
(kmacrepu3arus)
TexHONOTHS MAIIMHHOTO O0YUYEHHS JUTs KIacCU(DUKAITIH
TEKCTa Ha 0a3e MOyJIsl HCKYCCTBEHHOTO MHTEJUIEKTA.
3auer IK-3 | JI1.1
J1.2
J2.1
J2.2
J12.3
J2.4
JI3.1
JI3.2
Hroro — 108 yacos
5. Y4eOHOo-MeTOAMYeCKOe H HHPOPManMOHHOe o0ecniedeHre JHCIUIIIMHbI
5.1. Pekomenayemasi Juteparypa
5.1.1. OcHoBHas1 JuTepaTypa
Kon ABTOpE, 3aruaBue MsnareancrBo, ron | Ko
COCTABUTEIH
1O. IO. I'pomos, O. T n i
WBanoga, K. B. POTPAMMHO-AINAPATHBIC CPEACTBA 1) 505 - TITY, 2017.
JI1.1 ’ 3alUThl THPOPMAIIMOHHBIX CUCTEM : ’ o1
Crapomy6oB, A. A. — 194 c.
ydebHoe nocoOue
Kanrikos
WNudopmanmonHast 6€3011acHOCTD U 3alUTa ) )
Mocksa : PUOP :
1.2 Bbapanosa, E. K., uHpopmarun : yueObHnoe nocodue / E.K. MHDOPA-M. 2024, — ey
A.B. babam bapanosa,. — 3-e u3z., nepepa0. u qom. — 336 ’c
5.1.2. JlonoJHUTeJbHAS JUTEPATypa
Kon | ABTOpBI, | 3aruiaBue M3nareabcTBO, 101 | Kou.




COCTABUTEJHU
J12.1  |[[Uunynus, I'. ©. Knaccudukanus cpeacTB 3aluThl O3
mHpopManuu. CpecTBa 3aIUThI
MH(OPMALIUU: CUCTEMBI YIIPABICHHS Mocksa : PTY
nH(popmarei o 6e30MacHOCTH U MUPOA, 2025. — 111
COOBITHSIMH 0€30IaCHOCTH, CUCTEMBI C.
[PEIOTBPALICHUS YTEUEK TaHHBIX: yueOHOe
nocoOue
JI2.2 |- DLP — cucrema: 94T0 3TO Takoe, Kak KoMmmanus 04
paboTaeT u Kak BbIOpaTh cTaxaHoBell, 12 sHBaps
2024
U12.3 | Komnanus Craxanosen [lonnbiit Kontpons - KomMmmanus 25
CtaxaHoBell KOHTPOJIb NEHCTBHUI COTPYAHUKOB CraxaHoBell
Kommanus Solar DLP cuctema Solar Dozor — komruiekcHast |[Kommanus Solar D6
Dozor BaruTa HHPOpPMAIMH OT YTEUKH, Dozor
J12.4 MOHUTOPUHT paOOTHUKOB, KOHTPOJIb
pabodero BpeMeHH, MPOTUBOICICTBHE
KOPPYIIIUH.
5.1.3. YueOHO-MeTOAHYECKOE O0ecImeuyeHne
Kon ABTOpE, 3aruiaBue MspareascrBo, rox | Koa.
COCTABUTEJHU
U13.1 [Pauenko, T. A. MupopmanmronHas 6e3onacHoCThb : yueoHo-(Tonbartu : TI'Y, 2024.(97
METOAMYECKOE TIOCOOHE — 135 c.
J13.2 |A. Ps6oB 00630p DLP-cucrems! «KoHTyp O630p Searchinform, [38
MH(OPMALIMOHHON 0€3011acHOCTH 19 oxTs6ps 2016
SearchInform». Yacts 1 — OcHoBHBIE
(YHKIIMN CUCTEMBI
5.2. DyekTpoHHBbIe 00pa3oBaTebHbIE pecypchl
D1 |https://e.lanbook.com/book/319553
22 |https://znanium.ru/catalog/product/2082642
23 |nttps://e.lanbook.com/book/508443
N4 https://stakhanovets.ru/blog/dIp-sistema-chto-eto-takoe-kak-rabotaet-i-kak-
vybrat/?ysclid=Irw9rz186w607738555
35 |https://stakhanovets.ru/kontrol-sotrudnikov/
36 |https://rt-solar.ru/products/solar_dozor/?ysclid=Irw9m6zu4w322594273
37 |https://e.lanbook.com/book/427130
38 |https://www.anti-malware.ru/reviews/kib_Searchinform_partl
5.3 UudopMaumoOHHO-CIIPABOYHBbIE CUCTEMbI M NPO(ecCHOHAIbHbIE 0a3bl JAHHBIX
5.3.1 | Koncyawrant [lmoc — https://www.consultant.ru/
5.3.2 | T'apanr — https://www.garant.ru/
5.3.3 | Hayunas snektponnas oudimoreka (ba3a nannbix): https://www.elibrary.ru
5.3.4 | DnexTpoHHBII pecypce http://www.securitylab.ru/
5.3.5 | [Ipodeccuonanvuas  6a3a panHbIX: DenmepanpHblii mopTan «Poccuiickoe oOpa3zoBaHUE»:
[DnexkTpoHHBIHN pecypc]| — Pexum goctyna: http://www.edu.ru/ (OTKPBITBIN TOCTYT)
5.3.6 | [Ipodeccuonanpuas 0aza nanHbIX: DenepanbHbli HEHTP HHYOPMAMOHHO-00Pa30BaTENBHBIX
pecypcoB: [DneKTpoHHBIN pecypc]| — Pexum gocryna: http://fcior.edu.ru/ (OTKpBITBIA TOCTYII)
5.3.7 | HartmonanbHslii oTkpeITHIA yHUBEpeUTeT « MHTYUTY - https://intuit.ru/

5.4. IIporpammuoe odecneuenne. DLP-cucrembl

CK® MTVYCH obecnieueH HeOOXOIUMBIM KOMILIEKTOM JIMI[EH3HMOHHOI'O H CBOOOIHO PACIIPOCTPAHIEMOro
MIPOTPAMMHOTI0 00ECIICUCHHS, B TOM YHCJIC OTEYSCTBEHHOTO MMPOU3BOACTBA:

1 ‘Fapua IIpeanpusrtue



https://e.lanbook.com/book/319553
https://znanium.ru/catalog/product/2082642
https://e.lanbook.com/book/508443
https://stakhanovets.ru/blog/dlp-sistema-chto-eto-takoe-kak-rabotaet-i-kak-vybrat/?ysclid=lrw9rz186w607738555
https://stakhanovets.ru/blog/dlp-sistema-chto-eto-takoe-kak-rabotaet-i-kak-vybrat/?ysclid=lrw9rz186w607738555
https://stakhanovets.ru/kontrol-sotrudnikov/
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https://e.lanbook.com/book/427130
https://www.anti-malware.ru/reviews/kib_SearchInform_part1
https://www.consultant.ru/
https://www.garant.ru/
https://www.elibrary.ru/
http://www.securitylab.ru/
http://www.edu.ru/
http://fcior.edu.ru/
https://intuit.ru/

[12 Kontyp urdopmarnmonnoii 6e3omacaoctu Cépulludopm (Cépulladopm KUb)

I13 |DeviceLock DLP

[14 |Infowatch Traffic Monitor

15 [Safetica Protection

I16 |Solar Dozor

I17 |Zecurion DLP

I18 |ATIC CraxanoBerg

6. MaTepuajbHO-TEXHHYECKOE oD0ecnedeHne TN CIUNTUHbI

6.1 MTO nexkiMoHHBIX 3aHATHHA

1 | JlekunoHHas ayquTOpus, OCHAIICHHAs MHTEPAKTHBHOHM NOCKOH, mpoekTopoM, [IK (HOoyTOykom),
9KPAHOM.

6.2 MTO nabopaTopHbIX pabOT U MPAKTHYECKHUX 3aHATUH

1 | JIaGoparopus «IIporpamMmmHO-anmnapaTHblie CpeACTBa 3alIUTH HHPOPMALIUNY, YKOMIUIEKTOBaHHAS
CIeLMaIN3UPOBAHHON MeOENbI0, OCHAIIEHHYIO IIPOrPAMMHO-AMIAPATHBIMUA KOMIUICKCAMH 3aIlUThI
MH(OpMaIMH, BKIIOYAIOIIMMHU B TOM YHCIIE CPEICTBA KpUIITOrpaduueckoi 3auThl HHpOpMaLHH,

6.3 MTO pyOexHBIX KOHTPOJIEH, IK3aMeHa

1 Y4eOHble ayAUTOpUN, 000PYAOBaHHBIE KOMITBIOTEPHOU TEXHUKON C BO3MOXKHOCTBIO BBIXO/A B
JOKaJIbHY1O0 ceTh @unnana u lHTepHer.

6.4 MTO camocTosATenbHOM paboThl 00y4aIOUIXMCS

1 | IlomemieHue fj1st caMOCTOSITENBHOM pabOThI 00YUAIOIIUXCSl OCHAIIEHO KOMIBIOTEPHOM TEXHUKOH C
BO3MO>KHOCTBIO IOJIKIIFOUEHUS K ceTh IHTepHET u o0ecnieueHrneM J0CTYIa B AIEKTPOHHYIO
uHpOopMaMOHHO-00pa3oBarenbHyo cpeny CKO MTYCU

7. OueHOYHBIE MATEPHAJIbI

OneHoYHbIE MaTepHAIIbl U IEPEUYEHb BUAOB OLIEHOYHBIX CPEACTB TEKYIIEro KOHTPOIIS U IPOMEXKYTOUHON
aTTecTauuu npezacrasieHbl B [Ipunoxennu 1 k paboueil mporpaMMe TUCIUTUINHBL.

8. MeToauyeckne peKOMEHIANMHU 1JIs1 00y4aI0IUXCs 10 OCBOEHHUIO TN CHUTIITHHBI

MGTO,Z[I/I‘{GCKI/IC PEKOMCEHAAIINU MO OCBOCHUIO JUCHUIIIINHBI IPECACTABJICHBI B HpI/IJ'IOX(eHI/II/I 2 K pa60qeﬁ
nporpaMme TUCHUITIIMHBL.

9. OcoGeHHOCTH peau3anuu JUCHUILUINHBI (MOIYJIs1) IPU 00y4YeHU
WHBAJH/I0B U JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMU 3/10POBbSI

Pabovas mporpamMMa ITUCIHITIHHEI (MOYJIs) TIPH HEOOXOAMMOCTH MOXKET OBITh alalTHPOBaHA
i 00y4yeHus (B TOM YHCIIE C MPUMEHEHHEM AMCTAaHIMOHHBIX 00pa30BaTEeIbHBIX TEXHOJOTHI) JIUI] ¢
OTpaHMYEHHBIMU BO3MOXKHOCTSIMH  3/10pOBbsl, MHBanuaoB. [lnst storo TpeOyeTcst 3asiBIeHUE
00yyaromuxcs, ABJISIOMIMXCS JIMIAMH C OIPaHMYEHHBIMH BO3MOXKHOCTSMH 3]I0POBbsI, WHBAIUJAMH,
WM UX 3aKOHHBIX MPEACTaBUTEIEN U PEKOMEHIALUHU IICUX0JI0T0-MEIUKO-TIEJarOrMueCKOi KOMUCCHUH.
[Tpu oOyueHuu ML ¢ OTpaHUYEHHBIMU BO3MOXHOCTSIMU 3/10POBbsI YUUTBIBAIOTCS MX UHAUBUIYaJIbHbIE
ncuxodusnueckue ocodbeHHocTH. OO0ydeHHe WHBAIMAOB OCYIIECTBISIETCS TaK)KE€ B COOTBETCTBHU C
WH/AMBUIYalIbHOM MporpaMMoi peabninTaluy nHBaNIKUAA (Ipy HAJTMYUN).

Jins i ¢ HapymIeHHEM CIyXa BO3MOXKHO TIPEIOCTaBICHHE Y4eOHOH WH(opManun B
BU3yalbHOU (hopMe (KpaTKMii KOHCHEKT JIeKIUH; TEKCTbl 3aJaHuM, HaledaTaHHbIC YBEIUUYECHHBIM
mpupTOM), HA AYyJAUTOPHBIX 3aHATHUSAX JOMYCKAeTCS TMPHCYTCTBHE AacCCHUCTEHTa, a TaKkKe
CYPZIONEPEBOJUUKOB U TU(IOCYPIOTIEPEBOJUNKOB.



Texymmii KOHTPOJIb YCIEBAEMOCTH OCYIIECTBISETCS B MUCHBMEHHOW (opme: 00ydaromuics
MUCHbMEHHO OTBEYAET Ha BOIPOCHI, MUCbMEHHO BBINOJIHIET NPAKTUYECKHUE 3aJaHHUs.

Hoknan (pedepaT) Takke MOXKET OBITH TPEICTAaBICH B MUCBMEHHOW (QopMe, TpPH ITOM
TpeOOBaHUS K COAEPIKAHUIO OCTAIOTCS TEMH K€, a TPeOOBAaHUSA K KA4EeCTBY M3JIOKEHHsI MaTepuana
(TIOHATHOCTB, KAauecTBO pEYM, B3aMMOJCHCTBHE C ayIJUTOpUedl W T. J.) 3aMEHSIOTCS Ha
COOTBETCTBYIOLIME TPeOOBaHUs, MPEABABIsIEMble K NMUCbMEHHBIM paboTaM (KauecTBO O(OpMIIEHUS
TEKCTa U CIIHCKA JIUTEPATYPhl, TPAMOTHOCTb, HATMYNE WJUTFOCTPALIMOHHBIX MAaTEPHAJIOB U T.1.).

[IpomexxyTouHasi arrecTanus JUIsl JMIl C HapyIHICHUSMH CIyXa HPOBOJUTCA B MHUCbMEHHOMN
dbopme, TpU STOM HCHOIB3YIOTCA OOIMe KpuTepuu oleHuBaHUS. [lpu HEOOXOAMMOCTH BpeMs
MOJITOTOBKH K OTBETY MOXKET OBbITh YBEJTUYEHO.

JInst TUI ¢ HapyIIEHUEeM 3pEHHUs JIOIyCKaeTcs ayAuaibHOE MPeJoCTaBlIeHUEe WHPOpMaNnH, a
TaKXe HCIOJIb30BAHME HA ayJUTOPHBIX 3aHATHUSAX 3BYKO3AMHUCHIBAIOIIMX YCTPOMCTB (IMKTO(POHOB U
T.A.). JlomyckaeTcss MpHUCYTCTBUE Ha 3aHATHSX AacCUCTEHTa (IMOMOIIHMKA), OKa3bIBAaIOIIETO
00yyaromuMcsi HeOOXOUMYIO TEXHUUECKYIO TOMOIIIb.

Texkymuit KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIISIETCSI B yCTHOM (popme.

[Tpu npoBeneHUH POMEXKYTOYHOM aTTeCTallMU JUIS JIML ¢ HApyIIEHUEeM 3pEHUsl TECTUPOBAaHUE
MOJKET OBITh 3AMEHEHO Ha YCTHOE COOECceI0BaHUE 110 BOIPOCAM.

JUis Ui ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSMHU 370POBBS, MMEIOIIMX HapyLIEHUS OMNOPHO-
JIBUTATENILHOTO ammapara, Ha ayIUTOPHBIX 3aHATHUSX, a TAaKXKe MPH MPOBEICHUN MPOIEIYp TEKYIIETO
KOHTPOJISl YCHIEBAEMOCTH U MPOMEXKYTOYHOU aTTEeCTallUd MOTYT OBbITh MPEJOCTaBIE€Hbl HEOOXOAUMBIE
TEXHUYECKHE CpeACTBa (TMEPCOHATBHBIA KOMITBIOTEP, HOYTOYK WM APYrOM TaHKET); IOITyCKAaeTCs
MIPUCYTCTBUE ACCUCTEHTA (ACCUCTEHTOB), OKA3bIBAIOIIETO 00YUYAIOIIMMCS HEOOX0IUMYIO TEXHUYECKYIO
noMoIpb (3aHATh pabouee MecTo, MEPeBUTaThCS IO AyAMTOPUH, MPOYHUTATH 3aJaHue, OPOPMHTH
OTBET, OOLIAThCS C MPETOAABATEIIEM).



10. JonosiHennst 1 u3MeHeHus B Paboueii mporpamme

JIucr akryanu3zanum padodeid mporpaMMbl TUCHHILTAHBI
«b1.B.07 AnaauTuka DLP-cucrem»
IS ucnmoJib3osanms B 20 /20 y4eOHOM roay

YT1Bepxaaro
3am. qupekropa o YP

« » 20 T

Hampasnenune: 10.03.01 Muadopmarmonnas 6€30MacHOCTb
[Mpodwiib: be3onmacHOCTh KOMIBIOTEPHBIX CUCTEM (10 OTPAC)IU WK B chepe

podecCHOHATLHOM IS TEIBHOCTH )

dopma 00yueHus: OUHas
(BosmooicHbL cliedyrouue 6apuanmol):

a) Pabouas nporpamma aelictByer 6€3 N3MEHEHH.
0) B paGouyto mporpaMMmy BHOCATCS CIEAYIOIINE H3MCHECHHUS:

Pa3pabotuuk (u):

(®UO, yueHnas creneHb, y4eHOE 3BaHUE)
« » 20 1.

Pabouas mporpamma nepecMoTpeHa 1 o1o0peHa Ha 3aceaanuu kadenps b
[TpoTokon Ne OT «__ » 20 T.

3aBeyromuii kadenpoit
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[punoxenne 1

OIIeHO‘IHI)Ie MaTEpPHAJIBI AJIA MPOBCACHUA TEKYIIECT0 KOHTPOJIA U
HpOMQ)KyTO‘-IHOﬁ arTreCTali 10 JMCIHMIIJInNHE

1. OneHouHnbIe MaTepHaJIbI 1JIA IIPOBECIACHUS HpOMe)KyTO‘IHOﬁ aTrrecTanvm o JMCUMIJINHE

1.1 IIxaj1a oneHUBAHUA KOMIIETEHIIHIA

IkaJjia oneHUBAHUS KOMIIETEHINIA

OreHka

YpoBeHb 0CBOCHUA
KOMITeTEHIIUH

Kpurtepun ouennBanus

«OTInYHO»

BeIcoknii ypoBeHb

OOyuatomtmiics MOKa3bIBACT BCECTOPOHHEE,
cHUCTeMaTHYeCKOe U TIIyOOKOe 3HaHHE OCHOBHOI'O U
JOTIOJTHUTEIBHOTO yYeOHOTO MaTepuania, yMeeT
CBOOOJHO BBINOJHATH 3aJaHUs, NPETyCMOTPEHHbIE
[IPOrpaMMOii; YCBOWJI OCHOBHYIO M 3HAaKOM C
JIONOJTHUTEIBHON PEKOMEHIOBAaHHOM JTUTEpaTypoi;
MOXET  OOBSICHATh  B3aMMOCBSI3b  OCHOBHBIX
NOHATUM AMCUUIUIMHBL B MX 3HAYEHUM JUIS
nocyenyromeil mpoecCHOHATBHON NI TETLHOCTH;
HPOSIBIISET TBOpYECKHE CHOCOOHOCTH B
NMOHWMAaHWH, W3JIOKEHUHM W HCIIOJNBb30BAaHUH
yueOHOro MaTepuana.

«Xopo1mIo»

IToBbIIIEHHBIN
YPOBEHb

OOyuarmuiicsi TOKa3bIBae€T JOCTATOYHBIN YPOBEHB
3HaHUW B  Tpelejax OCHOBHOTO  Y4eOHOTO

Marepuana, oe3 CYIIECTBEHHBIX 91115 (03
BBITIOJIHACT npeayCMOTPCHHLBIC B nporpamMmme
3aJaHusg;  yCBOWJI ~ OCHOBHYIO  JIUTEpaTypy,

PEKOMEH/IOBaHHYI0 B  MporpaMme; CrocoOeH
OOBSICHUTh  B3aUMOCBSI3b  OCHOBHBIX  ITOHSTHM
OUCIHUIUIMHBL TPU  JOMOJHUTENBHBIX  BOMPOCAX
npenogaBatens. JlomyckaeT He CyLIECTBEHHbIE
MOTPEIIHOCTH B OTBETaX, YCTpaHieT uX 0e3
MTOMOLIY NPENOJIaBaTENsL.

«Y IOBIIETBOPUTEIILHO»

[Toporossiii
YPOBEHb

OOyuaromuiics TOKa3bIBa€T 3HAHUS OCHOBHOTO
y4eOHOro MaTepuaja B MHHHUMAaJIbHOM O0OBEMe,
HE00X0IUMOM TUIs JanbHEeHIen y4eObl;
CIpaBiIsieTCs c BBITNIOJTHEHUEM 3aJaHui,
MPEeIyCMOTPEHHBIX MPOTPAMMOM, JOMycKas TpHu
3TOM OOJIBIIOE KOJIMYECTBO HE MPUHIMIHAIBHBIX
omunOOK; 3HAKOM C OCHOBHOH JHUTEpaTypoii,
PEKOMEHIOBAHHOM MPOrPaMMOH. Jonyckaet
CYLIECTBEHHBIE TIOTPEIIHOCTH B OTBETaX, HO
oOjlajaeT HEOOXOMMMBIMH 3HAHUAMHU UIT WX
yCTpaHEHUs O] PyKOBOJCTBOM MPENOIaBaATENsL.

«HeynoBneTBOpUTEIBbHO

MuHuManbHBIN
YpPOBEHb HE
JTIOCTUTHYT

OOyuarommiicsi 00HapyKUBaeT MPOOETbl B 3HAHUAX
OCHOBHOTO  y4e0OHOro Marepuana, JIOIyCKaeT
NpPUHLIMINAATIbHBIE  OMMOKM B BBIOJIHEHUHU
IIPEAYCMOTPEHHBIX  IIPOrpaMMOM  3aJaHUl, He
3HAKOM C PEKOMEHJOBAHHOW JIUTEpAaTypoOH, HeE
MOKET MCIIPAaBUTh JONyLIeHHble oOmuOku. Kak
MIPaBUIIO, OLIEHKa «HEY0BJIETBOPUTEILHO)
CTaBUTCSl OOYYaroIIMMCsl, KOTOpble HE MOTYT
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MPOAOJIKUTH

o0yueHue
npoeCCHOHATLHON JICATEIIbHOCTH TI0 OKOHYAaHUHU

WO TPUCTYIIUTh K

By3a 0e3  JONOJHUTENBHBIX  3aHATHH  TI0
COOTBETCTBYIOIIEH TUCIUILIUHE.
1.2 Tloka3aTe/in, KpUTEPUH U IIKAJIbI OLlEHMBAHUSA KOMIETEHIUH
Kpurepun Ixkana
Iloka3aTey KOMIIETEHIIHH
OLICHUBAHUSA OLICHUBAHUSA

MK-3: ATMUHHCTPHPOBAaHHE CPEICTB 3aALUTHI HHPOPMAINH NPUKJIATHOTO U CHCTEMHOT0

NMPOrpaMMHOT0 oOecredeHust

3HaTh:
- Apxutektypy DLP-cuctem; KonTponbnas Monayns 1
- [Ipunuuns! noctpoenuss DLP-cucrem; pabora 1 0+10
- OCHOBHBIE CPEJCTBA U METO/IbI AHAJIN3A «HeynosnerBopurensHo» - 0-3
paboTbI nporpamMmmHoro komiiekca DLP; «Y 1OBIETBOPUTEIBHOY - 4-5
- UcTounuku yrpo3 uHGOpMaIIMOHHON «Xoporoy - 6-8
0€30M1aCHOCTH, BBI3BIBAIOIIHNE YTEUKY «Otmuyno» - 9-10
nH(popManuu; KonTponbnas Monyb 2
- XapakTepHble MPU3HAKN HATUYUS YTCUKH pabota 2 0+14
nH(popMaLnu; «HeynosnerBoputenbHo» - 0-3
- CpeznctBa 1 MeTO/IbI OOHAPY KEHHSI paHee «Y IOBIETBOPUTEIIBHOY - 4-6
HMCTOYHUKOB YTEUKH UHPOPMAITUH. «Xopomio» - 7-10
«Otnununoy - 11-14
Ymerb
- AHanM3MpPOBATh NCTOUYHUKU YTEUKH JlaGopaTopHas Monyis 1
nHpopManuu; pabora 1-4 0+10 3a xkaxmayro JIP
- ®opMyHpOBaTh MpaBUiIa 0€30MacHON O6mas cymma 6amnos 3a 4 JIP
AKCIUTyaTaIliy TPOTrPaAMMHOTO 00eCTICUeHNST,; 40 GamnoB
-HMcnonp30BaTh mporpaMMHoOe obecrieueHue ¢ «HeynoBnerBopurensuo» - 0-3
LIEJIBIO OTIPE/IETICHUSI BO3MOXKHOIO «Y IOBIETBOPUTEIIBHOY - 4-5
BpPEAOHOCHOI'O BO3JEHCTBHS; «Xoporo» - 6-8
- UncTanmupoBaTh M 3KcIuTyatupoBath DLP- «Otnunoy - 9-10
CUCTEMBI, Jlaboparopnast Momyns 2
- Ocy1ecTBIATh MEpOIPUATHS no | pabora 5-7 0+12 3a xaxayto JIP
NPOTHBOACUCTBUIO yTeUuKe HWH(POpPMAIMUA C O6mas cymma 6amios 3a 3 JIP
nomoiuso DLP. 36 GayoB
«HeynosnerBopurensuo» - 0-2
«Y IOBIETBOPUTEIBHOY - 3
«Xopowo» - 4
«Ot1angHO) - 5-6
Baanern
- OTpe/ieTICHUEM MOPSIJIKAa YCTaHOBKH JlaGopaTopHas Monyns 1
MIPOrpPaMMHOI0 0OECIIEUYEHHUS C 1IEJIBIO pabora 1-4 0+10 3a xaxmyto JIP
coOnroaeHus TpeOOBaHUM MO 3alTUTe O6mas cymma G6amos 3a 4 JIP
uHpOpMaIHH; 40 6amioB
- KOHTPOJIEM 3a COOJIIOICHHEM TpeOOBaHUH TIO «HeynosnerBopurensHoy» - 0-3
3antuTe MHPOPMALIUU PH YCTAHOBKE «Y 1OBIETBOPUTEIBHOY - 4-5
MPOTPaMMHOTO 00€CTICUCHHUSI, BKITIOYast «Xoporoy - 6-8
AHTHBUPYCHOE POTrPaMMHOE 00ECIICYCHHUE; «OtmynHoy - 9-10
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- popmynupoBanuem TpeOoBaHMIA K mapamerpam | JlaboparopHas Moyib 2

CPEIICTB aHTUBUPYCHOMN 3alTUTHI AJIS pabora 5-7 0+12 3a xaxayto JIP
KOPPEKTHOH pa-00ThI MPOrpaMMHOTO O6mmas cymma 6amnos 3a 3 JIP
obecneyeHus; 36 6aoB

- BBITIOJTHEHUEM paboT 1o 0OHAPYKEHUIO «HeynosnerBopurensaoy - 0-2
BPEIOHOCHOTO MTPOTPaMMHOTO 00eCTIeYeHUS; «Y IOBIETBOPUTEIHHO - 3

- TMKBHJIalluel 0OHApy>KEHHOT'O BPEIOHOCHOTO «Xopomio» - 4

IPOrPaMMHOTO 00ECTIeYEeHUS U TTIOCIIeICTBHIA «OtmaHO» - 5-6

ero GyHKIIMOHUPOBAHUS;

- popmynupoBaHueM TpeOOBaHMI K
BCTPOCHHBIM CPEJICTBAM 3aLIUTHI HH(OPMAIHH
IPOrPaMMHOr0 00ecreueHusl.

3auer 0-100 dayuoB
«He 3auytenoy» - 0-40
«3aureHo» - 41-100

1.3 OueHounbIe MaTepHuaJibl: TANMMOBbIC KOHTPOJBbHBIC 3aJaHUl, HHBIC MAaTCPHUAJIbI

1.3.1 OuneHoYHBbIE CPeICTBA TEKYIIEr0 KOHTPOJIS JJIsl 04HOH GopMbI 00yUeHUs!

Jannass nucummuinHa ¢opmupyeT y oOyuatomerocss 1 kommerenuuto. [lpu BbITONTHEHUH
00y4JaromuMCcsl MPAKTUYECKOT0 3aJaHusi (GOPMHUPYIOTCS OAHOBPEMEHHO YMEHHUSI M HaBBIKH, KOTOpBIC
HE MPEACTABIISIETCS BO3MOXHBIM pa3ienuThb. [103TOMy cunTaem, 4TO BKJIAJ MPAKTUYECKUX 3aJaHUN B
OOLIYIO OIIEHKY YMEHUI 1 HaBBIKOB PABHOIIEHHBIM.

Moayas 1 (50 6an10B):

Monaysb COOepXKHUT 5 TEKIMOHHBIX 3aHATHI U 4 1ab0paTOPHBIX pabOTHl. 3HAHUE JEKIIMOHHOTO
MaTepualia OICHUBAETCsl MO KOHTPOJBHOW paboOTe, COCTOAIICH M3 IBYX BONPOCOB, MAaKCHMAIIbHOE
KOJINYEeCTBO 0AJJIOB 32 KOHTPOJIBHYIO paboTy coctaniseT 10. 3a BBIIOIHEHHBIE JIAO0OPATOPHBIE PaOOTHI
oOyyvaronuiics momydaeT Makcumym 40 OamtoB. OOmiee MakCHUMalbHOE KOJIMYECTBO OajioB 3a
MoxayJib 1 cocrasnser 50.

Bonpocs 1J1st KOHTpoabHOI padoTsl (ITK-3):

1. Kak pacmudpoBeiBaetcs ab6peBuatypa DLP wu xorma BmepBele OHa Hadaia
WCII0b30BATHCS?

2. Kakne ocHOBHEBIE HIeu Jie)KaT B OCHOBe KoHIenuu DLP?

3. OxapakTepu3yiTe THIIbI U KaTETOPUHU HAPYIIUTENEH, ISt 00PHOBI ¢ KOTOPBIMH MOTYT OBIThH
ncnons3oBanbl DLP-cuctemsr?

4. OxapakTepusyiiTe OCHOBHBIE 3Talbl pa3BUTHS U TpaHchopmanuu KoHuenuu DLP.

5. Kakoga noruka pa6otst DLP? Onumute npuaiunsl GyHkimorupoBanust DLP-cuctemsi.

6. OxapakrtepusyiiTe HOBble 3amaun Wb, peamuzamusi KOTOPBIX cTaja BO3MOXXHOW B
pesynbTate pa3putus DLP.

7. Packpoiite ocHoBHbIe TonoxeHus konuenumid People-Centric Security u Data-Centric
Security.

8. OnumuTe OTIUYUTENbHBIE 0COOEHHOCTH 3aMaHbIX U OTeuecTBeHHbIX DLP-cucrem.

9. B uem coctour cyTh koHnenuu Money Loss Prevention?

10. HazoBure OCHOBHBIE TNpeumyliecTBa H Hexoctatku wmozaenu "DLP kak cepsuc"
(compoBoxknenne cucteM DLP cutamu cTOpoHHEH KOMIIaHUN).

11. Oxapakrepusyiite mecro DLP-cucreM cpeaum aApyrux pelieHMd Ha pPBIHKE CPEICTB
obecneuenus Ub.

12. Onwummre nepcnekTuBs! pa3putus DLP.

13. Kakue mnpoayktel BXOmaT B moptdenp paspadborok Cépulladopm? Jlns dero oHu
npeaHa3HauYeHbI?
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14. OmnummmuTe mociieoBaTensHOCTh ABMkeHHs nHpopmammu B DLP-cucteme.

15. Kakue BubI nepexBaTa UCHOIb3YIOTCS B cOBpeMeHHbIX DLP-cuctemax?

16. Kakossl ocobennoct apxutekTypsl "KUb SearchInform"?

17. Tlepeuncnute OCHOBHBIE MOIYIU/TIPOAYKTHI, BXoAsmue B coctaB "KUb SearchInform".

18. OxapaktepusyiiTe Ha3HaUCHHE M OCHOBHBIE Bo3MokHOCTH MailController.

19. Oxapaxtepusyiite Ha3HaYeHHE U OCHOBHBIE Bo3MoxkHOCTH IMController.

20. OxapakTepu3yiiTe Ha3HaUCHHE U OCHOBHBIC Bo3moxxHocTH HTTPController.

21. OxapakTepu3syiiTe Ha3HauUeHHE U OCHOBHbIE Bo3MokHOCTH DeviceController.

22. OxapaxTepu3syiiTe Ha3HaueHHE U OcHOBHBIE Bo3MokHOCTH FTPController.

23. OxapakTepu3syiiTe Ha3HaueHHE U OCHOBHBIE Bo3MokHOCTH PrintController.

24. OxapaxTepu3syiiTe Ha3HauYEHHE U OCHOBHBIE BO3MOkHOCTH MicrophoneController.

25. OxapakTepu3syiTe Ha3HauUEHHE U OCHOBHBIE BO3MOkHOCTH MonitorController.

26. OxapaxTepu3syiiTe Ha3HauYEHHE U OCHOBHBIE Bo3MokHOCTH CameraController.

27. OxapakTepu3syiiTe Ha3HauU€HHE U OCHOBHbIE BO3MOKHOCTH Keylogger.

28. OxapaxTepu3yiiTe Ha3HaueHHE U 0CHOBHBIE Bo3MoxkHOCTH CloudController.

29. OxapaxTepu3syiiTe Ha3HaUYeHHE U OCHOBHBIE BO3MoxkHOCTH ProgramController.

30. OxapakrepusyiiTe Ha3HAYCHUE U OCHOBHBIC BO3MOkHOCTH [WSController.

31. KakoBbl Ha3HaueHHME€ M OCOOEHHOCTH HCHONb30Jb30BaHUsA B KUb TexHomoruu
npodaitnuara?

32. Hazosure ocHoBHble npeumymiectBa KUb nepen apyrumu DLP-cucremamu.

33. Kakwue Tpu Buaa ananmsa uHpopmarmu peanuszoBanbl B "KUB SearchInform"? [{nst wero
OHU TpeJHa3HaYEHbI?

34. Kak cBsizaHbl MexOy co0oii 3((EeKTUBHOCTh IMOHWCKA M CMBICIOBOE COOTBETCTBHE
pe3yJIbTaTOB MOMCKOBOMY 3aIpocy?

35. B kakmx chywasx 1ernecooOpa3HO HCHONb30BaTh  (ppa3oBblii  mouck?  OnumuTe
0co0eHHOCTH BO3MOKHOCTH (pazoBoro noucka B "KHUb SearchInform".

36. Yro nmaet mouck no cnucky cioB u3 DataCenter?

37. OnumuTe OCHOBHBIC ITPEUMYIIIECTBA TIOUCKA IO KOMOWHAITUH (pa3s.

38. Jlns dero mpeaHa3Ha4YeH MOUCK MO MOCIEeI0BATEIbHOCTH CHUMBOJIOB?

39. OxapakTtepu3yiTe 0COOCHHOCTH IMOMCKA 10 HOMEPY TeedoHa.

40. [lnsa yero mpeHa3HAYEeH MOUCK IO CIOBapIo?.

41. Onumure 06JaCcTh TPUMEHEHHUS PEAAKTOpa CIIOBapEi.

42. OnumuTe BO3MOXHOCTH MIPUMEHEHHSI CHHOHUMOB TP MCIIOJIb30BaHUU (DPa30BOro MOUCKA
U TIOMCKa T10 CJI0BAPIO.

43. Jlna xakux JBYX 3a7ay LeJecoo0pa3HO HCIOIb30BaTh MOUCK MNOX0xux? Omnummre
COOTBETCTBYIOIUE AJITOPUTMBI.

44, Kakyo ponb B ¢opmupoBanun noiautuk Kb wurpaer mouck mo arpubyram? Kakue
aTpUOyTHI TOKYMEHTOB MOKHO UCIIOJIb30BaTh B KAUECTBE COJIEPKaHHsI TIOUCKOBBIX 3alPOCOB?

45. B kakux ciryyasix 1enecoo0pa3Ho UCIOIb30BaTh MOMCK HEPACTIO3HAHHBIX ?

46. Kakoit Buj mMoOWCKa TIO3BOJIIET HCKATh CTPYKTYPHUPOBAaHHYIO HH(OpMaInuio, KoTopas
(dhopmMupyercs 1o 3a1laHHbIM MpaBmwiIaM? OMUIIATE 0COOCHHOCTH €T0 MPUMEHEHHUS?

47. B xakux ciydasx oka3biBaeTcs 3QGEeKTHBHBIM MOKUCK MO IU(poBbIM oTnieyatkaM? KakoBbl
0COOEHHOCTH €ro IPUMEHEHHUs?

48. Kak ocymectBisercss (GopMHpOBaHHWE CJIOXKHBIX 3ampocoB? B dWem mnpeumyniecTBo
WCTIOJIb30BAHUS IAOIOHOB?

49. Ha3zoBuTe OCHOBHBIE IpaBWJIa Y4yeTa PECYpPCOEMKOCTH pa3iIM4YHBIX BHJIOB IOUCKA IpHU
(hopMHUPOBAHHUH CIOXKHOTO 3aMpoca.

50. KakoBbl 0COOEHHOCTH MPUMEHEHHUS IOMCKA 1O 0a3aM JTaHHBIX ?

51. Kakyio uH(pOpMaLnio NO3BOJISIOT MOMyYaTh CTATUCTUYECKUE 3aIPOCHI?

52. B ueM 0COOEHHOCTH MCIOJIb30BaHUS MTOUCKA 10 hopmam?

JlabopaTopnasi pabora Nel
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OcHOBHBIC KOMITIOHEHTHI POrpaMMHOro komiuiekca «Cépullngopm KUb»
Konrpoabusie Bonpocsi JIPNel (ITK-3):
Onummre mociea0BaTeIbHOCTE ABMKeHUs nHpopManuu B DLP-cucreme.
Kakue Buzbpl mepexsara NCHOJb3YI0TCA B COBpeMeHHbIX DLP-cuctemax?
KakoBbr ocobennoctn apxutektypsl «Cépunnpopm KNb»?
[lepeuncanre ocHOBHbIE MOy, BXosIue B cocTaB «Cépuundopm KNb».
[To xakuM cxemMaM MOXHO BKIIIOUUTH TporpamMMHbIA KoMmiuieke «Cépumadopm KUB» B
CEThb NPEANPUATHUS?

6. TpeOyercss 1M CHCTEMHBI aIMHHHCTPATOp B INTaTe CIy)XObl WH(POPMALMOHHOM
0€30IaCHOCTH U €CJIH J1a, TO moyemy?

7. Tlepeuncnure OCHOBHBIC ammapaTHblE TPEeOOBaHUS IS MITATHOTO (PYHKIIMOHUPOBAHHS
omnepaionHoii cucreMbl Windows Server 2012.

8. Kak ycraHoBuTh apois 1S mosib3oBaTens « Aamuauctpatop» Windows Server 20127

9. Kak n3MenuTs napamerpsl yuetHoi 3anucu B Windows Server 20127

10. Kak pasrpannuntb npasa goctyna B «Cépunadopm KUb»?

11. HazoBure ocHoBHble mnpeumyinectBa «Cépunnpopm KUb» mnepen apyrummu DLP-
CUCTEMAaMH.

arONOE

JlabopaTopnast paGora Ne2

OcHoOBHbIEe TPUHUUNBI ¥ NpHeMbl HcHoJb30BaHusA DLP-cucteMbl A8 MOHMTOPHHra
yredek KOH(pHICHUMAJBHOW HHPopManuu (HAa NOpuUMepe MNPOrpaMMHOrO KOMILIEKca
«Cépullngopm KNb»)

KonTpoabHbie Bonpochl JIPNe2 (ITK-3):

1. KaxoBo Haznauenue AlertCenter?

2. Kaxwue normueckue 0JIOKM MOKHO BBIIEHTH B nHTep(deiice AlertCenter?

3. Uro mpexacraBisier coboi monuTka, popmupyemas mnpu nomomu cpencts AlertCenter?
OxapakTepu3yiTe OCHOBHBIE CIICHAPHH UCTIOIb30BAHUS TTOJIUTUK?

4. Kakyo posib B CO3/1aHUM NOJUTHKU UIPAIOT IIOMCKOBBIE 3apOChI?

5. Kakas undopmarus ykassiBaetcs B Onoke «llepedeHp mpoBepku» npu (GpopMHUpPOBaHUH
TIOJINTHKU ?

6. Kakue HacTpoliku HEOOXOAWMO OCYIIECTBUTH, YTOOBI COTPYIHUKHU ciyk0bl 1B cmormu
NOJIy4yaTh yBeIOMJICHHs 00 MHIIUJEHTaX?

7. T'nme 3amaercs neprOAMYHOCTD IPOBEPKHU 10 3a1aHHOM MOJIIUTUKE?

8. Kakyio ponp mpu co3gaHUM TOJWUTHUKH HWTPAIOT CIHUCKK HUCKIoueHnid? Kakwe ObIBaroT
cnucku?

9. Kakoll MHCTpyMEHT MOXET OBbIThb HCIOJb30BaH JJIs JOINOJHUTEIbHON TI'PYyHNIHPOBKH
MHIMJICHTOB M TOKyMeHTOB? [lepeunciuTe ero OCHOBHBIE IPEUMYILECTBA.

10. MO’KHO JIM CTaBUTh HA MHIIUIEHT HECKOJIBKO MeTOK? YTto 31O maer?

11. Ilepeuncnante OCHOBHBIE CIIEHAPHHM HCMOJIb30BaHUS MmabioHoB? Kakum oOpazom oHH
co3xarorcs?

12. Jlns yero Hy’)KHa MaKeTHas HACTPOMKA MOJIUTUK?

JlaGopaTtopHasi padora Ne3

OcymecTBieHHe KOHTPOJISI TEPeNuCcKH M JeiCTBHI MoJb30BaTesell NPH MOMOIIH
Pa3JM4YHbIX BUIOB MOUCKA (HAa mpuMepe nNporpaMmmMHoro komiuiekca «Cépuldugopm KUby»)

Kontpoasusie Bonpockl JIPNe3 (ITK-3):

1. Kaxkue ocHOBHBIE 3a/1auu 1103BoJsIeT pemarb AnalyticConsole?

2. B kakux cinyuasx Ha Bkiaake «Ilouck» 1enecooOpa3HO HCMONb30BATh OJIOK «HUCTOUHUKH
JAHHBIX», @ B KAKUX — COPMHUPOBATH I'PYTIITHI?

3. Kakwue BuIbI MoMcKa TOCTYMHBI B OJIOKE «TEKCTOBBIC (DHITBTPHI»?

4, B xakux choyyasx LeiaecooOpa3HO HCHONb30BaTh (pa3zoBblii  mouck? Omnummre
ocobeHHOCTH TpuMeHeHus ppazoBoro noucka B «Cépunndopm KNby.

15



OnummTe 0CHOBHBIEC IPEUMYIIIECTBA TIOMCKA 110 KOMOMHAIMHU ppas.
Jnis1 yero npenHa3zHayeH MOMCK IO MOCIIEA0BaTEIbHOCTH CUMBOJIOB?
OxapakTepusyiiTe 0COOEHHOCTH MOMCKA 10 HOMEPY Tene(oHa.
Jnis1 yero npenHa3zHayeH MOMCK IO ClI0Bapo?

9. Jlma xakmx JBYX 3a1ad IEJIeCOOOpa3HO WCIOIb30BaTh IMOUCK IMOXOXHUX? OmummTe
COOTBETCTBYIOIIHNE AITOPUTMBI.

10. Kakyro ponp wurpaer moumck 1o arpuOyram? Kakme arpuOyThl JOKYMEHTOB MOXKHO
HCIOJB30BaTh B KAUECTBE COAEPKAHUS OUCKOBBIX 3alPOCOB?

11. Ilo kakuM yCIOBHUSIM MOTYT OOBbEIUHATHCS 3HAYEHUSI IPOCTHIX, TEKCTOBBIX U (PUIIBTPOB MO
arpubyTam?

12. Kaxkyro nH(pOpMaIHio CoAep >KUT OIOK BBITAYM PE3YIIBTaToB Ha BKIaake «[lonck»?

13. Mensiercss 11 Habop CTONOLOB B OJIOKE BbIJAYM PE3YJbTaTOB B 3aBHCHMOCTH OT KaHaja
nepexsara? Ecnu f1a, To nouemy?

14. B yem pa3Huua Mexay BKIaakaMu «ATpuOyThl», «Tonbko TexcT» u «PonHoi dopmary
6moka mpennpocMotpa? KakoBbl clieHapuu UX UCTIOIb30BAHUS?

15. Kak ocymecTBisieTcss SKCHOPT MOUCKOBOHM BblAaun? OnumuTe OCOOCHHOCTH 3KCIOPTa
nepexsara ayIuo\BUICO.

N O

JlabopaTopnasi pabora Ne4

IIpoBenenne pacciel0oBaHMii € HCIOJB30BAHMEM BO3MOKHOCTEH IPOrpamMMHOIO
komiuiekca «Cépulnpopm KUb»

1. Kakyto ponb urpaet nposeaeHue paccienoBaHuil B odecneuenun UMb (1, B yactHOCTH, B
yIpaBie€HUN UHIUJAECHTaMH)?

2. JlaiiTe ompeneneHue MOHATHIM «COOBITHE» U «MHIUACHT» Vb.

3. TlpuBemute mpumepsl Kiaccudukanuii coObITHi 1 HHIUACHTOB Ub.

4. Kakue cpenctBa il MPOBEICHHs paccieOBaHUN MPEIOCTaBiIsIeT PaOOTHUKAM CITy>KObI
Wb nporpammuslii kommieke «Cépunnpopm KNb»?

5. Kakum o0pa3oM ocyliecTBIsIeTCsl KOMIUIEKCHOE UCTIOIb30BaHUE PA3IMUHBIX KOMIIOHEHTOB
nporpaMmHoro komiuiekca «Cépumndpopm KHWB» B mpomecce mnpoBeneHHs paccieaoBaHHA?
[IpuBeauTe npuMepsl.

6. Kakue mnpemmymectBa gaer wucnoib3oBanue DLP-cucrembl 1mpu  mpoBeneHUH
paccienoBanusi HIUACHTOB UB?

Mopnyas 2: (50 6a10B):

Monaynb coaepXHT 4 NEeKIIMOHHBIX 3aHATUS U 3 1a00paTOpHBIX paboThl. 3HaHUE JEKIIMOHHOTO
MaTepualia OICHUBAETCsl MO KOHTPOJBHOW padoTe, COCTOAIICH M3 IBYX BONPOCOB, MAaKCHMAIIbHOE
KOJIMYeCTBO OasioB 3a KOHTPOJIbHYIO paboTy coctaBisier 14. 3a BBINONHEHHBIC W 3aIIUIICHHBIC
nabopaTopHble pabOThl OOydYaromuiics MoiaydaeT MakcuMyM 36 OaminoB. OOmiee MakcHMMallbHOE
KOJIM4eCcTBO OaiiioB 3a Moayib 1 coctasisert S0.

Bonpocs! 1J1st KOHTPOJIbHO# padoTs! (ITK-3):

1. Kakwue ocHOBHBIC 3a/1a4M M03BoJIsIeT pemarh AnalyticConsole?

2. Kakue Brumagku comepxut AnalyticConsole? Kakoro poma mH(opMamus coiepkurcs B
KaXI0U U3 HUX?

3. B xakux cmyuasx Ha Bkianke "Ilouck" menecoobpazHo MCMONB30BaTh OJIOK "MCTOYHHMKH
JaHHBIX", a B KAKUX - CHOPMHUPOBATH TPYTIIIHI?

4. Jlnda gyero mpeaHa3HaueHbl MpocThie GpuabTpsl Ha BKIaake "[louck"?

5. Kakwue BuIbI MOCKa TOCTYITHBI 010K "TeKCTOBbIE (GUIBTPHI"?

6. Ilo xakuM yCJIOBUSM MOTYT OOBEIUHATHCSA 3HAYCHUS MTPOCTHIX, TEKCTOBBIX U (DUIBTPOB IO
atpulytam?
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7. Kakyro uapopmanmio conexuT OJI0K BbIIa4M pe3yabTaToB Ha Bkiaake "[louck"?

8. KakuM cnocoOoM MOXHO OpraHH30BbIBATH LIETIOYKU YCIOBUH B 10JI€ JUIS TPYTIITUPOBKU?

9. Mensercs 11 HabOp CTONOIOB B OJIOKE BBIAYM PE3YJIBTATOB B 3aBUCHMOCTH OT KaHala
nepexsara? Ecnu aa, To mouemy?.

10. B yem pazauna mMexmy BKIankamu «ATpuOyTe», «Tombko Texct» u «PomHoii dopmar
6110ka npeanpocMorpa? KakoBbl clieHapuu UX MCIIOIb30BaHUSA?

11. Kak ocyuiecTBisieTcs 3KCIOPT MOMCKOBOM BbIIaun? ONUIIMTE OCOOEHHOCTH 3KCIOPTa
nepexBara ayauo\BHICO.

12. Kakue 3amaud IMO3BOJSET PEIIUTHh IOCTPOCHHE KOHTEHTHBIX MapuipyToB? Kak MoxHO
MIOCTPOUTH KOHTEHTHBIN MapIIpyT?

13. KaxkoBo conepxumoe BKIaaky "TekyIas akTHBHOCTE'"?

14. KakoBbl OCOOEHHOCTH OTOOpa)XCHUs OHJIAWH AaKTUBHOCTHM IOJb30BaTENeH Ha BKIIAJKE
"Texy1asi akTUBHOCTB''?

15. Ha ocHoBe kakoit nH(opmaiu GopMHUPYIOTCS OTUETHI HAa OTHOMMEHHOMN BKIaKe?

16. MoxHO 11 co3faBarh cOOCTBeHHBIC OT4eThI? Kakme cpenctBa HEOOXOIUMO ISl 3TOTO
WCIIONIb30BaTh?

17. Tlepeuncnute U 0OXapaKTEpU3yHUTE COCTAB OCHOBHBIX TPYII OTYETOB.

18. KakoBbl 0COOEHHOCTH ITOCTPOEHUS OTYETA 110 CBSI35IM I0JIb30BaTENeH?

19. Kaxk ompeznensieTcst NpUHAAICKHOCTh aKKayHTOB IMOJIB30BATEIO MPH MOCTPOCHUHU OTYETa
«Anpeca noab3oBaTenei»?

20. Kakoro pona nH(pOpMAaIHIO MPEIOCTABISIIOT OTYETHI 10 Programs?

21. Kak HacTpauBaroTcs IpaBuiIa MPOLyKTUBHOCTEN?

22. Kakum o0Opa3zom paccunthiBaeTcsi kodduuueHT aktuBHOCcTH? [IpuBenuTe mpumep.

23. KaxoBo HazHaueHue otdetoB o AlertCenter?

24. KakoBo Ha3HaY€HHUE OTYETOB I10 TIpoTrpamMmam?

25. Kaxkue coObITus/TaHHBIE (PUKCUPYIOT OTYETHI M0 ycTpoiicTBam?

26. Kakyto momomip ciry>x6e b MoryT okas3ath CHCTEMHBIE OTYETHI?

27. Jlyis yero mpenHa3HauYeHbl OTYETHI 110 aBTOPU3AIHAM ?

28. Kakas nyieonorus JeXuT B 0CHOBE ()OPMHUPOBAHUS KapTOUEK MOJIb30BaTENICH?

29. Kakme monmBkmaaku comepkuT Bkianka "Kaproukm momws3zoBareneit"?  Onummre
Ha3HaY€HUE KAKI0M U3 HUX?

30. Oxapaktepusyiite wHGOpMaNN, pazMmeriaeMyio Ha moaskiaangke "llpodaiin" kaprouku
MIOJIH30BAaTEIIS.

31. Kakyro ponb npohaliTHHT MOXKET UTPaTh B ACITEIBHOCTH paboTHHUKA CITyKOb1 1B?

32. Kakyto nadopmaruio BKIIo4aeT GopMUpyeMbIil TPodUiIb MOIb30BaATENs?

33. Jlns wero mpenHa3HaueHa Bkiaaka "Kapantun"?

34. Kak paGoTaroT MOJUTHKU KapaHTHHA?

35. Ha3zoBuTe OCHOBHBIE 0COOEHHOCTH CO3AAHUS M UCIOIb30BAHUS MOJIUTHK KapaHTHHA.

36. Kak MHOTO MOMCKOBBIX 3aIIPOCOB MOKET BKJIIOYATh KPUTEPU TTOUCKA?

37. Kak ocyIecTBIsSIOTCS SKCIOPT COOOIICHUH, MTOTUTHK U KPUTEPUEB KapaHTHHA?

38. Kakyio ponb B HCHOJNB30BAaHUM MOJUTUK W KPUTEPHUEB KapaHTHHA UrpaeT OubmmoTeka
3ampocoB B HacTpoiikax KoHnconu ananuTuka?

39. Kakue Bo3MOxkHOCTH paboTHuky cinyx0bl Wb mnpenocraBnser Brmagka "Task
Management"?

40. Omumure OCOOCHHOCTH CO3[aHUs, NPOCMOTpa M peAakTupoBaHMs 3amad  Task
Management.

41. Kaxopo HasHaueHue AlertCenter?

42. Kaxkue norudeckue OJ10KM MOXKHO BBIIETUTH B nHTEpderice AlertCenter?

43. Yro mpencrapiser coOoil monutka, GopMmupyemas npu mnomoum cpeacts AlertCenter?
OxapakTepu3yiTe OCHOBHbBIE CIICHAPUU UCIIOIb30BaHUS MOTUTUK?

44, Kaky1o posib B CO3AaHUU ITOJUTHKU UTPAIOT IOMCKOBBIE 3alIPOCHI?
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45. Kakas mH(popmamms ykaspiBaetcs B Onmoke «IlepedeHp mpoBepku» mpu (HOPMHPOBAHUU
TIOJINTUKU?

46. Kakume HacTpoilKu HEOOXOIUMO OCYHIECTBHTH, YTOOBI COTpYIHUKH ciyxO0s1 B cmormm
MONy4aTh YBEIOMJICHHS 00 MHIIUAEHTaX ?

47. I'me 3agaeTcsi NEpUOANMYHOCTD MPOBEPKHU 110 33JaHHOMN MOIUTHUKE?

48. Kakyio ponb Mpu CO3[aHUU TOJUTHUKU HUTPAIOT CHUCKK HCKIodeHui? Kakwe ObIBaroT
CITUCKH?

49. Kakoli HMHCTPYMEHT MOXET OBITb HCIOJNB30BaH [UIsl JOMOJHUTEIBHOW TpYyHNIUPOBKH
WHIMICHTOB 1 JOKyMeHTOB? [lepeuncinre ero OCHOBHBIE MMPEUMYIIIECTBA.

50. MokHO 1M CTaBUTh Ha MHIIUACHT HECKOIBKO MeTOK? UTo 3TO naet?

51. IlepeuncnauTe OCHOBHBIE CLEHApUM HCHOIb30BaHUs I1abmoHoB? Kakum o6pasom oHH
co3garorca?

52. Jlns 4ero Hy’kKHA ITaKeTHAsi HACTPOMKA MOJTUTHK?

53. MoXHO 1M TpU HUCHOIB30BAaHUM TMAKETHONM HACTPOWKHU TOJIUTUK MEHSTh pacHUCcaHHe
MIPOBEPKH U MOJTydaTesiell YBEAOMIICHIH HE TOJIBKO IO TPYIITaM MOJUTHK, HO U TIO KaXKIOH IMOJTUTHKE B
OTOETHLHOCTH?

54. Kak, ucrons3ys TakeTHYI HACTPOWKY IIOJIMTHK, B TIOYTOBOM KIHMEHTE OPraHH30BaTh
aBTOMATUYECKYIO COPTHPOBKY MHCEM C UHITUICHTAMU?

55. Mo’KHO 71 py AKETHON HACTPOMKE MOJIUTUK UCIIOJIBb30BaTh CIIUCKHU UCKIIIOUEHUN?

56. Jlns dyero mpeaHa3HaueHa MOABKIAIKAa «3alMlyCK BHEIIHETO CKPUMTa» MPHU MaKeTHOU
HaCTPOIKE MOTUTUK?

57. KakoBbl OCOOCHHOCTM M TPEUMYIIECTBA HCIOIB30BAaHUS AaTPUOYyTOB HHIIMICHTOB
AlertCenter B mporpammuaoM nipoaykre IRP R-Vision?

58. Kakoit nenu cmyxuT (yHKIUS OJOKMpOBaHHUS Tepenadyd MHGOpMAIMH MO Pa3iInuHbIM
KaHajaMm kommyHukauuu B KUB?

59. OmnuiuTe OCHOBHBIE MPUHIIMITBI Peain3auy OJI0KHUPOBOK nepenaun nHpopmaiuu B DLP-
cucTeMax.

60. HaszoBuTe Mmiatockl ¥ MUHYCHI Pa3MYHbIX MOIXOI0B K peanu3alnuy OJOKUPOBOK Mepeaadu
uHpopmanuu B DLP-cucremax.

61. B ueM ormyme OJIOKUPOBKHU MO KOHTEHTY OT OJJOKHPOBKH O KOHTEKCTY?

62. B kaxom npunoxxennu Kb ocymiectsisiercss HacTpoiika mpaBuil OJOKUPOBKH?

63. Kakue omeMeHTHl mepenaBaeMol WHQOpPMAIMU HUCIONB3YIOTCS JJisi  OOHApYKEHHUS
MH(POPMALINH C LENbIO MOCIeayIomel OJI0KUPOBKU?

64. Kakue omepanmuu ¢ (ailamu He OCYHIECTBISAIOTCS 0e3 00paOOTKM TMpaBHIIaMH
OJI0KUPOBKH?

65. Kakue omementsl wunHTepdeiica Endpoint Controller Console mnpegHazHadeHbl 1Ist
yIpaBJIeHUs NPaBHIIaMH OJIOKUPOBKHU?

66. OnummuTe TPyNIbl HACTPOEK, KOTOPhIE 00ECTIEYNBAIOT BO3MOXKHOCTD JTOOABJICHHE TIPaBHIIa
JocTyna K ¢aiiiaMm cCOOTBETCTBYIOIIETO TUIIA.

67. Kakue 0COOCHHOCTH MEXIIPOIIECCHOTO B3aUMOJICUCTBHS CJIEAYeT YYUTHIBATH TIPH
HACTpOIiKe IpaBuiIa OJIOKUPOBKH?

68. OmumuTe ajdropuT™M COMAHUS TpaBuja OJOKUPOBKM B Tpymme HacTpoek "dainbl 1o
knaccuukanuu (FileAuditor)".

69. OnumuTe aJITOpUTM COJAHUS TpaBuiIa OJOKHUPOBKH B T'PYyIe HACTpPoeK "MecceHmKeps
(DLP)".

70. OnumuTe aJIropuT™M COJaHWs TpaBujia OJOKUPOBKM B rpymme Hactpoek "[ledars 1o
konteHty (DLP)".

71. OnumuTe aaropuT™M COAAHUS TpaBuiIa OJOKUPOBKKM B Trpymme HacTtpoek "CalTbl 1O
konteHty (DLP)".

72. Kakyro poib B MpOIECCE HACTPOMKM TMpaBujia OJOKUPOBKM B rpymme "daimel 10
knaccudukanuu (FileAuditor)" urparor metku?
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73. Kakne WMEHHO MPHUIIOKEHHUS HCIONB3YIOTCS B KauecTBE OOBEKTOB OJOKHPOBKH IIPH
HacTpoiike npaBuia B rpymnme "Meccenmxepst (DLP)"?

74. MoxHo i (M €cl Ja, TO KaKueM 00pa3oM) OTHPABISTH MOJB30BATENI0 COOOIICHUS O
OJ0KMPOBKE IPU HAJIMYUU C €r0 CTOPOHBI 3aIlpoca A0CTyNa K yCTpoiicTBaM rnevatu?

75. KakoBa cnemmduka HACTpOWKH MpaBHI OJIOKMPOBKH HTaHHBIX/(hAHIIOB, OTIPaBIISIEMBIX
M0JIb30BaTENIEM Ha T€ WM UHbIE BeO-pecypchl?

76. Kakoii/kakue MOyl TiepexBaTa JOJDKHBI ObITh aKTUBUPOBAHBI JJIsi OJOKHPOBKH BeEO-
caiToB?

77. Tne m kak HacTpamBaeTcs OnmokupoBka cereBoro Tpaduxa HTTP(S)?

78. Kakoro pony 610KMpOBKY MOXXHO HacTpoHUTh B Moayie KeyLogger?

79. Kakue melCTBUS IONIB30BATENSI MOXXHO 3a0JOKHPOBATh, MCTIONB3YSl HACTPOWKH MOIYJIS
HTTPController?

80. Kaxkosa cneruduka 6;10KHPOBOK, peanu3yeMbix B Moayie DeviceController?

81. Kakue cpencrBa M NPUMEHUTENBHO K KAaKUM KaHajlaM MOTYT OBITh HCHOJb30BaHBI JUIS
MOBBIIEHUS] TOYHOCTH OIIOKMPOBOK B Mozyie DeviceController?

82. MOXXHO JIM y4WUThIBaTh OJOKUPOBKM INpPH HACTPOMKE CHHCKOB HCKIIOYEHHH B MOJyJe
DeviceController?

83. Kaxosa cnernuduka 61okupoBok B RDP-ceccusx?

84. Kakne BO3MOXHOCTH JUIsI OTPAaHWYCHHUS TE€peJadydl JaHHBIX TPENOCTABISET TpyIa
HacTpoek "braokupoBka nmpoueccoB"?

85. Urto MOXxHO OIOKHPOBATH MPU OMOIIH IpyTIbl HacTpoek "Bydep oomena"?

86. Kaxkosa cneruduka 6J10KHPOBOK MEPEHOCHBIX YCTPOUCTB (cMapTPOHOB)?

87. Kak nactpamBaercst 6JOKMPOBKA JOCTYTIA K TIallKaM M TUCKam?

88. Spnsercs au "OrpanndeHue 3anucu” 6JIOKHMPOBKOI 110 KOHTEHTY JINOO 1O KOHTEKCTY?

89. Kakoii mpuHIUI OJOKUPOBKH CETEBBIX YCTPOWCTB peau3yeTcs B TpPyNIe HACTPOEK
"Orpannuenue no LAN"?

90. Yo maer 6mokupoBka 3anucu Ha USB?

91. Kakue BHJBI TOMCKA MOYKHO HCIIOIb30BaTh IIPU HACTPOMKE MPAaBUJI OJOKMPOBKA 3allUCH Ha
uSB?

92. B ueM pasnuuue WCIOJIb30BaHUS OJOKUPOBKH IMOYTHI HA yPOBHE palOouell CTaHIMH H
MOYTOBOTO cepBepa’

JlaGoparopHasi padora NeS

HacTtpoiika npaBuJ 0J10KHPOBKH € 1e/IbI0 NPeI0TBPAlleHUs YTeYKH KOH(PHICHIIHAJIbHOM
uHpopmaunu (Ha npumepe nporpaMMHoro komiuviekca «Cépuldudpopm KUby»)

KonTtposabHbie Bonmpochl JIPNe5 (ITK-3):

1. Kakoit nenu ciyXuT (QyHKIHsS ONOKHUPOBAHUS MepeAayd WHPOPMALUHU MO PA3TUYHBIM
KaHajnaM koMmMmyHukauuu B KMB?

2. OnumuTe OCHOBHBIE MPUHIUIIBI peanu3aiy OIOKMPOBOK nepenadn nHpopmanuu B DLP-
cucTreMax.

3. HazoBure miochl 1 MUHYCHI pa3IMYHBIX MMOJXOAOB K pealu3aliy OJIOKUPOBOK IMEperadu
nHpopmaruu B DLP-cucremax.

4. Kakue onementsl wunrepdeiica Endpoint Controller Console mnpegHasHadeHbl s
yHpaBlIeHUs NpaBUiIaMHU OJIOKUPOBKHU?

5. Onwummre rpynibl HACTPOEK, KOTOPbIe 00ECTIeUNBAIOT BO3MOXKHOCTD JJOOaBIEHHE MpaBHiIa
J0cTyna K ¢aililaM cOOTBETCTBYIOIIETO TUIIA.

6. MoxHo U (M echaH Ja, TO KaKMeM 00pa3oM) OTHPaBIISATH MOJIH30BATEIIO COOOILICHUS O
OJI0KMPOBKE IPU HAJIMYUU C €r0 CTOPOHBI 3aIIpoca AOCTyIa K yCTpoicTBaM mnevaru?

7. Kakoii/kakue MOIy/Iu TepexBaTa JOJKHBI ObITh aKTUBUPOBAHBI AJsi OJOKUPOBKH BeEO-
canToB?

8. Kakoro pony 610KHpOBKY MOXXHO HacTpoHUTh B Moxayie KeyLogger?
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9. Kakue nmelcTBHUS IONIB30BATENSI MOXXHO 3a0JOKHPOBATh, MCTIONB3YSl HACTPOWKH MOIYJIS
HTTPController?

10. Kaxkosa cnienmduika O110KHPOBOK, peann3yeMbix B Moayiie DeviceController?

11. Kakue cpeicTBa W NMPUMEHUTEIHHO K KaKUM KaHaJaM MOTYT OBbITh MCIOJIB30BaHBI IS
MOBBIIEHUS TOYHOCTH OIOKMPOBOK B Moxyne DeviceController?

12. Kakue BO3MOXHOCTH U OrPaHUYCHUS TMepelayd JJaHHBIX MPEJOCTaBIsIeT Tpyma
HacTpoek "brokupoBka mpoieccoB?

13. Kaxk HacTpauBaeTcst OJIOKHPOBKA JOCTYTIA K MarKaM U JUCKaM?

14. Yro naer 6nokuposka 3anucu Ha USB?

JlabopaTopnas pabora Ne6

OnepaTuBHBII KOHTPOJIb 1eSITeIbHOCTH HA Pa004YuX MecTaX MO0Jb30BaTe/ieil JIOKAJbHOU
ceru npu nomomu pexumoB LiveView, LiveCam u LiveSound, peanu3yembIx cpeacTrBaMu
nporpaMmmMHoro komiiexkca «Cépuldugopm KUb»

KonTpoabHbie Bonpochl JIPNe6 (ITK-3):

1. Kakue ocHoBHble (pyHKIMM B cocTaBe mporpaMmHoro kommiekca «Cépulludopm KHb»
peanusyet miatdpopma EndpointController?

2. Ilepeuncnure MIOCH U MMHYCBHI ar€HTCKOTO TepexXBara.

3. KakoBo naznauenue npunoxenus EndpointController Console?

4. OnumuTe OCHOBHBIE 3I€MEHTHl HHTepdeiica BkIaaku «CeTeBoe OKpYKEHUE MPUI0KEHUS
EndpointController Console.

5. Kakum o06pa3om ocyuiecTBisieTcss MHCTAJUIALNSA U HACTpOiika areHTa?

6. Kakne BO3MOXHOCTH IO YTNpPaBICHHIO areHTOM MpeACTaBiIeHbl Ha Bkiaake «CereBoe
OKpY>KEHHE»?

7. Kakoe npunoxxeHue B coctaBe mporpaMMmuoro komuiekca «Cépullagopm KUby» mo3Bomnsier
pocMaTpuBaTh MHGHOPMAIHIO 00 AKTUBHOCTH COTPYIHUKOB B PEXKHME PeaIbHOr0 BpeMEeHU?

8. KakoBbl 0cOOEHHOCTH 0TOOpa)KeHHSI OHJIAITH aKTUBHOCTH T10JIb30BaTEIeH?

9. Kakoe MakcuManbHOE 4YMCIO IOJIb30BaTeled MOXKHO OJHOBPEMEHHO OTCIIEKHBATH B
peXMMeE ONIEPaTUBHOTO KOHTPOJIS?

10. Kakue 3amaum, cBsA3aHHBIE C OOecredeHrueM HH(OPMAIMOHHOW OE€30MacHOCTH, MOXKHO
pemats, ucronb3ys pexkumsl LiveView, LiveCam u LiveSound?

JlaGopaTtopHasi padora Ne7

KommiekcHoe HCIO/Ib30BaHMEe KOMIIOHEHTOB MPOrpaMMHOro komiuiekca «Cépuldadopm
KHUB» a1  KOHTPOJsA JBHM:KeHHE OPraHM3allMOHHO-PACHOPSIANTE]bHBIX [JOKYMEHTOB H
NpeI0TBPAaLleHUs] YTeYKH KOH(HUIeHINAIbHON HHpopMannu

Kontpoabusbie Bonpocki JIPNe7 (ITK-3):

1. IloueMy BaXXHO KOHTPOJHMPOBATH JBUKEHHE OPraHU3allMOHHO-PACIIOPSIUTEIbHBIX
JOKyMEHTOB B OpTaHU3aIu?

2. B gem cwmbicn nonpaBok k denepanbHoMy 3akoHy oT 27 umions 2010 . Ne 149-d3 «O6
nHpopMannu, HHPOPMALIMOHHBIX TEXHOJIOTUAX U O 3alUTe HH(pOpMAII»?

3. Uro mpencrasnsier coboi monuTrka, popmupyemas rmpu nomoitu cpeacts AlertCenter?

4. Kaky1o posb B CO34aHUU MTOJUTHKU UTPAIOT IOMCKOBBIE 3alIPOCHI?

5. Kak ocymectBusiercs popMUpOBaHHUE CIIOKHBIX 3aITPOCOB?

6. OnumuTte 0COOCHHOCTH UCIOIB30BAHUS (PPA30BOT0 MOUCKA, TOUCKA TIOXOKHX M ITOMCKA IO
aTpulyTaM B COCTaBE CI0XKHOTO 3aIpoca.

7. OxapakTtepu3yidTe Ha3Hau€HHE M OCHOBHBIE BO3MOXXHOCTH MOIYJIeW mepexBaTa
IMController u Keylogger.

8. Kakyio wunpopmammio comepXuT ONOK BbIIAUM pe3ynbratoB Ha Bkianke «Ilouck»
npunoxeHus: AnalyticConsole?

9. B dyewm pasnuua mMexnay BkIankamu «ATpuOyTel», «Tombko TexcT» u «PonHoii dopmary
osoka mpeanpocMoTpa? KakoBbl ClieHapuu UX HCTIOIb30BaHUS?
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10. Kako#i menu ciyXKuT (QyHKIHsS OIOKHUPOBAaHUS Tepeaayd WHPOPMALUHU TIO PA3TUIHBIM
KaHasiaMm komMmyHukanuu B KUB?

11. Kakue »smementsl uHTepdeiica Endpoint Controller Console mnpennazHaueHbl IS
yHpaBlIeHUs NpaBUiIaMHU OJIOKUPOBKHU?

12. Kakne WMEHHO NPUIOKEHHUS HCIONB3YIOTCS B KauecTBE OOBEKTOB OJOKMPOBKH IIPH
HacTpoiike mpaBuia B rpymnme «Meccenmxepsl (DLP)»?

13. Kakoii/kakue MOIyIIH TepexBaTa JOJDKHBI OBITh aKTHBHPOBAHBI JIJIsI OJIOKUPOBKHU TEpeIadn
(haiinoB B yaTax MECCEHIKEPOB?

14. Kakyto poib B npoliecce HaCTpOMKH MpaBuiia OJTOKUPOBKU UTPAIOT METKH?

15. Onwuimmre rpynmnsl HACTPOEK, KOTOpble 00€CIeYNBAIOT BOZMOKHOCTh J0OaBI€HUE paBuiIa
J0CTyna K (ailjlaM COOTBETCTBYIOILETO TUIIA.

1.3.2 Bonpocut, évinocumote na 3auem no oucyunaune «Ananumuxa DLP-cucmem» (IIK-3)
(npomesxcymounan ammecmauus):

1. Kak pacumdpoBbsiBacTcsi abObpeBuarypa DLP u korma BhepBele OHa Hadaia
HCIIOJIb30BATHCS?

2. Kaxwue oCHOBHBIC UJICH JIeXKAT B OCHOBE KoHIenuu DLP?

3. OxapaxTepusyiTe THIBI U KATETOPUU HAPYIIUTENEH, 17151 00pbOBI ¢ KOTOPBIMU MOTYT OBIThH
ucnonb3oBanbl DLP-cuctembr?

4. OxapakTepu3yiTe OCHOBHBIE Talbl pa3BUTHUS U TpaHchopMaluu KoHuenuuu DLP.

5. Kakoga noruka padotst DLP? OnumuTe npuHIMIBL GyHKIHOHUpOBaHUs DLP-crcTeMsl.

6. OxapakrtepusyiiTe HoBble 3amaun Wb, peanuszanuss KOTOpBIX cTaja BO3MOXKHOM B
pe3ynbTate pazputus DLP.

7. Packpoiite ocHOBHbIe TonokeHus koumenmuii People-Centric Security u Data-Centric
Security.

8. Omnwumunre OTINYUTEIBHBIE 0OCOOEHHOCTH 3alaaHbIX U oTeuecTBeHHBIX DLP-cucrem.

9. B ugem cocrourt cyTth koHuenuuu Money Loss Prevention?

10. HazoBure oCHOBHBIE mTpenMmyliecTBa u Hemoctatku woaenun "DLP kak cepsuc"
(compoBoxnenue cucreM DLP cuiiamu cTOpoHHEH KOMIIaHUM).

11. Oxapaktepmusyiite mecto DLP-cuctem cpenu npyrux pemieHMd Ha PBIHKE CpEICTB
obecnieuenus Ub.

12. OnummTte nepcrnekTuBbl pa3Butus DLP.

13. Bompocs! qis camokonTpoisi. Monyns 2 "KUb Cépulladopm”

14. Kakue mnpoaykTel BXOIAT B moptdenp paspadborok Cépulladopm? Jlns dero oHu
npeaHa3HauYeHbI?

15. OnummTe mocneaoBaTeIbHOCTD ABIKeHUs nHGopManuu B DLP-cucteme.

16. Kakue BubI nepexBaTa UCHONB3YIOTCS B cOBpeMeHHbIX DLP-cucremax?

17. Kakossl ocobennoctu apxutektypsl "KWUb SearchInform™?

18. Ilepeuncnure OCHOBHBIE MOIYIN/IPORYKTHI, BXomsme B coctas "KUb SearchInform".

19. OxapaktepusyiiTe Ha3HAYCHUE U OCHOBHBIE BO3MOXHOCTH MailController.

20. OxapaxTepu3syiiTe Ha3HauYeHHE U OCHOBHBIE Bo3MoxkHOCTH IMController.

21. Oxapakrtepu3yiiTe HazHaueHHUEe U 0CHOBHBIC Bo3MokHOCTH HTTPController.

22. OxapaxTepu3syiiTe Ha3HauUeHHE U OCHOBHBIE Bo3MokHOCTH DeviceController.

23. OxapakTtepu3yiTe Ha3HaueHHue U ocCHOBHBIC Bo3MokHOCcTH FTPController.

24. OxapaxTepu3syiiTe Ha3HauUeHHE U OCHOBHBIE Bo3MokHOCTH PrintController.

25. OxapakTepu3yiTe Ha3HaYe€HHUE U OCHOBHBIC BO3MOkHOCTH MicrophoneController.

26. OxapakTepu3syiiTe Ha3HaUCHHE U OCHOBHBIE BO3MOXKHOCTH MonitorController.

27. OxapakTtepu3yiiTe Ha3HauYeHHWE U OCHOBHBIC BO3MOKHOCTH CameraController.

28. OxapaxTepu3syiiTe Ha3HauUEHHE U OCHOBHBIE BO3MOKHOCTH Keylogger.

29. Oxapakrepu3yiiTe Ha3HaueHne U ocHOBHBIC Bo3MokHOCTH CloudController.
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30. OxapakTepusyiiTe Ha3HAYCHHUE U OCHOBHBIC BO3MOKHOCTH ProgramController.

31. OxapaxTepu3syiite Ha3HaueHHE U OCHOBHBIE Bo3MoxkHOCTH IWSController.

32. KakoBbl Ha3Ha4YeHWE MW OCOOCHHOCTH WCIOJIb30b30BaHuss B KUWB TexHOmorum
npodaiinuura?

33. HazoBure ocHoBHble npenmyiecTBa Kb nepen npyrumu DLP-cuctemamu.

34. Bompocs! anst camokoHTposs. Moayns 3 "Buasl moucka"

35. Kakwue Tpu Buaa ananmsa uHpopmarmu peanuszoBanbl B "KUB SearchInform"? [{nst wero
OHH TIpeIHa3HAYECHBI?

36. Kak cBszanel Mexay co0oii 3¢ (EeKTUBHOCTh IOMCKA M CMBICIOBOE COOTBETCTBHE
PE3yNbTaTOB MOMCKOBOMY 3ampocy?

37. B kakux chy4asx IerecooOpa3HO HCIONb30BaTh (ppa3oBblii  mouck? Onumute
0co0eHHOCTH BO3MOKHOCTH (pazoBoro noucka B "KHUb SearchInform".

38. Uto maer mowmck mo cnucky cios u3 DataCenter?

39. OnuiuTe OCHOBHBIE MPEUMYIIECTBA MTOMCKA 110 KOMOMHALIUU (pas3.

40. [lnsa yero mpeaHa3HAYeH MOMCK IO MOCIIET0BATEILHOCTH CUMBOJIOB?

41. OxapakrepusyiiTe 0cOOEHHOCTH ITOKMCKA [0 HOMEpPY TenedoHa.

42. Jlns 4ero mpeaHa3HaueH TOUCK 10 CIIOBApPIO?.

43. Onwumute 001acTh MPUMEHEHUS PEIaKTOpa CIOBapeEil.

44. OnumuTte BO3MOXHOCTH ITPUMEHEHHSI CHHOHUMOB TIPH HCIIOJIb30BaHUH (DPA30BOTO TIOMCKA
Y TIOHCKA T10 CIIOBapIO.

45. Jlns KakuxX JBYX 3a/lad IeJecOo00pa3HO MCIOJIb30BaTh MOUCK MOXO0XKUX? Onuimre
COOTBETCTBYIOIIINE AITOPUTMBI.

46. Kakyro poms B ¢opmupoBanun mnonutuk Kb wurpaer momck mo arpubyram? Kakune
aTpuOyTHI TOKyMEHTOB MOKHO HCIIOJIb30BAaTh B KAUE€CTBE COJIEPKaHMUsI TOMCKOBBIX 3alpOCOB?

47. B xakux ciydasix 1eecoo0pa3HO UCIOJIb30BaTh NOUCK HEPACTIO3HAHHBIX?

48. Kakoil BHA TOMCKAa TMO3BOJIAET HCKaTh CTPYKTYPHPOBaHHYIO HWH(GOPMAIIUIO, KOTOpPAs
(dhopmMupyercs 1o 3a1laHHbIM MpaBmwiIaM? OMUIIATE 0COOCHHOCTH €T0 MPUMEHEHHUS?

49. B kakux ciy4asx okasbiBaeTcs 3QGEeKTHBHBIM MOKCK 1O 1U(poBbIM oTnieuatkaM? KakoBbl
0COOEHHOCTH €ro IPUMEHEHHUs?

50. Kak ocymectBasiercs (GopMUpoBaHUE CIOXKHBIX 3ampocoB? B ueM mnpeuMymiecTBo
WCIIOJIb30BaHUs Ia0JIOHOB?

51. HaszoBuTe OCHOBHBIEC MMpaBWJIa y4eTa PECYpCOEMKOCTH pPa3jIMYHBbIX BHJIOB MOHCKA MIpU
(hopMHUPOBAHHUH CIOXKHOTO 3aMpoca.

52. KakoBbI 0COOCHHOCTH MPUMEHEHHUS IOMCKaA 10 0a3aM JTaHHBIX?

53. Kakyio uHpopManunio No3BOJISIOT MOMyYaTh CTATUCTUYECKUE 3aIPOCHI?

54. B ueM 0COOEHHOCTH MCIOJIb30BAHUS MTOUCKA 10 hopmam?

55. Bonpocsr st camokoHTpoisi. Monyns 4 "AnalyticConsole: py4HOit 1 aBTOMaTHYECKUI
aHanu3 nadopmanun"”

56. Kakwue ocHOBHBIE 3a/1aun 1103BoJsieT pemath AnalyticConsole?

57. Kakue Bkiaaku comepkut AnalyticConsole? Kakoro poma mHpopMamus COIEpKHUTCS B
KaXXJ10M U3 HUX?

58. B kakux ciyuasx Ha Bkianke "llowck" memecooOpa3HO HCMONB30BaTh OJIOK "HCTOYHUKH
JTaHHBIX", @ B KAKUX - C()OPMUPOBATH I'PYTIIHI?

59. Jlns wero npeaHa3HaueHbI MPOCThie GMIbTphI Ha BKIaake "Tlouck"?

60. Kakwue BUIBI TOCKA TOCTYIIHBI 00K "TEKCTOBBIE QUIBTPHI"?

61. Ilo kakuM yCJIOBHSIM MOTYT OOBEAMHATHCS 3HAYCHUS MMPOCTHIX, TEKCTOBBIX M (DUIBTPOB TIO
aTpubyTam?

62. Kakyto nndopmaiuio coaexXuT 070K BbIIaUu pe3yabTaToB Ha BKIaake "[lonck"?

63. Kakum criocoOoM MOKHO OPraHHU30BBIBATH LIETIOYKU YCIOBUH B MOJIE ISl TPYIITUPOBKH?

64. Mensercs nu HabOp CTOJOIOB B OJIOKE BBIJAYM PE3yJIHTATOB B 3aBUCUMOCTH OT KaHaya
nepexsara? Ecnu 1a, To nouemy?.

65. B yem paszHuma Mexay BKiIaakaMu «ATpuOyThD», «Tombko TekcT» U «PomgHoit dhopmaTy
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6s10ka npeanpocmoTpa? KakoBbl ClIeHapUU WX HUCTIOIB30BAHUS?

66. Kak ocymiecTBisieTcss SKCIMOPT MOMCKOBOW BbIauu? ONHIINTE OCOOCHHOCTH SKCIIOPTa
nepexsaTa ayuo\BH/ICO.

67. Kakue 3amaun MO3BOJSET PEIIMTh MOCTPOCHHE KOHTEHTHBIX MapuipyToB? Kak MoKHO
MOCTPOUTHh KOHTCHTHBIH MapipyT?

68. KakoBo comepxumoe Bkiagku "Tekymias akTHBHOCTB'?

69. KakoBbl 0COOCHHOCTH OTOOpa)KEHWsS OHJIAWH AKTUBHOCTH IIOJIb30BAaTEICH Ha BKIIAJKE
"Teky1ias akTUBHOCTB"?

70. Ha ocHoBe kakoii nHpopmarmu GOpMUPYIOTCS OTYETH Ha OJHOMMEHHOH BKJIAKE?

71. MoxHO nu co3naBaTh coOcTBeHHbIe oTueThl? Kakue cpeictBa HEOOXOAMMO MMl STOTO
HCIOJIb30BaTh?

72. TlepeuncnuTe U 0XapaKTEpPU3yHTe COCTAB OCHOBHBIX I'PYIII OTYETOB.

73. KakoBbI 0COOCHHOCTH TIOCTPOCHUS OTYETA TI0 CBSI35IM ITOJIb30BaTEINCH?

74. Kak ompenensieTcsl MPUHAICKHOCTh aKKayHTOB IMOJB30BATENI0 MPH MOCTPOCHUU OTYETa
«Anpeca nonb3oBarenein?

75. Kaxkoro poaa nnhopmanuio npeaocTaBiIsitoT OTYeTH o Programs?

76. Kak HacTpamBaroTcs mpaBuiia MPOyKTUBHOCTEH?

77. Kaxum oOpa3om paccuutbiBaeTcst koddduumeHnt aktuBHocTtu? [IpuBenure npumep.

78. KakoBo HazHadyenue orueroB 1o AlertCenter?

79. KakoBo Ha3HaueHUE OTYETOB MO MporpamMmam?

80. Kakwue coObITHs/TaHHBIE GPUKCUPYIOT OTUYETHI 110 YCTPOUCTBAM?

81. Kaxkyto momomipb ciy>x6e b MoryT oka3zaTe cHCTEMHBIE OTYETHI?

82. Jlns gero mpenHa3HAYCHBI OTYETHI IO aBTOPU3AIHSIM?

83. Kaxkas uaeomnorus JIeuT B OCHOBE JOPMUPOBAHUS KapTOUYEK MOTB30BATENCH?

84. Kakme moxaBkiangku conepxuT Biiagka "Kaproukm mosb3oBateneit"?  Onumute
Ha3HaYeHUE KaXI0i U3 HUX?

85. Oxapaxtepusyiire nHpopmamuio, pasmenaemyo Ha nozaskianke "IIpodaiin" kapTouku
I0JIb30BATETISI.

86. Kakyto posb npodailTuHr MOXeT UTpaTh B AEATEIBHOCTH paboTHHKA ciy)0b1 UB?

87. Kakyto nndopmaruto BKrodaeT GopMHUpPYyEMbIi POdUITH MOIH30BATENS?

88. [lns wero mpennazHayeHa Bkinanka "Kapantun"?

89. Kak paboTaroT moJMTHKY KapaHTuHa?

90. HazoBuTe OCHOBHBIE OCOOCHHOCTH CO3/IaHUS U UCTIOIb30BAaHUS MOJIUTHK KapaHTHHA.

91. Kak MHOTO OMCKOBBIX 3aIIPOCOB MOKET BKJIIFOUATh KPUTEPUI TTOMCKA?

92. Kak ocymiecTBIsIIoTCs SKCIOPT COOOIICHU, TIOUTUK U KPUTEPUEB KapaHTHHA?

93. Kakyio poip B HCIOJb30BaHUHU TMOJUTUK W KPUTEPUEB KapaHTHHA UTpaeT OMOIMOTEKa
3anpocoB B HacTpoiikax KoHconu ananutuka?

94. Kakue BO3MOXHOCTH paboTHHKY ciykO0ei Wb mnpemoctaBmser Brimanka "Task
Management"?

95. OmumuTe O0OCOOCHHOCTH CO3JaHUs, TMPOCMOTpa U peJaKTHpoBaHMs 3amad  Task
Management.

96. Bompocel nmist camokoHTposisi. Moayne 5 "AlertCenter: aBTOMaTHYeCKU MOHHTOPUHT
MH(POPMAIIMOHHBIX TOTOKOB"

97. KakoBo Haznauenue AlertCenter?

98. Kaxkue normueckue 0JIOKM MOKHO BBIIEIHUTH B uHTep(deiice AlertCenter?

99. Yro mpencraBnser coboii monuTka, Gopmupyemas npu mnomontu cpenacts AlertCenter?
OxapakTepu3yiTe OCHOBHBIE CIICHAPHH UCTIOIb30BAHUS TTOJIUTUK?

100.Kakyro posib B CO3JJaHUHU TTOJIUTUKH UTPAIOT MIOMCKOBBIC 3aPOCHI?

101.Kakas unpopmarmst ykaspiBaetca B Onoke «llepeduenp mpoBepkm» npu (GpopMHUpOBaHUH
TIOJINTHKU ?

102.Kakue HacTpOHWKH HEOOXOIUMO OCYIIECTBHTH, YTOOBI COTPYIHHKH ciayxObl b cMorim
MOJTy4aTh yBeJIOMJICHUS 00 MHIUACHTAX?
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103.T"1e 3aaeTcs MepruOINIHOCTD TIPOBEPKH TI0 33JaHHOU TTOJTUTHKE?

104.Kakyro posib MpH CO3JaHUM TMOJHTUKH WMIPAIOT CIUCKH HCKItoueHuil? Kakue ObIBaroT
CITUCKH?

105.Kakoif HMHCTPYMEHT MOXET OBIThb HCIIOJNIB30BAH JUIS JOMOJHUTEIBHOW TPYyHIHPOBKU
WHIMICHTOB M TOKyMeHTOB? [lepeunciuTe ero OCHOBHBIE MPEHMYIIECTBA.

106.Mo>xHO I CTaBUTh Ha MHIUACHT HECKOJIbKO MeTOK? UTo 3TO Haet?

107.IlepeuncianTe OCHOBHBIE CIEHAPHH HCIONB30BaHUs MmabioHoB? Kakum oOpazom oHH
cosnarorcs?

108.Ins1 wero Hy’)kHa TTaKeTHAs1 HACTPOMKA TTOJTUTUK?

109.MoXHO M TpU HWCHOJB30BAaHWU TMAKETHOW HACTPOMKM TMOJUTHK MEHSTh paclHCaHHe
MIPOBEPKH M TOTydaTeneld yBEAOMIICHUH HE TOJIBKO I10 TPYTINaM MOJUTHK, HO U MO Ka)XI0H MOJIUTHKE
B OTAEIBHOCTH?

110.Kak, ucnonb3ysi TMakeTHYI HACTPOWKY IOJUTHK, B MOYTOBOM KJIMEHTE OpPTraHHU30BaTh
ABTOMATUYECKYIO COPTHPOBKY MHCEM C MHIIUJACHTAMU?

111.Mo>kHO J11 IpU MAKETHOM HACTPOUKE MOJIUTUK HUCIIOJIb30BATh CIUCKU UCKIOYEHUNH?

112.]Ins ywero mnpeaHa3Hau€Ha MOJBKIAAKa «3alyCK BHEIIHETO CKPUNTa» MpPH MaKeTHOU
HaCTPOMKE MOJIUTUK?

113.KakoBbl OCOOEHHOCTH U TMPEUMYIIECTBA HCIOIb30BaHUA AaTPUOYTOB HWHIUACHTOB
AlertCenter B nporpammuaom npoaykre IRP R-Vision?

114.Bompocel  ans  camokoHTposis. Moayns 6 "brmokupoBka wuHdpopmamuu B KUb
Cépulludopm”

115.Kakoif nenu cmy>kuT (QYHKIMS OJOKHpOBaHUS mepedaud MHPOPMAIUU MO Pa3IdYHBIM
KaHajam KommyHukauuu B KNB?

116.0OnummTe OCHOBHBIE MPUHLIMIIBI peau3aliy OJOKHPOBOK nepeaayn uHpopmanuu B DLP-
cucTeMax.

117.Ha3oBuTe TIIOCHI U MUHYCHI Pa3TUYHBIX MOAXO0J0B K peaau3aluu OJOKUPOBOK Mepeaadn
uHpopmanuu B DLP-cucremax.

118.B yem otnuyue 6JIOKMUPOBKH IO KOHTEHTY OT OJIOKMPOBKH IO KOHTEKCTY?

119.B xakom npunoskennn KMb ocymiectisiercss HacTpoiika mpaBul OJIOKHPOBKHU?

120.Kakue »nemMeHTH TmepefaBaeMod HWHGOPMAIMKM HCIONB3YIOTCS JUIsl  OOHApYKEHUS
nHOpPMAIINY C LIENbIO MOCHeaAyIomel OJOKUPOBKH?

121.Kakue omepamuu ¢ (dailaMu HE OCYHISCTBISIIOTCA 03 00pabOTKH TpaBUIIaMU
OJIOKHPOBKH?

122.Kakue »snementbl wuHTEep(deiica Endpoint Controller Console mnpemHasHaueHbl s
yIpaBJIeHUs MpaBUJIaMu OJIOKUPOBKU?

123.0OnummTe TpymIbl HACTPOEK, KOTOPhIE 00ECTICYHBAIOT BO3MOKHOCTh JOOABJICHHE MPaBHIIa
JI0CTYyTIA K (aifiyiaM COOTBETCTBYIOIIETO THIIA.

124 Kakue OCOOCHHOCTH MEKIIPOIIECCHOTO B3aUMOJCHCTBUS CIIEAyeT YUYWUTHIBATH MpHU
HACTpOWKe MpaBuiIa OJIOKUPOBKHU?

125.0nummTe anropuT™M COJIaHUs TIpaBujia OJOKMPOBKH B Tpynme HacTpoek "daiibl mo
knaccuuxanuu (FileAuditor)".

126.0nummTe aaropuT™M COJAHUs IpaBuia OJOKHPOBKH B T'PYIINE HACTPOEK "MecceHIKephl
(DLP)".

127.0nummTe anropuT™M COJAHUs TpaBuiIa OJOKUPOBKH B rpymme HacTtpoek "Ilewats mo
koHTeHTy (DLP)".

128.0nummuTe anroput™M CcoAaHUs TpaBuiIa OJOKUPOBKM B Tpymre HacTpoek "CaWTel 1Mo
koHTeHTy (DLP)".

129.Kakyro ponb B mTpoIlecce HACTPOWKH TpaBwia OJIOKUpPOBKKM B Tpymnme "daiimbl mo
knaccudukanuu (FileAuditor)" urparor meTku?

130.Kakne WMEHHO TPHUIOKEHHUS HCIOJB3YIOTCS B KayeCTBE OOBEKTOB OJOKHPOBKU MpHU
HacTpoiike mpasuia B rpymnme "Meccenmkeps! (DLP)"?

131.MoxHo 1 (M eclu Ja, TO KaKhueM o0pa3oM) OTIPAaBIISATH IMOJIB30BATEIIO0 COOOIICHUS O
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OJIOKMPOBKE MPH HATWYHH C €T0 CTOPOHBI 3aIlpoca JOCTYIa K YCTpoiicTBaM neyaTu?

132.KakoBa cneuuduka HACTPOWKH MpaBUI OJOKHPOBKU JAHHBIX/(AiNIOB, OTHIPaBIsIEMbIX
MOJIb30BATEJIEM Ha T€ W HHBIE BeO-pecypehl?

133.Kaxoit/kakue Moaynu TepexBaTa JOJDKHBI OBITh AKTUBUPOBAHBI AJsi OJIOKUPOBKH BeO-
caiitoB?

134.T ne u xak HacTpauBaeTcsi OJ0kupoBKa ceTeBoro Tpaduka HTTP(S)?

135.Kaxkoro poay 6J10KHpOBKY MOKHO HacTpouTh B Moyiie KeyLogger?

136.Kakue neiicTBUs MOJIb30BaTeNsi MOXKHO 3a0JIOKMPOBATh, UCIOJbB3Ysl HACTPOMKH MOAYJIS
HTTPController?

137.KakoBa crieruguka 0J10KHpOBOK, peanusyeMbix B Moayie DeviceController?

138.Kakue cpencrBa W NMPUMEHUTENFHO K KAaKUM KaHAJIaM MOTYT OBITh WCIIONB30BaHBI IS
MOBBIIIEHUS] TOYHOCTHU OJ10KHpOBOK B Mozyie DeviceController?

139.MoXHO M y4YUTHIBATh OJOKHPOBKH IPH HACTPOWKE CIUCKOB HMCKIIOYCHHUH B MOIYyJe
DeviceController?

140.KakoBa crieruduka 6:10kupoBok B RDP-ceccusix?

141.Kakue BO3MOXXHOCTM JUIs OrpaHUYEHUs Mepefayd JaHHBIX IPeloCTaBisieT TIpymmna
HacTpoek "brokupoBka mporecco”?

142.Yto MoxKHO OJIOKMPOBAThH MPH MOMOIIHU Tpyninbl HacTpoek "bydep oomena"?

143.KakoBa crienudrka OJOKHPOBOK TIEPEHOCHBIX YCTPOUCTB (CMapTPOHOB)?

144 Kax HacTpauBaeTcsi OJOKUPOBKA JOCTYyTA K Markam 1 JucKkam?

145 SIBnsercs mu "Orpanudenue 3anmucu” OIIOKUPOBKOM MO KOHTEHTY JHOO MO0 KOHTEKCTY?

146.Kakoil npuHIun OJOKUPOBKHM CETEBBIX YCTPONCTB peanu3yeTcs B TIpyIIe HacTpPOeK
"Orpannyenue no LAN"?

147.Yro naer 6mokupoBka 3anucu Ha USB?

148.Kakue BUIBI MOMCKA MOKHO MCTIOIB30BaTh MPU HACTPOHKE MPaBUII OJIOKHPOBKA 3aIKCH HA
usSB?

149.B uyeM pasnuuue MCIONB30BaHMUA OJOKHMPOBKHU IOYTHI Ha ypOBHE paloueil cTaHIMU U
MOYTOBOIO cepBepa?

150.Bonpocer ms camokonTposst. Monyns 7 "FileAuditor Cépulludopm: ayaur oneparuii B
(haiistoBO# crcTeMe | MpaB ocTyna K daiaam"

151.KakoBa ocHOBHas 00J1acTh MpUMeHus pemenuii knacca DCAP?

152.TTepeuncnute ocHoBHBIC pyHKITMH DCAP-cuctem.

153.Kakue npoyKThsl peacTaBieHsl Ha poccuiickoM peiHke DCAP-cuctem?

154.]Ins paboOTHI ¢ KAKMMH TaHHBIMU TIpeaHa3zHaueH FileAuditor?

155.Kakue 3agaun pemaet FileAuditor?

156.B uem 3akmtouarorcst ocHoBHble oTianuus FileAuditor ot UPC?

157.KakoBa noruka pa6ots! FileAuditor'a?

158.'me ocymiecTBisieTCss HACTpPOWKa CKAaHUPOBAaHUS PECYpCOB M MPaBWI  IOHWCKA
KOH(HUICHIINATIBHBIX JJOKYMEHTOB?

159.Kak ocymiecTBisieTcsl HacTpOilka aBTOMATHYECKON KiacCHUUKAIMU NaHHBIX? Onuiure
OCHOBHBIE II1ary.

160.Kakoii BapraHT MOMCKOBOTO JIBIKKA Mcmonb3yeT FileAuditor?

161.Kakue npeumy1iecTBa 1aeT UCIOIb30BaHNE MAOTOHOB?

162.KakoBbl OCHOBHBIE OTJIMYMS B JIOTMKE HCIOJIb30BAHMS INAOJIOHOB CKAaHMPOBAaHUS B
FileAuditor o cpaBHeHHIo ¢ madnonamu noiautuk B AlertCenter?

163.Kak ocymecTBisieTcss HaCTpOHKa pydHOU Kiaaccupukanuu maHHbIX? ONMUIINTE OCHOBHBIC
I1ary.

164.0OnummTe moapoOHO, KaKKUM 00pa3oM MPHCBAUBAIOTCS (aiaM METKH KiaccuukaTopa.

165.Kak HacTpanBaroTCs IpaBuia aBTOMAaTHYECKOTO YIPABICHUS METKaMu?

166.Kak npou3BoauTcs HacCTpoOiika C1yk0 aHaIM3a JaHHBIX HA areHTe B Ha cepBepe?

167.Ectp 1M BO3MOXHOCTh B TPOLIECCE CKAaHUPOBAHUS (€CIU €CTh, TO YKaXHTE KaKUM
0o0paszoM) pacmo3HaBaTh TEKCT U3 Tpaduueckux (aitnos?
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168.PacnipocTpansiercs u JeiicTBUE PaBUiI CKAHUPOBAHUS Ha TAnKu/(aiiiibl U CETEBBIC My TH,
BHECEHHBIE B CIIMCKH UCKITIOUEHUH?

169.T ne u kak ocymiecTBisgeTcs mpocMoTp (aiinos, koHTposHpyeMbIx FileAuditor'om?

170.Moxno nu o nanHbiM FileAuditor'a mocTpouTh KOHTEHTHBIN MapIipyT?

171.Kakoro pona undopmaimio npeaoctapiseT noapkiaaka "Oruer" Ha Bkianke "®annoBbiid
ayautop" B Konconu ananutuka?

172 Kak nunensupyetcs FileAuditor?

173.Borpock! st caMOKOHTpoJist. Moyis 8 "[Ipodaiin 1ieHTp: OleHKa PUCKOB, CBSI3aHHBIX C
YyelnoBeYeckuM GakTopom"

174.0xapaktepusyiite nHpopMaInio, pa3meniaemyto Ha Bkianke "[Ipodaiin nentp".

175.Kakyro ponb npodaifTuHr MOXKET UTpaTh B AEATEIHLHOCTH pabOTHHKA cIy>K0b1 B?

176.KakoBbI IPUHIMIIEL, JIKAIIAE B OCHOBE peanu3anuu unei npodaiinuara B KUB?

177.0nummre ocHOBHBIE Oj10KM MH(popMaiuu, pazmemiaemoir B AnalyticConsole Ha Bkiajke
"ITpodaiin nentp"/

178.0nummre 0cCOOEHHOCTH KaXkJJ0T0 U3 UCIOJIb3YEMBIX B IPodailinHre NCUXOTHUIIOB.

179.Kakyto napopmaruio BKIrogaeT GopMupyembiii mpoduib moirs30BaTems?

180.Kaxyro ponb B hopmupoBanuu npoduiis urpaet HHGopmaus o 6a30BbIX LIEHHOCTSIX?

181.Kak onpenensiroTcss KpUMHHAJIBHBIE TSHICHITUH?

182.KakuMu cooOpa>keHUSIMU CJIEyeT pyKOBOACTBOBATHCS, HHTEPIPETUPYSl YPOBEHb aMOUIIHii
COTpyaHUKa?

183.Uro oTpakaeT MHAEKC TUYHOCTHBIX KauecTB?

184.Kakum 0Opa3oM MOKHO OTCJICIUTh JUHAMHUKY TTPOMUIIS TIOTB30BaTEIICH?

185.0xapaxTepu3yiiTe NpUKIaJHbIE ACTIEKThI IOUCKA MO XapaKTEePUCTUKAM MOJIb30BATENS.

186.KakoBbI 0COOEHHOCTH IMOCTPOCHUS PEHTHHTOB TIOJIH30BATEICH?

187.Kak HacTpauBaroTcs OMOBELIEHUS 00 U3MEHEHUSIX B peUTHHrax?

2. MeTtoauyeckue MaTepualbl, oONpenesilONIde MPoleAypbl OLEHUBAHUS 3HAHMH,
YMEHHUIi, HABBIKOB U (MJHM) ONBbITA AeATeIbHOCTH, XapaKTePU3YIIUX 3Tanbl GOPMUPOBAHMS
KOMIIeTeHIH I

Iopaook u memoouka nposedenun meKyu,e20 KOHMPOJia NPOMEHCYNOUHOU AMmmecmayuu

IIpenycMoTpeHs! cietyromue BUIbl KOHTPOJIS:

- TEKYIIUI KOHTPOJIb MO KaXJIOMY MOAYJIO — B (hopMe HanucaHus KOHTPOJIbHON paboOTHI s
OLIEHKU TEOPETHUYECKUX 3HAHUIL;

- TEeKYLIHH KOHTPOJIb MO KaKJOMY MOJIYJIIO — B (JOpME OTUYETOB 110 JIAOOPATOPHBIM paboTam U
MPAKTUYECKUM 3aHATHUAM JUIsl OLIEHKH IPAKTUYECKUX HABBIKOB;

- IPOMEXKYTOYHAs aTTECTalMs 0 AUCUUILUINHE — B pOopMe 3adera.

Texyumii KOHTpOJIb ycreBaeMOCTH B (hopMe 3alMThl JA0OPAaTOPHBIX U IMPAKTHYECKHX
MIPOBOJIUTCS B J[Ba dTara:

- 1-if »Tam: JOMYCK K BBHINOJHEHHUIO JAOOpAaTOpPHOM paboOThl — MPOBOAMTCS B ¢opme
MUCBbMEHHOM «IeTyukn» (5-10 MHH) ¢ 11e1bI0 KOHTPOJISI 3HAHUH 00YyYaronXMcsi TEOPETUYECKON YacTh
1a00paTOPHOM pabOThI ¥ TOTOBHOCTH K BBIIOJHEHUIO IPAKTUYECKUX HCCIIEIOBAHNM;

- 2-i1 STam BBINOJHACTCS 10 OKOHYaHMM KaXXAOH J1abopaTopHOi paboThl (MPaKTHUYECKOTO
3aHATUSA) B (popMe HMHIMBUAYAIBHOrO COOECeOBaHMsA IO BBHINOJIHEHHBIM HCCIEIOBaHUAM WIIH
pacuetam. [IpoBOAUTCS C LENBIO KOHTPOJISA 3aKPEIJICHUS TEOPETHUECKONW YaCTH MaTepuaia u CTeICHH
0TpabOTKH 00yUarOIMUMCS IPAKTUYECKUX HABBIKOB MCCIIE0OBAHM Ha amaparype.

KoHTtposbHbIe paboThI BHITOTHIIOTCS B BUJE KOPOTKOTO MUCHbMEHHOTO OTBETA Ha OJIMH BOIIPOC,
W3YyYEHHBI Ha TpEeAbIAyILICH JICKIMH B Hayajae Kaxaoul nocieayromend jekuuu. OTBET Ha BOIPOC
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naercss B TedeHne 5-10 mumuyT. Takum oOpazom, mocie JIEKIMOHHOTO Kypca KaKAOTO MOMYJISA
(dopmupyeTcs 00111as OLEHKA 3a TEOPETUUECKUE 3HAHUS.

C menbio MOBBIIICHUSI KadyecTBa OOydYeHHs 3a cueT MoOYKIACHHs OOYyJaromXMcsi K aKTHBHOM
TeKyleil y4eOHOH paboTe, YEeTKOro M ONEepaTMBHOIO KOHTPOJS BCEro XojAa y4yeOHOro mporecca,
CHIDKEHHSI POJIM CIyYalHBIX M CYOBEKTUBHBIX (PAaKTOPOB MpPU OLICHWBAHUH Y4YEOHOH IEATEIHHOCTH
o0yuyaromxmcs B 00pa3oBaTeIbHOM MPOIEcce peann30BaHa MOAYJIbHO-PEUTHHIOBAsI CUCTEMA.

[IpaBuia ee ucnonb3zoBanus nponucansl B «[lonoxennn 06 MPCy.

HaGpannble oOy4aromumcest 6ayuibl B paMKax TEKYLIEro KOHTPOJISI MEePEeBOJATCS B OLICHKY Ha
3a4€TEe B COOTBETCTBUHU CO CIEIYIOIICH IIKAJIOM:

— «He 3a4TeHo» - 0T 0 10 40 OT MaKCHUMaJIbHOTO KOJIHUYECTBA OalIOB;

— «3auyTeHo» - oT 41 1o 100 MakcUMaJIbHOTO KOJIMYecTBa OalIoB.

CoOTHOIIEHNS] MAaKCUMAJIBHOTO KOJMYECTBa OayioB, MOJyYEHHBIX O0yYaroluMcs 1Mo OJiokam
MojyJiel, moka3aHsl B Tabnue .

Tabnuna - Pacnipenenenue 6amioB Mo MoIyssiM IUCHUIUIMHBL « AHanuTtnka DLP-cuctem»

Monaynb Bcero 6annos Teopetnueckuit 6ok [[Ipaktudeckuii 610k
(MakcumanbsHoe 3HaueHue) |(KortponbsHas pabora)

Monyb 1 50 10 40

Monynb 2 50 14 36

3ayer 100 100

Teopernueckuii OJOK OIEHWUBACTCA IO PE3yJbTaTaM KOHTPOJILHOW paboThl. [lpakThueckui
OJIOK OLICHMBAETCSI 110 pe3yJIbTaTaM BBIITOJHEHUS J1a00PATOPHBIX paboT.

Ha 3auere mpou3BOAMTCS OlIEHKA T€X KOMIIETCHIIMA, KOTOPhIE JOKHBI OBITh B TOM WIJIM WHOM
(dbopMe OCBOEHBI B Ipoliecce u3ydeHus. PexkomeHnayercs (GpopMupoBaTh BOMPOCH B OWJIETaxX TaKUM
00pa3oMm, 4YTOOBI ITpenoaBaTeslb CMOT OLIEHUTh BCE KOMIETCHIIUN JAHHON AUCHIUTIINHBIL.

3. IIpomexyTO4Has aTTeCTALUSA

[TpomesxyTouHas aTTecTalys MPoBOAUTCS B popMe 3adeTa. 3adeT MPOBOJUTCS MO pACIIMCAHUIO
B YCTHOM BHJC IIO omiieTaMm K 3a4CTy. Pe?,y.HBTaTI)I aTTeCTallUM 3aHOCATCA B BCAOMOCTb U 3aUCTHYIO
KHIKKY 00y4aronierocs.

Oopa3zer Omirera K 3a4eTy

MMHHUCTEPCTBO IU®POBOI'O PASBUTIS, CBA3N
N MACCOBBIX KOMMYHUKALIMM POCCUNCKOUN

OEJIEPAIIMN YTBepxnaro
Cesepo-Kagkasckuit ¢pmman opaena Tpynosoro KpacHoro W.o0.3a8. kapenpoii «1Ub»
3HameHu AT JKyKOBCKHii.
(enepanbHOro rocyJapcTBEHHOTO OI0PKETHOTO 00pa3oBaTeIbHOTO | » 20 T.

YUpEXKISHHSI BBICIIIETO 00pa30BaHuUs
«MOCKOBCKHH TeXHHUECKUHA YHUBEPCUTET CBSI3H M MH(MOPMATHKID)

Hanpasnenue noarorosku: 10.03.01 Hugpopmauuonnas d6ezonacnocmep
Kypcsr: 4
Jucnunnuna: Ananumuxa DLP-cucmem

Buaer Nel
1. OxapaktepusyiTe THIBI U KATETOPUU HAPyIIUTENEH, 1711 60PHOBI C KOTOPBIMU MOTYT OBITh
ucnoiab3oBanbl DLP-cuctemsbr?
2. KakoBbI IPUHIIUIIBI, JISKAIIIME B OCHOBE peanu3anuu uaei npodaitnunra 8 KNUbB?

« » 20 r. W.o. 3aB. kadenpoii b, n.1momn.H., K.T.H. TOLEHT KyxoBckuii AT
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Ooun Komniekm OmMNneYamaHHulX OULemos, NOONUCAHHBLIX npenooasamenem Kageopvl u
VIMBEPIHCOCHHBIX 3A8e0VIOUWUM KADeOpoll XpaHumcs y 3agedyroue2o Kageopot, 0pyeoli KOMIIeKm — )
npenooasamens, 6e0yuieco OUCYUNIUHY

4 TecToBbI€C 3aJaHUA MO JUCHUIINHE «AHaIuTHKA DLP-cucrem»

TecToBble 3a7aHUsI TO3BOJSIIOT OIEHUTH YPOBeHb CHOPMHPOBAHHOCTH KOMIIETEHIIUH
IIK-3 - AZMHUHUCTpUPOBaHUE CPEICTB 3alIUTHI WHPOPMAIMU NPHKJIATHOTO M CHCTEMHOIO
NMPOrpamMMHOI0 od0ecredeHnsl.

3amaHusl pacrpesieieHbl Mo OJI0KaM B COOTBETCTBMM C YPOBHEM ClOKHOCTH. Kaxabli 6ok
COJIEPKUT HOMED 3a/1aHMs, U TEKCT 3aJaHUs.

ba3oBelii yposens (biiok A) conepxut npumepno 50 % 3aganuii.

On ¢opmupyercss W3 3alaHU C BBIOOPOM OJHOTO WM HECKOJBKHUX BEPHBIX OTBETOB W3
NPE/UIOKEHHBIX WM  BOCIPOU3BENCHHUS (HAKTUUECKOTO MaTepuana (TepMHUHOJIOTHS, (DaKTHI,
Kiaccuukanus, mapaMeTpsl 1 ap.);

ITosbiuennslit ypoBeHs (biok b) B cpeanem coctasinsiet 35 % 3aganuid.

B Hem wucnone3yrorTcs 3aJaHMs  Ha  COINOCTaBJICHHWE, CpPABHEHUE, YCTAHOBJICHHUE
MIOCJIEJOBATEIbHOCTH;

Bricokuit yposens (biok B) B cpeanem coctasisor — 15 % 3aganuii.

B 3agaHny UCIIOIB3YIOTCS: PEIIEHNs HETUIIOBBIX 3a/1ay, alTOPUTMBI, T0KA3aTeIbCTBA, 3aJaHus
C pa3BEPHYTHIM OTBETOM — OIpPEENICHUs, IEpPEUCIEHUE, U300PAKEHUE CXEMBI, CTPYKTYPBI U JIp.

KonunuecTtBo 3ananuii no komnerenuuu [1K-3 pasno 20.

OavH KOMIUIEKT TECTOBBIX BOMNPOCOB C YKa3aHWEM IIPABWIBHBIX OTBETOB XPAHUTCH Y
3aBeyrouero kadeapoi, Apyroi KOMIUIEKT — Y IpenoiaBaTess, BEAYyLero JUCHUIUINHY.

BJIOK A (6a30BbIii ypoBeHb) — 3aiaHHe ¢ BELIOOPOM OJJHOTO MJIM HECKOJBKHX BEPHBIX OTBETOB
13 IPEII0KEHHBIX

Hucempyrkyus no mecmam bnoxa A: Ilpouumatime mexkcm u vlbepume 0OUH UNU HECKONbKO
NpasUIbHBIX OMEEnos

Ne
TexkcTbl 3agaHui
3aIaHHA

1 Cucrema npefoTBpalieHus yredknd nHpopMauu 0003Ha4aeTcst Kak
1.IRP
2.SIEM
3.DLP
4.50C

2 K ximoueBbM 3amadaM DLP, koTopbIie YUYUTHIBAIOTCS IIPY HACTPOIKE IMMONUTHK 0€30TIaCHOCTH, OTHOCSITCS

1. KonTpois 3a nepeMenieHneM KOHGHUICHIIMATbHBIX JOKYMEHTOB
2. KoHTpous niepcoHaia

3. [loBenenueckuii aHaans

4. Ontumu3zanys paboThl KOMITAHUT

5. Konrpouns geticTuii xakepos 1,2,3.4

3 B . DLP —cucremax ncnoip3yroTCs:

1. KoHTpOmab moceIeHns cainToB,

2. KoHTpOIb THYHOMN )KU3HU COTPYIHUKOB.
3. IloBeneHUECKUH aHAIN3 COTPYAHUKOB.

4. KoHTposp nepenucKku CoTpyiHUKOB. 1,34

4 Poccuiickue DLP — cucteMbl B OTJIMYHE OT 3anaHbIX

1. ImeroT 1Ba pexnma paboThl — CKPBITHIA U OTKPBITHIH.

2. BenyT MOJIHOILIGHHBIH apXHB NepexBaueHHOW MH(OOPMALIUH.

3. I[10o3BOISIOT IPOBOAUTH PETPOCHEKTUBHBIE pacCIeI0BAHNUS.

4. IMEI0T TOJIBKO OTKPBITHIN PEKUM PabOTBHI.

5. He BeayT moJHOLIGHHBIH apXUB IepexBadeHHol nHpopmanuu.1,2,3

5 Paspurue DLP-crucTem mpomomkaeTcss M MPOUCXOIUT OJHOBPEMEHHO IO HECKOJIBKUM HAIIPABIICHHUSIM:
1. Kanansl
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Ne
3aJaHus

TexcTnl 3agannii

2. AHanuTHKa

3. ITnardopmsl

4. UBA
5.SAMBA 1,2,3,4

DLP-cucremsl moguepxusatot cieayrome OC cemeticta Linux:
1. AstraLinux;

2. AltLinux;

3. GosLinux;

4. Rosa;

5. Kali;

6. Gentoo. 1,2,3,4

K kareropun Hapymmrene#, st 60pbOBI C KOTOPBIMU MOTYT OBITH HCIONMB30BaHbl DLP-crucTeMbt
OTHOCSITCS:

1. CoTpyIHHKH U PYKOBOIHUTEIH OPTaHU3AIIH

2. JIuma, uMeroIye C OpraHu3alel aKTUBHBIE JJOTOBOPHBIE OTHOLICHUS

3. KubepnpecTynHbie OpraHu3ainnu

4. KoHKypeHTbI

5. JlodbpocoBecTHbIe mapTHepsH! 1,2,3,4

Hcrounukom nadopmannu B DLP-cucremax siBisitoTes:
1. CepBepsl KOMIIAHUU

2. CereBble yCTpOHCTBa

3. PaGoune cranumu

4. ConanbHbIE CETH 3.

B coctaB DLP-cucTemMbl BXOIAT CIEAYIOIINE MOLYJIN:
1. MailController

2. DeviceController

3. HTTPController

4. FTPController

5. PrintController

6. Bce mepeunciacHHbIC

10

B DLP noctynHsl ciieayronye BUIbI OMCKa:
1. ®pa3oBblit MOUCK

2. ba3oBblii IOUCK

3. Iouck no cioBapro

4. ITorck MOX0XKUX

5. Tlouck no peryisipHbIM Beipaxenusm 1,3.4,5

BJIOK b (roBbllIeHHBIH YpOBEHB) — 3aJaHNE 3aKPHITOr0 TUIIA HA YCTAHOBJICHHE COOTBETCTBUS
Hucmpykyus: Ilpouumatime mexcm u yCmanosume coomeemcmeue

Ne
3aJaHHUA

TekcTnbl 3amaHui

11

Bcst akTHBHOCTB 1OJIb30BaTENsI 32 KOMIIBIOTEPOM IepexBaThiBaeTcsl coopiunkamu. [1oHsATHE «COOPIIUKY
00BenuHsCT B ceOe HECKOJIBKO CIIOCOO0B mepexBaTa nHGOpMaIIUu:

1. CereBoit nepexsar;

2. IlepexBat myTeM MHTErpaLuy;

3. IlepexBar «B pa3phIB»;

4. AHanu3 JaHHBIX B NIOKOE.

YCcTaHOBUTE COOTBETCTBHE ONPEACICHUAM KaKA0TO U3 CIIOCOOOB TepexBara.

A. ndopmanms HAKy1a HE TIEpefaeTcs, a XpaHUTCs Ha BUHYECTEpe WK Ha (ierke.4

b. ITo3Bomnser 610KkupoBaTH M00YI0 HHPOPMAITHIO.3

B. Tomyuenme pgoctyma K UWHQOPMALNHM, IEpPEeIaBacMOil MEXIy YCTPOWCTBAMH B CETEBOH
nHppacTpykType. 1

I. HonyquMe JaHHBIX, IE€PE€AaBaACMbIX IO TEXHUYCCKUM KaHallaM, C MOMOIIbIO UHTErpalliu pa3JIMIHbIX
CHCTEM M HHCTPYMEHTOB.2

12

IMouck uadpopmanuu B DLP nMeeT MHOKECTBO OIIHIA, TAKHX KaK
1. TTouck ¢ Mmopdosorueit

2. Tounoe coBnaaeHue

3. Hayunaromuecs co ciioB

4. Coneprkalue cjioBa
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Ne
3aMaHus

TexcTnl 3agannii

5. OKaHYMBAIOIIHUECS CIIOBAMH

IIocTaBbTe B COOTBETCTBUE ONLMI UX ONPEAEIECHUIO

A. Bbnaronapst ncrosip30BaHII0 0cO00T0 aHATUTUYECKOTO OJI0Ka MOTYT OBITh UIEHTU(HLIUPOBAHBI BCE
BO3MOJXKHBIE CI0BO(GOpMEL. [IpH 3anpoce «aBTOMOOHIIBY PONU3BOUTCS MTOUCK BCEX BO3MOXKHBIX
CIOBO(OPM — «aBTOMOOHIIBY, «aBTOMOOHIINY, aBTOMOOMICH» U T.11. 1

B. OGHapyXuBaroTcst TOJIBKO 33/IaHHBIE TT0JIb30BaTeNeM ciioBoQopMbl. [Ipu 3ampoce «aBTOMOOHIB»
OymyT 0OHapy>KEHBI JHIIb JOKYMEHTBI, COJIep Kallne CI0BOGOPMY «aBTOMOOHIIBY.2

B. Ilowuck Bcex caoBohopM, OKaHUMBAIOLIUXCS HA 33JaHHOE TI0JIb30BaTENIEM CoYeTaHne CUMBOJIOB. [1pu
3ampoce «3IEKTPOCTAHINS OOHAPYKUBAIOTCS JOKYMEHTBHI, COIEpKaIIie cI0BO()OPMBI
«TETIOANIEKTPOCTAHIH», «THAPOINEKTPOCTAHIIISINS

I'. UnerTndunupyer cioBa, coaepKailne CoueTaHne CHMBOJIOB 3ar1poca. Y J00HO HCIIOIB30BaTh IS
HaXO0K/ACHHUS JOKYMEHTOB, COJIEpKAIINX OJHOKOPEHHBIE cioBa. [Ipu 3anpoce «pabox»
HOCHTUHUIMPYIOTCS TaKHe CIOBO(OPMEL, Kak «padoTay, «odpaboTkay, «padoTaTtb».4

J1. OGHapyxHBatoTCs CI0BO(OPMBI, HAUMHAIOIINECS C 33JJaHHOM 10JIb30BaTEIeM KOMOWHALIUH
cuMBoJIOB. [Ipu 3anpoce «aBTOMOOHIIBY, OyAeT HACHTH(OUIIMPOBAHA KaK CII0BO(OpPMa «aBTOMOOMIIBY,
TaK M UHbIE CJIOBA HAYMHAIOLIMECS C «aBTOMOOWIIb-», HAIIPHUMEDP, «aBTOMOOMIIBHBII».3
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PaccraBbTe B cOOTBETCTBUM NporpaMMHBbIe MpoayKThl DLP 1 nx koMmnanuu-pa3paboTynku
Komnanuun:

1. Searchinform;

2 Poctenexom;

3. KubepnpoTekr;

4. CraxaHOBEIL,

[IporpammHbIe TPOAYKTHI:
A. SearchInform Kb

B. Kubep IIporero

B. Craxanosery

I'. Solar Dozor

14

ITpu BHenpenuu B opranusanuu DLP-cucTeMbl, BEIIOIHAIOTCS CIIELYIOIIUE MEPOLIPUITHSL:
1.ITonrotoBka,

2. Bri6op,

3. YcraHOBKA U HACTPOMKA,

4. O6y4cHue.

ITocTaBpTe B COOTBETCTBHE 3TUM MEPOIPUATHSAM, IPOBOANMEIE B 3TO BPeMsI pabOTHI:

A. PazpaboTka pernaMeHTOB Uil COTPYIHUKOB;

Bb. Ayaut Texymiero cocTostHus HHPOPMAIIHOHHON 0€30IIaCHOCTH B OpPTraHU3ALINY;

B. TectupoBanue crcTeMbl Ha HEOONBIIOH TPYIIIE MOIB30BATENEH HITH YCTPOUCTBAX;

I". Yuét motpeGHOCTEN KOMIIaHUH, pa3Mepa Ou3Heca, THIIOB JaHHBIX, KOTOPbIe HE0OX0UMO 3aIUIIaTh, a
TaK)Ke BOBMOXXHOCTEH CHCTEMBI [JIsl UHTETPalluy C IpyTUMH HHCTpyMeHTamu Oe3onacHocty. 1-b 2-T" 3-
B 4-A

BJIOK b (moBbINIeHHBIN YPOBEHB) — 3a/IaHUE 3aKPBITOTO TUTIA HA YCTAHOBIICHHE
MOCJIEZIOBATEIbHOCTU
Hnuempyxyusa: Ilpouumatime mexkcm u ycmaHosume npasuibHy0 NOC1e008ameIbHOCb

Ne
3aJaHus

TexcTnl 3apannii
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YcTaHOBHUTE PAaBUIIBHYIO TTOCIIEIOBATEIHLHOCTD TiepeMereHnst nHpopmanuu B DLP-cucteme
1. Coopuruk nHDOpMAIIH

2. Ucrounuk undopmanuu

3. Uanekcanms

4. ba3a naHHbBIX

5. Anamu3z  2,1,4,3,5

16

IIycts ecth 4 3ampoca:
A — 1o atpudyram; F — ¢pazosslii; D — 1o cioBapio; R — 1o perysispHbIM.

PaccTaBuTh 110 TIOPSIKY OT CAMOTO OBICTPOTO JI0 CAMOTO MEIJIEHHOTO CIIOKHBIE 3aIPOCH! TUIIA!
1. «(A or F or D) and R»;

2. «A and R»;

3. «Aor R».
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Ne
3aJaHusA

TexcTnl 3apannii

2,13

17

st Baeapenust DLP-crcteMbl B OpraHu3aliivi MPOBOJUTCS Psii MEPOTIPHUSTHIA, IEPEUUCIICHHBIX HUXKE.
PaccraBbTe MEpPONPHUSATHUS B IOPSIJKE UX BBIOJIHEHHUSI.

1. YcraHoBKa 1 HacTpoiika

2. IToaroroBka

3. Beibop

4. O6yuenue 2,3,1,4

BJIOK B (Bbicokuii ypoBeHb) — 3alaHre OTKPBITOTO THIIA C Pa3BEPHYTHIM OTBETOM
Hnempyxkyus: Ipouumatime mexcm u 3anuwiume 0O0CHOBAHHbIL OMEem

Ne
TexcTsl 3aaHMi
3aaHus

18 Criermamict o 6€30MacHOCTH, OPTraHu3ys aBTOMAaTH3UPOBAaHHBIN MMOMCK HH(GOPMAINX TIPH
pacciieIoBaHusIX HHIUJIEHTOB, CO3/1aeT NPABHJIIO (TTOJUTUKY O€301acHOCTH), B KOTOPOM YKa3bIBaeT:
- 4mo uckamo;
- 20€ UCKamo;
- KaK wacmo (pacnucanue);
- K020 Y8e00MAAMb 8 Ciyuae HapyUeHus noTUMUKU.

19 Yro nozBoster y3Hath [Ipodaiinnar?
Hpogpaitnunz nozeonaem ysnamo MHO20€ 0 TUYHOCHU YeN06EKA U CHPOZHOZUPOBAMb €20 NO6EOEHUE 6
ONnpeoesIeHHbIX CUMYAYUAX.

20 B pabote ciyxObl 0€30MacCHOCTH YacTO BO3HUKAIOT CHUTYaIlMH, KOTIa HYXXHO HAWTH COTPYIHHKOB,

Oecemyommx Ha ONIpenesieHHyo TeMy. OTpenenure NPUMEPHBIH CIHUCOK TEM, MO KOTOPBIM MOKHO
CZIeNnaTh BBIBOJ O MOPAJIbHO-HPABCTBEHHOM OOJIMKE COTPYIHUKA.

- AIK02071b;

- HADKOMUKU;

- 0on1zu, Kpeoumal, UNOmeKa U npovue QuHancogvle nPoOdIEMbL;

- 00cyycoenue npemuil u 3apnaam;

- 00cyrcoenue pykogoocmaea;

- 0bcyacoenue cnyscovt Ub;

- meppopusm, IKCIMPEMU3M, HAUUOHATUIM;

- nolumMu4ecKue 632140b.
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CucremMa OIICHHBAHHS BBINOJHEHHS TeCTOBBIX 3az[a}miz‘1 nmo KOMIIeETCHIMHU

dopmupyemoii fucuumanHOM «AHaautuka DLP-cucrem»

Homep
3aJaHus

Yka3anus no oneHNBAHUIO

Pe3yabTaTr oneHMBaHus
(0as1B1, OJTyYeHHbIE 32
BbINIOJIHEHH €
3aJaHUs/XapaKTePUCTUKA
NPaBWIBHOCTH 0TBETA)

3amauns 1-10

3amanus ¢ BbIOOPOM  OJHOTO  HIIH
HECKOJNBKUX  BEPHBIX  OTBETOB W3
NpCAJIOKCHHBIX CUHHUTACTCA BCPHBLIM, CCJIA
MPaBUJILHO YKa3zaHa mudpa umu 1udpsl,
O3Ha4aronne BECPHBIC OTBCTHI.

COBHa,Z[eHI/Ie C BepHLIM OTBECTOM
oreHuBaeTrcs 1 6amiom;

HeBepHBIﬁ OTBET UJIN €TI0 OTcyTCTBI/Ie
- 0 6amnos.

3ananus 3aaHus 3aKpBITOro TUMNA HA ycTaHoBieHue | [lomHoe  coBmajgeHue ¢ BEpHBIM
11-14 COOTBETCTBHUSl CUHMTACTCS BEPHBIM, €CJIM|OTBETOM OIICHUBaeTcs | Oamiom;
MIPaBUIBHO YCTaHOBJICHBI BCE | HEBEPHBIN OTBET WJIM €Tr0 OTCYTCTBUE
COOTBETCTBUS  (MO3UIMHM W3  OAHOTO |- 0 GayoB.
cTonla  BEpPHO  COIOCTaBJIEHBI  C
MO3ULUSIMU JIPYTOTO)
3ananus 3aaHus 3aKpBITOro TUMNA Ha ycTaHoBieHue | [lomHoe  coBmajgeHue ¢ BEpHBIM
15-17 MOCJIEIOBATENILHOCTH CYUHMTACTCSI BEPHBIM, | OTBETOM OIlcHUBaeTcs 1  Oamowm;
ecliu HPaBUIIBHO yKa3zaHa BCS | €CJIM JOMYUIEHbl OMIMOKU WJIM OTBET
MOCIIeIOBATEILHOCTH UG orcyTcTByeT- 0 6asIoB.
3ananus 3aaHue OTKPBITOrO THIMA C pa3BepHYTHIM | [1oaHbIN MpaBUIBHBIN OTBET Ha
18-20 OTBETOM CYMTAETCs BEpPHBIM, €CIU OTBET |3aJaHME OlleHUBaeTcs | Oamiom.

COBIMAAACT € ITAJIOHHBIM IO COACPKAHUIO
" IOJIHOTCE.

Ecnu B oTBETE MCIIOIB3YIOTCS
MIEPEYUCIICHHS, TO PA3TUYHBIN
MOPSIAOK CIIEOBAHUS TPABUIIbHBIX
OTBETOB B TIEPEUUCIICHUU HE
CUHMTAETCS OLTUOKOM.

Econ pgomymiena ommOka, OTBET He
TIOJIHBIM, HEIIPaBUIIbHBIN 5805
OTCYTCTBYET - ) 6aJUTOB.

IIK-3,
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IIpuioxenne 2

MeToandeckne PEKOMEHIAIHUA 110 OCBOCHUIO JTHCHHUILJIMHDI

1. MeToagnueckue PCKOMEHIAMH NIPpEnoaaBaTe/ 10

[lepen HayasioM U3y4eHUsT TUCLUIUIMHBI PENO1aBaTeNb JOJKEH 03HAKOMUTh 00YUarOIIXMCSI C
paboueil mporpaMMoil W OLIEHOYHBIMH MaTepHajaMHd IO JUCHUIUIMHE, C BHJAMH Y4eOHOH H
CaMOCTOSITENIbHOM paboThl, MEPEYHEM JIMTEPATypbl U HHTEPHET-PECYPCOB, ¢ (opMaMu TEKyLIell u
MIPOMEXXYTOUYHOM aTTecTallid, ¢ KPUTEPUSMHU OLIEHKM KadyecTBa 3HAHUM I MTOTOBOM OLIEHKH IO
JTUCIUIUINHE.

[Tpu npoBeeHUM KM, TpenoaBaTeb:

1) bopmynmpyeT TeMy | 1eIb 3aHATHS, OOBSIBIISIET Y4eOHBIC BOITPOCH,

2) u3naraeT OCHOBHbIE TEOPETUUYECKHE MOJIOKEHHUS;

3) ¢ TOMONIbIO TEXHUYECKHX CPEACTB OOYyYCHHS W/WIM TOJ 3allUCh JAeT ONPEICIICHUS
OCHOBHBIX IOHATHH, pacYETHBIX (POPMYJT;

4) [pOBOAUT MpPUMEPHI M3 OTEYECTBEHHOIO U 3apyO€KHOIrO OIbITa, JAeT TEKYyLIUe
CTaTUCTUYECKHUE JaHHbIE JUIS HArJsIHOTO U 00pa3HOro MPEeICTaBICHHs H3y4aeMOoro MaTepHrana;

5) B KOHIIE 3aHATHS BBIJAET BOIIPOCHI JIJIs1 CAMOCTOSITEILHOTO U3YUYEHHUSI.

Ha 3ansTusx na0oparopHOro LMKIA CcleQyeT oOOpaTUTh BHUMAHUE Ha COOTBETCTBHE
BBIOMpPaEMbIX 00yYaOLIMMCS CPEJCTB BHIMOJIHEHUS pellaeMbIM B paboTe 3a/1auaM.

Kaxxnas nmabGoparopnas paboTa nokKHA OBITh OopMieHA M 3allUIIeHAa B COOTBETCTBUH C
TpeOOBaHUAMHU. 3alUTa IPOU3BOIUTCS Mocie 0(OpMIIEHHUS OTYETa 110 paboTe.

Bo BpeMs BbIMONHEHMS 3aJaHUl B yduyeOHOH ayauTOpuUM OOy4YalOIIMHCA  MOXKET
KOHCYJIBTUPOBAThCSl € MperojaBaTenieM, OMNpeaessaTh Haubosiee >(PQPEeKTHBHbIE METOIbl PELICHUS
MIOCTABJIEHHBIX 3aJa4. Eciam Kakas-To 4acTh 3a/JaHus OCTAaeTCsl HE BBINOJIHEHHOM, OOyuwarouiuiics
MOJKET MPOJIOKUTH €€ BBIIOJIHEHHE BO BPEMsI BHEAYIUTOPHON CAMOCTOSITEIbHON pabOTHI.

JlJ1s OLIEHKH NOJTyYEHHBIX 3HAHUM U OCBOECHUS Y4eOHOIr0 MaTepuaa Mo KaXJaoMy pas3jieily U B
LIEJIOM T10 AUCLUIUIMHE MPENoAaBaTelb UCIOIb3YeT (JOPMBI TEKYIETr0, IPOMEXYTOYHOI'O M HTOTOBOT'O
KOHTPOJISl 3HAHUN 00yYaroIINXCS.

2. MeToauueckue PECKOMEHIANH Oﬁy‘laIOIIII/IMCH

[Ipuctynas K u3y4eHHIO HOBOM y4eOHOM AMCHMILINHBI, 00yYaroluecs JT0JKHBI O3HAKOMUTHCS
c paboueil mporpaMMoi, OLIEHOYHBIMH MaTepHalaMu, Yy4eOHOH, HAay4YHOH U METOIUYECKOM
muteparypoit, umerorieiicss B OMMOC CKO MTYCH,

I'my6uHa yCcBOEHHWsS JAUCUUIUIMHBI 3aBUCUT OT AaKTMBHOM M CHUCTEMaTH4ecKOil paboTbl
00y4aromerocs: Ha JeKIUAX U MPAKTUYECKUX 3aHATHX, a TAKXKE B X0JI€ CAMOCTOSITENIbHOM paboThl, O
U3Y4YEHHUIO PEKOMEHI0BAHHOM JINTEPATYPHI.

2.1 Memoouueckue ykazanus ona o0y4aouuxca no 1eKyuoOHHbIM 3aHAMUAM

Baxmuo COCPCAOTOYNTE BHHMMAHUC Ha COACPKAHWUH JICKLIUH. DTO TIOMOXKET Jy4dme
BOCTIPUHUMATh YUEOHBII MaTepual U YSICHUTh B3aUMOCBS3b MPOOIIEM 1O BCEH AUCHUTIIIHHE.

OcHOBHOE cojepKaHUE JIEKIIUU IieJecoo0pa3Hee 3aluChiBaTh B TETPAJAW B BHUJE KITIOUEBBIX
¢dpa3, NOHATUH, TE3UCOB, 00OOIIEHHI, CXeM, OMOPHBIX BBIBOJOB. Heobxoaumo obpamiate BHUMaHUE
Ha TEPMHHBI, (HOPMYIMPOBKH, PACKPHIBAIOIINE COJCPKAHWE TEX HIIM MHBIX SBICHHNA W TPOIIECCOB,
Hay4YHbIC BBIBOJBI M MPaKTUYECKHE peKoMeHIaluu. JKenaTenbHO OCTaBISATh B KOHCIEKTAX IMOJIS, Ha
KOTOpPBIX JIeJlaTh T[OMETKH W3 PEKOMEHJIOBAHHOM JIMTEPATYphI, JOMOJHSIONIEH MaTepual
MPOCTYIAaHHON JIEKIIUH, a TaKXkKe MOJYePKUBAIOIINE 0COOYIO0 BaXKHOCTD T€X WJIM UHBIX TEOPETUUECKUX
MOJIOKEHUM.
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C uenbio ySICHEHUS TEOPETUUECKUX MOJI0KEHUH, pa3pelIeHHs] CIIOPHBIX CUTYallMi HE00X0IUMO
3aJaBaTh MPEMOIABATEII0 YTOUHSIONIME BOTPOCHL. JIJisi 3aKpeIuieHHs COJIEP)KaHMs JICKIIMH B MAMSITH,
HEOOXOMMO BO BpEeMS CaMOCTOSITCIIBHOH pabOThl BHHMATEIHHO TIPOYECTh CBOW KOHCIIEKT H
JIOTIOJTHUTD €T0 3aIHUCIMHU U3 YICOHHUKOB U PEKOMEHIOBAHHOM JIUTEPATYPHI.

KoHcniekTnpoBaHue YMTaeMBIX JIEKIMHA M WX MOCIenyromas J1opadoTka crocodcTByeT Ooee
riyOOKOMY YCBOCHHUIO 3HAHHM, W TO3TOMY SIBJSIFOTCS BaXXHOH (OpPMON y4eOHOW AESITeIbHOCTH
oOyyJaronxmcs.

2.2 Memoouueckue yKazanus O0na 00y4aUUXCcA NO NOO20MO6Ke K J1a0OpaAmoOpHbIM
pabomam

JlaGoparopHbple 3aHATHS TO JI000M y4eOHOW NUCHIMIUIMHE TPOBOJSATCS B COOTBETCTBUM C
paboyeil mporpaMMoi 3Toi y4eOHOM NUCHUIUTHHBI B YCTAaHOBIIEHHBIE PACTIHCAHUEM Yachl.

WHCTpYKTaX IO TEXHHKE OE30MacHOCTH, MpaBWIaM MOXKapHOW OE30MacHOCTH W TpaBHIIaM
BHYTPEHHETO pacropsaka B 1a00paToOpuu MPOBOAUTCS MPETOAaBaTeNieM Ha IEPBOM

nabopaTopHOM 3aHATHU. Ha 3TOM ke 3aHSITHH 00ydaromMcsi COOOIIIAIOTCS:

- IpOorpaMmMa BCETO MPEACTOSIIETo Ja00paTOPHOTO IUKIIA;

- YCIIOBHSI B3aMMOJCUCTBHS OOYYaIOIIXMCs C TIPETNOaBaTelIeM B MPOIECCe BBIMOIHEHHS
1ab0paToOpHBIX PadoT;

- YCIIOBUSL KOHTPOJSI CAaMOCTOSITEBHOM pPa0OThI OOydYarom[XMcsi, BKJIIOYas IpaBHIIa
o OopMIIEHHS OTYETOB IO JIA0OPATOPHBIM PabOTaM U UX MOCIEIYIONICH 3alUThL;

- npyras Heooxoaumast ”H(pOpMaIHs.

Opranu3aiius 1a00paTOpHBIX padOT BKIIOYAET:

- CaMOCTOSTENbHYI0 BHEAYAUTOPHYIO MOJATOTOBKY OOYYArOIIErocsl K BBIIIOJHEHUIO Ka)IOi
OTJIENbHOMN 1a00paTOPHON pabOThl B COOTBETCTBHH C €€ MPOTPaMMON B paMKax 4acoB, BBIJEICHHBIX
Ha CaMOCTOSITEIIHHYIO IPOPAOOTKY MaTepHalia B IPOrpaMMe TUCIIHILIHHEL,

- BXOJHOW KOHTPOJb MPETNoJaBaTesieM CTENEHU MOATOTOBICHHOCTH KaXXI0ro 00y4aronierocs K
BBINOJIHEHUIO TAOOPaTOPHBIX padoT;

- BBITTOJTHEHUE TIPOTPAMMBI JTAOOPATOPHBIX padOT B MOJTHOM 00BEME;

- oOpMIICHHE OTYETA U €T0 3aLIUTY KaXKIBIM 00YJaIOIUMCSI B yCTaHOBIICHHbBIE CPOKH;

- (opMHpoBaHHME TPENOAaBATEIEM PEHUTHHIOB Ka)KJOTO0 U3 O0yyarouxMcs IO pe3yjbTaTam
BBITTOJIHEHUS M 3aIIUTHI UM OTJIEJIbHBIX JIA00OPATOPHBIX pabOT M UX LIUKIIOB (MCHOIb3YyeTcs: MOayIbHO-
pEHTHHTOBAs CHCTEMA).

OreHka KauecTBa BBIMOJHEHUS JaO0OPAaTOPHBIX pabOT KaKIbIM O0O0YyYarOMIMMCS MPOU3BOIUTCS
MpernojaBaTesieM OTIEIbHO 3a MOJTOTOBKY K padoTe, €€ BHIIOJIHEHNE U 3aIIUTY .

JInsi TOATOTOBKM M BBINOJHEHHUS J1a0OpaTOpPHBIX pabOT HCHOJB3YIOTCA METOIUYECKUe
pazpabotku komnanuu CepullHdopM, npeacTaBieHHbIE B 3JIEKTPOHHOM BH/IE.

3. MeToauyeckune peKOMeHIAMH 1JIs1 00y4aIOIIUXCs M0 CAMOCTOSITeILHOM padoTe

CamocrosTrenbHas paboTa 00yyaromIXMCs SIBISIETCS COCTaBHOM 4acTbio y4ueOHOHW paboThl M
UMEEeT LeNbI0 3aKpeIUIeHne U yriyOleHne MOTy4YeHHBIX 3HAaHUH U HaBBIKOB, MIOMCK M NMPHOOpETEHHE
HOBBIX 3HAHUH, B TOM YHCIIE C UCIIOJIb30BAaHHUEM aBTOMATU3UPOBAHHBIX 00YYarOIUX KypCcoOB (CHCTEM),
a TakXe BBINOJIHEHHE YYEOHBIX 3aJaHMi, MOATOTOBKY K MPEACTOAIIMM 3aHATHAM, 3adyeTaM u
9K3aMeHaM.

CamocrosrenbHas paboTa BO BHEAYAUTOPHOE BPEMs BKIIKOYAET B ceOsl:

- IOBTOPEHUE JICKIIUOHHOTO MaTepHana;

- MIOJITOTOBKH K JTA0OPATOPHBIM paboTaM (MPaKTHUYECKUM 3aHSITHSIM);

- U3y4eHUs y4eOHOU M HayYHOU JIUTEPATyPHI;

- peleHus 3a]1a4, BbIJAHHBIX HA IPAKTUYECKUX 3aHATHAX;

- MOJITOTOBKH K TECTUPOBAHUIO;

34



- BBIZICTICHHE HauOoJiee CIOXKHBIX U MPOOJIEMHBIX BOIPOCOB MO M3Y4aeMOW TeMe, MOTydeHHUe
pPa3bsACHEHMI M PEKOMEHJAaUWi 10 [JaHHBIM BONpOCaM C NpenojaBaTels MM Kadeapbl Ha HUX
€KEHE/IeTTHbHBIX KOHCYJIbTAIHsIX.

- TNpPOBEICHHWE CAMOKOHTPOJII IyTEeM OTBETOB Ha BOIPOCHI TEKYLIETO KOHTPOJS 3HAHUM,
pelIeHus PeACTABICHHBIX B Y4eOHO-METOANYECKUX MaTepraiax Kadeapsl 3ajad, TECTOB, HAMCAHHS
pedepaToB MO OTAETBHBIM BOIPOCAM M3y4aeMOM JUCIUTLTHHEL

CamocrosTenbHass  paboTra  OpraHm3yeTcs  IpENojaBarTesiMH,  OOecrieunmBaeTcs |
KOoHTposupyercs Kadeapamu. OHa mpedycMaTpuBaeT, Kak MpaBWiIo, pa3paboTky pedeparos,
BBITIOJIHEHHE PACYETHO-TPA(UIECKHX, BRIYACIUTEIBHBIX pa0dOT, MOJEINPOBAHMS U APYTHX TBOPYECKUX
3aJlaHuil B COOTBETCTBHH C y4eOHOW MpPOrpaMMoil (TeMaTHYECKHM IUTAHOM M3YYEHHs TUCLUIUINHBI).
OcHOBHas 1IeNTb JaHHOTO BUJA 3aHATUH COCTOUT B OOYYEHHH KYypCAaHTOB METOJaM CAMOCTOSTEIHHOMN
paboThI ¢ yUeOHBIM MaTepHalIOM.

Marepuan, nomnexammii o0pabOTKe Ha CaMOCTOSTEIBHBIX 3aHATHAX, HaMedaeTrcs Npu
pa3paboTKe MporpaMMbl CaMOCTOSATENbHON paboThl. ONBIT, HAKOIJICHHBIH KadeapaMu B OpraHu3aluu
CaMOCTOSITENIbHBIX 3aHSATHHA, YTO MaTepHall BBLICISEMBIN Ha Takue 3aHSATHS, OJDKEH YIOBIETBOPATH
CIIETYFOIIIIM TPEOOBAHUSIM:

- OBITH M3JIOKCHHBIM B yUE€OHUKE JIOCTATOYHO TTOJTHO U C IPHUMEPAMU;

- o0ecreunBaThCsl JTOCTATOYHBIM KOJMYECTBOM JIMTEPATYphl, YUEOHBIX IOCOOMH. y4eOHO-
METOINYECKIX MaTepUaoB, 00pa3oB TEXHUKU

- coileprKaTh MaTepHall. yIIyOIsIoNni 3HaHUS, IOTyYeHHbIE Ha JIEKIUY;

- OCBaMBaTh MPOOJIEMHBIE €IIe HE TIOJIHOCTHIO PEIICHHBIE BOIPOCHI.

[lepen BBIMONHEHWEM BHEAyIUTOPHOW CAaMOCTOSITEIBHOW pabOTHI MperonaBaTeib MPOBOIUT
WHCTPYKTaX (KOHCYJIBTALIMIO) C OMPEIeIIEHUEeM LIEH 3aIaHHsl, €r0 COJIEPKAHHS, CPOKOB BBHITOTHEHHS,
OCHOBHBIX TpeOOBaHHMH K pe3ylbTaraM palOOoThl, KPUTEPHEB OIIEHKH, (pOpM KOHTPOIS M MEepedHs
HCTOYHHUKOB U JIUTEPATYPHI.

OObIUHO TOCTAaHOBKY 3aJaud o0OydaeMbIM Ha TPOBEIEHUE CAMOCTOATENBbHOM palboThI
MIPEero1aBaTellb OCYIIECTBISET HA OJJHOM M3 3aHITUH, IPEIIECTBYIOMEMY JaHHOMY.

Meronuky camoCTOSTENbHOW paboThl Bce oOOydaeMble BBIOMPAIOT HHIWBHAYaJIbHO, HO
METOIMKA JIOCTIDKCHMS KOHEYHOM LEeNH MOXKET OIpeNeNsaThCsl MpernojaBareleM W BKIIOYaTh:
MOCJIE/IOBAaTEIbHOCTh  M3Y4YCHHST M YCBOGHHS y4eOHO-METOAMYECKOro Marepuana, MHOCOOHi,
PYKOBOJICTB, HACTaBICHUH, TEXHUKH M TJ.; OINpENEJICHHE IJIABHOIO B H3y4aeMOM MarepHale,
Marepuaie, KOTOPBIi HEOOXOJMMO 3aKOHCIIEKTHPOBATh; MPOCMOTP Y4YEOHBIX KMHO(DHMIBMOB M HX
o0cyxieHne; paboTy 00ydaromxMcs 0 HHAUBUAYaTbHBIM 3aaHUsIM; ONIPOC 00y4aeMbIX B TEUCHUHU 7-
10 MUHYT ¢ TIETIBIO TPOBEPKH YCBOCHHS TJIABHOTO M3 MIPOYUTAHHOTO MaTepHaa.

[Ipy BO3HHMKHOBEHMM 3aTpyIHEHMHA Yy o0O0ydyaeMbIX B pa3pelICHUH BOMPOCOB 3aJaHUS
NPENO/IaBaTeNIi0  HEOOXOAWMO MPEAYCMOTPETh, YTOOBI KaXIbli 0OydaeMmblii MOT TIONy4YHUThb
ONEPATUBHYIO KOHCYJBTALMIO 10 JIOOOMY BOIPOCY, €CIH e IpPU CaMOCTOSTEIbHOH pabore
BO3HMKAIOT 3aTPyJHEHUs 110 OZHOMY M TOMY JK€ MaTepHaiy (BOIpPOCY) Y MHOTHX OOy4aeMbIX, TO
KEJaTeIbHO MPOBECTHU IPYIIOBYIO KOHCYIJIBTALIUIO.

JInst KOHTpOJIE yCBOGHHS Y4eOHOTO Marepuana Ienecoo0pa3HO IMPOBOAUTH B TPYMIIOBOE
cobeceoBaHuEe WIN OOCYXJIEHHUE H3Yy4aeMOro Marepuana, IMpoBeIeHHE KOHTPOJBHBIX paboT M T.II.
KoHTposbHBIE MEPOTIPHUATHSI IPH TOIDKHON MX OPTaHU3ALUH ITO3BOJIIOT HE TOJIBKO OICHUBATH 3HAHMUS
MarepHaia, HO U YIIIyOUTh M 3aKPEIHTh €ro y 00yJaeMbIX.

[TpuBeTcTBYeTCS HCIOTB30BaHNE KOMITBIOTEPOB, KOTOPOE:

- pacupsieT HH(GOPMAIIMOHHYI0 0a3) yueOHBIX 3aHATUH;

- TIOBBIMIACT AKTHBHOCTH OOydYaeMbIX, M3 IAaCCHBHOTO TIOiNydaresns HWH(popManuu OHH
MIPEBpAILAIOTCS B €€ T0OBITYMKOB!

- CIOCOOCTBYET Pa3BUTHIO CIIOCOOHOCTEH K aHAIM3y W OOOOIIEHUIO, YIIyYIIIaeT CBI3aHHOCTD,
HIMPOTY U [IyOMHY MBIIIICHHUS;

- obnerdaer ycBoeHHe aOCTPaKTHOTO MaTepuaa, MO3BOJSET MHOTOE W3 HEro HPEICTaBUTH B
BHUJIe KOHKPETHBIX 00Pa30B;

- TpUydYaeT K TOYHOCTH, AaKKypaTHOCTH, NOCJIEIOBATEIFHOCTH JEHCTBUII CIIOCOOCTBYET
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Pa3BUTHIO CAMOCTOSATEIBHOCTH.
KomnbroTepHble TEXHOIOIMH U MPOrpaMMHbBIE TNPOIYKThI JJIs1 BHIOJHEHHUS CAMOCTOSTEIbHON
paboThI IO OCBOCHUIO Y4EOHOTO MaTepuasia HEOOXOAMMO HCTOIb30BaTh B COOTBETCTBUHU C YKa3aHUSIMU
METOIMYECKHUX pa3paboTok paszaena S Hactosmeld Paboueil mporpammel.
Tabmuua — YueOHbI MaTepuas, BBIHOCUMBIA Ha CaMOCTOSITEIbHOE M3yUeHHE O0YyJaroIuMCst
04HOM popmbl 00yUeHus

TeMLI, pa3aciibl, BEIHECEHHBIC HA CAMOCTOATCIBHYIO ITIOATOTOBKY, BOIIPOCHI JJIA

No MOJITOTOBKY K NMPAKTUYECKUM H J1a00OPATOPHBIM 3aHSATHSIM; KypCOBBIE Pa0OTHI, :;I:eclf:)B' ;5(
B coJiep>kaHle KOHTPOJIBHBIX paboT; peKOMEHAALMH 110 UCIIOIb30BaHHIO JIUTEPATYPHI, 56 ’ 2
9BM u np.
Monyns 1 — 28 gacoB
1 3ammTa OT HECaHKIIMOHUPOBAHHOTO J0CTyNa K HHpopMarmu. TepMUHBI 1 2 1
OnpeneneHusl.
2 VYka3 npe3uzenTa poccuiickoit penepanun. O0 yTBepKIeHUY ITEPEYHS CBEICHUIN 2 2
KOH(MIEHIIMAIFHOTO XapakTepa.
3 TTonoxenue o MMUEH3UPOBAHUU IEATEIBHOCTH 110 TEXHHUYECKOH 3aluTe 4 3
koHpuaeHuuansHoi nHpopmauuu. [locranosnenue [IpaButenscTBa Poccuiickoit
®epepannu ot 30 anpenst 2002 r. Ne 290.
4 JoxTpunaa nHGOpMaImorHHon Oe3onacHoctr Poccuiickoit deneparumy, 4 4
5 Ob6ecrieueHne COXpaHeHUs] KOMMEPUECKOi TaitHbI IPEeaIPUATHS. 4 5
Karasior 060011eHHBIX MEPOTIPUSTHH MO 3a1IUTe KOHOUACHINATIHHON HHPOPMALIHH.
6 AHanu3 Mozesel HapyLIHTeNs; Yrpo3bl HHQOPMaXOHHO-IPOTPAMMHOMY 4 6
00eCTIeYeHUIO BBIUMCINTEIbHBIX CUCTEM U MX KJIACCH()UKAIHS
7 Krnaccudukanms kaHaJoB yTEUKH HHPOPMAITHH. 4 7
8 TpeboBanus xk coBpeMeHHbIM DLP-crctemam 4 8
Monuyins 2 — 28 yacoB
9 IToBenmenveckuii ananm3. TeXHOJOTHSA aHaiaM3a TMOBeAcHUS Tmoib3oBareneir (User 2 9
Behavior Analytics, UBA)
10 | Texnonorus uudpossix orneyarkos (Digital fingerprints, DiFi) cpaBHuBaeT 2 10
TEKCTOBBIE, rpaUueCKUe U TAOJUYHBIC JOKYMEHTHI C 3TAJIOHAMHU
11 | TexHnomorus Tpadudecknx 1Ia0IOHOB. TEXHOJOTHS TO3BOJSICT KOHTPOJIHUPOBATH 4 11
nepeiauy KpUTHYHBIX JaHHBIX B Tpadguyeckux Gopmarax
12 | daiinoBelii kpaynep. TexHOMOTHsI MO3BONAET MPOBEPATH BCE Y3JbI KOPIOPATUBHON 4 12
CETHU M COCTABJIATh €€ HAIIAHYIO KapTy, IOCJe Yero KOHTPOJIMPOBATh PECYPCHI CETH.
13 | TexHonormu riaybokoro moucka. [Torck n3o0paskeHni, MOX0XKUX Ha ATanoH. [Touck mo 4 13
TOOBIM ayM0- WM BHICO3AMMUCIM JIEHCTBUN MOJIb30BATEIIS.
TexHomorusi aHanmu3a TeKcTa. J(eTEKTHMPOBaHME TEKCTOB, OJNM3KHUX IO CMBICIY C
3TaJIOHOM
14 | TexHONOTHHM TPHUCTATHLHOTO HaOMIOAEeHHUS. [lO3BOJIAIOT TOYHO BOCCTAHABIHMBATH 4 14
LETOYKH COOBITHI M yCTaHABIMBATH BCEX MPUUYACTHBIX K HAPYIICHUAM
15 | TexHonOrHs aBTOMAaTHYECKOTO BBISBICHUS W IPYNIUPOBKH HEM3BECTHBIX JOKYMEHTOB 4 15
110 HOBBIM TeMaTHKaM (KJIacTepH3aItus)
16 | TexHONOTHS MAIIMHHOTO OOYYCHIS IS KIacCH(pUKAIIMKA TeKCTa Ha 0a3e MOy 4 16

HNCKYCCTBCHHOI'O MHTCJIJICKTA.

BBIIIOJIHATBCA B IIOMCUIICHHHN  JJIsA CaMOCTOSATEIbHOM pa6OTI>I

Jlist Gostee yriryOIeHHOTO U3yYeHHsT MaTepraa Mo AUCIUTLTHHE 1[e7ec000pa3HO UCIOTb30BaTh
yueOHbIe KypchI caiita http://www.intuit.ru/ .
CaMocTosTenbHast pa60Ta OGy‘-IaIOH_[I/IXC}I Haa YCBOCHHCM MaTcCpualia Mo AUCHUIIMHE MOXKCT
MOCPEICTBOM

MCHOJIB30BaHUS 3EKTPOoHHOI Oubmnotexu u SNOC.

CK® MTVYCH,
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