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[IpakTHYEeCKUX 3aHATHUI
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KoHnTpons

Yuciio KOHTPOJIBHBIX PaboT (1o Kypcam)

Yucno KP (o cemectpaM, Kypcam)

Yucio KII (mo cemectpam, Kypcam)

Yucio 3a4eToB ¢ pa30MBKOH 110
ceMecTpam

1/5

1/3

Yucno 5K3aMEHOB ¢ pa30MBKOM 110
ceMecTpam




ITporpammy cocraBui:
Ilpogheccop kagheoper UTCC, 0.non.n. K.m H., doyenm Kykoeckuii A.T.

Pabouas mporpamMma AMCHUILIHHEL
«OcHoBbl HHGOPMALMOHHOH 0e30nMacHOCTH»

Paspa6orana B coorBercTBu ¢ ®I'OC BO

nanpasjienusi noaroroBkn 11.03.02 HH®OKOMMYHUKAIIMOHHBIE TEXHOJIOT'MA
U CUCTEMBI CBS3H, yrBepKIeHHbIM NpHKa3oM MuHHcTepcTBa 00pa30BaHHUs U HAYKH
Poccuiickoii ®enepauun ot 19 centsndps 2017 r. N 930.

CocraBieHa Ha OCHOBaHUH y4eOHOro ILIaHa

nanpasienus: 11.03.02 WHdoKoMMyHHKAIHOHHBIE TEXHOJIOTHH H CHCTeMbI CBS3H _npodust
«MHPOKOMMYHHKALMOHHbIE CHCTEMbI M CeTH», 0100peHHbIX Y4énbim coBerom CK®
MTYCH, nporokoa Ne S or 37 .03 2026r., u yrBepxaennbix mupextopom CK®
MTYCH 37/ 03 2026r.

PaccMoTpeHa 1 o100peHa Ha 3aceilaniu Kadeaphl
«udpopmanroHHas 6€30I1aCHOCTE

IIpotokoi ot RE. OF 12026 T. Ne %

N.0. 3as. Ka(benpoﬁ(%rtﬁ‘ A.T. XyxoBckuit




1. ey n3yyeHns JMCHUILIHHBI
Hensto ocBoeHus  aucHUIUIMHBL  «OCHOBbI MH(OPMALMOHHON  0e30MaCHOCTH»  SBISETCS
¢dopmupoBaHue y o0yyaeMbIX 3HAHUN B 00JIACTM OCHOB MH(OPMAIMOHHOW 0€30MaCHOCTU M HABBIKOB
MPAKTUYECKOT0 OOECTICUCHHS 3alIUThl MHGOPMAIIMH 1 0€30MaCHOTO MCIOJIb30BAaHUSI MPOTPAMMHBIX U
annapaTHbIX CPE/ICTB B CETAX U MHPOPMALMOHHBIX CUCTEMAX.

2. Ilnanupyemble pe3ybTaThbl 00y4eHHS
Wzyuenne muctmmummabl  «OcHOBBI  HHGPOPMANMOHHONH  0e30mMacHOCTH» HalpaBJIEHO Ha
¢dopmupoBaHue y oOyyaromierocsi CocOOHOCTH pelaTh Cieyrole npodecCuOHaIbHbIE 3a/1aul B
COOTBETCTBUH C MEXHOI02UYECKUM GUOOM OeAMeENbHOCMU.
Pe3ynbraToM OCBOEHMSI IUCLMILIMHBI SBISIIOTCS COpPMUpPOBaHHBIE y OOydYarollerocs cleayrolue
KOMIICTCHIIUU:

Komnerenuumn od0yuarmerocsi, popMmupyembie B pe3yjbTaTe 0CBOCHUS
AUCHMILTHHBI (B 4aCTH, 00ecneynBaeMoil JUCIIUILIUHOI)

OIIK-3: Cnoco6eH NpuMeHSITh METO/IbI MOMCKA, XPaHeHHsl, 00padOTKH, aHAJIU3A U
npeacraBjieHus: B Tpedyemom ¢popmate uHGopMaAINH U3 PAa3JIMYHBIX HCTOYHUKOB U
0a3 JaHHBIX, CO0JII0asi IPH ITOM OCHOBHbIE TPeOOBaHMS MH(POPMAIITUOHHOI
0e30MacHOCTH

3HATB:
- MOHATHUS HH(POPMAUK 1 UHPOPMALMOHHOW OE30MACHOCTH, MECTO B POJIb HH(POPMAITMOHHOMH
0€30MacHOCTH B CUCTEME HAIIMOHAIBHOM Oe3onacHocTu Poccuiickoii @eneparuiy;
- HaTIpaBJIeHUs 00ecTIeYeHNs THPOPMALIMOHHOM 0€301acHOCTH;
- KJITacCCU(PMKALIMIO METOA0B KpUIITorpadudeckoro npeodpa3oBaHus HH(POpMAILHH;
- CTPYKTYPY ¥ MPUHLIUIBI ()YHKIIMOHUPOBAHUS COBPEMEHHBIX BHIUUCIIUTEIBHBIX CUCTEM;
- OCHOBHBIE CIIOCOOBI 3aIIMTHI OT MOTEPH HHGOPMAIIMHN M HAPYIICHU pab0TOCIIOCOOHOCTH
CeTe’ U CUCTEM.

YMerh:
- KJTacCU(hpUIIUPOBATh U OLIEHUBATH YTPO3bl HHPOPMAIIMOHHOH 0€301MacHOCTH;
- IPOBOJIUTH PabOTHI IO COKPHITHIO HH(GOPMAIIHH, TPOBEICHUIO PE3EPBHOTO KOIMPOBAHWS,
BOCCTaHOBJICHUS HH(POPMALINY;
- UCTIOJIH30BATh MEXAHU3MBbI HICHTH(PHUKAINN 1 ay TCHTU(PUKAIIAH;
- CIOJIb30BATh AHTUBUPYCHBIE CPE/ICTBA 3AILUTHI;
- BOCCTaHaBJIMBATh MMOTEPSIHHbBIE KOMIIbIOTEPHBIE JaHHBIE;
- IPOU3BOJIUTh PE3E€PBHOE KOMTUPOBAHHUE.

Baagern:
- OCHOBHBIMU MOHATHUSAMH, CBSI3aHHBIMU € 00ecredeHneM HH()OPMaIIMOHHO-TICUXO0JI0IHYECKON
0€301macHOCTH JIMYHOCTH, OOIIECTBA U TOCYJapCTBa; MH(OPMAIIMOHHOTO IIPOTUBOOOPCTBA,
MH(POPMALMOHHON BOIHBI U (hOpMaMH UX MPOSBICHHUS B COBPEMEHHOM MUDE;
- HaBBIKAMU Pa0bOTHI IO OCHOBAM 3aLUThI HH(OPMAIMH C HCIIOJIB30BaHUEM IPOTrPAMMHO-
anmnapaTHbIX KOMIUIEKCOB.

3. MecTo AUCHMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

TpeGoBanus K npeIBapUTEJbLHON MOATr0OTOBKe o0yuaruierocs (mpeamecTByomme
AUCUMILIHHBI, MOLYJIH, TEMBbI):

b51.0.21 DIEKTPOHUKA

1 |b1.0.10 BBenenue B nHGOpMallnOHHbIE TEXHOJOTUU
2 |b1.0.07 Ddusnka

3 |b1.0.03 WNHOCTpaHHBIN SA3bIK

4

5

b1.B.JIB.01.01BBenenue B npodeccuro

Ilocaeayronue TMCUUNIUHBI M NPAKTHKH, IS KOTOPBHIX OCBOEHHUE JTAHHOI




AUCHUTIIIHHBI H606XOHI/IMO:

1 |b51.0.30 CurcTeMbl HCKYCCTBEHHOTO MHTEIIEKTA
2 |b1.B.06 NHpOoKOMMYHHKAIIMOHHBIE CUCTEMBI U CETH
3 |BL.B.15 CereBas 6€30MaCHOCTh

4. CTpyKTYypa U coep:KaHHue TUCUUILINHBI

4.1 Ounas ¢popma o6yuenus, 4 roga (Bcero 72 yaca, 32 yaca KOHTAKTHOI padoThI)

Ko Bu Kon. | Kowmme-
A Tema u KpaTKo€ COJIepKaHUE 3aHITHUS A YMUO
3aH. 3aH. | 4acoB | TEHIUU
1 2 3 4 5 6

Kypc 3, Cemectp 5

Monyasb 1. IlonssTue nHpopMmannoHHoii 0e3onacHocTH. OCHOBHBbIE COCTABJISIIONINE U HATIPABJIEHUS
o0ecnieuenusi HHGOPMAIUOHHON 0€30MACHOCTH.
(JIex - 8 + I13 - 8 ) = 16 yacoB koHTaKkTHON pa6oThl. 20 yacos CP

11

Jlexims 1.

KOHLIEILMSI THOOPMAITMOHHOM
BE3OITACHOCTH

1. OcHOBHBIE KOHIIENTYaIbHbIE MOJOKEHUS CUCTEMBbI
3alUThl HH(pOPMAIUU

2. KonuenryanbHas MOJIe)Ib UHPOPMALIMOHHOM
0e30macHOCTH

3. Yrpo3bl KOHGUASHITMATEHONH HHPOPMALTUT

4. JleiicTBUs1, IPUBOAAILME K HEIIPABOMEPHOMY OBJIAICHUN
KOH(HUISHIIMATHLHON HHpOpMaIuei

Jlex 2

OIIK-3

J1.1
J1.2
J1.3

1.2

Jlexims 2.

HAITPABJIEHM S OBECIIEUEHU A
NH®OPMALIMOHHOM BE3OITACHOCTHU
1. IIpaBoBas 3amuTra

2. OpraHu3aloHHas 3a1uTa

3. UnxeHepHO-TeXHUYECKasl 3alIuTa

Jlex 2

OIIK-3

J1.1
J1.2
JI1.3

13

Jlexims 3.

S3AIIUTA UTHOOPMAIIMU OT YTEUKU I10
TEXHUYECKNM KAHAJIAM

1.001mpe moa0KeHHS

2.3ammra nHGOpPMaIIUU OT YTEYKU MO BU3YaIbHO
OIITHYECKUM KaHaJIaM

3.3amura nHGOPMAIIUU OT YTEUKHU MO aKyCTHUYECKUM
KaHaJIaM

4.3ammrta nHGOPMALIMU OT YTEYKHU MO FIEKTPOMArHUTHBIM
KaHaJIaM

5.3amuTa nHGOPMAIIUHU OT YTEUKH MO0 MaTEPUAILHO -
BEIECTBEHHBIM KaHaIaM

Jlex 4

OIIK-3

J1.1
J1.2
JI1.3

14

HccnenoBanue XxapakTepruCTUK U BO3MOKHOCTEH MporpaMm
I10 3aIllUTE ¥ COKPBITHIO (PaiiyioB, Mamnox

[IpakTnueckoe 3ansatue 1 I13

OIIK-3

J3.1

1.5

HccnenoBanue XapaKTCPUCTUK U BO3MOKHOCTEH nporpamm

[IpakTrueckoe 3anstTue 2 113

OIIK-3

J3.1




1o muQpoBaHuio, 6€3BO3BPATHOMY YIaJICHUIO,
crera”orpaduu

1.6

[IpakTrueckoe 3anstue 3

OCHOBHBIE 3Tallbl JOCTyIIa K PECYpCaM BbIUHUCIUTEIbHON
CUCTEMBbI; UCTIOJIb30BaHUE MPOCTOTO MapOJIs;
HCIOJIb30BAHUC TUHAMUYCCKH U3MCHAIOIICTOCS IapOJIAi;
B3alMHasl IPOBEPKa MOJATUHHOCTHU U IPYTUE CIydan
OTIO3HAHUS; CIIOCOOBI pa3TpaHUUCHUS JOCTYTIA K
KOMITBIOTEPHBIM pPeCcypcaM; pa3rpaHudeHHe JOCTyTa 1o
CIUCKaM

I13

OIIK-3

J3.1

1.7

AJTOPUTM CUMMETPUYHON CUCTEMBI IIU(PPOBAHUS TaHHBIX
— cragaapt ['OCT 28147-89.

AJTOPUTM aCCUMETPUIHON (IBYXKITIOUYEBOI) CHCTEMBI
mmdpoBanus naHHBIX RSA.

INocTexxomuccust Poccun. PykoBoasiiuii JOKyMEHT 3alura
OT HECAaHKIIMOHUPOBAHHOTO JJOCTyNa K HHPOpMAaIIHH.
Tepmunsl u OnpeaeneHusl.

JlokTpuna nH}popmanmonHoi 6e3onacHocT Poccuiickoit
denepanuu.

VYka3 npe3unenta poccuiickoit peneparmu. O0
YTBEPKICHUH MEPEeUHs CBECHUHN KOH(DUIEHITHAIBHOTO
Xapakrepa.

[TonoxkeHne o TUIEH3UPOBAHUU ACSITEILHOCTH O
TEXHUYECKOH 3aiuTe KOHPUICHIINATFHOW HH()OPMAIIHH.
[TocranoBnenue [IpaButensctBa Poccuiickoii denepanuu ot
30 anpens 2002 r. Ne 290.

WNucTpykuusd mo 3amure KoHGUACHINAILHOW HH(OpMaLIUn
npu pabote ¢ 3apyOeKHBIMU TApTHEPAMH.

ObecnieyeHne coxpaHeHUsI KOMMEPUYECKON TalHbI
MIPEAPHUSTHSL.

Karanor 06001eHHbIX MEpOTIPUATHI TI0 3aIIHUTE
KOH(HUISHIIMATHbHON HH(OpMAIUH.

CP

20

OIIK-3

J1.1
J1.2
J1.3

Moayab 2 OCHOBBI 3alIIUTHI HHPOPMAIIUU B HHPOKOMMYHUKANMOHHBIX

cucremax u ceTsx (Jlek — 8 + I13 — 8) = 16 yacoB KoHTaKTHOI1 padoTsl 20 yacoB CP

2.1

Jlexnug 4.

KPUIITOTPAOUYECKUE METO/bI 3ALLIMTHI
NHOOPMAILINN

1. Kimaccudukamnusi METO10B KpUMITOTPaPUIECKOTO
npeoOpa3oBaHus HHOPMAIIH

2. lllnuppoBanue. OCHOBHBIC MTOHATHUS

3. MeToasl mu(poBaHUs C CAMMETPUYHBIM KITIOYOM
4. CucreMbl MU(PPOBAHKS C OTKPHITHIM KITFOYOM

5. CrangapTs! mudpoBaHUSL

6. IlepcieKTUBBI UCTIOIB30BAHUS KPUIITO3AIIUTHI
ungopmanuu B KC.

Jlex

2

OIIK-3

J1.1
J1.2
JI1.3

2.2

Jlexmus 5.

CTPYKTYPA U ITPUHIUIIBI ®YHKIMOHNPOBAHW A
COBPEMEHHBIX BBIYNCJIMTEJIBHBIX CUCTEM.
[Ipobnembr  obecrieueHus:  Ge3omacHOCTH  00pabOTKH U
XpaHeHUs HHPOPMALUU B BBIYMCIUTEIbHBIX CUCTEMAX.
Bba3oBbie 3Tanbl MOCTPOSHUS] CUCTEMbI KOMIUIEKCHOM 3aIUThI
BBIUNCIIUTEIbHBIX CUCTEM.

Jlex

OIIK-3

J1.1
J1.2
J1.3




AHanu3 Mojeneld HapymuTens; yrpo3bl HH(OPMalMOHHO-
IPOrPaMMHOMY 00€CIIEYEHHUIO.

2.3

Jlexuus 6. OCHOBHBIE CIIOCOBbBI 3AIIIUTHI OT
IIOTEPU UHOOPMAIIUN 1 HAPYIIIEHHIA
PABOTOCIIOCOBHOCTU CETEN U CUCTEM

1. BHecenue GpyHKIIMOHATBHON U MH(POPMAITMOHHOMN
U30BITOYHOCTH.

2. CriocoObl pe3epBUpOBaHUs MH(OPMAIMK; ITpaBUIIa
OOHOBJIEHUSI PE3EPBHBIX JIaHHBIX.

3. Merojbl cxxatust MHGopMaIum; apxuBarus (GpaiaoBeIx
JIAHHBIX; pE36pPBUPOBAHNE CUCTEMHBIX TaHHBIX; [IOJTOTOBKA K
IIPOrPaMMHOM cpefie.

Jlex

OIIK-3

J1.1
J1.2
J1.3

2.4

[IpakTuueckoe 3ansarue 4
HccnenoBaHue XapakTepUCTUK U BO3MOXHOCTEH
anTuBupychHoro [10

113

OIIK-3

J3.1

2.5

[IpakTuueckoe 3anarue 5
HccrnenoBanmne xapakTEpPUCTHK M BO3MOXKHOCTEH MporpamMm
110 BOCCTAHOBJICHHIO MTOTEPSIHHBIX JTaHHBIX

I13

OIIK-3

J3.1

2.6

[IpakTrueckoe 3ansaTHe 6
HccnenoBaHue XapakTepUCTHK U BO3MOXHOCTEH IPOTrpaMM
110 OPTaHU3aIUK PE3EPBHOTO KOMTUPOBAHUS

I13

OIIK-3

J3.1

2.7

AHanu3 CTPYKTYphl M TNPUHIMIOB (PYHKIHOHUPOBAHUS
BBIUYUCIIUTENIFHBIX ~ CEeTE€l ¢  mo3uImu  oOecredeHust
nHGOPMaIIMOHHON 06€30MacCHOCTH

YTrpo3sl HHPOPMAITHOHHO-TIPOTPAMMHOMY 00ECIICYEHUIO,
XapaKTepHbIE TOIBKO AJIsl pacipeAeaEéHHOMN BBIYNCIUTEIbHON
Cpenpbl.

Knaccugukaius KOMIBIOTEPHBIX BUPYCOB

Metons! 1 cpeacTBa 60pbHOBI ¢ BUPyCaMu

[Tpodunaktuka 3apakeHus BUPyCaMHU KOMIIbIOTEPHbBIX
CHCTEM.

[Topsimok neicTBUi MOIB30BATENS MIPH OOHAPYKEHUU
3apaxenus OBM Bupycamu

Ananuz MoJiesielt HapyumMTesst; yrpo3bl HHQOpMaIMOHHO-
POTPAaMMHOMY O0ECTIEYCHUIO BEIYMCIUTEIBHBIX CUCTEM U UX
KJaccuduKanus

OcHOBHBIE CTIOCOOBI 3aIIUTHI OT TOTEPU UHPOPMALIUHU H
HapyleHH paboTOCIIOCOOHOCTH CETeN U CUCTEM; BHECEHHE
(GYHKIMOHATHHON M MHPOPMAIMOHHOHN N30BITOYHOCTH;
crocoObl pe3epBUpOBaHMs HHPOPMALUY; TIPAaBUIIA
O0OHOBJICHHSI PE3EPBHBIX JIAHHBIX

CPC

20

OIIK-3

J1.1
J1.2
J1.3

3.1

3auer

OIIK-3

J1.1
J1.2
JI1.3

HUroro — 72 yaca

4.2 3aounas popma o0yueHus, 5 jer (Bcero 72 yacos, 12 yacoB KOHTaKTHO¥ padoTsl, 60 yacos CP

Kon
3aH.

Tema u KpaTKO€ COACPIKaHNUEC 3aHATHUA

Bun
3aH.

Konmn.
4acoB

Kowmre-
TEHIIUU

YMHUO




Kypc 2

Monayasb 1 — IonsiTue uHGOpMAUOHHOM 0e30MacCHOCTH. OCHOBHBIE COCTABJISIIOLIUE U
HanpaBJjeHns odecnevyenns: uHpopmanuonHoi 6ezonacuocru. — 36 (Jlek — 2) = 2 yaca KOHTAKTHOIH
pabothl, 34 yaca CP

1.1 | KOHLEIILA HH@OPMAHHOHHOfI Jlek. 2 OIIK-3 JI1.1
BE30OITACHOCTH JI1.2
1. OCHOBHBIE KOHIIENITYaJIbHbIE MTOJOKEHUSI CUCTEMBI JI1.3

3alUTHl HUH(OPMAIIH

2. KonnenryanbHast MOieTh HH(GOPMAITMOHHON
0€30MacHOCTH

3. Yrpo3sl koHpHuAeHIMATBHON HHDOpMAITUN

4. JleficTBus, IPUBOASILIME K HEIPABOMEPHOMY OBJIaICHUN
KOH(uIeHIMAIbHON HH(OpMaIUeH.

1.2 | HAIPABJIEHVSI OBECIIEYEHUS CP 34 | OIIK-3 J1.1
NHO®OPMALIMOHHOMU BE3OITACHOCTHU J1.2
1. ITpaBoBas 3amuTa J1.3

2. OpraHu3anoHHas 3a11UuTa

3. HxeHepHO-TEXHUYECKas 3aliuTa

SAIIUTA UTHOOPMALIMN OT YTEUYKHU 110
TEXHUYECKUM KAHAJIAM

1.001mue moI0Ke s

2.3ammTa HHGOPMALIUU OT YTEUKH IO BU3YaJIbHO
ONTUYECKUM KaHajaM

3.3ammra HHPOPMALIUHU OT YTEUKU MO aKyCTUYECKUM
KaHaJlaM

4.3amuTa nHGOPMAIMK OT YTEUKH IO HIEKTPOMArHUTHBIM
KaHaJlaM

5.3ammra HHPOPMALIMHU OT YTEUKU IO MAaTepPHAIBHO -
BEIIIECTBEHHBIM KaHaJaM

HccenenoBanue XapakTepUCTHK U BO3MOXKHOCTEH
IPOrpaMM IO 3alUTe U COKPHITHIO (DaiIOB, MANOK
HccenenoBanue XapakTepUCTUK U BO3SMOXKHOCTEH
mporpamm 1o mudpoBanuio, 6€3B03BpaTHOMY YIAJICHUIO,
cTeraHorpagpuu

OcHOBHBIE 3Tallbl JOCTYIA K peCypcaM BbIYMCIUTEIbHON
CUCTEMBI; UCIIOJIb30BAHUE MIPOCTOTO NAPOJIS;
UCIIOJIb30BaHUE TUHAMUYECKH U3MEHSIOLIErocs napoJs;
B3aMMHasl IPOBEPKA MOJAJIMHHOCTHU U IpyTHUE Cllydan
OIO3HAaHMS; CIOCOOBI Pa3rpaHUYEHHUs JOCTyIIa K
KOMIIBIOTEPHBIM pecypcaM; pa3rpaHudeHHE JOCTyMa 110
CIMCKaM

AJNTOPUTM CUMMETPUYHON CUCTEMBI IU(POBAHUS
nanubix — ctanaapt ['OCT 28147-89.

ANTOpUTM acCCUMETPUYHOM (ABYXKJIHOUEBOW) CUCTEMBI
mudpoBaHus JaHHBIX RSA.

I'ocrexxkomuccus Poccun. PykoBoasdimuii JOKyMEHT
3amyra OT HECAaHKLIMOHUPOBAHHOI'O 10CTyIa K
uHpopmanuuu. Tepmunsl u Onpenenexus.

JoxTpuHa nHGOpMAITMOHHON Oe30macHOCTH Poccuiickoi
denepauuu.

VYka3 npesusienTa poccuiickoit gpeaepammu. O0
YTBEPKJICHUH NEPEUHs CBEACHUH KOH(DUICHINAIBHOTO




Xapakrepa.

[TonoxeHue o TMUEH3UPOBAHUM IEATEIILHOCTH 11O
TEXHHYECKOH 3alHuTe KOHPUICHIMATHLHOW HH(OPMAIIHH.
ITocranoBnenue IIpaBurenscrBa Poccuiickon Penepaunu
ot 30 anpens 2002 1. Ne 290.

WucTpykuus mo 3amure KoHPUAeHInaIbHOW HHOpMalun
npu paboTte ¢ 3apyOe HbIMU TApTHEPAMH.

ObecnieueHue coxpaHeHUs] KOMMEPUYECKOM TalHBI
MPEATPUSITHSL.

Karanor 0600111eHHBIX MEPOTIPHUATHIA 110 3aIIHUTe

KOH(UICHIIMATLHOU WH()OPMAIIHH.

Mopayas 2 OcHOBBI 3alIUTHI HH(POPMaNH B HH(POKOMMYHHKAIIHO

ucremax u cersix — 36 (Jlek —4 + 13 - 6 ) = 10 yacoB KOHTAKTHO#

padoThbI

HHBbIX

, 26 yacos CP

2.1

OCHOBHBIE CIIOCOBBI 3AIIUTBI OT ITIOTEPU
NHOOPMAIIN Y HAPYIIIEHUIA
PABOTOCIIOCOBHOCTH CETEN Y CUCTEM

1. BHecenne GpyHKIMOHATBHON 1 MHPOPMALIMOHHOM
U30BITOYHOCTH.

2. CriocoOb1 pe3epBUpOBaHUS HH()OPMAIUH; ITPABHIIA
OOHOBJICHHSI PE3EPBHBIX TaHHBIX.

3. Meronsl cxatust HHGOpMAIUK; apXuBamus (HaiToBbIX
JAHHBIX; Pe3ePBUPOBAHNE CUCTEMHBIX JAHHBIX;
MOATrOTOBKA K MPOTPaMMHOM CpeJie.

Jlek.

4

OIIK-3

JI3-1

2.2

OCHOBHBIE 3Tarnbl JOCTYIA K pECypcaM BbIUHACIUTEIBHOU
CHUCTEMBI; UCII0JIB30BAHUE IIPOCTOIO MapoJIs;
WCIIOJIb30BAHUE TUHAMUAYECKU U3MEHSIOLIErOCs MapoIs;
B3aMMHas MPOBEPKa NOJJIMHHOCTH U APYTUE CIIy4yau
OTIO3HAHUS; CIIOCOOBI Pa3rpaHUYCHUs JOCTYTA K
KOMIBIOTEPHBIM PECYpPCaM.

I13

OIIK-3

J3-1

2.3

HccnenoBanue XxapakTepUCTUK U BO3MOKHOCTEH
MPOTpamMM 1O BOCCTAHOBJICHUIO MOTEPSIHHBIX JAHHBIX

113

OIIK-3

JI3-1

2.4

UccnenoBanue xapakTepUCTUK U BO3MOKHOCTEM
IporpaMM Mo OpraHU3aluU PE3EPBHOTO KOMPOBAHUS

113

OIIK-3

J3-1

2.5

KPUIITOTPAOUYECKUE METO/IbI 3ALLIMTHI
NHOOPMAILINN

1. Kimaccudukamnus METO10B KpUNITOTPaPUIECKOTO
npeoOpa3oBaHus HHHOPMAIH

2. lllnudpoBanue. OCHOBHBIC MTOHATHUS

3. MeToasl muQpoBaHUs C CAMMETPUYIHBIM KITIOYOM
4. CucreMbl U(PPOBAHKS C OTKPHITHIM KITFOYOM

5. CranpapTsl mudpoBaHUSL

6. IlepcnekTuBbl  WCHOJB30BAHUS  KPHUIITO3AIIUTHI
unpopmanuu B KC.
CTPYKTYPA U [TPUHIUIIBI

OYHKIIMOHNPOBAHUA COBPEMEHHBIX
BBIYNCJIUTEJIBHBIX CUCTEM.

IIpobnembl obecriedueHust 0OE30MACHOCTH OOpabOTKU U
XpaHeHus: ”HGOPMaIIUU B BBIYUCIUTEIBHBIX CUCTEMAX.
ba3zoBeie 3Tamel MOCTPOEHHS CUCTEMBI KOMILIEKCHOM
3alUTHl BEIYUCIUTEIbHBIX CUCTEM.

AHanu3 Mojenel HapyIIuTels; Yrpo3bl HH()OPMAIMOHHO-
MIPOrpaMMHOMY 00ECTICYCHHUIO.

HccenenoBanue XapakKTEpPUCTHK M BO3SMOXKHOCTEH

CP

26

OIIK-3

J1.1
J1.2
J1.3




antuBupycHoro [10

AHau3 CTPYKTYpBbl M IPUHLIUIIOB ()yHKIIMOHUPOBAHHUS
BBIUMCIUTEIBHBIX CETEH € O3UIMH 00ecTIeueHUS
nHGOPMaIIMOHHON 06€30MacCHOCTH

Yrpo3bl HHPOPMALIMOHHO-TTPOIrPAaMMHOMY 00€CIIEUEHHIO,
XapaKTepHbIE TOJIBKO JJIs pacipeaenéHHON
BBIYMCIIUTEIILHOU CPEIbI.

Knaccugukaius KOMIBIOTEPHBIX BUPYCOB

Mertons! u cpeacTBa 60pbHOBI ¢ BUpyCaMu

[Tpodunaktuka 3apakeHus BUPyCaMHU KOMIIbIOTEPHBIX
CUCTEM.

[Topsimok nercTBUi MOIB30BATENS MIPH OOHAPYKEHUU
3apaxenus OBM Bupycamu

Ananuz MoJiesielt HapyumMTesst; yrpo3bl HHQOpMaIMOHHO-
IPOTPAMMHOMY 00ECTIEYCHUIO BEIYUCIUTEIBHBIX CUCTEM U
uX Kjaccupukanus

OcHOBHBIE CTIOCOOBI 3aIIUTHI OT TOTEPU UHPOPMALIUHU H
HapyIleHH paboTOCTIOCOOHOCTH CeTel U CUCTEM;
BHECEHHE (PYHKLIMOHAIBHON U HHPOPMALIMOHHOM
M30BITOYHOCTH; CITIOCOOBI pe3epBUPOBAHMS HHPOPMAIIHH;
npaBuiIa OOHOBIICHHSI PE3EPBHBIX JTAHHBIX

3.1 | 3auer OIIK-3 J1.1
Jd1.2
J1.3
Wroro — 72 vaca
5. YueOHO-MeTOANYECKOE U HH(POPMAIIMOHHOE o0eclieYeHne TUCIHIIHHbI
5.1. PexoMeHnayemas JuTepaTypa
5.1.1. OcHoBHasi JuTEpaTypa
ABTOpBI
Kon COCTABHTENH 3ariiaBue HspareancTBO, 10 Kou.
UI1.1  [Camarenko, B. A. (OcHOBBI HH(GOPMAITMOHHON Oe30omacHOCTH :[MockBa : MaTeprer- (91
yaeOHoe nocodue 'YHUBEpcuTeT
HpopManmoHHBIX
TexHonorui
(MHTYUT), Aii [1n
Ap Menua, 2024.
['ynbTsieBa, T. A. HoBocuOupck : 2
. HoBocubupckuii
UT1.2 (OcHOBBI HH(OPMAIIMOHHOM 0€30MacHOCTH : P .
rOCyIapCTBEHHBIN
yaeOHOe rmocooune .
TeXHUYCCKUN
yHuBepcuret, 2018
1 3 Cysoposa, T. M. NudopmanmonHas 6€30macHOCTb : CapatoB : By3osckoe (93
yaeOHOe mocooue oOpazoBanue, 2024.
5.1.2. JlonoiHUTEILHAS JIUTEpaTypa
ABTOpBI
Kon COCTaBI/lTe.,]'[l/l 3ar1aBue H3paTenbcTBO, IO Koua.
JI2.1 |®aponos, A. E. OcHoBbI HH(pOpMaIMOHHOM Oe3omacHocT [Mocksa : UaTepuer- (94

pu paboTe Ha KOMIIBIOTEpE : yaeOHOE
rnocooue

YHUBEpCUTET
THpOpMaLIMOHHBIX
TexHomornit
(MHTYHUT), Ait IIn

Ap Menua, 2024.




5.1.3. YueOHO-MeTOOMYECKOE 00ecTeUeHne A CAMOCTOSATEIHHONH PadoThl 00yYaIOINXCS

Kon co?f;;)p?:éﬁn 3ariaBue HNzparenbeTBO, roj Koa.
JI3.1 PKykosckuit AT,  |OCHOBBI MH®OPMAIIMOHHOM Pu/l: CKO MTYCH, [25
DKykoscknit JILA.,  [BE3OITACHOCTM CETEN 1 CUCTEM. [2020
[[IBumuenko C.A.  |[YuebHoe mocobwue. — PoctoB-Ha-/loHy:
CK® MTYCH, 2020. - 52 c.
J3.2  [Komnanus p Kommnanwust 26
«IlepcrieKTUBHBII YKOBOJICTEA PYKOBOAHTEILL, TPYIITIT «IlepcniekTMBHBIN
MOHUTOPHUHTA, TPYIIIBI pEarupoOBaHUs
MOHUTOPUHIY MOHHUTOPHHT»

5.2. DIeKTpPOHHbIE 00pa30BaTeIbHbIE PECYPChI

31 | https://mww.iprbookshop.ru/142285.html

322 | https://www.iprbookshop.ru/91640.html

33 | https://www.iprbookshop.ru/142805.html

34 | https://www.iprbookshop.ru/133957.html

D5 | https://elib.mtuci.ru/view.php?book id=170004

36 | https://amonitoring.ru/article/

5.3. IIporpaMmMHoe obecrnieyeHHe

. AVAST Free Antivirus

. AVG AntiVirus Free

. Dr.Web Antivirus

. AatuBupyc Kacnepckoro

. ESET NOD32 AntuBupyc

. AVZ Antivirus

. Avira Free Antivirus

. Norton AntiVirus

O] O] ] O O] K] WO N[

II.1

. McAfee Antivirus

AntusupycHoe I10. CBo6oHOE, YCIOBHO CBOOOTHOE

=Y
(=)

. Emsisoft Anti-Malware

HJIN TpUaJI-BEPCUH.

(==Y
[N

. BullGuard Antivirus

—
N

. Protector Plus Antivirus

=Y
W

. Panda Antivirus

[==
N

. Ashampoo Anti-Virus

(=Y
N

. G Data AntiVirus

(=Y
(op)

. K7 AntiVirus

=Y
\l

. VIRUSfighter

[==
o

. Twister Antivirus

. Wise Folder Hider

. Secure Folders

. Anvide Lock Folder

. Folder Lock

. Easy File Locker

HpOFpaMMHOG obecrneyeHue mo 3alIUTE U COKPBITHUIO

I1.2

. Folder Guard

(harinoB u mamnok. CBOOOTHOE, YCIIOBHO CBOOOTHOE HITH

. DEKSI USB Security

TpHaJI-BEPCUH.

. Locker (3amura nmarmok u IUCKOB)

O oo [ o O B W N[~

. Advanced Hider

10

. Hide Folders XP

11

. Hide Files

1.3 [1. TrustPort Tools

[IporpammMHoe obecnieueHue no MmWuppPoOBaHUIO,
0e3B0O3BpaTHOMY yJAaJICHUIO, CTeranorpaguu.

2.

Cryptic Disk

CB00oHOE, YCIIOBHO CBOOOTHOE MIIH TPUAI-BEPCHH.

10



https://elib.mtuci.ru/view.php?book_id=170004

. Locker (ckpertue (haiinos)

. Max File Encryption

. Secure Disk

. Masker 7.1

. Fox Secret

. HidelnPicture 1.0

O OO ] O] O »] W

. HIndpoBambrwk

10

. Advanced Encryption Package

11

. Gpg4win

12

. Cryptic Disk Professional

13

. CyberSafe Files Encryption

14

. Steganos Privacy Suite

15

. Lavasoft Privacy Toolbox

16

. pkilmage Free Edition

I1.4

. Hetman Partition Recovery

. Active File Recovery

. R-Studio 7.6

. Auslogics File Recovery

. Active UNDELETE

. Paragon Rescue Kit

. Wise Data Recovery

. Puran File Recovery

O] 0o ] O] O /] W N[~

. 0&0 DiskRecovery

10

. Tenorshare Any Data Recovery

. Power Data Recovery

12

. GetDataBack

13

. Recover My Files

14

. R-Undelete

15

. Handy Recovery

. Ashampoo Undeleter

ITporpaMmHOe obecnieueHne 110 BOCCTAHOBIICHUIO
JAHHBIX.
CB00OIHOE, YCIIOBHO CBOOOTHOE MIIH TPUAI-BEPCHH.

I1.5

. Iperius Backup

. FBackup

. Backup4all

. Uranium Backup Free

. Simple Data Backup

. Personal Backup

. Back4Sure

. SyncBackFree

O] O] N[ O] O B[ W] N[

. Handy Backup

=Y
(@)

. EASEUS Todo Backup 8.0 Free Edition

(==Y
[N

. Exiland Backup Free 4.0

—
N

. Nero BacklItUp

=Y
w

. Paragon Rescue Kit 14.0 Free

[==
N

. Action Backup

(==
(82

. LimBackup

(=Y
(op)

. AVSbackup

=Y
\I

. ExtraBackup

[==
o

. Cobian Backup

=
(o)

. Backup & Recovery 10 Build 9169 Free Edition

[TporpammHOe 00ecIeueHne MO Pe3ePBHOMY
KOITMPOBAHHIO TAaHHBIX.
CB00OoIHOE, YCIIOBHO CBOOOTHOE MIIH TPUAJI-BEPCHH.

11




20. Information Backup System

I1.6 MS Office — ¢ nuueH3uei

6. MaTepuaibHO-TeXHUYECKOE oecriedeHne TUCIUTTIHHbI

6.1 MTO neKuuOHHbIX 3aHATUNI

1

JlekiMoOHHAsE ayAWTOpHsl, OCHAILCHHAas WHTEPAaKTUBHOM J0OCKOH, mpoektopoM, I[IK
(HOYTOYKOM), SKPaHOM.

6.2 MTO naGopaTopHbIX pabOT U NPAKTUYECKHUX 3aHATUH

1 JlaGoparopust «IIporpamMmmHoO-armapaTHbie CpeACTBa  3aIUTHI nHpopMaumny,
YKOMIUICKTOBAaHHAsT  CHCIMAIM3UPOBAHHOW  MeOENbl0, OCHAIICHHYIO  MPOTPaMMHO-
anmapaTHBIMK KOMIUICKCAMH 3alAThl WH(POPMAIMH, BKIFOYAIOIIUMHA B TOM YHCJIE CPEICTBA
KpunrorpadhuuecKom 3aiuThl HHPOpMaImu,

2 Jlabopatopust « TexHu4eCcKo# 3amuThl HH)OpMAIU», YKOMILICKTOBaHHAS
CTCIUATM3UPOBAHHON MEOECIIbI0, OCHAIIICHHAS! TEXHMYECKUMHU CPEACTBAMHU 3aIIIUThI
uHpopMaH

3

VY4eOHble ayaAuTOpUn, 000py10BaHHBIE KOMIIBIOTEPHON TEXHUKOM, C BO3MOMKHOCTBIO
MOJKIJItOUeHus K ceTh «IHTepHeT», 1 o0ecreyeHrneM J0CTyIa B AIEKTPOHHYIO
nHpopMannoHHo-00pazoBatenbHyto cpeny CKO MTYCHU

6.3 MTO pyOeXHBIX KOHTPOJICH, YK3aMEHA

1

YyeOHbIe ayAUTOpUHN, 000PYI0BAHHBIE KOMITBIOTEPHON TEXHUKOM, C BO3MOKHOCTBIO
MOJKIItOUeHus K ceTh «IHTepHeT», 1 o0ecreyeHrneM J0CTyIa B AIEKTPOHHYIO
nH(popManmoHHo-00pazoBatenbHyo cpexy CKO MTYCHU

6.4 MTO camocTosiTeIbHOM paboThl 00y4aIOIIKXCS

1

[TomereHne st caMOCTOATENbHON pabOThl OOYYAIOUIMXCS OCHAIEHO KOMIIBIOTEPHOM
TE€XHUKOH C BO3MOXKHOCTBIO NMOJKIIIOYEHUs K ceT MHTepHeT u obecneueHueM A0cTyma B
AJIEKTPOHHYIO HHPOpMaLMOHHO-00pa3oBatenbhyio cpeny CKO MTYCHU

7. OueHOYHBIE MaTepPHUAJIbI

OneHoYHbIE MaTepUaibl U IEPEYEHb BUOB OLIEHOYHBIX CPEICTB TEKYIIETO KOHTPOJIS U MPOMEXYTOYHOMN
aTTecTanuu mnpexacranieHsl B [lpunoxenuu 1 x pabodel nporpaMMe AUCHUILIHHBL.

8. MeTtoauueckne PEKOMECHIAIUHA 1JIA oﬁyqammnxm 110 OCBOCHHMIO NTHUCHHUIIJIMHbI

Metoandeckue peKOMEHIAIMU TI0 OCBOEHHUIO TUCIUIUIMHEI TpeicTaBiieHbl B [Ipunoxenuu 2 k padodeit
IIPOTrpaMMe JUCLUIUIMHBL.

9. OcobeHHOCTH peasu3aluy JUCHUIIUHDBI (MOAYJIs1) PH 00y4eHUH
WHBAJH/I0B U JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMU 3/10POBbSI

PabGouass mporpamma AMCUMIUIMHBI (MOAYJSl) TPU HEOOXOIUMOCTH MOXKET OBITh

aJlaliTupoBaHa IJIsd 06y‘I€HI/I$I (B TOM 4YHCJIC C MMPUMCHCHHUEM JUCTAHIIMOHHBIX 06p330BaTeJ'II)HI)IX
TCXHOHOFHﬁ) JiaL ¢ OrpaHUYCHHBIMH BO3MOKHOCTAMHA 310POBbA, NHBAJINI0B. Z[J'IH 9TOI'0 Tpe6yeTc51
3adABJICHUC 06yqa10mnxcs1, ABJIOIHUXCA JIMOAaMKU C OIpaHUYCHHBIMHW BO3MOKHOCTAMH 310POBbA,
HHBaJIMJaMH, HJIM HX 3aKOHHBIX HpeHCTaBHTeHeﬁ U pPCKOMCHIAAINHN TICUXOJOI'0O-MCEIUKO-
HGI[&FOFI/I‘-IGCKOﬁ KOMUCCHH. HpI/I O6y‘~IeHI/II/I Ja1 ¢ OIrpaHUMYCHHBIMU BO3MOXKHOCTAMU 310POBbBA
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YUUTBIBAIOTCS WX WHIUBHIyallbHBbIE Tcuxodu3mueckue ocobeHHocTH. OOyueHWe WHBAJIHIIOB
OCYUIECTBIISIETCSl TAKXKE B COOTBETCTBUU C MHAMBHIyaJIbHOM MporpaMMon peadmiuTaluy MHBAIKUIA
(TIpu HATTMYHH).

Jlng nui ¢ HapyUleHHEeM CiiyXa BO3MOXKHO TMpeAOoCTaBieHHE Y4uyeOHON wuHpopmanuu B
BU3yaJIbHOU (popMe (KpaTKHil KOHCIIEKT JICKIHii; TeKCThl 3aJaHWi, HareyaTaHHBIC YBEIUYCHHBIM
mpudToM), Ha ayAUTOPHBIX 3aHATHSIX JOIMYCKAaeTCs MPHUCYTCTBUE AaCCUCTEHTa, a TaKke
CYPAOTIIEPEBOTUUKOB M TU(IIOCYPIOTIEPEBOJINKOB.

Texymuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBISCTCS B MUCHMEHHOU (hopMme: 00ydarommics
MUCHMEHHO OTBEYAET Ha BOIIPOCHI, MMCEMEHHO BBITIONHSACT MPAKTHYECKUE 3aJaHUS.

Hoxmnan (pedepar) Takke MOXKET OBITh MPEJACTaBICH B MHUCBMEHHON ¢opme, TPH ITOM
TpeOOBaHUS K COJIEPIKAHUIO OCTAIOTCS TEMHU K€, a TPeOOBaHUS K KAUeCTBY W3JIOKEHHUS MaTrepuana
(MOHSATHOCTh, KayecTBO pEuYH, B3aUMOJCHCTBHE C ayauTopued U T. [.) 3aMEHSIOTCS Ha
COOTBETCTBYIOIINE TPEOOBAHUS, MPEABSIBISIEMbIE K MUCHMEHHBIM pa0oTaM (KauecTBO O(OpPMIICHUS
TEKCTa U CIHCKA JIUTEPaTypbl, [PaMOTHOCTh, HATMYHME WIUTIOCTPAIIMOHHBIX MaTepUasoB U T.1I.).

[TpoMexyTouHast aTTecTamus AJsl JIMI ¢ HAPYHIICHUSMHU CIIyXa MPOBOIUTCS B MUCHMEHHOU
dbopme, MpU ATOM HCIOIB3YIOTCS OOIUE KPUTEpHH OlleHUBaHUA. [Ipu HEOOXOIUMOCTH Bpems
HOJTOTOBKU K OTBETY MOKET OBITh YBEITHMUECHO.

Jlyig nui ¢ HapylIeHUeM 3peHUs JIOIMycKaeTcs ayAuajbHOe MpeloCcTaBlieHne HHpopMauy, a
TaK)Ke MCIMOJIb30BaHNE HA ayJAUTOPHBIX 3aHITHIX 3BYKO3AMUCHIBAIOIINX YCTPOUCTB (IUKTOPOHOB U
T.1.). Jlomyckaercss MPUCYTCTBME Ha 3aHATHUAX AaCCUCTEHTa (ITOMOIIHHMKA), OKa3bIBAIOIIETO
00yyaromuMcsi HEOOXOJUMYIO TEXHHUECKYIO TTOMOIIIb.

Texymuit KOHTPOJIb YCTIEBAEMOCTH OCYIIIECTBIISIETCS B yCTHOM (popme.

[Ipn mnpoBeneHMHM TPOMEXKYTOUHOM arTecTalMyl JJs JIMI C HapyHIeHHEeM 3peHUus
TECTUPOBAHUE MOXET ObITh 3aMEHEHO Ha YCTHOE co0eceI0BaHue TI0 BOIPOCaM.

Jlis nun ¢ OrpaHUYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbBS, MMEIOIIUX HAPYIICHUS OMOPHO-
JBUTATEJILHOTO afrapaTa, Ha ayIMTOPHBIX 3aHITHUSX, a TAaK)Ke MPH MPOBEACHUH TPOLEAYP TEKYIIEro
KOHTPOJIS YCTIEBAEMOCTH U MPOMEKYTOYHON aTTECTAIIMA MOTYT OBITh MIPEIOCTABICHBI HEOOXOIUMBIE
TEXHUYECKHUE Cpe/lcTBa (NMEPCOHANBHBIN KOMMBIOTEP, HOYTOYK HJIM JAPYTrOM TaJKeT); MOIyCKaeTcs
NPUCYTCTBUE  ACCHCTEHTa  (ACCHCTEHTOB), OKAa3bIBAIOUIETO  OOYyYaromUMCS  HEOO0XOIUMYIO
TEXHUYECKYIO TIOMOIIb (3aHATh paboyee MeCTo, epeIBUraThCs M0 ayAUTOPUH, IPOUYNTATh 3a/laHue,
0(OpPMUTH OTBET, OOIIATHCS C TPEIIOIABATEIIEM ).
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10. JonosiHennst 1 u3mMeHeHus B Paboyeii mporpamme

JIucr akryanu3anum padoyeil mporpaMMbl U CIUILIHHbBI
«OcHoBbI HH(pOpManMOHHOM 0e3onacHocTH B1.0.24»
IJIA MCI0JIb30BaHus B 20 1202 yueOHOM Toay

Yr1Bepxaaro
3am. qupekropa o YP H.A. Angpeea

20 T.

Hampasnenue: 11.03.02 NHpOKOMMYHUKAIIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3U
[Ipoduns: «MHHOKOMMYHHUKAITMOHHBIE CUCTEMBI U CETHY,

®opma o0yueHus: OuHasi, 3a0YHas,

(Bo3mooicHbl criedyrouue 6apuanmol):

a) PaGouas mporpamma aeiicTByer 6€3 U3MEHEHHI.

0) B paGouyro mporpaMmy BHOCATCS CIEAYIOIINE H3MECHCHHUS

Pazpaboruuk (u):

(®UO, yueHas cTerneHb, y4eHOE 3BaHUE)
« _» 20 T

PaGouast mporpamMmma nepecMoTpeHa u o00peHa Ha 3acelanuu Kadeapbl

[TpoTokon Ne OT «__ » 20 r.

3aBeayromnuit kadeapoit
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IIpunioxenne 1

OueHo4vHbIe MaAaTECPHAJIBI JJISI IPOBCACHUA TCKYIIECI0 KOHTPOJJIA M

HpOMe)l(yTOqHOﬁ aTTeCTallui 1o AMCIHHUIJINHE

1. OueHoyHbIe MaTEePHAJIbI AJI51 IPOBEACHUS IPOMEKYTOYHOM aTTEeCTALUM 10

AUCIHUIIJINHE

1.1 Illkaja oueHUBAHUSA KOMIIETCHIINHA

[IkaJia oneHUBAHUS KOMIIETEHIM A

OueHka

YpoBeHb 0CBOEHMS
KOMIEeTEeHI[HH

Kpurepun onenuBanus

«OTInyHO»

Bricokuii ypoBeHb

OOyuaromuiicss ~ TOKa3bIBa€T  BCECTOPOHHEE,
CHCTEMATHYECKOE U TIIyOOKOE 3HAHWE OCHOBHOTO
U JIONOJHUTENBHOTO0 y4eOHOro MaTepuana, yMeer
cBO0OO/IHO BBITIOJIHATh 3aJaHus,
IPeyCMOTPEHHBIE IpOrpamMMoii; YCBOUII
OCHOBHYIO U 3HaKOM C  JONOJHUTEIbHOU
PEKOMEHI0BaHHOM JUTEPATypOii; MOJKET
OOBSICHATh B3aWMOCBSI3b  OCHOBHBIX ITOHSITHH
JUCLUIUIMHBI B UX 3HAYEHUHU JJIS MOCIeAyIoen
po(hecCHOHANBHON ~ AEATEIBbHOCTU; TPOSIBIISET
TBOpYECKHE  CIIOCOOHOCTM B  TOHMMAHUH,
U3JIO)KEHUM W HUCHOJB30BaHUU  yuyeOHOro
MaTepuaa.

«Xopomo»

[1oBrIIEHHBIN
YPOBEHb

OOyyatormuiics MOKa3bIBA€T  JOCTATOYHBIH
YPOBEHb 3HAHHI B MPEEIaXx OCHOBHOTO y4eOHOTO
MaTepuasna, 0e3  CYIIECTBEHHBIX  OIIMOOK
BBINIOJIHSET IMPEIYCMOTPEHHBIE B MHpOrpaMme
3aJlaHMs;  YCBOWJI  OCHOBHYIO  JIHTEparypy,
PEKOMEHIIOBAaHHYI0 B IpOrpamMMe; CHOCOOCH
OOBSICHHUTh B3aHMOCBS3b OCHOBHBIX ITOHSTHH
JAUCUMIUTMHBL TIPHU  JIOMOJHHUTENBHBIX BOMPOCAX
nperogaBarens. JlomyckaeT HE CYyIIECTBEHHBIC
HOTPEHIHOCTH B OTBETax, yCTpaHseT ux 0e3
TIOMOIIH [IPETIOIaBaTElIsl.

«yI[OBJ'IeTBOpI/ITeJ'ILHO»

[Toporossiii
YPOBEHb

OOyyaromuiics TMOKa3bIBa€T 3HAHHUS OCHOBHOTO
y4eOHOro Marepuaja B MHHHUMAaJbHOM oOBeEMe,
HeoOXoauMOM  JUis  JalbHEHIIed  y4deObl;
CIIpaBJIsieTCs c BBITIOJITHCHHEM 3a/IaHNH,
MPEAYCMOTPEHHBIX NPOrpamMMoOil, JTOMycKas MpH
3TOM OOJIBIIIOE KOJUYECTBO HE MPUHIMITHAIBHBIX
omuOOK; 3HAKOM C OCHOBHOH JHTEpaTypou,
PEKOMEHJIOBaHHOW  mporpamMmoi.  Jlomyckaer
CYIIECTBEHHbIE TOTPEIIHOCTH B OTBETaX, HO
oOnamaeT HEOOXOAMMBIMU 3HAHUSMHU IS WX
YCTPAaHEHMsI OJI PYKOBOJICTBOM ITPENOIaBATEIS.

«HGYIIOBJ'ICTBOPI/ITGJ'II)HO»

MuHUMaIbHBIN
YPOBEHb HE
JIOCTUTHYT

OOyuarommiicss ~ OOHapy>KMBaeT MPOOENBl B
3HAHUSAX OCHOBHOIO  y4eOHOro  Marepuana,
AOIIyCKaeT MPUHIUITHAIIBHBIC OILIMOKH B
BBIMTOJHEHUH  MPEAYCMOTPEHHBIX — MPOrPaMMOiA
3aJaHuil, HE 3HAKOM C PEKOMEHIOBaHHOU
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JTUTEPATYpPOM, HE MOKET UCIPABUTH JOMYIIEHHbIE
OIIIHOKH. Kax paBuJo, OlleHKa
«HEYAOBJIETBOPUTEIBLHO» CTaBUTCS
o0ydaromumMcsi, KOTOpble HE MOTYT MHPOJOJKUTH
o0y4YeHHe WM MPUCTYIUTh K MPOPECCHOHATEHON
NesITeIbHOCTM 10  OKOHYaHWMM  By3a  0e3
JOTIOJIHUTEIBHBIX 3aHITUH MO COOTBETCTBYIOLIEH

TUCLUILINHE.

1.2 HOKa3aTe.TII/I, KPUTECPHUHA U HIKAJBI ONCHUBAHUA KOMIIeTeHIU

Kpurepun IIxkana
IToxka3aTeu KoMIIeTEeHIIUU
OIlCHUBAHNA OllcHHUBAaHUSA
OIIK-3
3HaTh:

- IOHATHUS UHPOPMAIUU U
nH(pOpMaMOHHOM 6€30MacHOCTH,
MECTO M pOJIb UH(POPMAIIMOHHOMH
0€30MacHOCTH B CUCTEME
HAI[MOHAILHOW 0€30MacHOCTH
Poccuiickoit deneparuu;

- HampaBJIeHUs1 00ECTICYeHHUS
nH(pOpMaIMOHHOI 6€30MacHOCTH;

Konrpomnsnas padora

Mopyns 1

0+10
«HeynosnerBopurensHo» -0-3
«Y IOBIIETBOPUTEIIBHOY - 4-6
«Xoporoy - 7-8-

«Otnmrunoy - 9-10

- KJ1accU(DUKAIMIO METO/IOB
KpUNTOTrpaguIecKkoro mpeodpa3oBaHus
uH(pOpMaINH;

- CTPYKTYPY ¥ NIPUHIIUTIBI
(YHKIIMOHUPOBAHUS COBPEMEHHBIX
BBIUUCIIUTEIILHBIX CUCTEM;

- OCHOBHBIE CIIOCOOBI 3aIIUTHI OT
norepu HHPOPMAIMU U HAPYIICHUH
paboTOCTIOCOOHOCTH CETEH U CUCTEM

Konrpomnbnas pabora

Mopnynp 2

0+10
«HeynosnerBopurensao» -0-4
«Y IOBIIETBOPUTEIIBLHO» - 5-6
«Xoporo» - 7-8

«Ot1munoy - 9-10

Ymerb

- KJTacCCH(pUIIMPOBATH U OLICHUBATH IIpaxkTHueckoe Monys 1
yTpo3bl HHGHOPMALIMOHHON 3anarue 1-3 0+20
0€30MMacHOCTH; «HeynosnerBopurensuo» -0-7
- IPOBOJIUTH pabOTHI 110 COKPHITHIO «Y I0BJIETBOPUTENIbHOY - 8-12
nH(popMaLnY, MPOBEACHUIO «Xopomoy - 13-16
PE3epBHOrO KONUPOBAHMSI, «OtnuyHo» - 17-20
BOCCTaHOBJICHHS HH(POPMAIINH;
- HCIOJIb30BATh MEXaHU3MbI
WICHTH()UKAIIY B ay TCHTU(DHUKAIIVH,
- HCIOJIb30BATh AHTUBUPYCHBIE [TpakTuueckoe Monyns 2
Cpe/ICTBa 3alUTHI; 3aHsaTue 4-6 0+20
- BOCCTaHaBJIMBATh MOTEPSHHbIC «HeynosnerBopurensuo» -0-7
KOMIIBIOTEPHBIE JAHHBIE; «Y IOBIETBOPUTENBEHOY - 8-12
- IPOU3BOJIUTH PE3EPBHOE «Xopormioy - 13-16
KOIMPOBAHUE. «Otmuaroy - 17-20

Baaners
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- OCHOBHBIMH TIOHSITHSIMH, CBsI3aHHBIMU | [IpakTHueckoe Monayns 1

c obecrnieueHneM HWH(MOPMALMOHHO- | 3aHsATHE 1-3 0+20

TICUXOJIOTHYECKOM 0e30macHOCTH «HeynoBneTBoputenbHo» -0-7

JUYHOCTH, OOIIECTBa U TOCYAapCTBa; «Y IOBIETBOPUTETHHOY - 8-12

MH(OPMALIMOHHOTO  IPOTUBOOOPCTBA, «Xopomoy - 13-16

nHGOPMALIMOHHON BOMHBI U (popMaMu «OtnuyHo» - 17-20

WX MIPOSIBJIICHUS] B COBPEMEHHOM MHPE;

- HaBblIKaMH paboTbl 1o ocHoBaM | [IpakTuueckoe Monyns 2

3aIUTHI uHpOpMaIUn c | 3ansTHe 4-6 0+20

UCTIOJIb30BAHUEM pOrpaMMHO- «HeynosnerBopurensHo» -0-7

anmnapaTHbIX KOMIUIEKCOB «Y 10BIETBOPUTENBEHOY - 8-12
«Xopormioy - 13-16
«OtmyHo» - 17-20

3auer 41-100 GanmoB — 3a4eT
MeHee 41 Oasia - He3aueT

1.3 OuneHouyHble MAaTepUAJbl: THIIOBbIE KOHTPOJIbHBbIE 3aJaHHMsl, HHbIE
MaTepuaJibl

1.3.1 OueHounble cpeacTBa 1Js1 04HOM GopMBbI 00yUeHust

Moayas 1 (50 6an0B):

Mopyne comepuT 3 JEKIMOHHBIX 3aHATHA M 3 MPAaKTHUECKUX 3aHATHA. 3HAHUE JIEKIMOHHOTO
Marepuraa OLEHHBACTCS 110 KOHTPOJIBHOM paboTe, COCTOSIIEH U3 ABYX BONPOCOB, MAaKCHMAIbHOE
KOJINYECTBO OalioB 32 KOHTPOJbHYIO pabory coctasiser 10. 3a BbINOJIHEHHbIE MPAKTHUECKUE
paboThl cTyneHT nonyyaer MakcumyM 40 G6aytoB. O6miee MakCUMaibHOE KOJIMYECTBO OAlIOB 32
mMonyib 1 cocrasmsier 50.

Bonpocsl 1Jist KOHTpoabHOIT padoTsl (OITK-3):
1. OcHOBHBIE KOHIIENITYyaIbHbIE MOJIO0KEHUS CUCTEMBI 3aIIUThI HHPOpMAIHH
2. KonuenTyanbHas MoJelIb MHPOPMALMOHHOM O€3011aCHOCTH
3. ¥Yrpo3sl koHpHuAeHIMATBHON HHDOpMAITUn
4. JleficTBus, MPUBOASIINE K HEIPABOMEPHOMY OBJIAJICHUN KOH(PUICHIIMATBHOIN HH(pOopMaIen
5. IIpaBoBas 3amnura
6. Opranu3anMoHHas 3amuTa
7. lmXxeHepHO-TeXHUYECKas 3aliuTa
8.00m1re mooKeHHs
9.3amuTa HHPOPMAIHN OT YTEUKH IO BU3YalIbHO ONITHYECKUM KaHalaM
10.3amura nHGOpPMALIMU OT YTEUKH MO aKyCTUYECKHM KaHalaM
11.3amuTa nHDOpPMAIIUK OT YTEUKHU T10 DJIEKTPOMAarHUTHBIM KaHajaM
12.3amura nHGOpPMALIMK OT YTEUKH IO MaTEPHAIbHO - BELIECTBEHHBIM KaHalIaM
13. Knaccudukarus MeTo0B KpunTorpadudeckoro nmpeodpazoBanusi HHGOpMAIIH
14. llIudposanme. OCHOBHBIC TOHITHS

15. Metoasl mudpoBaHUs ¢ CHMMETPUYHBIM KIHOYOM
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16. Cuctembl mUppPOBaHHUS C OTKPBITHIM KITFOUOM
17. Crangaptsl mmdpoBaHus

18. IlepcnieKTHBBI HCIIOB30BaHMS KpUNTO3AUTHI HHpopManuu B KC.

IpakTuueckoe 3ansaTue 1. MccienqoBanue XapakTepUCTHK U BO3MOKHOCTEH MPOrpamMm 1o
3alIMTe U COKPBITUIO (aiiliIoB, MANOK

Kontpoabnbie Bonpocki [13Nel (OITK-3):
VYkaxure Ha3HaYCHHE, JOCTOMHCTBA U HefocTatku mporpammel Wise Folder Hider.
VYkaxure Ha3HaUCHKE, JOCTOMHCTBA U HEJJOCTATKH Iporpammbl Secure Folders
VYkaxute Ha3HaYCHKE, JOCTOMHCTBA U HegocTaTku mporpammbel Anvide Lock Folder

VYkaxure Ha3HaUCHKE, TOCTOMHCTBA U HeJocTaTku mporpammbl Folder Lock

1.
2.
3.
4.
5. VkaxkuTe Ha3HaYCHHE, TOCTOMHCTBA M HEJI0CTaTKU IporpaMmMbl Easy File Locker
6. YkaxuTe Ha3HAUYCHHUE, TOCTOMHCTBA U HeocTaTKu nporpammel Folder Guard

7. YKakuTe Ha3HAUYEHHUE, JOCTOMHCTBA U HemocTtaTku nmporpammbl DEKSI USB Security
8. Ykaxure Ha3HAUYEHHE, IOCTOMHCTBA M HEOCTATKU mporpammbl Locker

9. VkakuTe Ha3HAUYEHHUE, JOCTOMHCTBA U HemocTaTKu nmporpammel Advanced Hider

10. VkaxxuTe Ha3HaYCHUE, TOCTOMHCTBA U HejocTaTku nmporpamMmel Hide Folders XP

11. VkaxknTe Ha3HaYCHHE, TOCTOMHCTBA M HejpocTaTku mporpammMbl Hide Files

IpakTnyeckoe 3ansaTue 2. UcciienoBanue XapakTepUCTHK M BO3MOKHOCTEH NMPOrpaMMm 1o
mudpoBaHuIo, 6e3B03BPATHOMY y/IaJI€HHIO, CTETaHOTpaduu

Kontpoabsusie Bonpock II3Ne2 (OIIK-3):
. YKa)XuTe Ha3HAYCHUE, TOCTOMHCTBA M HEJOCTaTKU IporpaMMmal TrustPort Tools
. YKaxxuTe Ha3HauCHHE, TOCTOMHCTBA U HeaoCTaTKu nmporpamMmsl Cryptic Disk
. YKaxuTe Ha3HaueHUE, IOCTOMHCTBA M HeJocTaTku mporpamMMbl Locker (ckpeitre (aiinos)

. YKakuTe Ha3HAUYeHHE, JOCTOMHCTBA U HeocTaTku mporpammel Max File Encryption

1

2

3

4

5. VkaxkuTe Ha3HaYCHUE, TOCTOMHCTBA M HEJOCTATKU IporpaMmMbl Secure Disk

6. YKakuTe Ha3HAUYEHHUE, JOCTOMHCTBA U HEIOCTaTKU mporpammelr Masker 7.1

7. YKaxuTe Ha3HaueHUE, TOCTOMHCTBA M HEJJOCTATKU IIporpaMMbl FOX Secret

8. VkaxknuTe Ha3HaYeHHE, TOCTOMHCTBA M HepocTaTku mporpammel HidelnPicture 1.0

9. VkaxxuTe Ha3HAUYCHHUE, TOCTOMHCTBA U HEOCTATKU mporpaMMsl 11IndpoBanbuiuk

10. VkaxknuTe Ha3HaYCHHE, TOCTOMHCTBA U HepocTaTku mporpamMmbl Advanced Encryption Package
11. VkaxxuTe Ha3HaYCHUE, TOCTOMHCTBA U HEIOCTATKU IporpaMMbl Gpg4win

12. VkaxknTe Ha3HaYCHHE, TOCTOMHCTBA M HepocTaTku mporpammbl Cryptic Disk Professional
13. VkaxkuTe Ha3HaYCHUE, TOCTOMHCTBA U HepocTaTtku nporpammMbl CyberSafe Files Encryption
14. VxaxxknuTe Ha3HaYCHHE, TOCTOMHCTBA M HEJOCTATKU IporpaMMbl Steganos Privacy Suite

15. Ykaxure Ha3HAuUCHHE, JOCTOMHCTBA U HEJOCTAaTKHU rporpamMmsl Lavasoft Privacy Toolbox

16. Ykaxxute Ha3HaueHue, JOCTOMHCTBA U HeaocTaTKH mporpammsl pkilmage Free Edition
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IIpakTnyeckoe 3ansaTHe 3. OCHOBHBIE 3TANBI JOCTYNA K pecypcaM BbIYUCIUTETbHOIM
CHCTEeMbI; HCIOJIb30BaHUE MPOCTOrO0 MapoJisi; HCNOJb30BaHHE TUHAMUYECKHU
U3MEHAIOIIerocs nNapoJisi; B3auMHasi IPOBepPKa NMOAJIMHHOCTH U Apyrue cJIy4au ONo3HAHUS;
€roco0bl pa3rpaHNyYeHus J0CTYNa K KOMIILIOTEPHBIM pecypcaM; pasrpaHuyeHue 10cTyna
10 CIIMCKaM

Kontpoabnbie Bonpocki [13Ne3 (OIIK-3):

1. ITonuTrka nHPOPMALMOHHOM OE30MTACHOCTH MPEIIPUATHS U OPTaHU3AIUH.

2. IlpaBoBble (OpraHM3aIMOHHO-TEXHUYECKHE, DKOHOMHUYECKHE) METOIbI OOeCIeYeHUs
UH(POPMALIMOHHON O€30MTaCHOCTH.

3. Obecnieuenne nHOOPMAITMOHHON OE30MTACHOCTH KOMITHIOTEPHBIX CHCTEM.
4. Aganmuz COBPCMCHHBIX MOAXOA0B K ITOCTPOCHUIO CUCTCM 3aIllIUThI I/IH(bOpMaLII/II/I.

5. Kputepum OLEHKH 3alIMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM, METOABI W CpEACTBa
obecrieueHus X HHHOPMATMOHHON OE30MACHOCTH.

6. OcobenHocTn obOecrieueHrs HHPOPMAIMOHHON O€30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM
npu 00paboTke nH(pOpPMAILIUHU, COCTABISIONICH TOCYIapCTBEHHYIO TalHY.

7. OOecrnieueHre 0€30MACHOCTH TEXHUYECKUX CHCTEM U 4YellOBeKa B  YCIIOBUAX
UCTIOJIb30BaHMsI HH(POPMALIMOHHOTO OPYXKHSL.

8. Araim3 $aKkToOpoB, ONPEIEIAIOMUX 0€30MaCHOCTh TEXHUYECKUX CHCTEM.
9. Knaccudukanus u BO3SMOKHOCTH TEXHUYECKUX Pa3BEIOK.

10. Tlokazarenu 3alIMIIEHHOCTH CPEICTB BbIYMCHHTENbHOW TexHUKH oT HCI k
UH(POPMALIUH.

11. [Tapomnb kak cpenctBo 3amuthl oT HCI.
12. TpeGoBanus 1o 3amuTe UHGOPMAIIMK B aBTOMAaTH3HPOBaHHBIX cuctemax oT HC/.

13. Onenka 6e30nacHOCTH HHGOPMAIIMOHHBIX TEXHOJIOTHI 110 OOIIMM KPUTEPHSIM.

Mopayas 2: (50 6an10B):

Monynb comepXHUT 3 JEKIUOHHBIX 3aHATHS W 3 MPAKTUICCKUX 3aHITHS. 3HAHHE JICKIIMOHHOTO
Marepuasga OIICHHWBAeTCS IO KOHTPOJBHON padoTe, COCTOSIICH W3 JABYX BOMPOCOB, MAaKCHMaJbHOE
KOJIMYECTBO OaljloB 3a KOHTPOJBHYIO padoTy coctaBisieT 10. 3a BBITIOJIHEHHBIC W 3alIUIIECHHBIC
MpaKTU4eckre paboThl CTyACHT moiydaeT MakcumyM 40 GamnoB. O0Iiiee MakCUMalIbHOE KOIUYECTBO
6aoB 3a MoayJb 1 cocraBmusieT 50.

Bonpocsl 1Jist KOHTPOJabHO# padoTsl (OITK-3):

1. IIpob6aemsl oOecriedueHus: 6e30MacHOCTH 00paboTKK HH(OPMAIIUH.

2. Ilpobnembr obecriedeHust OE30MACHOCTH XpaHEHUS WH(POPMALUU B BBIUYMCIUTEIBHBIX
cucTreMax.

3. ba3oBble 3TaIbl MOCTPOCHUS CUCTEMBI KOMITICKCHOM 3aI[UTHl BEIYUCITHTEIHLHBIX CHCTEM.
4. AHanu3 MoJieNel HapyIIUTeNs
5. Yrpo3s! HHGOPMAITMOHHO-TIPOTPAMMHOMY 00€CIICICHHTO

6. Kinaccudukanys KOMIObIOTEpHBIX BUPYCOB
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7. @aiinoBble BUPYCHI

8. 3arpy304Hbie BUPYCHI

9. Bupycsl 1 onepanroHHbIE CUCTEMBI

10. Metonpb! u cpencTBa 60pLOBI ¢ BUpyCaMu

11. TIpodunaxTrka 3apa>keHUs BUPyCaMH KOMIIBIOTEPHBIX

12. Tlopsimok AeicTBUI TTOJIb30BATENs IPH OOHAPYKEHUH 3apaxeHus OBM Bupycamu
13. Buecenue (pyHKIMOHATBHON M HH(OPMALIMOHHON N30BITOYHOCTH.
14. IlousiTHe HaACKHOCTH

15. Cnioco6s! pezepBrpoBaHus HHPOPMAIIH

16. TlpaBmia 0OHOBIICHHSI PE3EPBHBIX JAHHBIX

17. Metons! cxatust uH(pOopMauu

18. ApxuBarus ¢haiIoBBIX JaHHBIX

19. PezepBupoBaHHE CUCTEMHBIX TAHHBIX

113 Ne4. UcciienoBanue XapaKTepUCTHK U BO3MOXKHOCTeil anHTuBUpYycHoro 11O
Kontpoasnbie Bonpocsl [13Ned (OITK-3):

1. Ykaxxute Ha3HaYCHUE, TOCTOMHCTBA U HemocTatku mporpamMmbel AVAST Free Antivirus

2. YkaxuTe Ha3Ha4YeHHe, TOCTOMHCTBA M HeqocTarku mporpamMbl AVG AntiVirus Free

3. YkaxuTe Ha3HAYCHHUE, JOCTOMHCTBA U HemocTaTku mporpammbl Dr.Web Antivirus

4. YkakuTe Ha3Ha4YCHUE, JOCTOMHCTBA U HEJJOCTATKH Nporpammbl AHTHBUpPYC Kacnepckoro

5. VYkaxute Ha3HAYeHHE, JOCTOMHCTBA M HemoctaTku mporpammel ESET NOD32
AHTHUBHpYC

6. YkaxxuTe Ha3Ha4YEHUE, TOCTOMHCTBA M HEOCTATKU Iporpammbl AVZ Antivirus

7. YkaxuTe Ha3HaYeHHUE, TOCTOMHCTBA M HEIOCTaTKu porpammbl Avira Free Antivirus

8. YkaxuTe Ha3HAYCHHUE, JOCTOMHCTBA U HemocTaTku porpammbel Norton AntiVirus

9. VkakuTe Ha3HaYEeHHUE, TOCTOMHCTBA M HeqocTarku mporpammbl McAfee Antivirus

10. YkaxuTe Ha3HAYCHUE, JOCTOMHCTBA M HelocTaTku mporpammbl Emsisoft Anti-Malware
11. VkaxxuTe Ha3HaUYCHHE, TOCTOMHCTBA U HeAocTaTku nporpamMmsl BullGuard Antivirus
12. VkaxuTe Ha3HAUEHHE, JOCTOMHCTBA M HeAOCTaTKu mporpammbl Protector Plus Antivirus
13. VkaxuTe Ha3HAYCHHUE, JOCTOMHCTBA M HEIOCTATKK porpammbl Panda Antivirus

14. VkaxuTe Ha3HauYCHHUE, JOCTOMHCTBA U HEJOCTATKH rporpammbl Ashampoo Anti-Virus
14, YkaxuTe Ha3HAYCHHUE, JOCTOMHCTBA M HemocTaTku mporpammbl G Data AntiVirus

16. YkaxxuTe Ha3HAYCHUE, JOCTOMHCTBA M HemocTaTku porpammbel K7 AntiVirus

17. YkaxuTe Ha3HAYCHHUE, TOCTOMHCTBA M HemocTarku porpammbl VIRUSTighter

18. VkaxuTe Ha3HAUCHHUE, JOCTOMHCTBA U HEAOCTATKH ITporpamMmbl Twister Antivirus

113 NeS. UcciienoBanue XapaKTepUCTHK U BO3MOKHOCTEN MPOrpaMMm 1o BOCCTAHOBJICHUIO
NMOTEePSIHHBIX JAHHBIX
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Kontpouabnsie Bonpockl [13Ne5 (OIIK-3):

1. VkaxuTe Ha3Ha4YeHHE, TOCTOMHCTBA M HEAOCTaTkM mporpammbl Hetman Partition
Recovery

. YKaxxuTe Ha3HAYCHHUE, JOCTOMHCTBA U HellocTaTku mporpammbl Active File Recovery

. VKa)xuTe Ha3HAYCHHUE, JOCTOMHCTBA U HEIOCTATKHU mporpaMmsel R-Studio 7.6

. YKaxuTe Ha3HAYCHHUE, JOCTOMHCTBA U HelocTaTKy mporpammbl Auslogics File Recovery
. VKaxuTe Ha3HAYCHHUE, JOCTOMHCTBA U HepocTaTku mporpammel Active UNDELETE

. YKakuTe Ha3HaueHHUe, JOCTOMHCTBA U HeJocTaTku mporpammbl Paragon Rescue Kit

. VKaxuTe Ha3HAYCHHUE, TOCTOMHCTBA U HepocTaTku mporpammbl Wise Data Recovery

o 3 N B WD

. YKa)kuTe Ha3HaueHHUe, JOCTOMHCTBA U HEOCTAaTKH rporpammel Puran File Recovery
9. YkaxxuTe Ha3HAYCHHUE, TOCTOMHCTBA U HepocTaTku mporpammbl O&O DiskRecovery

10. YkaxknTe Ha3HaYeHHE, TOCTOMHCTBA M HEIOCTATKU mporpaMmbl Tenorshare Any Data
Recovery

11. YkaxkuTe Ha3HAUYCHHE, TOCTOMHCTBA M HeocTaTku rporpammel Power Data Recovery
12. Vkaxxute Ha3HAUCHUE, JOCTOMHCTBA U HeoCcTaTKH mporpammbl GetDataBack

13. Vkaxxute Ha3HAuYCHHE, JOCTOMHCTBA U HEOCTATKH mporpaMmel Recover My Files

14. Vkaxxute Ha3HAUCHHE, TOCTOMHCTBA U HEAOCTATKU porpaMmMsl R-Undelete

15. VkaxuTe Ha3HaUCHHUE, JOCTOMHCTBA U HeAoCcTaTKH porpammel Handy Recovery

16. Ykaxute Ha3HAUCHUE, JOCTOMHCTBA U HEIOCTAaTKH mporpammbl Ashampoo Undeleter

I3 Ne6. UcciienoBanue XapakTepHCTHK M BO3MOKHOCTEH NPOrpaMM 0 OpraHu3anuu
pe3epBHOIr0 KONMPOBAHUS

Kontpoabsusie Bonpock II3Ne6 (OIIK-3):

. VKaxuTe Ha3HAYCHHUE, TOCTOMHCTBA U HEOCTATKK porpammbl Iperius Backup

. YKaxuTe Ha3HAYCHHUE, JOCTOMHCTBA U HEIOCTAaTKK mporpammbl FBackup

. YKa)kuTe Ha3HaueHHe, JOCTOMHCTBA U HefocTaTku mporpammel Backup4all

. YKaxuTe Ha3HAYCHUE, JOCTOMHCTBA U HepocTaTky mporpammbl Uranium Backup Free
. YKakuTe Ha3HaueHHe, JOCTOMHCTBA U HefocTaTku mporpammel Simple Data Backup

. YKakuTe Ha3HaueHUe, JOCTOMHCTBA U HeJocTaTku mporpammbl Personal Backup

. YKa)kuTe Ha3HauYeHHUE, JOCTOMHCTBA U HEJOCTATKH mporpammel Back4Sure

0w N N B W N~

. YKakuTe Ha3HaueHUe, JOCTOMHCTBA U HeJocTaTku mporpammbl SyncBackFree
9. YkaxuTe Ha3HAYCHHUE, JOCTOMHCTBA U HemocTaTku mporpammbl Handy Backup

10. Vkaxxute Ha3HAYCHUE, JOCTOMHCTBA U HenoctaTku nporpammbl EASEUS Todo Backup
8.0 Free Edition

11. Ykaxxute Ha3HaYCHUE, JOCTOMHCTBA M HenocTarku nporpammel Exiland Backup Free 4.0
12. Ykaxkxute Ha3HaYEeHHE, JOCTOMHCTBA U HeaocTaTku mporpammbl Nero BackItUp

13. Vkaxxute Ha3Ha4YeHUE, JOCTOMHCTBA U HEAOCTAaTKU nporpammbl Paragon Rescue Kit 14.0
Free

14. Ykaxxute Ha3HAUYCHUE, JOCTOMHCTBA U HEJOCTATKH mporpammbl Action Backup
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15. Vkaxxute Ha3HAuUCHHE, TOCTOMHCTBA U HEAOCTATKHU mporpamMmsel LimBackup

16. Ykaxxute Ha3HAYEHUE, JOCTOMHCTBA U HEAOCTATKH mporpammel AV Shackup

17. Ykaxure Ha3HaYCHHUE, TOCTOMHCTBA U HEIOCTATKU mporpaMmbl ExtraBackup
18. Ykaxknre Ha3HaYeHHE, TOCTOMHCTBA U HeaoCcTaTKU mporpammbl Cobian Backup

19. YkaxkuTe Ha3HaueHHE, TOCTOMHCTBA M HeIoCTaTKU nporpammbl Backup & Recovery 10
Build 9169 Free Edition

20. VYkaxure Ha3HA4YCHHUE, JTOCTOMHCTBA M HemocTaTtku mporpammbl Information Backup
System

1.3.2.Bonpocbi, évinocumsie na 3auem no oucyuniune « OCHOGbl UHPOPMAUUOHHOIL
oezonacnocmuy (OIIK-3)

N oo o A~ D Ee

10.

11.
12.

13.

14.

15.

16.

17.

[Tonsitue u cymuocts 3. Haznauenue 3U. 3agaun 3U.

MeTtononornyeckue oCHOBBI opranuzanuu 3U.

[Tpunummne! oprannzanuu 3M. OcHoBHBIE TpeOOBaHMsl, IpeabsBIsieMble K 3.
[IpaBoBoe peryimpoBanue B 00J1acTH 0€301aCHOCTH HHPOPMAITHH.

OO01mas xapakTepucTHKa OPraHu3alMOHHBIX METOI0B 3aIUTHl HHGOPMAIIUH.
OcHoBHbI€ (aKTOPBbI, BIUAIOLIME Ha opranu3anuio 3.

@OyHKIUHM PYKOBOJICTBA MPENNPUATHUS U MOJIPA3ICICHUIN IPEAPUATHUS, SKCIIEPTHOW KOMHCCHUH,
CITy OBl 3aIIUTHI HHPOPMAIIIH.

Knaccudukarnus nadopmaruu no BuaM TailHbI U CTETIEHAM KOH(UIEHIINAIBHOCTH.
HopmartuBHOe 3aKkperuieHue cocTaBa 3alniiaeMoi nHpopMaInu; CTPYKTypa epeyHell CBeIeHUH,
OTHOCHUMBIX K Pa3JINYHbIM BUJaM TalHBI.

3HavyeHne HOCUTENEH 3anumaeMoi HHQopMaIu Kak 00bEKTOB 3aIiThl. DaKTOPHI,
OIpeIeNISIIOIIUE COCTaB HocUTeNel HH(OpMAaILHH.

Meroarka BBISIBIICHUS COCTaBa HOCUTEJICH 3amuinaeMoi nHpopManuu. XpaHWIHIIAa HOCUTEICH
nH(pOpMaIUU Kak 0ObEKT 3alUTHI.

Oco0eHHOCTH TOMENIeHUH [T paboTHI ¢ 3aMuIIaeMoi nHpopMammenn Kak 00bEKTOB 3aIIUTHI.

CocTaB TEXHUUECKUX CPEACTB 00pabOTKH, Nepeaayu, TPAaHCIOPTUPOBKH U 3AIUTHI HHPOPMALINY,
ABJIAIOIINXCS] 0OBEKTAMH 3aILIUTHI.

OnpezneneHre BO3MOXKHBIX METOZI0B HECAHKIIMOHUPOBAHHOTO JOCTYIA K 3alllUIIaeMOn
uHpOpMaLnH.

Meroayka BEISBICHUS HapyIIUTeIel (HE3aKOHHBIX MOJIb30BaTeNel) U cOCTaBa MHTEPECYIOMIEeH UX
uHpOpMaLnH.

®daxTopsl, BAUSIONINE HAa BEIOOP KOMIIOHEHTOB 3. OOBEKTHI 3alTUTHl KaK OCHOBHOM (haKTop,
OTIPEIETISIONINM COCTaB KOMITOHEHTOB 3.

O0ecrieueHne MOJTHOTEI COCTaBJIAIOIIUX 3alllMTHI. Yuert Bcex (I)aKTOpOB u O6CTOHT€J’IBCTB,
OKa3bIBarOIIMX BIHNAHHUEC Ha Ka4YCCTBO 3alllUTHI.

Oo0ecrieuenre 0€30IMacCHOCTH BCei COBOKYITHOCTH noJJIeKaIek 3amure I/IH(I)OpMaI_[I/II/I BO BCCX
KOMIIOHCHTAax €€ c60pa, XpaHCHUA, NICpeaadn U UCIIOJIb30BaHUA, 4 TAKKC BO BCC BPCMs U ITPHU BCCX
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18.
19.

20.

21.

22.
23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.

pekuMax GyHKITMOHUPOBAHUS CUCTEM 00pabOTKH HH(OpMAIIHH.
[TonsiTe Moaenn 0ObEKTa, OCHOBHBIE BUJIBI MOJICTIEH M MX XapaKTEPUCTHKA.

Pacnpenenenue ¢pyHKuui Mo 3amuTe MHOOPMAITUH MEXKTy PYKOBOJICTBOM HPEANPHUITHS, CITy>KO0H
3alUThl HH(pOpPMALMH, 00eCcTIeYeHNne B3aUMOJICHCTBUS MEKIY HUMHU.

Pa3zpaboTka HOpMATUBHBIX JIOKYMEHTOB, PETJIAMEHTUPYIOLIHUX JAEATEIbHOCTh IIEPCOHANA MO
samute nHpopmanuu. [Togbop u oOyueHue rnepcoHaia.

CocraB HOPMAaTUBHO-METOAMYECKUX JOKYMEHTOB 10 00€CIeUeHUI0 ()YHKIIMOHUPOBAHUS CUCTEMBI
3.

ConeprkaHue ¥ OCOOCHHOCTH IKCIIEPTHOM OIEHKH 3()(h)eKTUBHOCTH 3aILIUTHI.
CBeneHusi, COCTaBISIONINE KOMMEPUECKYIO TallHy MPEeATPUATHS

Yrpo3sl 6e30naCHOCTH UHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX.

YTpo3sl 411 MPOTOKOJIOB U CiTy»k0 Internet

BuptyanbHble 4acTHBIE CETH U X WH(POPMAIIMOHHAS 3aIlIUTa

MeTtoap! naeHTUPUKAUN U ayTeHTU(PUKAIINY TT0JIb30BaTeNei

Me:xceTreBble SKpaHbl

OrneHka 3anuIeHHOCTH HHPOpMaIMK OT YTeukH 1Mo kananam [I9MUH

OcCHOBHBIE KOHILIETITYaJIbHbIE MTOJIOKEHHUSI CUCTEMBI 3aIIMTHI HH(POpMAIUN
JleficTBUSI, MPUBOAIINE K HETPABOMEPHOMY OBJIaICHHUIO KOH(DHICHIIMAIbHON HH(OpMaIuen
Hanpasnenus obecnieuenus 6€30MacHOCTH

[TpaBoBbIE TOKYMEHTHI IO 3aIUTE HHPOPMAIIMH U UX XapaKTEPUCTHKA

3amaun 1o 00eCTIeYeHNIO OPTaHU3AMOHHBIX MEPONPUSATHH M0 3a1uTe HHPOPMALIKH.
Knaccudukanus Mmep HHKEHEPHO-TEXHUYECKON 3alIUThl HHPOPMAIUH.
Knaccudukaius mHXEHEPHO-TEXHUUYECKON 3alIUThl MHPOPMALIUU 110 TEXHUYECKUM CPEJICTBAM.
Knaccudukanus nporpaMMHBIX CPEICTB 3alIUTHI HHPOPMAILIUU

Kanans! pasrnamenusi KoH(UACHIHAIBHOW HHPOPMALIUH.

CriocoObl IpecedeHus pas3rianieHus napopmalum.

Kananb! yreukn koHpuaeHunanbpHoi napopmarmu. Mx xinaccupukarms.

3amuTa “HPOPMAIMH OT YTEUKH M0 BU3YaTbHO-ONTUYECKUM KaHAJIaM

3ammTa HHPOPMALIMU OT YTEUKH HO aKyCTUYECKHM KaHalaM

3amuTa HHQOPMAIH OT YTEUKH IO JIEKTPOMArHUTHBIM KaHajam

CrniocoObl HECaHKITMOHUPOBAHHOTO JIOCTYTIA

3ammra oT HaOIroAeHUS U PoTorpadupOBaHM

CrniocoOBbI POCITyIIMBaHUS TOCPEACTBOM PaIM03aKIIAIOK.

OGecmneuenue 6€30mMaCHOCTH Tele()OHHBIX TEPErOBOPOB

Ha3nauenue u XxapakTepUCTUKH HEJIMHEHWHBIX JIOKATOPOB

HazHnauenue u xapakTepUCTHKHU CPEJCTB MOCTAHOBKU aKTUBHBIX TIOMEX

Haznauenue u npuHImI paboTsl CKpeMOIepoB (IecKkpeMOIepoB)
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51.
52.
53.
54.
55.
56.
57.
58.

[TpoTuBoACiicTBHE HE3aKOHHOMY TIOJIKIIFOUCHUIO K JIMHUSIM CBSI3U
Mepb! 3alIUTHI OT paguornepexnara

OcHOBHbIE BCTPOCHHBIE MeXaHU3MbI 3auThl OC U UX HEAOCTATKU
AHaJIN3 CYHNIECTBYIOIIUX YIPO3 JJIsi COBPEMEHHBIX YHUBEpCaIbHbIX OC
3aaun ¥ METO/IbI PE3EPBUPOBAHUSI.

Kpunrorpaduaeckrne MeToap! 3auThl HHGOPMAITIH.

KommsioTepHbie BUPYCHI U MEXaHU3MBI OOPHOBI C HUMHU.

[TpodunakTuka 3apakxeHHss BUPYyCaMH KOMITbIOTEPHBIX CHCTEM.

1.4. OueHo4YHBIC MaTEepPHAJIBI VIS 3209HOH GopMBbI 00ydeHH

Bonpocs! 1Jist KoHTpoabHOI padorsl 1. (OITK-3):

© 00 N O O &~ W N o~

[ S S N e S Y S T o
co N oo o b WO N P O

PasrpaHuveHus 10CTylla K KOMIIBIOTEPHBIM peCypcaM; pasrpaHuICHHUuE N0CTYIIA 110 CITHCKaAM

. OCHOBHBIE KOHIIENITYaTbHBIE TIOJIOKEHUS CHCTEMBI 3aIIUTH HHPOpMAIHH

. KonnenryansHast Moziesib ”HpOpMAaIIMOHHON 0€30MacHOCTH

. YTpo3bl KOH(UACHINATEHOW HHPOPMALIUU

. leficTBUS, MPUBOAIINE K HEITPABOMEPHOMY OBJIaJICHUHN KOH(PUIECHIINATHLHON HHpOpMaIHeit
. IIpaBoBas 3amura

. Opranun3zanioHHas 3anuTa

. UnmxeHepHO-TeXHUYECKas 3al1uTa

. O61mMe MoJOKEeHHS

. 3a1u1/1Ta HH(bOpMaI_IPII/I OT YTCUYKHU I10 BU3YAJIbHO OIITUYCCKHUM KaHaJIaM

. 3amuTa MHGOpPMANH OT YTEUKH 0 aKyCTHIECKUM KaHAJIaM

. 3ammra nHGOpPMAITUK OT YTEUKH 10 3JIEKTPOMArHUTHBIM KaHaJIaM

. 3amuTa nHGOpPMAU OT YTEUKH O MaTEPUAIFHO - BEIICCTBEHHBIM KaHaJIaM

. Knaccugukarus meto1oB kpuntorpapuueckoro npeodpa3zoBanus HHPOpMaLUU
. llIndpoanue. OCHOBHBIC TOHATHUS

. MeTtoapl muQpoBaHUs ¢ CHUMMETPUYHBIM KITFOUOM

. Cuctembl UPPOBAHUS C OTKPHITHIM KITIOYOM

. Crannaptel mmmdpoBaHus

. [lepcriekTHBBI KCTIOIB30BaHMS KpUTTO3anuThl nHGpopManmu B KC.

IIpakTnyeckoe 3aHATHe 3. OCHOBHBIE 3Tanbl AOCTYNIA K pecypcaM BbIYHCIHTEIbHOM
CHCTEeMbI; HCIOJIB30BAHME IPOCTOrO0 INAapoJisi; MCHOJAb30BaHHE JHHAMUYECKH H3MEHSIIOLIerocs
napoJsisi; B3aHMHas IMpPOBepKAa MNONJMHHOCTHM M Jpyrue cjiay4adm OINO3HAHHS; CIIOCOOBI

Kontpoabnbie Bonpocki [13Ne3 (OITK-3):
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1. Ionutrka nHGOPMATMOHHON 0€30MTACHOCTH MPEATIPUATHS U OpraHU3aIUH.

2. IlpaBoBbie (OpraHM3aIMOHHO-TEXHUYECKHE, DKOHOMHUYECKHE) METOIbI OOeCIeUeHUs
MH(POPMALMOHHON OE€30MTaCHOCTH.

3. Obecnieuenne HHOOPMAITMOHHON OE30MTACHOCTH KOMITHIOTEPHBIX CHCTEM.
4. Agamuz COBPCMCHHBIX MOAXOA0B K ITOCTPOCHUIO CUCTEM 3aIllIUThI I/IH(bOpMaLII/II/I.

5. Kputepum OLEHKH 3alIMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM, METOABI W CpEeACTBa
obecriedeHus X HHHOPMAIMOHHON OE30MaCHOCTH.

6. OcobenHocTn obOecrieueHus HHPOPMAIMOHHON O€30MacCHOCTH KOMIBIOTEPHBIX CHUCTEM
npu 00paboTke HH(OPMAIIUU, COCTABIISAIONICH TOCYIaPCTBEHHYIO TaiHYy.

7. OOecrnieueHre O€30MACHOCTH TEXHUYECKUX CHCTEM U 4YelOBEKa B  YCIIOBUAX
WCIIOJIb30BaHMs HH(OPMALIMOHHOTO OPYKHSL.

8. Ananm3 $aKkTopoB, ONPEIETAIOMUX 0€30MaCHOCTh TEXHUYECKUX CHCTEM.
9. Kimaccudukanus u BO3SMOKHOCTH TEXHUYECKUX Pa3BEIOK.

10. Tlokazarenu 3alMIIEHHOCTH CPEICTB BbIYMCHHTENbHOW TexHUKH oT HCI k
uHpOpMaILUH.

11. [Taponb kak cpenctBo 3amuthl o HCI.
12. TpeGoBanus 1o 3amuTe MHGOPMAIMK B aBTOMAaTH3HPOBaHHBIX cuctemax oT HC/.

13. Onenka 6e30nacHOCTH HHGOPMAIIMOHHBIX TEXHOJIOTHI 110 OOIIMM KPUTEPHSIM.

Bonpocs! 1J1st KOHTPOIbHOI padoTsl 2 (OITK-3):

1. TIpobGaemsl obOecriedeHust 6e30MacHOCTH 00padOTKH HH(OPMAITHH.

2. IIpoGnembr oOecrieueHrss 0€30MacCHOCTH XPaHEHHUS HHPOPMAIMH B BBHIYUCIUTEIBHBIX
cHCTeMax.

3. bazoBble 3Tanbl HOCTPOEHUS CUCTEMbI KOMITJIEKCHOM 3alIUThl BBIYUCIUTEIbHBIX CHCTEM.
4. Ananu3z Mojenelt HapyIIuTels

5. Yrpo3sl nHGOPMALMOHHO-TIPOrPAaMMHOMY 00€CTIEYEHUIO

6. Kitaccudukanus KOMIbIOTEpHBIX BUPYCOB

7. DaiinoBbie BUPYCHI

8. 3arpy304HbIe BUPYCHI

9. Bupycsl 1 onepanyuoHHbIE CUCTEMBI

10. Metomp! u cpencTBa 60pPbOBI C BUPYCaMu

11. TIpo¢unaxTrka 3apa’keHUs BUPyCaMH KOMIIbIOTEPHBIX

12. Tlopsiiox AeHCTBHIA MOTB30BATENS TIPU OOHAPYKEHUH 3apakeHuss DBM Bupycamu
13. Baecenue QpyHKIMOHAIBHON U HH()OPMAIIMOHHON U30BITOYHOCTH.

14. TlonsiTue HaIEAKHOCTH

15. Cnoco6s! pezepBrpoBaHus HHGOPMALH

16. IpaBua 0OHOBICHHS PE3EPBHBIX TaHHBIX

17. Metozp! cxatus uHGOpMaIIN

18. ApxuBanust QailyioBbIX TaHHBIX



19. Pe3epBHupOBaHHE CUCTEMHBIX JTAHHBIX

I3 NeS. UccienoBanue XapaKTepUCTHK M BO3MOYKHOCTEH NMPOrpaMM MO BOCCTAHOBJIEHHMIO
NOTEePSIHHBIX JAHHBIX

KonTpoubusbie Bonpockl II3Ne5 (OITK-3):

1.

VKkakuTe Ha3HaueHHWe, OCTOMHCTBA M HeJOCTarku mporpammbel Hetman Partition

Recovery

2.

VYkakuTe Ha3HaYCHUE, TOCTOMHCTBA U He0CTaTKU nporpammbl Active File Recovery

. YKa)kuTe Ha3HauYeHHUE, JOCTOMHCTBA U HEA0CTAaTKH mporpammel R-Studio 7.6
. YKakuTe Ha3HaueHUe, JOCTOMHCTBA U HemocTaTku nmporpammbl Auslogics File Recovery

3
4
5. VkaxuTe Ha3HAYCHHE, TOCTOMHCTBA M HepocTarku mporpammbl Active UNDELETE
6.
7
8
9

VYkakuTe Ha3HaueHHe, TOCTOMHCTBA U HEAOCTATKHU mporpaMmsel Paragon Rescue Kit

. YKkakuTe Ha3HaueHHue, JOCTOMHCTBA U HegocTaTku nmporpammel Wise Data Recovery
. YKaxuTe Ha3HaYCHUE, JOCTOMHCTBA U HelocTaTKu porpammbl Puran File Recovery

. YKakuTe Ha3HaueHue, J0CTOMHCTBA U Hegaoctarku mporpammel O&O DiskRecovery

10. VYkaxuTe Ha3HA4YCHHUE, JOCTOMHCTBAa M HEIOCTaTKH mporpammbl Tenorshare Any Data
Recovery

11. Ykaxute Ha3HaYeHHE, JOCTOMHCTBA U HEOCTATKU nporpammsl Power Data Recovery

12. Ykaxkute Ha3HaYEeHUE, JOCTOMHCTBA U HeaocTaTKu nmporpammel GetDataBack

13. Vkaxxute Ha3HAuYCHHE, JOCTOMHCTBA U HEAOCTATKH mporpaMmel Recover My Files

14. Ykaxxute Ha3HaYEeHUE, JOCTOMHCTBA U He0CTaTKU mporpammel R-Undelete

15. Ykaxure Ha3HAYCHHUE, TOCTOMHCTBA U HEOCTATKU mporpaMmbl Handy Recovery

16. Ykaxkute Ha3HaYEHHE, JOCTOMHCTBA U He0CTaTKU mporpammel Ashampoo Undeleter

I13 Ne6. MccnenoBanume XapaKTepHCTHK M BO3MOKHOCTelHl NpOrpaMm II0 OpPraHHU3aluH
pe3epBHOI0 KONMPOBAHUS

Kontpouabnsie Bonpockl [13Ne6 (OIIK-3):

0 N N R W

. VKaxuTe Ha3HAYCHHUE, TOCTOMHCTBA U HEOCTAaTKK porpammbl Iperius Backup

. YKa)kuTe Ha3HauCHUe, JOCTOMHCTBA U HEJOCTATKH mporpammbl FBackup

. YKa)kuTe Ha3HaueHue, JOCTOMHCTBA U HefocTaTku nmporpammel Backup4all

. YKaxuTe Ha3HAYCHUE, JOCTOMHCTBA U HepocTaTky mporpammbl Uranium Backup Free
. YKakuTe Ha3HaueHHe, JOCTOMHCTBA U HefocTaTku mporpammel Simple Data Backup

. YKakuTe Ha3HaueHUe, JOCTOMHCTBA U HeJocTaTku mporpammbl Personal Backup

. YKa)knTe Ha3HauYeHHUE, JOCTOMHCTBA U HEJOCTATKH mporpammel Back4Sure

. YKakuTe Ha3HaueHUe, JOCTOMHCTBA U HeJocTaTku mporpammbl SyncBackFree
9.

VYikakuTe Ha3HaueHHe, TOCTOMHCTBA U HeZ0CTaTKU nporpamMmMel Handy Backup

10. Ykaxxute Ha3HA4YCHHUE, JOCTOMHCTBA U HemocTaTku nporpammbl EASEUS Todo Backup
8.0 Free Edition
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11. YkaxxuTe Ha3HAUEHHE, JOCTOMHCTBA U HegocTaTku mporpammbl Exiland Backup Free 4.0
12. Ykaxkute Ha3HaYEeHHE, JOCTOMHCTBA U HeaocTaTku mporpammbl Nero BackItUp

13. Vkaxxute Ha3Ha4YeHUE, JOCTOMHCTBA U HEAOCTAaTKU nporpammMbl Paragon Rescue Kit 14.0
Free

14. Ykaxxure Ha3HaYCHHUE, TOCTOMHCTBA U HEIOCTATKU mporpaMMbl Action Backup
15. Ykaxknte Ha3HaYEeHHE, JOCTOMHCTBA U HEIOCTATKU mporpammel LimBackup

16. Ykaxkure Ha3HAYCHHUE, TOCTOMHCTBA U HEOCTATKHU mporpammel AV Shackup

17. Ykaxkute Ha3HaYEeHUE, TOCTOMHCTBA U HEIOCTATKU mporpaMmbl ExtraBackup
18. Ykaxure Ha3HaYCHHUE, TOCTOMHCTBA U HeqocTaTku mporpammbl Cobian Backup

19. VkaxknTe Ha3HAUEHHE, JOCTOMHCTBA M HEI0CTaTKU mporpammel Backup & Recovery 10
Build 9169 Free Edition

20. VkaknTe Ha3Ha4Ye€HHWE, JOCTOMHCTBA M HemocTarku mporpammbl Information Backup
System

Bonpockl, BbIHOCHMBbIE HA 3a4eT MO AUcHUIINHE «OCHOBBbI HHGOPMAIIMOHHOM
oesonmacuoctTn» (OIIK-3)

1.  Ilonsarue u cymnocts 3U. Haznauenue 3U. 3agaun 3U.

2.  Merononoruueckue OCHOBBI opranuzanuu 1.

3. Ilpunnummnst opranmn3zanuu 3U. OcHOBHEIE TpeOOBaHUs, IpeAbsBIsieMbIe K 3.

4. [IpaBoBoe perynupoBanue B 001acTi 6€30MaCHOCTH HHPOPMAITHH.

5. OO0mas xapakTepucTUKa OPraHU3aIMOHHBIX METOI0B 3aIIUTHl HH()OpPMAIIUH.

6.  OcHoBHbIE (DaKTOPBI, BAUAIOIIKE Ha opranu3anuto M.

7. DyHKIMM PYKOBOJACTBA TMPEINPUATHS U TOIPA3ACICHUN MPEINpPUATHS, SKCIIEPTHOM

KOMHCCHH, CITyOBbI 3a1IUTHI HH(OPMALIHH.

8.  Kiaccudpukanust wHpOpManMu IO BHIAM TalHBI W CTENEHSAM KOH(HICHINATBHOCTH.
HopmatuBHOe 3akperuieHue cocTaBa 3alllMIaeMoil MHQpOpMaluu; CTPYKTypa IMepeuHeil CBeleHuH,
OTHOCHUMBIX K pa3JIMYHbIM BUJaM TalHBI.

9. 3HaueHue HoOcWUTeNeH 3amumaeMoil uHpopManuu Kak OOBEKTOB 3amuThl. DaKTOpHI,
OTIPEIETISIONINE COCTAaB HOCUTENICH NMH(POPMAIIUH.

10. Meroanka BBISBICHHS COCTaBa HOCHTeNeH 3amumiaeMoil wuHbopmanuu. XpaHUIUINA
HocHTenel nHpOopMaIK Kak 00BEKT 3aIHTHI.

11. OcoleHHOCTH MOMEIIEHUH Uis paboThl € 3ammMiaeMor HHQOpMaIle Kak OOBbEKTOB
3aIUTEL.

12. CocTtaB TeXHHYECKMX CpEeACTB OOpabOTKH, Mepenayd, TPAHCIOPTUPOBKU U 3allUTHI
nH(pOpMaLINH, SBISIOIMXCA 00bEKTaMHU 3aLUTHI.

13. OmnpeneneHre BO3MOXKHBIX METOJOB HECAHKIMOHUPOBAHHOIO JOCTyNa K 3allluIlaeMon
nH(pOpPMAaLINH.

14. Metoauka BbIABICHHUS HapyliuTesned (HE3aKOHHBIX  IOJb30BaTesie) M CcOCTaBa
MHTEpeCyIonel uX HHPOpPMaInu.

15. ®axropsl, BaMAOMmME Ha BbIOOp KOMMOHEHTOB 3. OOBEKTHl 3alMThl KaK OCHOBHOMU
(baxTop, onpeAeNAIomni COcTaB KOMIMOHEHTOB 3.
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16. OO0ecriedeHre TONHOTHI COCTABISIOMIMX 3aIUTHI. YYeT BceX (PaKTOPOB M OOCTOSITEIBCTB,
OKAa3bIBAIOIIHX BIMSHNE HA KAYECTBO 3AIIHTHI.

17. OobecrieueHne 0€30MACHOCTH BCEH COBOKYIMHOCTH MOJJIEXKAIIEH 3amuTe WH(DOpMALUU BO
BCEX KOMITOHEHTaxX ee cOopa, XpaHeHHs, TIEpeadd ¥ HCIIOJIB30BaHMS, & TAK)KE BO BCE BPEMS M TP BCEX
pexxumax (yHKIIMOHHPOBAHUS CHCTEM 00pabOTKH MH(OPMAIIHH.

18. Ilonsarue Moaenu 0ObEKTa, OCHOBHBIC BUJIBI MOJICTIEH M MX XapaKTEPUCTHKA.

19. Pacnpenenenue QyHKIUI Mo 3ammre MHPOPMALUU MEXIY PYKOBOJICTBOM IPEINPHUSATHS,
CITy>k0011 3amuThl HH(DOpMAIK, 00ecIeueHne B3auMOICHCTBUS MEKIY HUMH.

20. Pa3paboTka HOPMAaTUBHBIX JOKYMEHTOB, PETIIAMEHTHPYIOIIUX ACSITEIbHOCTh MEPCOHAa 0
3ammrte nHpopmanuu. [Togdop u oOydeHne nepcoHana.

21. CocrtaB HOPMAaTHBHO-METOJUYECKUX JOKYMEHTOB IO 00€CredeHUIo (pyHKIMOHUPOBAHUS
cucremsl 31.

22. CopnepxaHue 1 0COOCHHOCTHU SKCIIEPTHOM OIIeHKH 3((HEKTUBHOCTH 3aIUTHI.
23. CaezmeHUs, COCTABIISIONINE KOMMEPUYECKYIO TailHy MPEAIPHUSTUSL

24.  Yrpo3sl 6€30MaCHOCTH HH(POPMAIIUK B KOMITBIOTEPHBIX CHCTEMAX.

25.  Yrpo3sl 115 TpOTOKOJIOB 1 ciy>k0 Internet

26. BupryanbHble YaCTHBIE CETH U X HH(OPMAIIMOHHAS 3aIUuTa

27. Metoasl uneHTUPUKAINY U ayTEHTHU(DUKAITIN TI0JIb30BaTeNIeH

28. MexcereBble YKPAHBI

29. OreHka 3aMIIEHHOCTH HH(OPMAIUHU OT yTe4KH 1o kaHaitam [IDMUH

30. OcHOBHBIE KOHIENTYaJIbHBIE TIOJO0KEHUSI CUCTEMBI 3aIUTHl HHPOPMALIUU

31. JleiictBusi, TpUBOAAIINE K  HEMPAaBOMEPHOMY  OBJIAJICHUIO  KOH(MHUICHIMATLHON
uHpopmanuen

32. Hampasnenus obecrieueHus 6€30MacCHOCTH

33. IlpaBoBble TOKYMEHTHI 10 3aIIUTe HH(OPMAIMH U UX XapaKTePUCTUKA

34. 3amauu mo 00eCTICYCHUIO OPTaHU3AIIMOHHBIX MEPOIIPUATHH TI0 3aIUTe HHGOPMAITIH.
35. Kiaccudukamus Mep HHXEHEPHO-TEXHUYECKOHN 3aIUThl HHPOPMALIUH.

36. Krnaccudukanus WHXEHEPHO-TEXHMUECKOW 3alIuThl HHPOPMAIIMH TI0 TEXHHUYECKUM
CpeICTBaM.

37. Knaccuduxkaius nporpaMMHBIX CPEJCTB 3aIUTH HHGOPMAITUH

38. Kanansl pasriamenus KOHQHUISHIMAILHON HH()OPMAITHH.

39. CrnocoObl pecedeHust pasriaanieHus: HHHOpMaIiH.

40. Kanausl yTeuku KoH(UICHIMAIbHOW nHpopManuu. VX kiaccuduxamnms.
41. 3amwura nHGOpPMAIIUK OT YTEUKH 110 BU3YAJIbHO-ONITHYECKUM KaHajlaM
42. 3ammra HHQOPMALUHU OT YTEUKU HO aKyCTUYECKUM KaHajlam

43. 3amwura uHGOPMAIMH OT YTEUKH IO AJIEKTPOMATHUTHBIM KaHaJIaM

44. CnocoObl HECAaHKIITMOHUPOBAHHOTO JIOCTYTIA

45. 3amwra oT HabmoAeHU U PoTorpadupoBaHms
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46. CrocoObl MPOCITYHIMBAHUS TIOCPEACTBOM PaIN03aKIAI0K.

47. ObGecneyeHnue 6€30MacHOCTH TeIe()OHHBIX TEPETOBOPOB

48. Ha3znaueHHe U XapaKTEPUCTUKU HETMHEHHBIX JIOKATOPOB

49. Ha3HaueHue U XapaKTEPUCTUKU CPEACTB NOCTAHOBKH aKTUBHBIX TOMEX
50. Haznauenue u npuHIUT pabOTHI CKPEeMOJIEPOB (IECKPEMOIECPOB)

51. IlporuBoneicTBHE HE3AaKOHHOMY MOJKIIOUEHUIO K JINHUAM CBA3H

52. Mepsl 3alIUTHI OT PagUoOIIEpexXBaTa

53.  OcHoBHBIEC BCTpoeHHbIE MeXaHU3MbI 3auThl OC U UX HEIOCTAaTKH

54. AHanu3 CyLIECTBYIOIUX YIPO3 AJII COBPEMEHHBIX YHUBEpcanbHbIX OC
55. 3amauum u METOJIbI pe3epPBUPOBAHHS.

56. Kpunrorpapuieckre MeToabl 3aUTHl HH)OPMAITUH.

57. KoMmmboTepHBIE BUPYCHI U MEXaHW3MBbI OOPHOBI C HUMH.

58. IlpodunakTka 3apa)keHus] BUPYCaAMU KOMITbIOTEPHBIX CHCTEM.

2 MeToanyeckue MaTepuaJbl, ONpeae/sioOlIHe NpPoUeAYPbl OLEHHBAHUS 3HAHMIA,
YMEHHiH, HABBIKOB M (WJIH) ONbITA [eSTeJIbHOCTH, XapaAKTePU3YIOIIMX JTAMNbI

¢dopmMupoBaHusi KOMIIeTEHIM I

2.1.11opsadok u memoouKka npogedeHus meKyuiezo KOHMpoa u RPOMeEICymoyHol ammecmauyuu
[IpemycMOTpeHBI CIEeIyIOIINE BUIBI KOHTPOJIS:

- TEKYLIHI KOHTPOJIb MO KaXXA0MYy MOAIYJIIO — B (hopMe HarmcaHusi KOHTPOJIbHOM paboThI ISt
OIICHKH T€OPETUYCCKUX 3HAHUN;

- TEKYIIMH KOHTPOJIb 1O KKIOMY MOJYJIIO — B (hopMe 0TUETOB 110 JIa0OpaTOPHBIM paboTaM H
MPAKTUYECKUM 3aHATHSIM IS OLIEHKH MTPAKTHYECKUX HABBIKOB,

- IPOMEKYTOYHASI ATTECTAIMs] - KOHTPOJIb YCBOCHHBIX MO JUCIUILIMHE KOMIETEHLIUN 3a IEPHOJ
ee M3y4eHus - B opme 3ayera.

Texymuii KOHTpOJNb YycleBaeMOCTH B QopMme 3almuThl J1a00paTOPHBIX W MPAKTHYECKHX
MIPOBOMTCS B J[BA dTAra:

- 1-i1 aTam: OMyCK K BBITIOJIHEHHUIO JTAOOPATOPHON pabOThl — MPOBOAMUTCS B (hOpMe MTUCHMEHHON
«retyukn» (5-10 MUH) C IeNIbI0 KOHTPOJSL 3HAHWUW CTYJCHTOB TEOPETHUECKON YacTh JabopaTopHOI
PpabOThl ¥ TOTOBHOCTH K BBIIMOJHEHUIO MMPAKTUYECKUX HUCCIIEIOBAHMUIA;

- 2-ii JTam BBHIMOJNHAETCS MO OKOHYAHUHU KaXIOW J1abopaTopHO paboThl (IIPAKTHUYECKOTO
3aHATHA) B (OopMe HUHAMBUAYAIbHOTO COOECeOBAaHUSA IO BBIMOJHEHHBIM HCCIEIOBAaHUSAM HIN
pacueraM. [IpoBoauTCs ¢ LETBI0 KOHTPOJIS 3aKPEIUICHUSI TEOPETUIECKON YacTH MaTepHalia U CTCTICHH
OTpabOTKHU CTYJIEHTOM MPAKTUUECKUX HAaBBIKOB HCCJIEIOBAHUS Ha ammaparype.

KoHnTponbHbIe pabOThI BHIMOIHIIOTCS B BUJIE KOPOTKOTO MUCHMEHHOT'O OTBETA HA OJIMH BOIPOC,
W3YyYEHHBI Ha MPEIbIAYIIeH JISKUMM B Haudajle Kaxiaou mnocieayromied jekiuu. OTBET Ha BOMPOC
naetcst B teueHue 5-10 muHyT. Takum oOpa3om, MOCie JEKIIMOHHOTO Kypca KaXAOro MOIYJIs
dhopmupyercs 001as oreHKa 3a TCOPETUIECKUE 3HAHUSI.

C uenbio MOBBIIICHHS Ka4eCTBAa O0YUYCHHUS 32 CUET MOOYKICHHSI CTYJACHTOB K aKTUBHOW TEKyIIen
y4eOHOI paboTe, YETKOTO M OTIEPATUBHOTO KOHTPOJISI BCETO X0J1a YU4eOHOTO MpoIiecca, CHUKEHUS POITH
CIIy4alHBIX U CYOBEKTHBHBIX (DAaKTOPOB MpH OICHUBAHWH Yy4eOHOW JAESITeTbHOCTH CTYICHTOB B
00pa30BaTebHOM IPOIIEcCe pean30BaHa MOIYJIbHO-PEHTHHIOBAs CUCTEMA.

[IpaBuia ee ucnonp3oBaHus mponucansl B «llonoxxenun 06 MPCy.
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HalOpannbie oOy4arommmcsi 0ayutbl B paMKaxX TEKYIIETO KOHTPOJIS MEPEBOJSATCS B OICHKY Ha
3a4€Te B COOTBETCTBUHU CO CIETYIONIECH IIKAJIOM:

- «He 3auTeHo» - oT 0 10 40 OT MaKCHMAaJIBLHOTO KOJINYECTBA OAJIIOB;

- «3auareHo» - oT 41 no 100 MakCHMaJILHOTO KOINYeCcTBa 0asjIOB.

CooTHOIIIEHHsT MaKCHUMAaJbHOTO KOJMYECTBa OallloB, TOJMYYEHHBIX CTYICHTOM IO OJIoKam
MoyJiel, Tokazansl B Taomwmme 2.1.

Tabnuma 2.1 - Pacnpenenenue 0aioB Mo MOIYJISIM TUCHUIUIMHBI « OCHOBBI WH(OPMALIMOHHON
0€30IaCHOCTI
Monynb Bcero 6annos Teopernueckuii 610k [IpakTrueckuii 610K
(MakcumanesHoe 3HaueHue) |(KontponpHas pabota)

Moayis 1 50 10 40
Moynn 2 50 10 40
Monynb - 3ager 100

Teopernueckuii 610K OLIEHUBAETCS MO pe3yibTaTaM KOHTPOJIbHOU padoThl. [IpakTuueckuii 610k
OLIEHUBAETCs M0 pe3yJbTaTaM BBIMOJIHEHUS Ja0OpaTOpPHBIX paboOT M 3aJaHUi Ha NPAKTUYECKUX
3aHATUSAX.

Ha sk3ameHe (3aueTe) NpoU3BOIUTCA OLIEHKA T€X KOMIETEHLUH, KOTOPbIE TOJKHBI OBITh B TOM
Wi WHOW (hopMe OCBOEHHI B Tporiecce u3yudeHus. Pekomenmyercs (GopMUpoOBaTh BONPOCH B OHMIIETax
TaKUM 00pa3oM, 4TOOBI MTPENo1aBaTellb CMOI OLIEHUTh BCe KOMIIETEHIIMH JAHHOM JUCLUIUINHBL.

2.2 Memoouka npogedenus 3auema 6 2pynnax 3a04Houl hopmul 00yyeHus

3auet no nuctuuinHe «OCHOBBI HH(POPMAITMOHHON O€30MACHOCTH» Y 00yUarOIUXCs 3a09HOM
U OYHO-3204HOM (hopM 00yUeHUSI MPOBOIUTCS MUCHMEHHO MO KJIacCHUYECKOW MeToauke. Bompockl
CTpyNIHUpOBaHbl B Omwierax. B xaxmom Omiere comaepKuTcs mo 2-3 BOIpOca, CKOMIIOHOBAHHEIC
TakuM 00pa3oM, 4TOObI MpernoAaBaTellb CMOT OLICHUTh BCE KOMMETCHIIMHM JAHHON TUCIUILIAHBL
KommyectBo OmieToB MOMKHO OBITH HE MEHee uncia olydarommxcst B rpymme. OOydarommecs
TOTOBSIT YCTHBIE OTBETHI HA BOTIPOCHI.

3. IIpomexyTOUHASl ATTECTAIUA

[TpomerxyTouHas aTTecTanus NPOBOAUTCSA B (pOpMeE 3ayeTa.

3auem MPOBOIUTCS MO PACHUCAHMIO 3K3aMEHAIMOHHOMN ceccuM B YCTHOM Bujae. KomuuecTBo
BONpocoB B Omiere — 2. OObBsBIEHUE pEe3yJIbTaTOB NMPOU3BOAMTCSA B JIeHb 3aueTa. Pe3yibTarsl
aTTECTAINU 3aHOCATCS B 3aUETHYIO BEJIOMOCTh M 3a4ETHYIO KHIDKKY 00yJaroIIerocs.

OOyuaromyecs, He MPOIIEININE TPOMEKYTOUHYIO aTTECTALMIO 10 TpaduKy CECCUU, TOJIKHBI
JMKBUIUPOBATH 33JJ0OJKEHHOCTh B YCTAaHOBJIEHHOM IOPSIZIKE.

Oopa3zer Omirera K 3a4eTy
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MMHHCTEPCTBO IU®POBOI'O PASBUTIS, CBA3N
\ N MACCOBBIX KOMMYHUKALIMM POCCUNCKOUN

\ ®EJIEPALIIU Yrsepicaio
i HN.0. 3aB. kadenpoit «1b»
Ceepo-KaBkasckuit punman opaena TpyaoBoro KpacHoro 3namMenn Kykopckuii AT
(enepanbHOro rocy1apCTBEHHOTO OFOKETHOIO 00pa30BaTENbHOIO | o 20 'r.‘

YUpEkACHUSI BBICLIETO 00pa30BaHuUs
«MOCKOBCKHH TEXHUUECKHH YHUBEPCUTET CBSI3H U MH)OPMaTHKI

Hanpasnenue noarorosku: 11.03.02 Hnughokommynurkayuontsle mexnoaocuu u Cucmemosl Césa3u
Kypcsr: 3
Juctunnuna: OcHoebl uHpopmayuonnoil be3onacnocmu

Buaer Nel
1. [Tonsitue u cyniHocth 3amuThl uHGopmaruu (31). Haznauenne 3. 3agaun 3U.
[Ipuniune! opranuzauuu 3.
2. KoMmbroTepHbie BUPYChl U MEXaHU3MbI 00pbObI ¢ HUMH.  [IpodunakTuka

3apaKCHHUA BUPYCaAMH KOMIIBIOTCPHBIX CUCTCM.

« » 20 r. N.O.3aBenyromuii kadenpoit «b» XKyxosckuii A.I'.

Ooun Komniekm omneyamaHnHvix OUIemos K 3auemy, NOONUCAHHbIX npenooagamenem Kageopvl
U YMBEPAHCOEHHBIX 3A8e0VIOUWUM KADeOpOU XPAHUMCSL Y 3a8edyiouie2o Kagedpol, Opyeol KOMRIEKm — Y
npenodasameiisi, 6e0yuie20 OUCYUNTIUHY

4. TecToBble 3aaHus IUIsI TPOBeIeHHs OlleHKH cpopMupoBaHHocTH Kommnerenuuii (OTIK-3)

TecToBbie 3a7aHUs TTO3BOJISIOT OIIEHUTH YPOBEHb chopmupoBanHOCTH KommneTeHInn OITK-3.

3amaHus pacmpeseneHsl 1Mo 0JIokaM B COOTBETCTBHM C YPOBHEM CIOXHOCTH. Kaxapiid Onok
COJICP’KUT HOMEP 3aJaHMsl, U TEKCT 3aJaHHUsl.

bazossrit yposens (binok A) conepxxut npumepHo 50 % 3ananuid.

On dopmupyercs u3 3aJaHuil ¢ BBIOOPOM OJHOTO MM HECKOJBKHX BEPHBIX OTBETOB W3
NPEUIOKEHHBIX ~ WIM  BOCIPOW3BENEHHs  (pakTHdeckoro wmarepuana (TEPMHHOJIOTHS,  (AKTBHI,
KJIacCHu(pUKAIHSI, ITApaMETPhI U JIP.);

IToBeiieHHsiit ypoBeHs (biiok b) B cpennem cocrasisiet 35 % 3anaHuii.

B Hem wucnonmp3yloTcs 3alaHusl  Ha  COINOCTaBJCHHE, CpaBHEHUE, YCTAHOBJICHHE
IIOCJIEIOBATEIbHOCTH;

Bricokwuit yposens (biok B) B cpeanem coctaBisor — 15 % 3aganuii.

B 3amannu MCIonb3yIOTCs: pelIeHus] HETUIIOBBIX 3a/1a4, aJrTOPUTMBI, TI0Ka3aTeNbCTBA, 3a1aHHs C
Pa3BEepHYTHIM OTBETOM — OIIPEAEIICHUS, IEpEUHCICHIE, N300paXKeHNE CXEMBL, CTPYKTYPHhI U Jp.

Konmuecto 3amanuii mo kommnereHuu OITK-3 pasro 20.

OavH KOMIUIEKT TECTOBBIX BOIPOCOB C YKa3aHHWEM TMPaBUJIbHBIX OTBETOB XPAaHUTCS Y
3aBeyrouero kadeapoit, Apyroi KOMIUIEKT — Y IPEnoiaBaTes, BEAYLIero JUCIUTUINHY.

OIIK-3. Cnoco6eH mnpuUMEHATh MeETOAbI TMOMCKA, XpPaHeHUs, OOpPadOTKH, aHaAJIU3a H
npeacraBjieHusi B TpedyeMom (popmarte uHpopMannu U3 Pa3jinYHbIX HCTOYHUKOB U 0a3 TaHHBIX,
€00.110/1a51 TIPU 3TOM OCHOBHbIE TPeOOBaHUSA HHPOPMALMOHHOMH 0€30MMACHOCTH.

BJIOK A (6a30Bblii ypoBeHb) — 3a7aHue C BHIOOPOM OJHOTO MIJIM HECKOJIBKUX BEPHBIX OTBETOB
13 IPEUI0KEHHBIX
HUnempyrkyus no mecmam bnoxka A: Ilpouumaiime mexcm u 6vibepume OOUH UNU HECKOTILKO

npasujlbHblx omeemoe
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Ne | JlucuumianHa TexcThl 3aJaHUT

1 b1.0.24 «Ocnossl | K mpaBoBbIM MeTOaM, 00ecnednBAOIIIM HH(POPMAIIMOHHYIO 0€30MaCHOCTH, OTHOCSITCH:
nHpopmannonHoi | 1. Pa3paboTka ammapaTHbIX CPEICTB
0e30M1acHOCTI» 2. PazpaboTka 1 ycTaHOBKa BO BCEX KOMIBIOTEPHBIX CETAX CETEBBIX (PUIIBTPOB.

3. Pa3paboTka 1 KOHKPETH3aI[Usl HOPMATHBHBIX aKTOB 00eCIeYeHUs 0€30MacHOCTH

2 b1.0.24 «OcHoBBl | OcHOBHBIE 00bEKTHI HH(OPMAIMOHHOI 0€30MaCHOCTH:
uHpopmannonHoii | 1. BerauciuTeabHbIE CUCTEMBI, KOMITBIOTEPHBIE CETH, 0a3bl JaHHBIX
6e30macHOCTH 2. NudopManinoHHbIC CUCTEMBI, TICUXOJIOTMYECKOE COCTOSTHHE T0JIh30BaTEICH
3. busHec-opHueHTHPOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI
3 b1.0.24 «OcHoBbl | OCHOBHBIMU pUCKAMH MH(POPMALMOHHOI 0€30MACHOCTH ABJISIOTCS:
nndopmannonHoii | 1. MckaxeHue, yMeHblIeHHE 00beMa, IEPEKOJMPOBKA HH(POPMAIIN
0e30MmacHOCTI» 2. TexHUYECKOE BMEIIATEIILCTBO, BBIBEACHNE U3 CTPOSI 000PYAOBAHUS CETH
3. IloTeps1, ICKaXXeHHE, yTeuka HHPOPMAaITUI
4 b1.0.24 «OcHOBBI | AHTHBHPYC NOJHOCTHIO 3ALIUIIAET KOMIBIOTEP OT BUPYCOB U aTaK NpH padore B ceTH. Bol
WHPOPMALMOHHONW | COTJIACHBI € ITUM?
6e30macHOCTI» 1. Her
2. [la, eciut 9TO JIMLEH3MOHHBIA aHTHBUPYC U3BECTHOTO ITPOM3BOAUTENS
3. 3aumiaer COBMECTHO C BKIIIOUEHHBIM OpaHAMay3poM
4. la
5 b1.0.24 «OcHOBBI | OCHOBHBIMH Cy0beKTaAMH HH(POPMALHMOHHON 0€30MACHOCTH SIBJISIIOTCS:
uHpopmannonHoit | 1. PykoBoanuTenu, MeHeIDKEPbI, aIMUHUCTPATOPbI KOMIIAHUH
6e30macHOCTH 2. OpraHssbl npaea, TocyJapcTBa, Ou3Heca
3. CereBble 0a3bl JaHHBIX, (aliepBOIIBI
6 b1.0.24 «OcHoBbl | IIpuHIUNIIOM NOJUTHKE HHPOPMALMOHHO 0€30MaCHOCTH ABJSIETCS MPUHIIUAIL:
nHpopmannonHoii | 1. HeBO3M0OXXKHOCTH MHUHOBATh 3aILIUTHBIE CPEICTBA CETH (CHCTEMBI)
6e3omacHoCTHY 2. YcuieHusi OCHOBHOTO 3BE€Ha CETH, CUCTEMBbI
3. IloxHOTO OIOKMpPOBAHMS JOCTYIIA IIPH PUCK-CUTYAITHIX
7 b1.0.24 «OcHoBrl | Korma moJsiyden cnam mo e-mail ¢ npuiio:keHHBIM (paiijiom, cliexyer:
nHpopMannonHoi | 1. [IpounTaTh MpHUIOKEHUE, €CITH OHO HE COAEPKUT HUYETO [IEHHOTO — YIaJUTh
0e30macHOCTI» 2. CoxpaHHTH IPUIIOKEHHE B TTapke «Criamy, BBIICHUTH 3aTeM [P-anpec renepatopa cama
3. YaanuTh TUChbMO C IPUIIOKEHUEM, HE PACKPHIBas (HE YUTAasl) €ro
8 b51.0.24 «OcHoBbl | ¥Yrpo3a uHGOPMAIMOHHON cHcTeMe (KOMIBIOTEPHOI ceTH) — 3TO:
uHpopmannonHoi | 1. BeposTHOCTHOE cOOBITHE
6e30macHOCTI» 2. JleTepMHUHUPOBAHHOE (BCETAa ONpeieIeHHOEe) COObITHE
3. CoObITHE, MPOUCXOIIIEE TEPHOANYECKH
9 b1.0.24 «OcHoBBl | O4eHb cJI0KHBbIE apoJu rapanTupyoT 100% 3ammuty?
undopmanmonnoit | 1. Her
6e3omacHoOCTHY 2. [1a, ecniit mociie paboTHI TTOJTHOCTHIO OYMINATH KYKH U HE XPaHHUTH 11apoJib Ha KOMIIBIOTEpE
3. [a, eciii maposp He COXpaHeH Ha KOMITBIOTepe
10 | b1.0.24 «OcuoBrl | Kakue BUpPYyChl aKTHBH3HPYIOTCS 10CJI€ BKIIOYEHUs KOMIIbIOTEpa?
nndopmannonnoit | 1. Cauddepsr
0e30macHOCTI» 2. 3arpy304HbIe
3. TpostHBI
4. Yepu
BJIOK b (moBbllIeHHBIH YPOBEHB) — 3aJaHNE 3aKPHITOr0 TUIIA HA YCTAHOBJICHHE COOTBETCTBUS
Hncmpyxyus: [pouumatime mexkcm u ycmanosume coomeemcmeue
Ne | JIMCHUIIHHBI TexcThbl 3a1aHNH
11 | B1.0.24 «OcHOBBI | YCTaHOBHTE COOTBETCTBHE BPETOHOCHBIX BO3IEHCTBHIT MX ONpe/IeIeHUsIM:
undopmannonnoii | 1. TposH
0€e30I1acCHOCTI 2. Bakmop
3. Bupyc

4. DKCIUIOUT

A. KommnbloTepHas mporpamMma, (parMeHT NpOrpaMMHOTO KOJa MIJIM II0CIEN0BaTeIbHOCTh
KOMaH/l, KOTOpBIE HCIIOJIB3YIOT YS3BHMOCTH B HPOIpPaMMHOM OOECHEYEHWH [yl aTakd Ha
BBIUUCIIUTENLHYIO CUCTEMY

b. Jedekr anropurma, KOTOpHI HAMEPCHHO BCTPAMBACTCSI B HEro pa3pabordmkom [
37I0yMBIIIJICHHUKOM M TIO3BOJISIET ITIOJyYHTh HECAHKIMOHMPOBAHHBIA IOCTYN K NaHHBIM HIIN
yAaNEHHOMY YNPaBIICHUIO OTIEPALMOHHON CHCTEMOM

B. Bux BpenoHOCHOTO MPOrpaMMHOTO 00ECTIe€YeHHs, KOTOPBIH MacKHUPYETCs IMOJ JIETAIbHOE
1o

I Bug BpemoHOCHBIX IPOTpaMM, CHOCOOHBIX BHEAPATHCS B KOA IPYIHX IIPOrpaMM,
CHUCTEMHBbIE 00JaCTH NaMsTH, 3arpy304HbIE CEKTOPbl W paclpoCTPaHsTh CBOM KONHUHM MO
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Ne | JIMCHUIIHHBI TexcThbl 3a1aHNH
pa3sHoOOpa3HbIM KaHaJIaM CBSI3H
12 | 1.0.24 «OcHOBBI | YcTaHOBHTE COOTBETCTBHE CHCTEM HX HA3HAYEHHIO:
unpopmaunonnoi | 1. DLP (Data Loss Prevention)
0€30IaCHOCTHY 2. IRP (Incident Response Platform)
3. SIEM (Security Information and Event Management)
4. SOC (Security Operations Center)
5. Deception.
A. llentpanu3oBaHHas CHUCTEMa YINPABJICHUS JIOXKHBIMH CETEBBIMH OOBEKTaMH, KOTOpBIE
MIPUHSTO HA3bIBATh JIOBYIIKAMH
Bb. LleHTp MOHUTOpHWHTAa W pearnpoBaHUS HA WHIMICHTH MH()OPMAIIMOHHON 0€30TacHOCTH.
CrienmmanbHOE  TONpa3/eieHne, KOTOpoe KpyriocyTodHo ciueaut 3a [T-uHdpacTpykTypoit
KOMIIaHUA
B. Cucrema ynpasneHust ”HGOPMAIIMOHHOW O€30MIaCHOCTHIO U COOBITHAMHI 0€30T1aCHOCTH
I'. Ilmatdopma pearupoBaHus Ha MHIUIACHTHI
J. Cuctema npeoTBpalIeHus yTeuek HHPOpMaIiu
13 | b1.0.24 «OcHoBbI | YcTaHOBHTE COOTBETCTBUE crienuaau3upoBanHoro [1O ero Ha3HAYEHUIO:
unpopmanunonnoit | 1. ESET NOD32
0€30acHOCTHY 2. Steganos Privacy Suite
3. Handy Recovery
4. Information Backup System
A. IIporpammHOe o6eciieueHue 1Mo pe3epBHOMY KOITUPOBAHUIO JAHHBIX
b. Aatusupycnoe 110
B. IIporpamMmHoe obecrieueHue 1o mudpoBaHuio HHPOpMaUK
I'. [IporpamMMHOe 00OECIIEYCHUE 0 BOCCTAHOBIICHHUIO JTAHHBIX.
14 | B1.0.24 «OcHOBBI | YcTaHOBHUTE COOTBETCTBUE HANIPABJIEHUS] MH(POPMALMOHHOH (e301aCHOCTH
MH(OPMALIMOHHOH | COOTBETCTBYIOIIMM MEPONPHUSITUSIM
0€e30I1aCHOCTHY 1. [IpaBoBas 3amura
2. OpraHuzalyoHHas 3aliuTa
3. UnxeHepHO-TeXHUUECKAs 3alluTa
A. YcraHOBKa KOJIOBBIX 3aMKOB Ha JIBEPSX.
b. Pa3paboTka T0KaJbHBIX HOPMATUBHBIX aKTOB.
B. [Toxbop coTpysHUKOB /jist paboThI B city»0e nHPOpPMaIIMOHHON 0€30MacHOCTH.
BJIOK b (noBbllIeHHBIN YPOBEHB) — 3ajaHUE 3aKPBITOTO TUIIA HA YCTAHOBJIEHUE
II0CJIEA0BATCIbHOCTU
Huempyxyusa: IHpoyumatime mexcm u ycmaHosume npaguibHy0 NOC1e008amelbHOCb
Ne | JlucuuniimHa TexcThbl 3a1aHNH
15 | B1.0.24 «OcHoBbl | PaccraBbTe B OpsiiKe 3HAYUMOCTH HOPMATHBHBIE aAKThI, PerjJiaMeHTHPYIOIHE BONPOCHI
nHpopmannonHoil | uHGopMalMOHHOIT Oe30nacHOCTH:
0e30macHOCTI» 1. JlokanpHBIE HOPMATUBHBIC aKTHI
2. Ilpuka3sl COOTBETCTBYIOIMX MuHucTepcTs u Benomcrs
3. 3akoHbI PO
4. Yxassl [Ipesunenra PO
5. Koncrutyuus PO
6. [TocranoBnenus [IpaButensctea PO
16 | 51.0.24 «OcHoBBI | YcTaHOBUTE NPABUIbHBII MOPsiIOK yeTaHOBKHY [1O Ha padouyio cTaHIMIO:
undopmannonHoit | 1. YcranoBka apaiiBepos
0e3omacHOCTHY 2. YcTaHOBKA OTEpallMOHHON CUCTEMBI
3. O6HoBenue npoiusky BIOS
4. YcraHoBKa NPUKIIAIHOrO U cnenuansHoro 110
5. YcraHOBKa aHTHBHpYCa
6. YcraHOBKa OOHOBIICHHS OTIEPAIIMOHHON CUCTEMBI
17 | B1.0.24 «OcHoBHI | PaccTaBbTe B MOPSIIKEe BO3PACTAHUS BEPOSITHOCTH PA3JIHYHOI0 BHIA YIPO3:
nHpopmannonHoii | 1. Kpaxka o6opynoBanus
0e30macHOCTI» 2. Kpaxa nadopmariu coTpyqHHKaMA
3. BpeaoHOCHBIE IPOTPaMMBI.

BJIOK B (Bbicokmii ypoBeHb) — 3alaHre OTKPBITOTO THIA C Pa3BEPHYTHIM OTBETOM
Hnempykyus: [Ipouumatime mexcm u 3anuwiume omeem
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Ne | JucuuniimHa TexcThbl 3a1aHUH

18 | B1.0.24 «OcHoBbl | BcTaBbTe MPOMYLIEHHOE CIOBO:
nHdopmanmonHoi | O3HakomieHHe ¢ MH(popManue, 06padoTKa WM YHUYTOKEHHE HH(POPMAIMU — 3TO
0€301acCHOCTH» K nHpOpMALIUH.

19 B1.0.24 «OcHoBEI

BcraBbTe nmpomnyumeHHoe ¢JioBo:

nHpopMmannorHo | ExmHnna wWHOOpPMANMOHHOTO pecypca aBTOMATH3UPOBAaHHON CHCTEMBI, JOCTYI K KOTOPOI
6e30macHOCTH peraMeHTHPYETCs IPaBUIaMH Pa3rPaHUUYECHUs] JOCTYIA — 3TO JIOCTyHa.

20 | B1.0.24 «OcuoBbl | HanmuumnTe HA3BaHHE TEPMHHA:
nHpopmannonHoii | Kommiekc Mmep, HalpaBlE€HHBIX Ha 3alUTy KOMIIBIOTEPHBIX CHUCTEM, CETeH M JaHHBIX OT
6€e301macHOCTI HECAaHKIIMOHUPOBAHHOTO JIOCTYIA, MCIOIb30BaHUS, PACKPHITUS, YHUUYTOXCHUS WIN U3MEHEHUS

— 3TO

CucremMa OLECHMBAHHUS BLINMOJHEHUS TeCTOBBIX 3amgaHuii mo kommereHuuu OIIK-3,
dopmupyemoii JucuMnIMHON «OCHOBBI MH(POPMAITUOHHOI 0€301ACHOCTI)

Howmep
3alaHus

Vkazanus no oleHUBaHUIO

PesynbraT orieHuBaHUs
(6anbl, TOJTyYCHHBIE 32 BHIMIOJTHEHUE
3aJJaHHs/ XapaKTePUCTHKA
IPABUJIBHOCTH OTBETA)

3amanns 1-10

3amanuss C  BBIOOPOM  OAHOTO WM
HECKOJIbKUX BEPHBIX OTBETOB us3
MPEAJIOKEHHBIX CYUTAETCS BEPHBIM, €CIU
MPaBWIBHO YKa3aHa mudpa wim UQpEI,
03HAYyalollue BEpHbIE OTBETHI.

CoBmazieHe C BEPHBIM  OTBETOM
oreHuBaeTcsd 1 6amiom;

HEBEPHBIN OTBET WU €r0 OTCYTCTBUE
- 0 6amoB.

3amanus 3agaHud 3aKpbITOro THMA Ha ycTaHoBlieHHE | [[olHOe  coBmajgeHue ¢ BEPHBIM
11-14 COOTBETCTBHUSI CUMTACTCSI BEPHBIM, €CJIM|OTBETOM OICHHBaeTcs | Oaiowm;
MPaBUIILHO YCTaHOBJICHBI BCE€ | HEBEPHBII OTBET WJIU €T0 OTCYTCTBHE
COOTBETCTBUS  (MO3MIMKM  HM3  oxHOTO |- 0 OamioB.
crondma BEpHO COIIOCTABIICHBI c
MO3ULIMSIMU APYTOTO)
3amanus 3agaHud 3aKpbITOro THMA Ha ycTaHoBlieHHE | [[olHOe  coBmajgeHWe ¢ BEPHBIM
15-17 MOCIIEJIOBATEILHOCTA CUMTAETCS BEPHBIM, | OTBETOM OIlEHUBaeTcss 1  Oammom;
eciu MPaBUIIBLHO yKa3aHa BCS | €CJTM JIOIYIICHBI OIIMOKHA WU OTBET
M0CIIeI0BATEIbHOCTh HUGD orcyTcTByeT- 0 6amios.
3agaHust 3agaHue OTKPBITOrO THNA C pa3BepHYTHIM | [loHBIA  TpaBUJIBHBIA  OTBET Ha
18-20 OTBETOM CYMTAETCs BEpHBIM, €CIM OTBET [3aJaHue OLeHuBaercs | Oaiom.
COBMAJAECT C ATAJIOHHBIM MO COJepKaHWio | Ecmn B OTBETe  MCMOJIB3YIOTCS
U TTOJTHOTE. MepevYUCIICHHUS, TO pa3IUYHBIN
TOPSIZIOK ~ CIICJIOBAHUSL  MTPaBUIILHBIX
OTBETOB B  TIEPEUMCIICHUU  HE

CUMTAETCS OLIUOKOM.

Ecmu ponymiena omubOka, OTBET He
TOJTHBIMH, HETPaBUIbHBIN W
OTCYTCTBYET - ) 6aUIOB.
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IIpuniaoxenne 2

MeToauueckune PEKOMECHIAIMHA 110 OCBOCHHUIO JUCIIUILINHBI

1. MeToan4yeckue peKOMeHIAIMU NPENoAaBaTe 0

Jucrummaa «OCHOBBI HH(POPMAIMOHHOM 0€30MacHOCTH» BKIIFOYAET B ceOs:

- IEKIIMOHHBIE 3aHSATHUS;

- IPAaKTUYECKUE 3aHATHS;

- MPOMEXYTOUYHYIO aTTECTAIUIO — 3a4eT.

[lepen HauvanoM wu3y4yeHHs AUCHMIUIMHBI MpENojaBareib JOHKEH O3HAKOMHUTH CTYACHTOB C
pabodeil mporpaMMoil ¥ OIICHOYHBIMH MaTepualaMH [0 JTUCIUILUIMHE, C BHJIAMU Y4eOHOU u
CaMOCTOSITENIbHOM Pa0OThI, MEpPEYHEM JHUTEpaTypbl U HHTEPHET-pECypcoB, ¢ ¢GopMaMu TeKylled u
MPOMEXYTOYHON aTTeCTAllUU, C KPUTEPUSIMH OLEHKM KAadecTBa 3HAHWM JJIsi UTOTOBOWM OIEHKH II0
JTUCIUIUINHE.

IIpu npoBeneHny JIEKUH, IPENOAaBaTeb:

1) popmynupyeT TeMy U 11eIb 3aHATHI, OOBSIBISET YyUeOHBIC BOPOCHI;

2) u3naraet OCHOBHBIE TEOPETHUECKUE TTOJIOKECHUS;

3) ¢ TOMOIIbIO TEXHUYECKUX CPEICTB 00YUECHUS U/UITU TI0J] 3aIIUCh AA€T ONpeesIeHNs] OCHOBHBIX
MOHSITHIA, PACUETHBIX POPMYI;

4) TpOBOAMT MPUMEPHl W3 OTEYSCTBEHHOTO U 3apyOEKHOTO OMbITAa, JaeT TEKYIIHe
CTAaTHCTUYECKHUE JIAHHBIC JIJIsl HATJISITHOTO M 00pa3HOTo MPEeCTaBICHHUS U3y4aeMOro MaTepuarna;

5) B KOHIIE 3aHATHS BBIJAET BOIIPOCHI JIJIs1 CAMOCTOSITEILHOTO U3YUYEHHUSI.

Ha 3anstusx maGopaTopHOro IMKJIa CleayeT oOOpaTuTh BHUMAaHHE HA COOTBETCTBUE
BBIOMPAEMBIX CTYJEHTOM CPEJCTB BBIIOJIHEHHUS PelIaeMbIM B paboTe 3a1auam.

Kaxnas nmabopatopHas paboTta AopkHa ObITh OopMiIeHAa M 3allUIIeHa B COOTBETCTBHU C
TpeOOBaHUAMU. 3aIUTa TPOU3BOIUTCS TTOC)Ie 0(OPMIICHHSI OTYETA TI0 padoTe.

Bo Bpemsi BEIIOTHEHUS 3aJaHU B yU4eOHOW ayJAUTOPUU CTYICHT MOXKET KOHCYJIBTUPOBATHCS C
npernojaBaTesieM, ONpeAesaTh Haubosee 3(pPeKTUBHBIE METO/ABI PELICHUs OCTaBICHHBIX 3ada4d. Eciu
KaKasi-TO 9acTh 3a/IaHUsl OCTAC€TCS HE BBITIOJHEHHOW, CTYJEHT MOXET MPOJIOKUTE €€ BBIMOJTHEHHE BO
BpeMsi BHEAY TUTOPHOU CaAMOCTOSITEIIBHOU PaOOTHI.

JI7is OIleHKM TONyYEHHBIX 3HAHWW W OCBOCHHUsS y4eOHOro MarepHuala Mo KaXJIoMy pasleny U B
LIEJIOM TIO0 JUCIHUIUIMHE MPEToaBaTeb UCIIOIB3YET (POPMBI TEKYIIETO, TPOMEKYTOUYHOTO U UTOTOBOTO
KOHTPOJIS 3HAHUH 00yYarommxcsl.

2. Meroanyeckne peKoOMeHAAlNH 00yYa0IIMCs

[Ipuctynas Kk M3y4yeHHIO HOBOM yueOHOW AMCUMIUIMHBI, CTYJEHTBHI JOJKHBI O3HAKOMUTBCS C
paboyeil mporpaMMoii, OLIEHOUYHBIMH MaTepuagamMu, yueOHON, HaAyYHOH U METOAMYECKON TUTepaTypoil,
nmMmerotericsa B OMOC CKD MTYCH,

I'myGuHa ycBOEHHUS AMCLUUIUIMHBI 3aBUCUT OT aKTUBHOW M CHCTEMAaTH4ECKOH paboOThl CTyJEeHTa
Ha JIEKIMAX U IPAKTHUUECKUX 3aHATHUSX, a TaKXKE B XOJAE CaMOCTOSTENIbHOM paboThl, MO HU3YUYEHHUIO
PEKOMEHIOBAHHOM JIUTEPATYPHI.

2.1 MeToau4yeckue yKa3aHusl Ui 00y4AKUIUXCS MO JIEKIHOHHBIM 3aHATHIM

Baxmuo COCPCAOTOYNTh BHUMAHUC HAa COACPIKaHNU JICKITHUH. 9TO IIOMOXKET JIydli€ BOCIIPUHHUMATD
y4eOHBII MaTepuai U ySICHUTh B3aUMOCBSI3b MTPOOJIEM IO BCEH TUCIUILINHE.

OcHOBHOE coJiepKaHue JISKIHH T1erecoo0pa3Hee 3aiuCchIBaTh B TETPAIU B BUC KIIFOUEBBIX (pas,
MIOHATHM, TE3UCOB, OOOOIICHHI, CXeM, OMOPHBIX BBHIBOAOB. HeoOxoaumo oOpamiaTh BHHMaHUE Ha
TEPMUHBI, (HOPMYITUPOBKH, PACKPBIBAIOUINE COACPKAHWE TEX WJIM WHBIX SBICHUH W TPOIECCOB,
Hay4yHbIe BBIBOABI U MPAKTUYECKHE peKOMEHAalHH. JKerareapbHO OCTaBIsATh B KOHCIEKTaxX IOJs, Ha
KOTOpPBIX JIeJlaTh [OMETKH W3 PEKOMEHJIOBAHHOM  JIUTEPATYphI, JIOMOJHAIONIEH  MaTepuan
MPOCITYLIAaHHON JIKIMH, a TaKXKe MOAUYEePKUBAIOIINE 0COOYIO0 BaXXHOCTh TEX WM MHBIX TEOPETHUYECKHX
MOJIOKEHU M.
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C nenblo ysCHEHUS! TEOPETUUYECKUX IOJIOKEHUM, pa3pelieHHsl CIIOPHBIX CUTyalluii HE0OX0AUMO
3a/laBaTh MPENOAaBaTeN0 YTOUHSAIOMKE BONpockl. /st 3akperieHus: cofepx aHus JEKUUU B MaMsTH,
HGOGXOIII/IMO BO BpCMs CaMOCTOSTEIIHbHOM paGOTBI BHUMATCJIBHO NPOYCCTh CBOM KOHCIIEKT U JOITIOJIHUTH
€ro 3aMucsMHU U3 YUeOHUKOB U PEKOMEHI0BAaHHOW JTUTEPaTypHl.

KoHcnekTupoBaHue 4MTaeMbIX JIGKIMH W HMX MOCIeaylomas IopaboTka crnocoOcTByeT Oosee
NIyOOKOMY YCBOGHHIO 3HAHUW, W TI0ITOMY SIBJISIOTCS BaXHOW (opMoOil ydueOHOUM esATeTbHOCTH
CTYJICHTOB.

2.2 Metoauyeckue YyKa3zaHusi A 00y4yaloIHMXCA MO NOArOTOBKE K NPaKTHYECKHM
3aHATHAM

Llenbr0 MpaKTHUECKUX 3aHITHN SIBISICTCS 3aKPEIUICHUE TEOPETUYECCKUX 3HAHUM, MMOJTyYEeHHBIX
MIPU U3yYEHUH JUCUUTUINHBL

[Ipy TOATOTOBKE K TPAKTHYECKOMY 3aHITHIO IIEJIECOOOPA3HO BBIOJHUTH  CIEIYIOIINE
PEKOMEHIALINY:

- M3YYUTHh OCHOBHYIO JINTEPATYypy; O3HAKOMHTHLCS C JONOJHHUTEIBHOW JUTEPATypOi, HOBBIMU
nyOnMKanKsIMU B IEPHOAMYECKUX U3AAHUAXK: KypHalax, razerax u T.1.;

- TpU HEOOXOAWMOCTH J0paboTaTh KOHCIEKT JeKIui. [Ipm 3TOM yuecTh peKOMEHIAIuu
npernoiaBaTesisi ¥ TpeOOBaHUs y4eOHOM POTrpaMMBl.

[Ipy BBINIOJHEHWH TPAKTUYECKUX 3aHATHH OCHOBHBIM METOJOM OOYYCHHS SIBISICTCS
camocTosiTeNlbHAass paboTa CTyAeHTa MOJ YIpaBiIeHHEM TIpenofaBareis. Ha HUX MONMOTHSIOTCS
TEOPETUYCCKHE 3HAHMS CTYACHTOB, MX yMEHHE TBOPYECKH MBICIHTh, aHAJIU3UPOBATh, 0000IIAThH
W3yYEHHBI MaTepuall, MpOBEPSETCS OTHOIIEHHE CTYACHTOB K Oynymeil npodeccrnoHaabHOR
JeSITeTbHOCTH.

O1ieHKa BBIMOJIHEHHON PabOThI OCYIIECTBIISIETCS IIPenojaBaTeeM KOMIUIEKCHO: 110 pe3yJibTaTaM
BBITIOJTHCHUS 33JJaHUH, YCTHOMY COOOIICHUIO U 0(OPMIICHUIO pabOTHI.

[Tocne moaBeneHUS WTOTOB 3aHATHS CTYACHT O0s3aH YCTPAaHUTh HEIOCTATKU, OTMEUYCHHBIC
MPEToIaBaTeIeM MPH OIICHKE €ro padOTHI.

3. MeToauvecKkue peKOMeHAAUNH ISl 00y4aKIIMXCS [0 CAMOCTOATEIbHOI padoTe

CamocrosiTenbHas paboTa CTYJACHTOB SBISICTCS COCTABHOW YacThIO YyueOHOW paboThl M UMeEET
LEbI0 3aKpeTUIeHue U YIIIyOJIeHHE TMOJYYCHHBIX 3HAHUN W HABBIKOB, TIOUCK U MPUOOPETEHHE HOBBIX
3HAHUM, B TOM YHUCIIE C HCIOIb30BAaHHUEM aBTOMATU3HPOBAHHBIX O0YUaIOIIUX KypCOB (CUCTEM), a TaKKe
BBITIOJTHEHHUE YYEOHBIX 3aJJaHHH, MOATOTOBKY K MPEICTOSIINM 3aHATHSAM, 3a4eTaM U IK3aMEHaM.

CamocTosTenbHast paboTa BO BHEAYAUTOPHOE BPEMsI BKIIIOYAET B ceOsl:

- IOBTOPEHUE JIEKIIMOHHOTO MaTepHara;

- MIOJITOTOBKH K JJA0OPaTOPHBIM paboTaM (MPaKTHUYECKUM 3aHSITHSIM);

- U3y4eHUs y4eOHOU M HayYHOU JIUTEPATyPhI;

- pelIeHus 3a/1a4, BbIIAHHBIX HA MPAaKTUYECKUX 3aHATHIX;

- IOATOTOBKH K TECTUPOBAHUIO;

- BBIJeJIEHHE Haubosiee CIOXKHBIX M MPOOJIEMHBIX BOIMPOCOB MO M3y4aeMOM Teme, MOJyudeHHe
pa3bsACHEHUH ¥ pEKOMEHJANMi [0 JaHHBIM BOINpOCaM C TMpernojaBaTelssMd Kadenpsl Ha UX
€KEeHEIeIbHBIX KOHCYJIbTAIUIX.

- MPOBEJICHUE CAMOKOHTPOJISI ITyTEM OTBETOB HA BOMPOCHI TEKYIIET0 KOHTPOJISI 3HAHHM, PEeIIeHUs
MIpPE/ICTABICHHBIX B yUeOHO-METOIMYECKIX MaTepHranax Kadeapsl 3aa4, TECTOB, HaMKUCaHUs pedepaToB
0 OTAENBHBIM BOIIPOCAM U3y4aeMOU TUCITUTUIUHEI.

CamocTosTenbHast paboTa OpraHu3yeTCs MPEnoiaBaTeNIIMHU, 00ECIIEYNBACTCS U KOHTPOJIUPYETCS
kadenpamu. OHa TpeqycMaTpHUBACT, KaK MPaBUIIO, Pa3palbOTKy pedepaToB, BHIMOTHEHHE PacueTHO-
rpaduyeckux, BBIYUCIUTENbHBIX pabOT, MOAETUPOBAHUS M JPYrMX TBOPUECKUX 3aJaHuil B
COOTBETCTBUM C y4eOHOW mporpamMmoi (TeMaTHYeCKHM TUIAHOM H3y4YeHHS IUCHHUILTUHBI). OCHOBHAs
Lelb JTaHHOTO BHJIA 3aHATUN COCTOMT B OOY4YEHHHM KypCaHTOB METOJaM CaMOCTOSTEIbHOW paboThl C
y4eOHBIM MaTEpUATIOM.

Marepuan, nomnexammid 00pabOTKE Ha CaMOCTOSATENBHBIX 3aHATUSAX, HAMEYACTCS IMpH
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pa3paboTKe MpOrpaMMbl CaMOCTOATENBHON paboThl. OIBIT, HAKOIJICHHBIM KadenpaMu B OpraHU3alUN
CaMOCTOSATENIFHBIX 3aHATHH, YTO MaTepHall BBLACISIEMBIH HAa TaKUe 3aHATHS, JOJDKEH YIOBIECTBOPSTH
CJICAYIOIIUM TPEOOBAHMSIM:

- OBITH U3JIOKEHHBIM B yUYE€OHHUKE JOCTATOYHO MOJIHO U ¢ IPUMEPAMU;

- o0ecreunBaTbcsi JOCTATOYHBIM KOJIMYECTBOM JIMTEpaATyphl, y4eOHBIX NOCOOMH. y4eOHO-
METOJMYECKIX MaTepHaIoB, 00pa30B TEXHUKH

- coJiepKaTh MaTepual, yrIyOssomuii 3HaH!S, TIOy4YEeHHbIC Ha JCKIHH;

- OCBaMBaTh MPOOJIEMHBIC €I HE OIHOCTHIO PEIICHHBIE BOMPOCHI.

[lepen BbIMONHEHUEM BHEAYJUTOPHOW CAMOCTOSTENBHOW pabOThl MpEernoiaBaTeilb HMPOBOJUT
MHCTPYKTaX (KOHCYJBTAIMIO) C ONPEACICHUEM LIENN 3a/1aHNs, €T0 COACPKaHMs, CPOKOB BBIITOJIHEHUS,
OCHOBHBIX TpeOOBaHMI K pe3yibrataM paOoTbl, KPUTEPHEB OICHKH, (OPM KOHTPOIS H MEPEUHS
HCTOYHHMKOB ¥ JIUTEPATYPHL.

OOBIYHO TOCTAHOBKY 33Jaydl OOydYalOUIMMCS Ha TIPOBEICHHUE CAMOCTOSTEIBHONH paboOThI
IPEnoaBaTelb OCYIIECTBISET Ha OJJHOM M3 3aHSITHH, IPEAIIECTBYIONIEMY JTaHHOMY.

MeToauKy caMOCTOSATENIbHONW paboThI BCe 00yUaroyecs BbIOMPalOT HHAUBUIYAIBHO.

OOyyaromuMcs 0YHOW/3a09HON/09HO-3a09HON (popM(MBI) 0OydeHHsS] TP OCBOSCHHUU BOTPOCOB
JUIE  CaMOCTOSITENIBHOTO W3y4Y€HUs, NPEACTaBICHHBIX B moapaszaene(nax) 4.1/4.2/4.3 paboueit
IPOTPaMMBbl, PEKOMEHAYETCS COOMIONaTh IOCIEAOBATENPHOCTh HMX HW3YYEHHUS, IPEICTABICHHYIO,
COOTBETCTBEHHO, B Ta0nuile 1 /Tadbnure 2/radnure 3.

Tabmuma 1. — YueOHBII MaTepuas, BRIHOCHMBIH Ha CaMOCTOATENIbHOE H3YYEHHUE CTYJICHTaM
04YHOU (popMBbI 00yUeHUs

TeMsl, pazaensl, BBIHECEHHBIE HA CAaMOCTOSATENbHYIO OATOTOBKY, BOIIPOCHI IS
MOATOTOBKHU K MPAKTHYECKUM U Ja00PaTOPHBIM 3aHATHAM; KyPCOBBIE PabOTHI, Hacos
Ne CoJiepy)KaHNue KOHTPOJIBHBIX PAbOT; PEKOMEH/IAINH 0 UCTIOIb30BAHHIO JIUTEPATYPHI, BCCTO:
OBM u np. 40
Moayib 1 — 20 yacos

1 ANTOPUTM CUMMETPUYHOHN cucTeMbl mudpoBanust qanHbX — crangapt [OCT 28147- 2
89

2 AJNTOPUTM acCUMETPUIHON (IBYXKJIFOUEBOM) CUCTEMBI MU poBaHus TaHHEIX RSA; 2

3 TI'octexxkomuccus Poccun. PykoBossiuit JokyMeHT 3amura ot 2
HECaHKIIMOHMUPOBAHHOTO focTyna K nHdopMmauuu. Tepmunbl u OnpeneneHus;

4 JlokrpuHa nHhopMarmonHoii 6e3omacHoctr Poccutickoit epeparnn; 2

5 Yka3 mpe3uaeHTa poccuiickont Geneparun. O6 yTBEpKISHUN TIEPEUHS CBEICHUN 2
KOH(DHICHITNATHFHOTO XapaKTepa;

6 [onoxeHue o TUIEH3UPOBAHUH AEATEIBHOCTH 110 TEXHUYECKOH 3aluTe 4
KoHuAeHIManpHoM nHpopMarun. [locranosnenue [IpaButenscTBa Poccuiickoii
®enepanuu ot 30 anpens 2002 1. Ne 290.

7 Wuctpykuus mo 3ammre KOHQUACHIHATBHOW HHPOpMau Ipu padoTe ¢ 2
3apyOeKHBIMH MTApTHEPaMH.

8 ObecneueHne coxpaHeHUsI KOMMEPUYECKON TaiHbI IPEeIIPUSITHS. 4
Katayor 0600IIeHHBIX MEPONPHSITHIA 110 3aNTUTe KOHPUICHINAILHON HHPOPMAITHH.

Mouyib 2 — 20 yacos

9 AHanmu3 CTPYKTYpbl ¥ TPUHLOUIOB (YHKIMOHHPOBAHHS BBIYMCIMTEIBHBIX CETEH C 2
no3uLUH o0ecredeHnsl HHQOPMaMOHHOW 6€300acCHOCTH.

10 | Yrpo3sl nuHPOPMAITMOHHO-TIPOTPAMMHOMY OOECIICUCHHIO, XapaKTEPHBIC TOIBKO JUIS 2
pacnpeeéHHON BBIYUCIUTEIBbHON CPEdbI.

11 | Knaccudukanysi KOMIbIOTEPHBIX BUPYCOB 2

12 | Metogsl u cpecTBa O0pbOBI C BUPYCaAMH 2

13 | IlpodwunmakTrka 3apaskeHHs BUPYCaMH KOMITBIOTEPHBIX CHCTEM. 2

14 | llopsnok neiicTBUiA MOIB30BATENS PU OOHAPY)KEHUU 2
3apaxxeHus OBM Bupycamu

15 | AHanmu3  Mogeneld  HapywuTens;  yrpo3bl  MH()OPMALHOHHO-IPOTPAMMHOMY 4
00€CTIeYEeHUI0 BBIUHUCIUTENbHBIX CUCTEM U MX KJIACCH(PUKAIHSL.
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16

OCHOBHBIC CITOCOOBI 3aITUTHI OT IMMOTEPH WH(POPMAITUN M HAPYIIICHUHA
paboTOCTIOCOOHOCTH ceTel U cucTeM; BHeceHHe (DyHKIIMOHATBHOM U
WHGPOPMAITMOHHON N30BITOYHOCTH; CIIOCOOBI PE3ePBUPOBAHNUS MH(POPMAIIHH; ITPABHIIA
0OHOBIICHUS PEe3€PBHBIX JTaHHBIX.

Tabmuua 2. — Y4eOHbIE MaTepuan, BBIHOCUMBIM Ha CaMOCTOATENBHOE W3yYEHHUE CTYJICHTaM
3a09HOM (OpMBI 00yUEHUS

TeMLI, pa3aciibl, BEIHECEHHBIC HA CAMOCTOATCIBHYIO ITIOATOTOBKY, BOIIPOCHI JJIA

MOJITOTOBKHU K MPAKTHYECKUM M JIAGOPATOPHBIM 3aHSTHSIM; KyPCOBBIE pabOTHI, Hacos
Ne coJiep>kKaHNe KOHTPOJIBHBIX paboT; PeKOMEHAALMH 110 UCIIOIb30BaHHIO JIUTEPATYPBbI, BCCTO:
OBM wu np. 60
Monynb 1 — 34 yaca
1 Hamnpasnenus obecrieduennss ”HGOPMAITMOHHOM 6€301TacHOCTH 4
2 3aunuTa nHGOPMAIMH OT YTEUKH M0 TEXHUYECKHM KaHaJaM 4
3 HccnenoBanne XxapakTepUCTUK U BOZMOKHOCTEH MPOTPaMM IO 3aLIUTE U COKPBITHIO 4
(haiinos, mamok
4 HccenenoBanre XapakTEPUCTHK M BO3MOXKHOCTEH MporpaMM 1o mudpoBaHUIO, 4
0e3B03BPaTHOMY YJIAJICHHUIO, CTeraHorpaduu
5 ANTOPUTM CUMMETPUYHOHN cucTeMbl mudpoBanust qanHbIX — crangapt [OCT 28147- 4
89
6 AJNTOPUTM acCUMETPUIHON (IBYXKIIIOUEBON) CUCTEMBI MU poBaHus TaHHEIX RSA; 2
7 TI'octexxomuccus Poccun. PykoBomsmuit JokyMeHT 3amuTa ot 2
HECaHKIIMOHMUPOBAHHOTO focTyna K nHGopMmauuu. Tepmunbl u OnpenencHus;
8 JoxrpuHa nHhopMarmonHoii 6e3omacHoctu Poccutickoit @eneparim; 2
9 VYka3 npe3uzenta poccuiickoit gpenepanun. O0 yTBepKIeHUN IIEPEUHS CBEICHUHN 2
KOH(DHICHITNATHFHOTO XapaKTepa;
10 | [omoxxeHue O JIUIIEH3UPOBAHUH JICATSIILHOCTU 110 TEXHUYESCKON 3aIIUTE 2
KoHuaeHInanpHOM nHpopMarun. [locranosnenue [IpaButenscTBa Poccuiickoit
®enepanuu ot 30 anpens 2002 1. Ne 290.
11 | UucTpyKius mo 3aiure KOHGUISHIIMaIpHOW HHpOopMaIiK Ipu padoTe ¢ 2
3apyOeKHBIMH MTApTHEPAMH.
12 | ObGecrieyeHne COXpaHEHUS] KOMMEPYECKOH TalHbI IPEIIPUSTHUS. 2
Katayor 0600IIeHHBIX MEPONPHSITHIA 110 3aITUTe KOHPUACHINAILHON HHPOPMAITHH.
Mojyib 2 — 26 yacoB
13 | Knaccudukanust MeTooB Kpuntorpadguaeckoro 6
npeoOpa3zoBaHus HH(GOPMAITUH
Ilndposanne. OCHOBHBIC TTOHATHS
Mertoabl mu(pPOBaHHUS C CHMMETPHYHBIM KITIOYOM
CucteMbl U(POBAHUA C OTKPHITHIM KIIOUOM
CrannapTs! nppoBaHus
[lepcnekTHBBI HCHONB30BaHMs KpunTo3aumTel nHPopmarmu B KC.
14 | IIpoGnembl oOecmedeHus: Oe30MacHOCTH OOpPaOOTKM W XpaHeHUsT HHGPOPMALUHN B 4
BBIYMCIIUTEIBbHBIX CUCTEMAX.
ba3zoBble 3Tambl MOCTPOCHUS CHCTEMBbl KOMIIJIEKCHOM 3allUThl BBIYMCIUTEIIBHBIX
CHCTEM.
AHanmu3 ~ Mozened  HapyWWTeNs;  Yyrpo3sl  MHGOPMALUOHHO-TIPOTPAMMHOMY
o0ecrnedeHuto.
HccnenoBanne XapakTepUCTHK M BO3MOKHOCTEH aHTHBHpYycHOro 110
15 | AHanmu3 CTPYKTYpbl W TPUHIMIIOB (YHKIHOHUPOBAHUS BBIYUCIHUTENBHBIX CETEH C 2
no3uLUK o0ecriedeHnsl HHYOPMaMOHHOW 0€300acHOCTH.
16 | Yrpo3sl nuHpOPMAITMOHHO-TIPOTPAMMHOMY OOECIICUCHHIO, XapaKTEPHBIC TOIBKO JUIS 2
pacnpeeéHHON BBIYUCIUTEIBbHON CPEdbI.
17 | Knaccudukanysi KOMIbIOTEPHBIX BUPYCOB 2
18 | Metozp! u cpeactBa OOpsOBI ¢ BUpYCcaMH 2
19 | IpodunakTrka 3apaxeHHusi BUPYCAMHU KOMITBIOTEPHBIX CHCTEM. 2
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20 | Ilopsimok neiicTBUI OTB30BATENS TIPH OOHAPYKECHIH 2
3apakenus OBM Bupycamu

21 | AHanu3  Mofenedl  HapymuTens;  yrpo3sl  WHGOPMAIMOHHO-TIPOrPaMMHOMY 2
00ecreueHUI0 BEIYUCIUTENBHBIX CHCTEM M HX KIacCH(UKaIusI.

22 | OcHOBHBIE CITOCOOKI 3AIMMUTHI OT MTOTepH HHMOPMAIINH W HAPYIIEHUH 2

paboTOCTIOCOOHOCTH ceTel U cUcTeM; BHeceHHe (DYHKIIMOHATBHOW U
MH(QOPMAIOHHOHN N30BITOYHOCTH; CIIOCOOBI pe3epBUPOBaHUS HH(OPMALINK; IPaBHiIa
0OHOBJICHUS PE3EPBHBIX JaHHBIX.

Tabnuua 3 — YueOHbIil MaTepuall, BBIHOCUMBINA Ha CaMOCTOSITEIbHOE U3YUEHUE CTYIEHTaM OYHO-
3a09HOM (OpMBI 00yUEHUS

TeMLI, pa3aciibl, BEIHECEHHBIC HA CAMOCTOATCIBHYIO ITIOATOTOBKY, BOIIPOCHI JJIA

MOJATOTOBKH K MPAKTUYECKUM H J1a0OPaTOPHBIM 3aHATHSIM; KypCOBbIE PaOOTHI, Hacos
Ne coJiep>kKaHHe KOHTPOJIBHBIX paboT; PeKOMEHAALMH 110 UCIIOIb30BaHUIO JIUTEPATYPBbI, BCCTO:
OBM wu np. 60
Monynb 1 — 30 yacos

1 IIpaBoBas 3ammra 4
OpraHu3aioHHas 3alnuTa
WmkeHepHO-TeXHUYECKas 3aIInTa

2 Hampasnenus obecrieuernst nHHOPMAITMOHHOW 0€301MacHOCTH 4
3ammra nHpOpPMAaLUH OT YTEUKH 10 TEXHUYECKUM KaHajJaM

3 HccnenoBanne XapakTEpPUCTHK U BOBMOKHOCTEH TPOTPaMM I10 3aLIUTE U COKPBITHIO 2
¢aiinos, namox

4 HUccnenoBanne XxapakTepUCTHK U BO3MOKHOCTEH MPOrpamMM 1o MH(POBAHUIO, 2
0€3BO3BPATHOMY YIAICHHIO, CTeTaHOTpadun

5 DLP-cucremst 2

6 ANTOPUTM CUMMETPUYHOHN cucTeMbl mudpoBanust qanHbX — crangapt [OCT 28147- 2
89

7 AJNTOPUTM acCUMETPUIHON (IBYXKIIIOUEBON) CUCTEMBI MU poBaHus TaHHEIX RSA; 2

8 TI'octexxkomuccus Poccun. PykoBossiuit JokyMeHT 3amura ot 2
HECaHKIIMOHMPOBAHHOTO AocTyna K nHdGopMmauuu. Tepmunsl u OnpeneneHus;

9 JloxrpuHa nHhopMarmonHoii 6e3omacHoctr Poccutickoit epeparnm; 2

10 | Va3 npesumenTa poccuiickoit dpenepanun. OO yTBEPKICHUH ITEPETHSI CBEICHHIMA 2
KOH(DHICHITNATHFHOTO XapaKTepa;

11 | ITonokeHHE O NUIEH3UPOBAHUH ACATEILHOCTH MO TEXHUYECKOH 3aIuTe 2
KoH¢uAeHIManpHOM nHpopMarun. [locranosnenue [IpaButenscTBa Poccuiickoii
®enepanuu ot 30 anpenst 2002 1. Ne 290.

12 | UucTpyKius o 3aiuTe KOHQUISHIIMaIpHOW HHpOopMaIiK Ipu padoTe ¢ 2
3apyOeKHBIMH MTApTHEPaMH.

13 | ObGecrieyeHne coXpaHEeHUs] KOMMEPYECKOH TalHbI IPEIIPHUSTHUSI. 2
Katayor 0600IIeHHBIX MEPONPHSITHIA 110 3alTUTe KOHPUICHINAIFHON HHPOPMAITHH.

Mouyib 2 — 30 yacos

14 | MccnegoBaHue XapaKTEPUCTHK M BO3MOXKHOCTEH aHTHBUpYCcHOTO [10 4

15 | Kpunrorpaduieckrne MeTOIbI 3alUTH HH()OpMAaIIUU 2

16 | Crpykrypa © TpUHIUINGE (HYHKINOHUPOBAHHUS COBPEMEHHBIX BBIYHCIUTEIBHBIX 2
CHCTEM.

17 | [IpoGnembl oOecmedeHusi Oe30macHOCTH OOpPaOOTKM W XpaHeHUs WHGPOPMALUN B 2
BBIYMCIIUTENbHBIX CUCTEMAX.

18 | basoBele STambl MOCTPOEHMSI CHUCTEMbl KOMIUIEKCHOW 3aIllUThl BBIYHCIUTEIBHBIX 2
CHCTEM.

19 | Aranuz  Mogeneld  HapywuTens;  yrpo3sl  MH()OPMALHMOHHO-IPOTPAMMHOMY 2
00ecrnedeHuIo.

20 | AHanu3 CTPYKTYphl W TPHUHIMIOB (DYHKIMOHUPOBAHWS BBIYHCIUTEIHHBIX CETEH C 2
MO3UIMK 00ecrieueHUs] HHPOPMAIIMOHHON 0€30MTaCHOCTH.

21 | Yrpo3s! nHPOPMAIIMOHHO-IIPOTPAMMHOMY 00ECTIEUeHHUI0, XapaKTePHbIE TOJIBKO IS 2

pacipenenéHHON BEIYUCIUTENbHON CPEeIbl.
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22 | Knaccudukarms KOMOBIOTEPHBIX BUPYCOB 2
23 | Merogpl 1 cpenictBa O0pBOBI ¢ BUpycaMu 2
24 | IlpodunakTuka 3apakeHus] BUPYCaMH KOMITBIOTEPHBIX CHCTEM. 2
25 | Ilopsmok meHCTBHI MTOIB30BATENS TPH OOHAPYKEHUN 2
3apaxkeHus OBM Bupycamu
26 | AHanM3 ~ MoJened — HapylMTens;  yrpo3bl  MHOOPMAIMOHHO-TIPOTPAMMHOMY 2
00eCTIeYeHUI0 BEIYMCIUTENBHBIX CHCTEM U MX KIacCH(pUKaIusl.
27 | OcHOBHBIE CIIOCOOBI 3aIIUTHI OT MOTEPU UHPOPMAIIMH U HAPYIIICHHUH 2
paboTOCTIOCOOHOCTH CETEH M CHCTeM; BHECCHHE (DYHKITMOHATLHOHN 1
UHQOPMAIIOHHOH N30BITOYHOCTH; CIIOCOOBI pe3epBUPOBaHNUS HH(OPMAIINH; PABHIIA
0OHOBJICHUS pE3EPBHBIX JaHHBIX.

CamocrosTenbpHas paboTa o0ydyarouIuxcsi HaJl YCBOCHHEM Marepuana Mo JAUCUUIUIMHE MOXKET
BBIMIONIHATHCS B TOMEHICHWH 17 camocTostenbHoit padotel CK® MTYCH, mnocpeactBom
MCTOJIb30BaHMs AeKTpoHHON 6ubnuotexu u SNOC.
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	2.2 Методика проведения зачета в группах заочной формы обучения
	ОПК-3. Способен применять методы поиска, хранения, обработки, анализа и представления в требуемом формате информации из различных источников и баз данных, соблюдая при этом основные требования информационной безопасности.


