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1. Henu n3y4yeHus1 AMCHMUIINHBI

Henpto npenoaaBanust AUCUUIUIMHBL «OcHOBbI MHGOPMALMOHHON 0€30MacCHOCTH» SBIIETCS
(dopmupoBaHue y 00y4aeMbIX 3HAaHUH B 00JJACTH OCHOB MH(OPMAIIMOHHON 0€301MacCHOCTH U HaBBIKOB
MPAKTUIECKOTO 00ECTIeYeHUs 3aUThl HHPOPMAUU U 0€30MaCHOTO UCIOJIB30BAHUS TPOTPAMMHBIX U
annapaTHbIX CPE/ICTB B CETAX U MHPOPMALMOHHBIX CUCTEMAX.

2. IInanupyemble pe3yabTaTbl 00y4eHHS
N3yuenune qUCUUIUIMHBI HAIPaBJICHO Ha (OPMHUPOBAHKE Y 00YUarOIIErocsi ClIoCOOHOCTH peliaTh
npogeccuoHaNbHbIE 3314l B COOTBETCTBUU C HPOEKMHbIM BUIOM JIeATELHOCTH:

Pe3ynbraToM 0CBOCHHUS AUCHUIUIMHBI SBISIOTCS CHOPMHUPOBAHHBIE Y 00yYaIOIIEToCs
CJIEAYIOIIHE KOMIIETCHIINU:

KoMnerennuu o0yuaronierocsi, popmupyemMbie B pe3yjbTaTe OCBOCHUS] TUCHMILIMHBI
(B yacTu, o0ecneunBaeMoil JUCHUILJINHOM)

OIIK-3: Cnoco0eH pemiaTh CTAHAAPTHBIE 32/1a4 MPO(eCCHOHAIBLHOM 1eITeJILHOCTH HA OCHOBE
uHGopMannoOHHOI U 0ubJIMOorpadpuyeckoi KyJbTypbl ¢ IPUMeHEeHHEeM HH(POPMALIMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTHII U ¢ Y4eTOM OCHOBHBIX TpeOGoBaHuii HHGOPMAIITHOHHOM
0e30macHOCTH

3HATD:

- noHsATHA MH(OpManuu 1 MHGOPMAMOHHON 0€30MaCHOCTH, MECTO U POJIb HH(POPMAITOHHOM
0€30MaCHOCTH B CHCTEME HAllMOHAIBHOM Oe3omacHocTH Poccuiickoit denepanmm;

- HampaBJIeHUs oOecneyeHns: HHHOPMAMOHHON O€3011aCHOCTH;

- KITaccu(pUKannio METOAOB KpHUITorpaduyeckoro npeodpa3oBaHus HHOOPMAIIHH;

- CTPYKTYpY ¥ IPUHIMITEI ()YHKIIMOHHPOBAHHS COBPEMEHHBIX BBIYMCIUTEIBHBIX CUCTEM;

- OCHOBHBIE CIIOCOOBI 3aIIUTHI OT OTEPU MHPOPMALIMU B HAPYIIEHUH pab0TOCTIOCOOHOCTH CeTel 1
CHCTEM.

YMmeTh:

- KaccupUIIMPOBATh M OIICHUBAThH YTPO3bl HHPOPMAIIMOHHON O€301TaCHOCTH;

- MPOBOAUTH pabOTHl MO COKPBITUIO HHPOPMALUMU, MPOBEACHUIO PE3EPBHOIO KOMHMPOBAHUS,
BOCCTaHOBJICHHS HH(POPMAIINH;

- UCITIOJIB30BAaTh MEXaHU3MbI I/I,Z[GHTI/I(bI/IKaL[I/II/I u ayTeHTI/I(l)I/IKaI_[I/II/I;

- CTIOJIh30BATh AHTUBUPYCHBIE CPE/ICTBA 3AIIUTHI;

- BOCCTaHaBJIMBATb NOTCPAHHBIC KOMIIBIOTCPHBIC TAHHBIC,

- IPOU3BOJIUTH PE3EPBHOE KOMTUPOBAHHE.

Baagern:

- OCHOBHBIMU TTOHATHUSIMH, CBS3aHHBIMH C 00ecTriedeHneM HH(POPMAIIMOHHO-TICHXO0JIOTHYECKON
0€30MacHOCTH JIMYHOCTH, OOIIECTBA U TOCYIapCTBa; MH()OPMAIIMOHHOTO POTHBOOOPCTBA,
UH()OPMAIIMOHHOW BOWHBI M (POPMAMU X MIPOSIBICHHUS B COBPEMEHHOM MHPE;

- HaBBIKaMH PabOTHI [0 OCHOBAM 3aIllUTHl MH()OPMAIUH C UCTIOJIb30BAaHUEM ITPOTPaMMHO-AIapaTHBIX
KOMIIIEKCOB.




3. MecTO IMCHUILUINHBI B CTPYKTYype 00pa3oBaTe/IbHOM IPOrPaMMBbI

TpeOGoBanus Kk npeIBapUTeIbHOI NMOATOTOBKe 00y4yarouierocs (npeamecTBylonue

AHCIHILJIMHBI, MOTYJIH, TEMBI):

b51.0.08 NndopmManmoHHbIe TEXHOJIOTHU U TIPOTPAMMHUPOBAHHE

N

b1.0.15 Teopus napopmaluy, JaHHbIE, 3HAHUS

b1.0.13 OnepanioHHbIE CUCTEMBI

HOCJIeIlleIJ_[I/Ie AUCHMINUVIMHBI H NMMPAKTUKH, MJIA KOTOPbLIX OCBOCHUE JaHHO

AUCIHUTIIMHBI Heo0X0AMMO:

b1.B.J1B.02.01 IlporpammupoBanue MOOUIBHBIX YCTPOICTB,

b1.B.J1B.02.02 OcHOBBI KOMIIBIOTEPHOT'O MOJEINPOBAHMS,

b1.B.JIB.05.01 Pa3paboTka kpoccriarOpMEHHbBIX PUIIOKEHUH;

AIWIN|F

b1.B./IB.05.02 IIpoekTrpoBanre MHTEIIICKTYyATbHBIX HH)OPMAITMOHHBIX CUCTEM.

4. CTpyKTYypa M coJep:KaHue TUCHHIJIMHBI

4.1 Ounan popma o0yuenmus, 4 rona (scero 108 yacos, 54 yaca KOHTAKTHOI padoOTHI)

Kox 3an. Tema u KkpaTkoe coepKaHue 3aHITUSL

Bun
3aH.

Koun.
4acoB

Kommet
CHIIUU

YMHUO

Kypc 3, Cemectp 5

Monayasb 1. IlonssiTue nupopmanuoHHoii 0e3onacHocT. OCHOBHBIE COCTABJISIIONINE U

HanpaBJieHus o0ecneyeHNs] HH(POPMALMOHHOM 0€30IIACHOCTH.

(JIex 10 + 113 10 + JIP 8) = 28 yacoB KOHTAKTHO# pa6oThl, 28 yacos CP

1.1

Jlexmus 1.

Konmenmus nHpOpMamoHHO#N 6€301macHOCTH

1. OcHoBHBIE KOHIIENTYalIbHbIE TOJ0KEHUS CUCTEMBI
3aIuUThl HH(pOpMaLIUU

2. KonuenTtyanbHas Mojieslb HH()OpMaIMOHHON
0e30macHOCTH

3. Yrpo3bl KOHGUAESHIMATbHONH HHPOPMaLUU

4. JleiicTBUsl, IPUBOAAIIUE K HEIPABOMEPHOMY OBJIa/IEHUN
KOH(bUIeHIMaTbHOW nHOpManuen

JIek.

2

OIIK-3

J1.1
J1.2
J1.3

1.2

Jlexmus 2.

Hamnpasnenus obecneuennst HHGOPMaMOHHON
0e30macHOCTH

1. [IpaBoBas 3amuTa

2. OpraHu3anoHHas 3aIIuTa

3. mxeHepHO-TeXHUYeCcKasl 3aluTa

Jlek.

OIIK-3

J1.1
J1.2
J1.3

1.3

Jlexuus 3.

3ammTa HHPOPMAIMK OT YTEUKH [0 TEXHUYECKUM KaHaIaM
5.1.06mue monoxxeHus

5.2.3amuTa nHGOpMALUU OT YTE€UKH [0 BU3YaJIbHO
ONITUYECKUM KaHaJlaM

5.3.3amuTa nHGOpMALUU OT YTEUKH [0 aKyCTHYECKUM
KaHajIaMm

5.4.3amuTa HHPOPMAIMK OT YTEUYKH IO AIIEKTPOMATrHUTHBIM
KaHaJIaMm

Jlek.

OIIK-3

J1.1
J1.2
J1.3




5.5.3amura nHpopMaLnu OT yTEUYKH IO MaTEPUATIBHO -
BEIIECTBEHHBIM KaHajlaM

1.4

Jlaboparopnas pabdota 1
HccnenoBanue XapakTepUCTHK M BO3MOXHOCTEH MporpaMm
T0 3aIIUTE ¥ COKPHITUIO (HaiIIOB, Aok

JIP

OIIK-3

J3.1

1.5

JlaGopaTopnas pabora 2

HccnenoBanue XapaKTepUCTHK U BO3MOXKHOCTEH MTPOTpamMm
no mmdpoBaHuio, 0e3BO3BPATHOMY YJAJICHHIO,
crera”orpaduu

JIP

OIIK-3

J3.1

1.6

Jlaboparopnast pa6oTa 3

OCHOBHBIE 3Tallbl JOCTyIIA K PECYpCaM BbIUHUCIUTEIbHON
CHCTEMBI; UCTIOJIb30BaHUE MTPOCTOTO TTAPOJIs;
HCIOJIb30BAHUC TUHAMUYCCKH U3MCHATIOIICTOCS IapOJIAi;
B3aMMHasl POBEPKa MOMTUHHOCTH U IPYTHE CITy4an
OTIO3HAHUS; CIIOCOOBI pa3TpaHUUCHUS JOCTYTIA K
KOMITBIOTEPHBIM peCypcaM; pa3rpaHu4eHUE JIOCTYIIA IO
CIIHCKaM

JIP

OIIK-3

J3.1

1.7

[TpakTrueckue 3anatust 1-3
[TpoBeieHne TPEHUPOBOK Ha KHOEpIoaurone Ampire

I13

10

OIIK-3

J3.2

1.8

AJTOPUTM CUMMETPUYHON CUCTEMBI IIU(PPOBAHUS TaHHBIX
— cragaapt 'OCT 28147-89.

AJTOPUTM aCCUMETPUIHON (IBYXKITIOUEBOI) CHCTEMBI
mmdpoBanus naHHbIX RSA.

INocTexxomuccust Poccun. PykoBoasiiuii JOKyMEHT 3aluTta
OT HECAaHKIIMOHUPOBAHHOTO JJOCTYyTa K HHPOpMAaIIHH.
Tepmunsl u OnpeaeneHusl.

JlokTpuna nH(popmanmonHoi 6e3onacHoct Poccuiickoit
denepanui.

VYka3 npe3unenta poccuiickoit peneparyu. O0
YTBEPKICHUH MePEeUHs CBEJCHUI KOH(DUIEHITHAIBHOTO
Xapakrepa.

[TonoxkeHue o TUIEH3UPOBAHUU ACSITEILHOCTHU O
TEXHUYECKOH 3aiuTe KOHPUICHIINATEHOW HH()OPMAIIHH.
[TocranoBnenue [IpaButensctBa Poccuiickoii denepamnuu ot
30 ampesst 2002 1. Ne 290.

WNucTpykuusd mo 3amure KoHGUACHINAILHOU HH(OpMaLIUn
npu pabote ¢ 3apyOeKHBIMU TAPTHEPAMH.

ObecnieyeHne coxpaHeHUsI KOMMEPUYECKON TalHbI
MIPEATIPHUSTHSL.

Karanor 06001eHHbIX MEpOTTPHUATH TI0 3aIIUTE
KOH(MUICHINATEHOW HH()OPMAIIHH.

CPC

28

OIIK-3

J1.1
J1.2
J1.3

Monayab 2 OCHOBBI 3a1IMTHI HHPOPMAIIMU B HHPOKOMMYHHUKAIMOHHBIX
cucremax u cetsx (Jlek 8 + 138 + JIP10) = 26 ywacoB KOHTaKTHOIi pa6oThl, 26 yacoB CP

2.1

Jlexmug 4.

Kpuntorpaduueckne MeTo bl 3aIIUTHI
UHpOpMaLIUU

1. Knaccudukanus MeTo 0B KpUnTorpaduueckoro
npeoOpa3oBaHus HHHOPMAIIH

2. lllnudpoBanue. OCHOBHBIC MTOHATHUS

3. MeToapl mu(pOBaHUS C CAMMETPUYHBIM KIIOYOM

Jlek.

2

OIIK-3

J1.1
J1.2
J1.3




4. Cucremsl IH(POBAHUS C OTKPHITHIM KIIFOUOM
5. CranpapTsl mudpoBaHUsL

6. IlepcrieKTHBEI HCIIOB30BaHMS KPUITTO3AIINTHI
unpopmanuu B KC.

2.2

Jlexmms 5.

CTpyKTypa ¥ NpUHIUTB QYHKIIMOHUPOBAHHSI COBPEMEHHBIX
BBIYHCITUTEIILHBIX CHCTEM.

[Ipobnembl  obecrieueHus: Ge30macHOCTH  00pabOTKH U
XpaHeHUsI THPOPMAIMK B BEIYUCIUTEIBHBIX CUCTEMAX.
bazoBble 3Tanbel NOCTPOCHHSI CUCTEMBI KOMIUICKCHOM 3aIlUThI
BBIYHCITUTEIILHBIX CHCTEM.

AHanu3 Mojenei HapyIIUTeNs; Yrpo3bl HH(OPMAIMOHHO-
IPOrpaMMHOMY 00€CIIEUEHHUIO.

Jlek.

OIIK-3

J1.1
J1.2
J1.3

2.3

Jlexiust 6. OCHOBHBIE CTIOCOOBI 3AIIUTHI OT MOTEPH
nH(pOpMaIUK U HApYIIEHUH pabOTOCTIOCOOHOCTH CETEeH U
CUCTEM

1. Baecenue ¢hyHKIMOHATBEHON ¥ HHGOPMAITMOHHON
U30BITOYHOCTH.

2. CniocoOsI pe3epBupoBaHus HHGOPMAIIIH; TIPaBUIA
OOHOBJICHHS PE3EPBHBIX JIAHHBIX.

3. Meroapl cxxaTust nHGOpMAIUH; apXuBarus (HanaIoBbIX
JAHHBIX; Pe3ePBUPOBAHNE CUCTEMHBIX JJAHHBIX; TIOJTOTOBKA K
MIPOTPaMMHOM Cpejie.

Jlek.

OIIK-3

J1.1
J1.2
J1.3

2.4

JlaGopatopHas pabora 4
UccnenoBanue xapakTepUCTUK U BO3MOKHOCTEM
anTuBupycHoro [10

JIP

OIIK-3

JI3.1

2.5

Jlaboparopnas pabota 5
HccenenoBanue XapakTepUCTHK U BO3MOXKHOCTEH IPOrpaMM
10 BOCCTAaHOBJIEHUIO IIOTEPSIHHBIX TaHHBIX

JIP

OIIK-3

JI3.1

2.6

Jlaboparopuas pabota 6
HccrenoBanue xapakKTEpUCTHK M BO3MOXKHOCTEH MporpaMmm
10 OpPraHu3aIiK PE3EPBHOTO KOMMPOBAHUS

JIP

OIIK-3

J3.1

2.7

[IpakTuueckue 3auatus 4-6
ITpoBeieHre TPEHUPOBOK Ha KuOeprosurone Ampire

I13

OIIK-3

J3.2

2.8

AHanu3 CTPYKTypbl W MPUHIMUIOB (PYHKIMOHUPOBAHUS
BBIYUCIUTENBHBIX ~ CeTell ¢  Mo3uIMM  obecredeHus
nH(OpMaITMOHHOM 0€30MacHOCTH

Yrpo3sl HHPOPMAITHOHHO-TIPOTPAMMHOMY 00€CIICUEHUIO,
XapaKTepHbIE TOJIBKO JJIsl pacrpeieaEHHON BhIUNCIUTEIbHOM
CpeIbl.

Knaccudukanus KOMIbIOTEPHBIX BUPYCOB

Mertoas! u cpeacTBa 60pbOBI ¢ BUPyCaMu

[TpodunakTuka 3apakxeHuss BUPyCaMH KOMITbIOTEPHBIX
CHCTEM.

[Topsiiok elcTBHI MOIB30BATENS TPU OOHAPYKEHUH
3apaxenust OBM Bupycamu

AHanu3 MoJiesel HapyIIuTeNsl; yrpo3bl HH(POpPMaInOHHO-
IPOrPaMMHOMY O0ECTIEUEHUIO BEIYUCIUTEIBHBIX CUCTEM U UX
Kiaccuukranus

OcHOBHBIE CIIOCOOBI 3aIUTHI OT TOTEPU UHPOPMALIUHU U
HapyHmIeHUH paboTOCITIOCOOHOCTH CETEH M CHCTEM; BHECCHHE

CPC

26

OIIK-3

J1.1
J1.2
J1.3




(GYHKIMOHATBHON M HHPOPMAIMOHHON N30BITOYHOCTH;
CIOCOOBI pe3epBUPOBaHKS HH(OPMAIINK; IPaBHUIa
O0OHOBJIEHHSI PE3EPBHBIX JIAHHBIX

3.1 | 3auer OIIK-3 | JI1.1
J1.2
JI1.3
Hroro — 108 yacos
4.1 3aounasi popma 00yueHus, 4 roga (Bcero 108 yacos, 18 yacoB KOHTAKTHOIT paGoThI)
Kon 3an. Tema u KpaTKoe COJIepKaHNUE 3aHITUS Bun | Kon. | Kommer YMHUO
3aH. |4acoB| EHIUHU
Kypc 2, Cemectp 4
Monayasb 1. IlonssiTue nupopMmanuoHHoii 0e3onacHocTH. OCHOBHBIE COCTABJSIIONINE U
HanpaBJieHus o0ecneyeHNs] HH(POPMALMOHHOM 0€30I1ACHOCTH.
(Jlek 2 ) = 2 yaca KOHTaKTHO# pa6oThl, 34 yaca CP

1.1 | JIexuums 1. Jlexk. 2 OIIK-3 | J1.1
Konnenmus napopMaimonHoi 6e30macHoCTH J1.2
1. OcHOBHBIE KOHIIENITYyTHHBIC TTOJIOKEHUS CUCTEMBI JI1.3
3alUThl HH(pOPMAIUU
2. KonnenryansHast Mojieib HHGOPMAIIHOHHON
0e30macHOCTH
3. Yrpo3sl koHpUACHITHAIBHONW HHPOpMaUn
4. JleiicTBUs1, IPUBOAALIME K HEIPABOMEPHOMY OBJIaIEHUN
KoH(puaeHIMaIbHON nHOpMaIen

1.2 | HanpaBnenus oGecrieueHust ”HOPMAITMOHHOM CPC | 34 | OIIK-3 | JI1.1
6e3onacHoctH. [IpaBoBas 3amura. Opranu3aoHHas JI1.2
3amuTa. H)KeHepHO-TEXHUYECKas 3al1Ta JI1.3

3amuTa HHPOPMAIUHU OT YTEYKU M0 TEXHUYECKUM KaHajam
3amuTa HHPOPMAIUH OT YTEYKH O BU3YaTbHO ONITUYECKUM
KaHajam

3amuTa HHPOPMAIUH OT YTEUYKH 10 aKyCTHUYECKUM KaHaaM
3amuTa HHPOPMAIUHN OT YTEUKH MO JIEKTPOMArHUTHBIM
KaHajam

3amuTa HHPOPMAIUHU OT YTEUKH M0 MaTepUaIbHO -
BEIIICCTBEHHBIM KaHaJIaM

HccnenoBanue xapakKTepUCTUK U BO3MOKHOCTEN TPOrpaMm
IO 3aIIUTE ¥ COKPBITUIO (PaiisioB, Mamox

HccnenoBanue xapakKTe€pUCTUK U BO3MOKHOCTEN TPOrpaMm
no mudpoBaHuio, 6e3BO3BPaTHOMY YJAJICHUIO,
crera”Horpaduu

OCHOBHBIE 3TaIlbl TOCTYIA K peCypcaM BBIUUCITUTEIHLHOM
CUCTEMBbI; UCTOJIb30BaHUE MPOCTOTO MapOJIs;
MCIOJIb30BaHUE JUHAMUYECKU U3MEHSIOIIETOCS TTapoJIs;
B3aMMHasl IPOBEPKa MOATUHHOCTHU U IPYTUE CIydyan
OTIO3HAHUS; CIIOCOOBI pa3TpaHUUCHUS JOCTYTIA K
KOMITBIOTEPHBIM pPecypcaM; pa3rpaHndeHHe JOCTyTa 1o
CIUCKaM

[IpoBeaeHue TPEHUPOBOK HA KMOEpIIOMUTroHe Ampire
ANTOPUTM CUMMETPUYHOM CUCTEMBI IM(PPOBAHUS TAHHBIX —




crarmapt ['OCT 28147-809.

ANTOPUTM aCCUMETPUYHOMN (ABYXKITIOUEBOW) CHCTEMBI
mmdpoBanus 1aHHBIX RSA.

I'ocrexkomuccust Poccun. PykoBonsmuii JOKyMEHT 3ainra
OT HECAaHKIIMOHUPOBAHHOTO JJOCTYyTa K HH(POpMAaIIHH.
Tepmunsl u OnpeneneHus.

JlokTpuHa nH(pOpMamonHoi 6e30macHocTH Poccuiickoit
denepanuuu.

VYka3 npe3unenTa poccuiickoit dpeaepanuu. O0
YTBEPKACHUU TIEPEUHs CBEACHHUM KOH(DUIECHITNAIEHOTO
Xapakrepa.

[TonoxeHue o IULEH3UPOBAHUU AESATEIBHOCTHU 10
TEXHUYECKOH 3amuTe KOHDUICHINATEHOW HH()OPMAIIHH.
[Tocranosnenue [IpaBurenscrBa Poccuiickor denepauuu ot
30 anpens 2002 r. Ne 290.

WNucTpykuus mo 3amure KoHGUACHIMATLHOU HH(OpMaLIUU
npu paboTe ¢ 3apyOeKHBIMU TTAPTHEPAMH.

ObecnieueHne coxpaHeHUs] KOMMEPUYECKOM TalfHBI
MPEANPUSITHS.

Karanor 060011eHHBIX MEPOTIPUATHI 10 3aIIUTe
KOH(UICHIMATLHOW HH()OPMAIIHH.

Kypc 3, Cemectp 5
Mopnysb 2 OcHOBBI 32aIIUTHI HH(pOpManuK B HHPOKOMMYHHKAIIMOHHBIX
cucremax u ceTsx (Jlek 4 + I13 6 + JIP 6) = 16 yacoB KOHTaKTHOIi pa6oThl, 56 yacoB CP

2.1

Jlexmus 4. Jlek. 2 OIIK-3 | J1.1
Kpunrorpaduueckue METOIbI 3aIUTHI J1.2
UHpOpMALIUN J1.3
1. Knaccuduxamms METO0B KpUMITOTpaduIecKoro
npeoOpa3oBaHus HHOOPMAIIH

2. Hlndppoanue. OCHOBHbBIE TOHATHS

3. MeToap! mUppoBaHUs C CHMMETPUYHBIM KIHOUOM
4. Cuctembl UGPOBAHUS C OTKPBITHIM KIIOUOM

5. CrargapTs! mmdpoBaHUSL

6. IlepcieKTUBBI UCIIOJIB30BaHMS KPUITO3AIINUTHI
uHpopmanuu B KC.

2.2

Jlexuus S. Jlek. 2 OIlK-3 | JI1.1
CtpykTypa v IPUHIHUIIBI (yHKIIMOHUPOBAHUS COBPEMEHHBIX JI1.2
BBIYUCIIUTCIIBHBIX CUCTEM. JI1 3
[IpoGnembr  oOecrieueHuss 0€30MAaCHOCTH  OOpabOTKHM U
XpaHCHUA I/IH(i)OpMaI_II/II/I B BBIYUCJIUTCIIbHBIX CUCTEMAX.
ba3oBble 3Tarnbl MOCTPOEHUSI CUCTEMbI KOMIUIEKCHOM 3aIIUThI
BBIYUCIIUTCIIBHBIX CUCTEM.

AHanmu3 MoJeiel HapyIMTeNss; yrpo3bl HWH(OpPMAIMOHHO-
IPOrpaMMHOMY 00€CIIEUEHHUIO.

2.3

JlaGopaTopHnas pabota 4 JIP 2 OIIK-3 | JI3.1
HccenenoBanue XapakTEpUCTUK U BO3SMOXKHOCTEH
antuBupycHoro 110

2.4

Jlaboparopnas padota 5 JIP 2 OIIK-3 | JI3.1
UccnenoBanue xapakTepUCTUK U BO3MOKHOCTEN IPOrpaMm
10 BOCCTaHOBJICHUIO OTEPSTHHBIX TaHHBIX

2.5

Jlaboparopnas pabota 6 JIP 2 OIIK-3 | JI3.1




UccnenoBanue xapakTepUCTUK U BO3MOKHOCTEN IPOrpaMm
M0 OpraHU3allMU PEe3ePBHOTO KOMHUPOBAHUS

2.6

[TpakTiueckue 3ansatust 4-6
IIpoBeeHne TPEHUPOBOK Ha KubOeproaurone Ampire

I13 6

OIIK-3

J13.2

2.7

OcHOBHBIE CIIOCOOBI 3alUTBl OT HOTepU HHGOPMAIK U
HapyIIeHU pabOTOCITIOCOOHOCTH CETEH U CHCTEM

1. Bwxecenue ¢QyHKUHOHANIBHONH ¥ MHPOPMAIMOHHOMN
U30BITOYHOCTH.

2. CnocoObl  pe3epBHpOBaHUS MH(pOpMAIMM; MpaBUIIa
OOHOBJIEHUSI PE3EPBHBIX JIaHHBIX.

3. Meroasl cxatus uHboOpMalMM; apxuBauus ¢ailoBbIX
JAHHBIX; PE3EPBUPOBAHUE CUCTEMHBIX JaHHBIX; OJTOTOBKA K
IpOTrpaMMHOM cpefe.

AHamu3 CTPYKTYpHl W TIPUHIMIOB (YHKIMOHUPOBAHUS
BBIUUCIUTENBHBIX ~ ceTell ¢  mo3unuu  obecredeHus
UH(POPMAIIMOHHON 0€301MacHOCTH

VYrpo3sl HHPOPMAITMOHHO-IIPOrPAMMHOMY 00€CIICUEHUIO,
XapaKTepHbIE TOJBKO JJIsl pacrpeeaéHHON BbIUNCIUTEIbHON
Cpelbl.

Knaccudukanms KOMIbIOTEpPHBIX BUPYCOB

Mertoas! u cpeacTBa 60pbOBI ¢ BUPyCaMu

[Ipodunaktrka 3apaxeHust BUpycaMH KOMIIbIOTEPHBIX
CHCTEM.

[lopsnok neiicTBUiA OJIB30BaTENS IPU OOHAPYKEHUU
3apaxenust OBM Bupycamu

AHanu3 MoJienel HapyUIMUTeNs; yrpo3bl HHPOPMAIMOHHO-
IPOrPaMMHOMY OOECTIEYEHUIO BEIYUCIUTENBHBIX CUCTEM U UX
KJIacCUpUKaIus

OcHOBHBIE CTTOCOOBI 3aAIUTHI OT MOTEPU UHGOPMAITIH 1
HapyleHN paboTOCIIOCOOHOCTH CETEeH U CUCTEM; BHECEHHE
(GyHKIIMOHATBEHON ¥ HH(GOPMAIIMOHHON N30BITOYHOCTH;
crocoObl pe3epBUpOBaHHs HHPOPMALIUHY; TIPABUIIA
OOHOBJICHHSI PE3EPBHBIX JIAHHBIX

CPC | 56

OIIK-3

J1.1
J1.2
J1.3

3.1

3auer

OIIK-3

J1.1
J1.2
J1.3

Hroro — 108 yacos

5. YueOHO-MeTOoAMYeCKOEe M HH(POPMALIMOHHOE 0O0ecneyeHrue TUCIHIINHBI

5.1. PexoMenayemasi JuTepaTypa

5.1.1. OcHoBHas1 JUTEpPaATypa

Kon

ABTOpBI,

COCTABUTEJHU 3arsiaBue

HM3parenbcTBO, rog

Kou.

U11.1

["amaTenko, B. A.

(OcHOBBI HH(OPMAIIMOHHOM 0€30MacHOCTH :
yaeOHOe rmocodune

Mocksa : IaTepHer-
'YHUBEpCUTET

1 HpOpMaIMOHHBIX
TexHonorui
(MHTYUT), Aii [In
Ap Menua, 2024.

01

J11.2

['ynbTsieBa, T. A.

(OcHOBBI HH(OPMAIIMOHHOHN 0€30MaCHOCTH :

HoBocuOupck :

02




yaeOHoe mocoone HoBocubupckwuii
rOCyJapCTBEHHBII
TEXHUYECKHI
yHUBepcuTeT, 2018
13 Cygoposa, T. M. udopmanmonHas 6€301MacHOCTb : CapatoB : By3oBckoe [93
yaebHoe nocobue oOpasoBanue, 2024.
5.1.2. JlonoTHUTENBHAS JIATEPATypa
Kon co?TBaTl;)inLéhn 3arnaBue HN3parenbcTBO, 101 Koa.
JI2.1 |daponos, A. E. OcHoBbI HH(pOpMAIMOHHOM Oe3omacHocT [Mocksa : UaTeprer- (94
pu paboTe Ha KOMITbIOTEpE : yueOHOe 'YHuBepcurer
rocobue H(popMalnOHHBIX
TexHosoruit
(MHTYUT), Ait IIn
Ap Menua, 2024.
5.1.3. Y4eOHO-MeTOAMYECKOE 00ecnedeHne 1151 CAMOCTOATEIbHOIH PadoThHI 00yYAIOIINXCS
Kon co‘?f;;f;’;jm 3arnaBue H3narenbcTBO, TO1 Kou.

J3.1  PKyxkosckuit A.T'., OCHOBBI THOPOPMAITMOHHOMI Pu/l: CKO MTYCH, [35
Kykoscknii JI.A.,  [BE3OITACHOCTH CETEN Y CUCTEM. [2020
[[IBumuenko C.A.  |[YuebHoe mocobwue. — PoctoB-Ha-/loHy:

CKD MTYCH, 2020. - 52 c.

J3.2 |Komnauus PykoBOACTBA pyKOBOAMTEIS, TPYTIIIBI Kommanus 6
«IlepcieKTUBHBI ~ [MOHUTOPHUHTA, FPYIIIbI pEarupoBaHus, «IlepcrieKTUBHBIIM
MOHUTOPUHIY CTaTbU MOHUTOPUHIY

5.2. DeKTpoHHBIE 06pa30BaTe/IbHbIE PECYPChI

D1 | https://www.iprbookshop.ru/142285.html

32 | https://www.iprbookshop.ru/91640.html

33 | https://www.iprbookshop.ru/142805.html

D4 | https://www.iprbookshop.ru/133957.html

35

https://elib.mtuci.ru/view.php?book id=170004

26

https://amonitoring.ru/article/

5.3. IIporpamMmmHoOe obecneueHue

. AVAST Free Antivirus

. AVG AntiVirus Free

. Dr.Web Antivirus

. AntuBupyc Kacnepckoro

. ESET NOD32 Antusupyc

. AVZ Antivirus

. Avira Free Antivirus

I1.1

. Norton AntiVirus

O oo [ O O K[ W N[

. McAfee Antivirus

10. Emsisoft Anti-Malware

11. BullGuard Antivirus

12. Protector Plus Antivirus

13. Panda Antivirus

14. Ashampoo Anti-Virus

14. G Data AntiVirus

16. K7 AntiVirus

AntusupycHoe [10. CBoboHOE, YCIOBHO CBOOOIHOE
WIN TPHAJI-BEPCHU.

10



https://www.iprbookshop.ru/142285.html
https://www.iprbookshop.ru/91640.html
https://www.iprbookshop.ru/142805.html
https://www.iprbookshop.ru/133957.html
https://elib.mtuci.ru/view.php?book_id=170004
https://amonitoring.ru/article/

17

. VIRUSTighter

18

. Twister Antivirus

I1.2

. Wise Folder Hider

. Secure Folders

. Anvide Lock Folder

. Folder Lock

. Easy File Locker

. Folder Guard

. DEKSI USB Security

. Locker (3ammra mamok u JUCKOB)

O oo N O O B W N[

. Advanced Hider

10

. Hide Folders XP

11

. Hide Files

[IporpamMMHoOe obecrieueH e Mo 3aIUTe U COKPBITHIO
(atinos u mamok. CBOOOIHOE, YCIIOBHO CBOOOIHOE MITH
TpHAI-BEPCHHU.

I1.3

. TrustPort Tools

. Cryptic Disk

. Locker (ckpritue daiinos)

. Max File Encryption

. Secure Disk

. Masker 7.1

. Fox Secret

O 0o [ o O B[ W N[~

. HideInPicture 1.0

. llludpoBanbIuk

10

. Advanced Encryption Package

. Gpg4win

12

. Cryptic Disk Professional

13

. CyberSafe Files Encryption

14

. Steganos Privacy Suite

15

. Lavasoft Privacy Toolbox

. pkilmage Free Edition

[IporpammHoe obecrieueHue 1o mudpoBaHUIo,
0€3B0O3BPAaTHOMY YIAJICHUIO, CTeraHOTpauH.
CB00OIHOE, YCITIOBHO CBOOOTHOE FTH TPHAJI-BEPCHH.

1.4

. Hetman Partition Recovery

. Active File Recovery

. R-Studio 7.6

. Auslogics File Recovery

. Active UNDELETE

. Paragon Rescue Kit

. Wise Data Recovery

. Puran File Recovery

O oo ] O O B W N[~

. O&O DiskRecovery

10

. Tenorshare Any Data Recovery

11

. Power Data Recovery

12

. GetDataBack

13

. Recover My Files

14

. R-Undelete

15

. Handy Recovery

16

. Ashampoo Undeleter

[IporpamMmMHOe obecrieueHre o BOCCTaHOBIICHUIO
JAHHBIX.
CBobojHOe, YCIOBHO CBOOOIHOE UITH TPHAI-BEPCHH.

IL.5

1.

Iperius Backup

IIporpaMMHOE 0OecreueHUe 110 Pe3ePBHOMY
KOIIMPOBaHUIO JJaHHBIX.

11




. FBackup CBo00IHOE, YCIIOBHO CBOOOHOE HITH TPHAI-BEPCHU.

. Backup4all

. Uranium Backup Free

. Simple Data Backup

. Personal Backup

. Back4Sure

. SyncBackFree

O oo N O O & W N

. Handy Backup

(==Y
(=]

. EASEUS Todo Backup 8.0 Free Edition

[==Y
[3=Y

. Exiland Backup Free 4.0

|
N|

. Nero BacklItUp

(=Y
W

. Paragon Rescue Kit 14.0 Free

—
EuN

. Action Backup

|
o

. LimBackup

=
(o)

. AVSbackup

=Y
~

. ExtraBackup

|
0|

. Cobian Backup

=
(o)

. Backup & Recovery 10 Build 9169 Free Edition

20.

Information Backup System

1.6 IMS Word — ¢ nuuensueit

T1.7 Power Point — ¢ nmuren3ueit

6. MaTepuaJbHO-TeXHHYECKOe o0ecneyeHne JUCIUIIUHbI

6.1 MTO neKIMOHHBIX 3aHATHI

1

JlekuvoHHass ayaMTOpHUs, OCHALICHHAs] MHTEPAKTUBHOM JOCKOH, mnpoekrtopoM, IIK
(HOYTOYKOM), DKPaHOM.

6.2 MTO nabopaTopHBIX paObOT M MPAKTUICCKHUX 3aHITHH

1

Jlaboparopuss ~ «lIporpammHo-anmapaTHble ~ CpeACTBa  3alUThl  WUHGOPMAIUNY,
YKOMILJICKTOBaHHAsI ~ CICIMATM3UPOBAHHON  MeOENbl0, OCHANICHHYIO  IPOTPaMMHO-
alfmapaTHbIMKU KOMIIJICKCAMU 3alllUThL I/IHq)OpMaI_II/II/I, BKJIFOYAOIIIMMH B TOM YHCJIC CpEICTBA
KpunrorpadudecKor 3amuThl THHOPMAITUH,

Jlaboparopus «TexHuueckoi 3auuTsl THPOPMALTUN», YKOMILJIEKTOBaHHAS
CHeMaIN3UPOBAaHHON MeOEbI0, OCHALIIEHHAs] TEXHUYECKUMHU CPEICTBAMH 3aLUThI
nHbOPMALTIT

VY4yeOHble ayAUTOpUH, 000PYI0OBaHHBIE KOMITBIOTEPHON TEXHUKOH, C BO3MOXHOCTbBIO
NOJKIIOYEHUS K ceTH «HTepHeT», 1 o0ecrieueHHeM JI0CTyIa B AJIEKTPOHHYIO
nHpOopMaIMOHHO-00pa3oBareibHyto cpexy CKO® MTYCU

6.3 MTO py6exkHbIX KOHTpOJICH, IK3aMeHa

1

VY4yebHble ayAUTOpUH, 000pPYI0OBaHHBIE KOMITBIOTEPHON TEXHUKOH, C BO3MOXHOCTbBIO
NOJKIIOYEHUS K ceTH «HTepHeT», 1 00ecrieueHreM JI0CTyIa B AJIEKTPOHHYIO
nHpOopMaIMOHHO-00pa3oBarenbHyto cpexy CKO® MTYCU

6.4 MTO camocTosATenbHOM paboThl 00yYaIOLIHXCS

1

[Tomemenne Isi caMOCTOSATEIBLHON pPabOThI OOYUYAIOIIUXCS OCHAIICHO KOMIIBIOTEPHOM
TEXHUKOU C BO3MOKHOCTBIO IIOAKIOYEHUA K CCTU I/IHTepHeT n 06€CH6‘-I€HI/I6M A0CTyIla B
AJICKTPOHHYIO HH(POPMAIIMOHHO-00pa3oBarenbHyto cpeny CKO MTYCHU

12




7. OneHOYHbIE MaTePUAJIbI

OLIGHO‘-IHI:IC MaTCepHraibl U ICPCUCHb BUIOB OLICHOYHBIX CPCACTB TCKYIICTO KOHTPOJIA U HpOMG)KyTO‘IHOfI
aTTecTanuu npenacrasiieHsl B [Ipunoxenun 1 k pabodeit mporpaMme TUCIUILIAHEL.

8. MeTonuyeckne peKOMeHIANMH J1JIs1 00y4aI0OIIUXCsl 10 OCBOEHUIO TN CIUTITHHBI

Metoanueckue PEKOMEHAAaHUU M0 OCBOCHUIO JUCHHUIIIMHBI IIPCICTABJICHBI B HpI/IHO)KCHI/II/I 2K pa6oqel71
nmporpamMme ITMCHUIIJIMHEI.

9. Oco0eHHOCTH pean3aluu AUCUHMIIUHBI (MOAYJIs1) NPU 00y4YeHU U
HHBAJIU/AO0B U JIUI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMM 3/10POBbS

PaGowas mporpamma AMCHUIUTMHBI (MOZYJsI) TIPH HEOOXOJUMOCTH MOXKET OBITh
aJlanTUpoBaHa A 00ydeHus (B TOM 4YMCJEe ¢ MPUMEHEHHEM TUCTAHIIMOHHBIX 00pa30BaTENIbHBIX
TEXHOJIOTHH) JINII C OTPAaHUYCHHBIMHA BO3MOKHOCTSIMHU 37I0POBbsI, MHBAUAOB. J{J1s1 3TOTO TpedyeTcs
3asBJICHHE OOYYaIOLIUXCS, SBJISIOLMXCS JMLIAMU C OFPAaHUYEHHBIMH BO3MOXHOCTSIMH 3/10pOBbS,
WHBAJIMJAMH, WM WX 3aKOHHBIX NPEACTaBUTENIEH M PEKOMEHJAIMH ICUXOJIOr0-MEAUKO-
nenarornyeckoid komuccuu. IIpu oOyueHHM JIUI] ¢ OrpaHMYCHHBIMH BO3MOXHOCTSIMU 370POBBS
YUUTBHIBAIOTCS HX HUHAUBUAYyalbHblE Icuxodusnueckue ocobeHHocTH. OOydeHHue HHBAINIOB
OCYILIECTBIISIETCS TAK)KE B COOTBETCTBUM C MHANWBUIYAIBHOM MpOrpaMMoi peabHInuTaluy MHBAIU1a
(pu HAJIUYHH).

Jlns nui ¢ HapyLIeHMEM CcllyXa BO3MOYKHO HpeJOoCTaBlieHHe ydeOHOH uHpopmanuu B
BU3yaJIbHOU (opMe (KpaTKUil KOHCHEKT JCKIUM; TeKCThl 3a/laHUii, HareyaTaHHBIC yBEIUYCHHBIM
mpUPTOM), HA AYJUTOPHBIX 3aHATUSAX [JOIYyCKAeTCs MPUCYTCTBUE AaCCHCTEHTa, a TaKxke
CYPAOTIEPEBOTIUKOB M TU(IIOCYPAOTIEPEBOJINKOB.

Texymuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIISETCS B MUCbMEHHON (opme: oOyuaromuiics
MUCHbMEHHO OTBEYAET Ha BOIIPOCHI, MMCbMEHHO BBIMOJIHAET MPAKTUYECKUE 3aJaHUsl.

Hoknan (pedepar) Takxke MOXKET ObITh NMPEACTABIECH B MHUCHbMEHHOW (opme, MpHU STOM
TpeOOBaHUS K COJAEPKAHUIO OCTAIOTCA TEMU K€, a TPEOOBAaHUS K KaUECTBY M3JIOKEHUS MaTepuana
(MOHATHOCTb, KadeCcTBO pEeYM, B3aUMOJEHCTBHE C ayJuTOpHEH H T. [A.) 3aMEHSIOTCA Ha
COOTBETCTBYIOIINE TPeOOBAHUS, PEAbSIBISIEMbIE K MMCbMEHHBIM paboTaM (KauecTBO o(popMIIeHHUs
TEKCTa U CIHCKA JIUTEPATypbl, TPAMOTHOCTb, HATMUKE WJUTIOCTPALIMOHHBIX MAaTEpPHAJIOB U T.1.).

[IpomexyTouHas arrectanus JUisl JIML C HAPYIIEHUSMU CIyXa MPOBOAMUTCS B MHUCBMEHHOU
dopme, mpU ITOM HCHOJIB3YIOTCS O0IMe KpuTepuu oueHuBaHus. Ilpu HeoOXxomumocTu Bpems
MOJIFOTOBKU K OTBETY MOKET ObITh YBEJTUYEHO.

Jlnst U1 ¢ HapyIeHUeM 3peHMs IOMyCKaeTCs ayIuallbHOe MpeocTaBieHue nHpopmarum, a
TaKXKe MCIIOJIb30BAaHUE HA ayAUTOPHBIX 3aHATHAX 3BYKO3ANMCHIBAIOIINX YCTPOHCTB (TUKTO()OHOB U
T.A.). Jlomyckaercs mNpUCYTCTBME Ha 3aHATHUAX acCHCTEHTa (IIOMOIIHHUKA), OKAa3bIBAIOIIETO
00y4armuMcs He00X0JUMYI0 TEXHUUECKYIO TOMOILb.

Texymuii KOHTPOJIb YCIIEBAEMOCTH OCYILECTBIISIETCS B YCTHOU opMme.

[Ipy mnpoBeaeHMM TPOMEXKYTOUHOM aTTECTALMKM JUIsl JIML C HapyLIEHUEM 3pEHUS
TECTUPOBAHUE MOXKET ObITh 3aMEHEHO Ha YCTHOE COOECEJOBAHUE 110 BOIIPOCAM.

JUig nun ¢ OrpaHMYEHHBIMM BO3MOKHOCTSMM 370POBbsl, UMEIOIIMX HApyLIEHHUs] ONOPHO-
JIBUTATENILHOTO ammapara, Ha ayJUTOPHBIX 3aHATUAX, a TaKXKe IpU HPOBEAECHUH IPOLEAYp
TEKYIIEro KOHTPOJISl YCHEBAaeMOCTH M NMPOMEKYTOYHOM aTTeCTAllMM MOTYT OBITh MPEIOCTaBICHBI
HEO0OXOAMMBIC TEXHHYECKUE CPEICTBA (MIEPCOHATBHBIAN KOMITBIOTEP, HOYTOYK HJIA JAPYTON TaKET);
JIOMyCKAaeTcsl  MPUCYTCTBHE  aCCUCTEHTa  (ACCHCTEHTOB),  OKa3bIBAIOLIETO  OOyYaIOUIMMCS
HEOOXOUMYI0 TEXHHYECKYI0 IMOMOIb (3aHATh padouee MecTo, NEepeABUraThbCs IO ayAUTOPHH,
NPOYUTATh 3aJaHue, OQYOPMUTH OTBET, OOIIATHCS C MPENOIABATEIIEM).
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10. lonosiHeHus1 u n3MeHenus B Paboueit nporpamme

JIner akryanuzanuu padoyeil nporpaMMbl I CUHUIIIMHBI
«OcHoBbI HHpOpManuoHHOi1 Oe3onacHocTn b1.0.18»
s Menosb3oBanus B 20 /20 y4eOHOM rogy

Yr1Bepxaaro
3am. qupekropa mo YP

20 T.

Hampasnenue: 09.03.01 «MHdopmaTrka u BEIYUCINUTEIbHAS TEXHUKAY
[Ipodunb: «McKycCTBEHHBIN HHTEIICKT M MAIIUHHOE O0yUCHHEY,
®dopma 00yueHus: OUHasi, 3a09HAas

(Bo3moodicHbl ciedyrowue eapuanmol):

a) PaGouas mporpamma aeiicTByeT 6e3 U3MEHEHHIA.
0) B paGouyro mporpaMmy BHOCATCS CIEAYIOIINE U3MECHEHUS

Pazpabotuuk (u):

(®UO, yueHas CTEeNEHb, yUEHOE 3BaHUE)
« » 20 T

Pabouast mporpamma nepecMoTpeHa 1 0100peHa Ha 3aceJaHuU Kadeapsl

IIporokom Ne OT «__ » 20 r.

3aBenyroumii kadenpoit




IIpuaoxenne 1

1. OueHoyHble MaTepHaJbl JJf NPOBEJCHUS TEKYHIero KOHTPOJSA W

HpOMe)ICYTO‘IHOﬁ arTreCTalliy 1o JMCHMIIJInNHE

1.1 Illxaj1a oneHMBAHUS KOMIIETCHIINH

[IkaJia oneHUBAHUS KOMIIETEHIM A

OrneHka

YpoBeHb 0CBOCHMS
KOMIIEeTEHIIUH

Kpurepun onenuBanus

«OTInyHO»

Bricokuii ypoBeHb

OOyuaromuiicss MOKa3bIBa€T BCECTOPOHHEE,
CHUCTEMaTUYECKOEe H TIIyOOKOE 3HaHHUE
OCHOBHOTO U JIOMOJHUTEIBHOTO Y4eOHOTO
Marepuana, yMeeT CBOOOJHO BBITIOJIHSTH
3a/laHusl, MPEeayCMOTPEHHbIE TNPOTrPaMMON;
YCBOMJ  OCHOBHYIO U 3HAaKOM  C
JOIIOTHUTEIEHOU PEKOMEHIOBAHHOM
JIUTEpaTypou; MOXKET OOBSICHUTH
B3alMOCBS3b OCHOBHBIX MTOHSTHIA
JUCHUITIINHBI B ux 3HAYCHUU JJIS
(W (1420011 (S)%1 npodeccuoHaIbHON
ACATCIIbHOCTH, IMPOABJIACT TBOPYCCKUC
CIIOCOOHOCTH B NOHUMAaHHUH, U3IOKEHUH U
MCIOJIb30BAHUH YUeOHOTO MaTepHaa.

«Xopomo»

[ToBbIlLIEHHBIN YPOBEHB

OOyuaromuiicss IMOKa3bIBae€T JOCTATOUHBIN
YPOBEHb 3HAHWUW B MpeAenax OCHOBHOIO
yueOHOro marepuana, 0e3 CyLIeCTBEHHBIX
OLIMOOK BBINOJHSET MPEAYCMOTPEHHBIE B
nporpaMMe 3aJaHus; YCBOWJ OCHOBHYIO

JIUTEpaATYpYy, PEKOMEHIOBAaHHYIO B
porpaMMme; crocobeH OOBSICHUTD
B3aUMOCBSI3b OCHOBHBIX MOHATUH
THCIUTTITHHBI npu JOTIOTHUTEIBHBIX

Bompocax npenojasatens. J[lomyckaer He
CYILIECTBEHHbIE IOTPEHIHOCTH B OTBETAaX,
ycTpaHsieT ux 6e3 MoMOIIM IpernoaBaTes.

«yI[OBJ'IeTBOpI/ITeJ'ILHO»

[Toporosslii ypoBeHb

OOyuatomuiics IIOKa3bIBACT 3HAHUSA
OCHOBHOTO  y4eOHOrO  Mmarepuaja B
MUHHMAJIBHOM 00BEME, HEOOXOIUMOM JUIs
nanpHelmer — ydeObl;  crpaBiseTcs €
BBITNIOJTHEHUEM 3a/laHui, MPESyCMOTPEHHBIX
MIPOTPaMMOH, TOITyCKasi PH 3TOM OOJIBIIIOE
KOJINYECTBO HE NMPUHIMITHAIBHBIX OIINOOK;
3HAKOM C  OCHOBHOM  JIUTEpPaTypoOH,
PEKOMEHI0BaHHOM IIporpaMmoit. Jlomyckaer
CYILIECTBEHHBIE ITOTPEUTHOCTH B OTBETAX, HO
obnazjaeT HeoOXOAUMBIMU 3HAHUSAMH AJIST UX
yCTpaHEHUs oz PYKOBOACTBOM
IIpenoaaBaTels.

«HeynoBneTBopUTEIBHO»

MuyHUMaIIBHBI  YPOBEHB
HE JTOCTUTHYT

OOyuJatonuiicss oOHapyXHBaeT MpPoOessl B
3HAHHUAX OCHOBHOTO Y4eOHOro MaTepuaia,
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AONYCKACT MPUHIUIINAIIBHBIC OIINOKH B
BBINOJIHEHUH IpeIyCMOTPEHHBIX
IIporpaMMoM  3aJaHui, HE 3HAKOM C
PEKOMEHJ0BAaHHOM JIMTEPaTypOl, HE MOXKET
UCTIPaBUTh JOMyIIeHHbIe omuoOkn. Kak
IPaBUJIO, OLEHKA «HEYJIOBIETBOPUTEIHHO»
CTaBUTCSI 00YUaIOUIMMCsl, KOTOPbIE HE MOTYT
IPOAOJDKUTh O0y4YeHHE WIHM NMPHUCTYNHUTh K

MpOoPECCHOHANIBHOW ~ JIEATEIBHOCTU  TI0
OKOHYaHUHM By3a 0€3 [JOMOIHHUTEIbHBIX
3aHATHI o COOTBETCTBYIOIIEH
JTUCIUILINHE.
1.2 Moka3aTeu, KPUTEPUHU U MIKATbI OLEHUBAHUS KOMIEeTeH it
Kpurepun HIkana
IHoka3zaresu KOMIEeTEHUHH
OlleHUBAHHS OlleHUBAHMS
OIIK-3
3HaTh:

- MIOHATHUS MHPOPMAITUHU H
nH(pOpMaMOHHOM 6€30MacHOCTH,
MECTO M pOJIb UH(OPMAIIMOHHOH
0€30MMacCHOCTH B CUCTEME
HAI[MOHALHOW 0€301acHOCTH
Poccuiickoit denepanuu;

- HampaBJIeHUs1 O0ECTICYeHHUS
nH(pOpMaMOHHOM 6€30MacHOCTH;

KonTponbhas padbora

Mogyns 1

0+10
«HeynosnerBopurensao» 0-3
«Y IOBIIETBOPUTEIIBHO» - 4-6
«Xoporoy - 7-8-

«Ot1nmnunoy - 9-10

- KJIACCH(PHMKAIINIO METOJIOB
KpunTorpadguueckoro npeodpazoBaHus
nH(pOopMaLINN;

- CTPYKTYPY Y IPUHLHUIIBI
(OYHKIIMOHHPOBAHUS COBPEMEHHBIX
BBIUMCIUTENBHBIX CHCTEM;

- OCHOBHBIE CITIOCOOBI 3aIIUTHI OT
MoTepu MHPOPMAIUHN U HAPYIICHHHA
paboTOCIIOCOOHOCTH CETEN M CHCTEM

KonTponbhas pabora

Mopyns 2

0+10
«HeynosnerBoputensuo» 0-4
«Y IOBJIETBOPUTEIHLHOY - 5-6
«Xopormoy - 7-8

«Ot1imunoy - 9-10

Ymerb
- KJTacCCH(pUIIMPOBATH U OLICHUBATH IIpaxkTHueckoe Monyis 1
yTrpo3bl HHGOPMALIMOHHON 3anarue 1-6 0+20
0€30MacHOCTH; «HeynosnerBopurensuo» 0-7
- IPOBOJIUTH pabOTHI 110 COKPHITHIO «Y I0BJIETBOPUTENIBHOY - 8-12
nH(popMalny, MPOBEACHUIO «Xopomoy - 13-16
PE3epBHOrO KONUPOBAHMSI, «OtnuyHo» - 17-20
BOCCTaHOBJICHHS HH(POPMAIINH;
- HCIOJIb30BAaTh MEXaHU3MbI
WICHTH(UKAINY B ay TCHTU(DHUKAIIVH,
- HCIOJIb30BATh AHTUBUPYCHBIE [TpakTuueckoe Monyns 2
Cpe/CTBa 3alUTHI; 3ansaTue 7-12 0+20

- BOCCTAaHABJIMBATb IOTCPSIHHBIC
KOMITIBIOTCPHBIC NAHHBIC

«HeynosnerBopurenapao» 0-7
«Y TOBJICTBOPHUTEIHLHOY - 8-12

16




- IPOU3BOJIUTH PE3EPBHOE «Xopomoy - 13-16
KOIIMPOBAaHUE. «OtmuyHoy - 17-20
Baaners
- OCHOBHBIMU TTOHATHUSMH, CBI3aHHBbIME | [IpakTHueckoe Mopnyis 1
c oOecreueHreM WH(MOPMANMOHHO- | 3aHsATHE 1-6 0+20
MICHXOJIOTUYECKON 0e3omacHOCTH «HeynosnerBopurensHo» 0-7
JUYHOCTH, OOIIECTBa W TOCYAapCTBa; «Y TOBJICTBOPHUTETHHOY - 8-12
MH(OPMALIMOHHOTO  MPOTUBOOOPCTRA, «Xopormioy» - 13-16
WHPOPMAIIMOHHON BOWHBI M (QOopMaMu «OtmyHO» - 17-20
UX IPOSBJICHUS] B COBPEMEHHOM MUPE;
- HaBbIKaMH paboTel 1O ocHoBaM | [IpakTuueckoe Monayns 2
3aIUThI uHpOpMaun c | 3ansTue 7-12 0+20
UCTIOJIb30BaHUEM POTrPaMMHO- «HeynosnerBopurensHo» 0-7
anmnapaTHbIX KOMIUIEKCOB «Y IOBIETBOPUTENILHOY - 8-12
«Xopormro» - 13-16
«OtmyHoy - 17-20
3ayer 41-100 6annoB

1.3 OueHouHble MATEpPUAJbI: THIOBbIe KOHTPOJIbHbIE 3aJaHUNl, WHbIE
MaTepUaJibl

1.3.1 OueHounble cpeacTBA AJIs1 OYHOH (PopMbI 00yUeHUS

Moayas 1 (50 6an10B):

Moaynbs comepuT 3 JEKIMOHHBIX 3aHATHSA, 3 Ja0OpaTOpPHBIX U 3 MPAKTHUECKUX 3aHSATHSA.
3HaHUE JICKIIMOHHOTO MaTepuajia OICHUBACTCS MO KOHTPOJBHON paboTe, COCTOSIICH M3 ABYX
BOMPOCOB, MaKCHMaJlbHOE KOJIMYECTBO OallJIOB 3a KOHTPOIbHYIO pabory cocrtaBmser 10. 3a
BBIMIOJTHEHHBIE J1aOOpAaTOpHbIE W MpaKTUYecKue paboThl CTYACHT mMody4yaeT Mmakcumym 40
OamnoB. O0IIee MakCUMaIbHOE KOJIMYECTBO 0AIUTOB 3a MOIYJb 1 coctaBiser 50.

Bonpocs 1Jist KOHTpoabHOIT padoTsl (OITK-3):
1. OcHOBHBIE KOHIIETITYaIbHBIE MMOJI0KEHUS CUCTEMBI 3aIIUTH HHGOPMAITIH
2. KonnentyanpHas MoJenb HH()OPMAIIMOHHON O€30MacHOCTH
3. Yrpo3sl KOHPHUAESHIINATHFHON HH()OpMaIIH
4. JleiicTBUS, MPUBOAAIINE K HEMPABOMEPHOMY OBJIa/ICHUN KOHGUACHIIMATBHONU HH(pOopManuen
5. IlpaBoBas 3amura
6. Opranu3alvoOHHas 3alluTa
7. UHX’EeHEepHO-TEXHUYECKas 3a1[uTa
8.00111e nomoXKeHUs
9.3amuTa nHGOPMAIUU OT YTEUYKHU MO BU3YyaIbHO ONTUYECKUM KaHaJIaM
10.3amuTa nHGOpMALIMK OT YTEUKH M0 AKyCTUYECKUM KaHaIaM
11.3ammra nHpOopMaMK OT YTEUKH 10 3JIEKTPOMArHUTHBIM KaHalaM

12.33H_[I/IT3 I/IH(1)OpMaI_[I/II/I OT YTCYKHU 10 MATCPUAJTIBHO - BCHICCTBCHHBIM KaHaJIaM
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13. Knaccudukanus MeTo0B KpUnTorpaduaeckoro npeodpazoBanus HHPOpMAIUN
14. lIuppoBanue. OCHOBHbIE MOHATHUS

15. Metoap! mndpoBaHusi ¢ CHMMETPUYHBIM KIIFOUOM

16. Cucremsl mn(ppoBaHUs ¢ OTKPBITHIM KIIHOUOM

17. CranmapTsl uppoBaHUS

18. IlepcrekTUBBI UCTIONB30BaHUS KpUNITO3aUThl HH(popMmaryu B KC.

JlabopaTopHas paGora 1. HcciienoBanne XapaKTepuCTHK U BO3MOKHOCTEH IPOrpaMM 1o
3alUTe U COKPBHITUHIO (hailjIoB, MANOK

Kontpouabnsie Bonpockl JIPNel (OIIK-3):

. YkaxxuTe Ha3HauYCHUE, TOCTOMHCTBA U HenocTtaTtku nporpammbl Wise Folder Hider.

. YKaxuTe Ha3HAYeHUE, TOCTOMHCTBA U HEAOCTAaTKH MporpaMmbl Secure Folders

. YKaxuTe Ha3HaYCHHE, IOCTOMHCTBA U HepocTaTku porpamMbl Anvide Lock Folder
. YKaxuTe Ha3HaueHue, TOCTOMHCTBA U HejocTaTku nporpammel Folder Lock

. YKaxxuTe Ha3HaueHUE, IOCTOMHCTBA U HeJocTaTku rporpaMmel Easy File Locker

. YKaxuTe Ha3HaueHUe, TOCTOMHCTBA U HejocTaTku nporpammel Folder Guard

. YKaXuTe Ha3HaYeHHE, IOCTOMHCTBA 1 HepocTaTtku nporpaMMbel DEKSI USB Security

0 9 N U AW N

. YKaXKuTe Ha3HA4YeHHe, TOCTONHCTBA M HelocTaTKu mporpammsl Locker
9. VkaxxuTe Ha3HaYeHUE, IOCTOMHCTBA U HepocTaTku nporpamMMbl Advanced Hider
10. Ykaxxute Ha3HA4YCHHE, TOCTOMHCTBA B HenocTaTku nmporpammbl Hide Folders XP

11. VxaxuTe Ha3HaYeHUE, TOCTOMHCTBA U HepocTaTku porpammbl Hide Files

JlaboparopHasi padora 2. UcciienoBanue XapaKTepUCTHK U BO3MOKHOCTEH IPOrpaMm 1o
M (ppoBaHHI0, 0e3BO3BPATHOMY YAAJIEHHUIO, CTeraHorpaduu

KonTpoJbHsbie Bonpockl JIPNe2 (OIIK-3):

. YKakuTe Ha3HaYeHHe, IOCTOMHCTBA M HeAoCTaTKu mporpammsl TrustPort Tools

. YKaxuTe Ha3Hau€Hue, IOCTOMHCTBA U HeocTaTku rporpaMmbl Cryptic Disk

. YKa)XuTe Ha3HaYeHHeE, IOCTOMHCTBA U He0CTaTKU nporpaMmbl Locker (ckpeiTue ¢aiinos)
. YKakuTe Ha3HaYeHHE, IOCTOMHCTBA M HeAocTaTku porpamMbl Max File Encryption

. YKaXuTe Ha3HaYeHHeE, JOCTOMHCTBA M HEAOCTATKU porpaMmMsl Secure Disk

. YKakuTe Ha3HaYCHHE, IOCTOMHCTBA M HEJOCTATKU NporpaMMbl Masker 7.1

. YKaxuTe Ha3HA4YCHUEC, NTOCTONMHCTBA U HEAOCTATKHU IIPOIrPaMMBbI Fox Secret

00 9 N U AW N

. YKaxuTe Ha3Hau€Hue, TOCTOMHCTBA U HefocTaTtku nporpamMMbl HidelnPicture 1.0
9. YkaxxuTe Ha3HaYeHUe, TOCTOMHCTBA U HelocTaTKu nporpaMMel [ ngpoBanbumk

10. Ykaxkute Ha3HAYCHHE, JOCTOMHCTBA U HeJIOCTaTKH mporpammbl Advanced Encryption
Package

11. Ykaxure Ha3HaueHHE, JOCTOMHCTBA U HENOCTATKH Nnporpammbl Gpgdwin
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12. Ykaxxute Ha3Ha4YCHHE, TOCTOMHCTBA U HenocTaTku nporpammbl Cryptic Disk Professional
13. Ykaxure Ha3HauU€HHE, JOCTOMHCTBA U HefocTaTku mporpammbl CyberSafe Files Encryption
14. Ykaxute Ha3HaUCHKE, JOCTOMHCTBA M HEJOCTATKH ITporpamMmbl Steganos Privacy Suite

15. Ykaxure Ha3HauUeHHE, JOCTOMHCTBA M HEJOCTaTKH mporpammsl Lavasoft Privacy Toolbox

16. Vkaxute Ha3HauCHUE, TOCTOMHCTBA U HEAOCTAaTKH Iporpammel pkilmage Free Edition

JlabGopaTtopHas padora 3. OCHOBHbBIE 3TAMNBI JOCTYNIA K PeCypcaM BbIYUCIUTEIbHOMI
CHCTEeMbI; MCI0JIb30BaHNeE POCTOr0 MaPOJisi; UCMOJb30BaHHE TUHAMUYECKHU
H3MEHSIOIIErocs NapoJisi; B3auMHasi MPOBEPKa MOTUHHOCTH U APyrue caydan
OMO3HAHHUSA; CIIOCOOBI Pa3rPaHNYEHHUS JOCTYNIAa K KOMIIBIOTEPHBIM pecypcam;
pasrpaHuyeHue J0CTYNA MO0 CHUCKAM

Konrtpoabusie Bonpockl JIPNe3 (OIIK-3):

1. [Tonmutrka nHGOPMAIIMOHHON O€30TTaCHOCTH MPEANIPUSATHS U OpTraHU3AIIH.

2. TlpaBoBbIe (OpraHU3alMOHHO-TEXHUYECKUE, DKOHOMHUYECKHE) METOMbI OOeCIeueHUs
nH(}OpMAITMOHHON 0€30TTaCHOCTH.

3. Ob6ecneuenre nHGOPMAIMOHHON OE30MACHOCTH KOMITBIOTEPHBIX CUCTEM.
4. AHaim3 COBPEMEHHBIX TIOXOIOB K MOCTPOCHHUIO CUCTEM 3alIUThI HHPOPMALINH.

5. KpI/ITepI/II/I ONCHKHU 3allMUIICHHOCTHU KOMIIBIOTCPHBIX CUCTEM, MCTOJAbI U CPCACTBA
obecnieueHus ux HHHOPMAITMOHHON O€30TTaCHOCTH.

6. Ocobennoctu obecrnieueHUsT MHYOPMAIMOHHON OE30MAaCHOCTH KOMITBIOTEPHBIX CHUCTEM
pu 00paboTke nHHOPMAITIH, COCTABIISIIOIICH TOCYIapCTBCHHYIO TailHY.

7. Ob6ecrnieueHne 0€30MACHOCTH TEXHUYECKUX CHCTEM M YeJOBEKa B YCJIOBHUSX
VICTIOJTE30BaHHsI HH(OPMALMOHHOTO OPYKHSL.

8. Ananu3 pakTopoB, ONMpeAETSIONNX OE30MaCHOCTh TEXHUIECKUX CUCTEM.
9. Kimaccudukanus 1 BO3MOKHOCTH TEXHHUECKUX Pa3BEOK.

10. Tloka3zarenu 3alMIIEHHOCTH CPEACTB BblUMCAUTENbHOM TexHukun ot HCI k
nHbopmaIuu.

11. ITapons kak cpenctso 3amuTsl oT HCII.
12. TpeboBanus 1o 3amuTe HHPOPMAIIUKA B aBTOMATH3UPOBaHHBIX cucTemax ot HC/I.

13. Ouenka 6e30macHOCTH HHYOPMAITMOHHBIX TEXHOJIOTHH 110 OOLINM KPUTEPHUSIM.

IpakTuyeckue 3ausitus 1-3
PaGoThI BBIMOHAIOTCS TPyNIIaMU CTYACHTOB Ha KuOepronurone. B kauecTBe yueOHOTO

MaTepHraja UCIIOJIB3YOTCA METOAUYICCKUEC MAaTCPUAJIbl U UHCTPYKIHUU. HAXOAAIUCCA HA
XpPaHCHUHA B MIPOrpaMMHO-AIIIapaTHOM KOMIIJICKCC B 3JICKTPOHHOM BUIC.
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Moayas 2: (50 6a/110B):

Monaynb colepkHUT 3 JIEKIMOHHBIX 3aHATHS, 3 71a00paTOPHBIX 3aHATUS U 3 NPaKTHUECKUX
3aHATUI. 3HaHUE JIEKLMOHHOTO MaTepuala OLIEHUBAeTCs 0 KOHTPOJIbHON paboTe, coCTOsIIEH U3 IBYX
BOIPOCOB, MAaKCHMAJIbHOE KOJMYECTBO OaJlJIOB 3a KOHTPOJIbHYIO paboTy coctaBiser 10. 3a
BBITOJIHEHHBIE U 3aIIMIICHHBIC Ta00paTOPHBIE U MPAKTUYECKHUE PabOThI CTYACHT NOTy4aeT MaKCUMYyM
40 6aioB. O0IIee MaKCHUMaIbHOE KOJIMYECTBO 0AJLTOB 3a MOIYJb 1 cocraBiset S0.

Bonpocs! 1J1st KOHTPOIbHOI padoTsl (OITK-3):

1. ITpoGnemsr obecnieueHns 6€30MacHOCTH 00pabOTKH WH(POPMAIIHH.

2. IIpobnemsbl oOecnieyeHuss 0€30MACHOCTU XpaHEHUs MH(OpMAlMM B BBIYMCIUTEIBHBIX
cUcTeMax.

3. ba3oBble 3Tanbl NOCTPOSHUS CUCTEMbI KOMITJIEKCHOM 3aLUThI BBIYUCIUTEIbHBIX CHCTEM.
4. Ananu3z Mojenelt HapyIIuTels

5. Yrpo3sl nHGOPMALMOHHO-TTPOIPAaMMHOMY 00€CTIEUEHUIO

6. Kimtaccudukanus KOMIbIOTEpHBIX BUPYCOB

7. ®aitnoBble BUPYCHI

8. 3arpy304Hbl€ BUPYChI

9. Bupycsl 1 onepaliioHHbIE CHCTEMBbI

10. Metozsl u cpencTBa 60psObI ¢ BUpyCaMu

11. IlpodunakTka 3apakeHusi BUPYCaMHU KOMITbIOTEPHBIX

12. Tlopsinok neiicTBuil mosib30BaTess Npu 0OHapykeHuH 3apaxxeHuss OBM Bupycamu
13. BHecenue GpyHKIIMOHAIBHOW U MH()OPMAIIMOHHON U30bITOYHOCTH.

14. TlonsiTue HaIEAKHOCTH

15. CniocoOsl pe3epBupOBaHUs HHPOPMALIUU

16. IlpaBuna 0OHOBIEHUS pE3EPBHBIX JAHHBIX

17. Metozp! cxatust uHGOpMaAIIN

18. ApxuBanust QailyioBbIX JaHHBIX

19. PezepBupoBaHre CUCTEMHBIX JaHHBIX

JlabopaTopHasi paGora Ne4. HcciienoBanne XapaKTepuCTHK U BO3MOKHOCTeH
anTuBupycHoro I1O

KonTpoabHbie Bonpochl JIPNe4 (OIIK-3):

1. Ykaxxute Ha3HAYCHUE, JOCTOMHCTBA M Henoctarku nporpammbl AVAST Free Antivirus
2. YKaxuTe Ha3HAuYCHHE, JOCTOMHCTBA U HeocTaTku rporpammMbl AVG AntiVirus Free
3. Ykaxxute Ha3HAYCHHE, TOCTOMHCTBA M HEeAOCTaTKu porpamMbl Dr.Web Antivirus

4. VkaxuTe Ha3HAYE€HHE, [OCTOMHCTBA M HEAOCTAaTKH MporpaMMbl AHTHUBUPYC
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Kacniepckoro

5. VYkaxure Ha3Haue€HHWE, IOCTOMHCTBA M Henoctatku mnporpamMmmbl ESET NOD32
AHTUBHpYC

6. YKaXuTe Ha3Ha4YeHHe, TOCTOMHCTBA U HEJOCTATKH mporpaMmbl AVZ Antivirus

7. YKaxuTe Ha3HAYCHHE, JOCTOMHCTBA U HEJIOCTATKH mporpamMmbl Avira Free Antivirus

8. Ykaxkure Ha3HAuUEHUE, IOCTOMHCTBA M HEJOCTAaTKU porpaMMbl Norton AntiVirus

9. Ykaxxute Ha3HAUCHUE, TOCTOUHCTBA U HEOCTATKU mporpammbel McAfee Antivirus

10. Vkaxxute Ha3HAUYCHHE, JOCTOMHCTBA U HEIOCTATKHU mporpamMmel Emsisoft Anti-Malware
11. YkaxxuTe Ha3HAUEHHE, JOCTOMHCTBA U HepocTarku mporpammbl BullGuard Antivirus

12. Vkaxute Ha3HaueHHWE, JOCTOMHCTBA W HENOCTAaTKU mporpammsl Protector Plus
Antivirus

13. YkaxxuTe Ha3HAuUEHUE, TOCTOMHCTBA U HEAOCTATKU porpaMMbl Panda Antivirus

14. Ykaxxnte Ha3HaYCHUE, TOCTOMHCTBA U HEIOCTATKU mporpaMMbl Ashampoo Anti-Virus
14. VxaxxuTe Ha3HaueHUe, JOCTOMHCTBA U HeAocTaTku mporpammsl G Data AntiVirus

16. Ykaxxure Ha3HAUYCHUE, IOCTOMHCTBA M HEJOCTAaTKH ITporpaMMbl K7 AntiVirus

17. Ykaxkure Ha3HaYE€HUE, JOCTOMHCTBA U HegocTaTky nporpammsl VIRUSfighter

18. YkaxxuTe Ha3HAUCHUE, TOCTOMHCTBA M HEAOCTATKU IporpaMMbl Twister Antivirus

JlabGopaTtopnas padora NeS. UcciienoBaHue XapakTepuCTUK U BO3MOKHOCTEH MPOrpamMm 1o
BOCCTAHOBJICHUIO MOTEPSIHHBIX TAHHBIX

KonTpoJbHsbie Bonpockl JIPNeS (OIIK-3):

1. VYkaxure Ha3HAYCHHWE, JOCTOMHCTBA M HEAOCTaTKM mporpammbl Hetman Partition
Recovery

. YKaxuTe Ha3HaueHHUe, JOCTOMHCTBA U HeJoCTaTKH porpammbl Active File Recovery

. VKaxuTe Ha3HAYCHHUE, JOCTOMHCTBA U HEIOCTATKH mporpammbl R-Studio 7.6

. YkaxxuTe Ha3HaYCHHE, JOCTOMHCTBA U HelocTaTku nporpammel Auslogics File Recovery
. YKaxuTe Ha3HAuUCHHE, JOCTOUHCTBA U HenocTaTku mporpammbl Active UNDELETE

. YKakxuTe Ha3HaueHue, JOCTOMHCTBA U HeZoCTaTKu mporpammsl Paragon Rescue Kit

. YKaxuTe Ha3HauYCHUE, JOCTOMHCTBA U HefocTaTku mporpammbl Wise Data Recovery
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. YKakuTe Ha3HaueHHue, JOCTOMHCTBA U HeJoCTaTKH nporpammsl Puran File Recovery
9. Ykaxxute Ha3HAUCHHE, TOCTOUHCTBA U HepocTaTku mporpammbl O&O DiskRecovery

10. Ykaxxute Ha3HaueHHe, JOCTOMHCTBA M HEJAOCTAaTKH mporpammsbl Tenorshare Any Data
Recovery

11. Ykaxkute Ha3HAUCHHE, TOCTOMHCTBA U HEIOCTAaTKU rporpaMmMel Power Data Recovery
12. YkaxxuTe Ha3HaYEHUE, TOCTOMHCTBA U HepocTaTku mporpammbl GetDataBack

13. Ykaxxure Ha3HAUCHUE, IOCTOMHCTBA M HEJOCTAaTKU MporpaMMbl Recover My Files

14. Ykaxkute Ha3HaYEeHHE, JOCTOMHCTBA U He0CTaTKU mporpammel R-Undelete

15. Ykaxxure Ha3HAUEHUE, TOCTOMHCTBA U HeAocTaTku mporpamMMbl Handy Recovery
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16. YkaxxuTe Ha3HAUCHUE, TOCTOMHCTBA M HEeAOCTAaTKN IporpaMMbl Ashampoo Undeleter

JlabGopaTtopnas padora Ne6. UcciienoBaHue XapakTepuCTUK U BO3MOKHOCTEH MPOrpamMm 1o

OpPraHU3aliH Pe3ePBHOr0 KOMHPOBAHUS
KonTpoubHsbie Bonpockl JIPNe6 (OIIK-3):

. Ykaxxute Ha3HaYCHHE, JOCTOMHCTBA U HEIOCTATKHU Mporpammsl Iperius Backup

. YKkaxxuTe Ha3HaYeHHE, JOCTOMHCTBA U HelocTaTku nporpammsl FBackup

. Ykaxxute Ha3HaYCHHE, JOCTOMHCTBA U HEMOCTAaTKH mporpammel Backup4all

. YKkaxuTe Ha3HaYeHHe, JOCTOMHCTBA U HempocTaTku mporpammsbl Uranium Backup Free
. YkaxxuTe Ha3HaYCHHE, JOCTOMHCTBA U HelocTaTku nmporpammel Simple Data Backup

. YKaxxuTe Ha3HaYeHHe, JOCTOMHCTBA U HeloCTaTku nmporpammbl Personal Backup

. Ykaxxute Ha3HaYCHHE, JOCTOMHCTBA U HEIOCTATKHU mporpammbl Back4Sure
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. YKa)kxuTe Ha3HaueHue, JOCTOMHCTBA U HeJocTaTku mporpammsl SyncBackFree
9. Vkaxxute Ha3HaYeHHE, JOCTOMHCTBA U HenocTarku nporpammsl Handy Backup

10. Ykaxute Ha3HaueHHe, JOCTOMHCTBA U Henoctatku nporpamMbl EASEUS Todo Backup
8.0 Free Edition

11. Ykaxure Ha3HaueHHE, JOCTOMHCTBA U HepocTarku nporpammsel Exiland Backup Free
4.0

12. Ykaxute Ha3HaYEHUE, TOCTOMHCTBA U HeocTaTtku nporpaMMel Nero BackItUp

13. VYkaxxuTe Ha3HaYeHUE, JOCTOMHCTBA M HeAocTarku mporpammbl Paragon Rescue Kit
14.0 Free

14. Ykaxxure Ha3HAUCHUE, TOCTOMHCTBA M HEJOCTATKH ITporpaMmMbl Action Backup
15. YkaxkuTe Ha3HAuUEHUE, TOCTOMHCTBA U HeAOCTaTKu mporpamMMbl LimBackup

16. YkaxxuTe Ha3HAUYCHUE, TOCTOMHCTBA M HEJ0CTaTKH ITporpaMMbl AV Sbackup

17. YkaxxuTe Ha3HAUEHUE, TOCTOMHCTBA U HEAOCTAaTKU porpaMmMbl ExtraBackup
18. Ykaxxure Ha3HAUCHUE, TOCTOMHCTBA U HeAocTaTku mporpaMmMbl Cobian Backup

19. Ykaxxute Ha3HAUCHHE, TOCTOMHCTBA M HEIOCTAaTKH porpammel Backup & Recovery 10
Build 9169 Free Edition

20. VYkaxkuTe Ha3Ha4YeHHE, JOCTOMHCTBA M HemocTarku mporpammbl Information Backup
System

IIpakTnyeckue 3aHATUSA 4-6
PaboTb! BINONHAIOTCS TPpyIIIIaMU CTYJEHTOB Ha KHOHpIoUrone. B kauectBe yueOHOro

MaTepuasa UCIOJb3YIOTCS METOAMYECKUE MaTepuaibl 1 MHCTPYKIIMH. HaXOsAIIUecs Ha
XpaHEHUU B IPOrPaMMHO-AINNAapPaTHOM KOMILIEKCE B DJIEKTPOHHOM BUJE.
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1.3.2. Bonpocul, ébinocumsle Ha 3auem no oucyuniune «Ocroel

ungpopmayuonnou oezonacnocmuy (OIIK-3)

1.ITonsitue u cymuocts 3. Haznauenue 3U. 3agaun 3U.

N oo o A~ DN

10.

11.
12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

MeTtononornyeckue ocHOBbI opranu3anuu 1.

[Tpuntumner opranuzanuu 3W. OcHoBHBIE TpeOOBaHUs, IPeAbIBIsIEMbIC K 3.
[IpaBoBOE peryaupoBaHue B 00JacTH 6€301aCHOCTH HH(POPMALIUH.

OO01as xapakTepUCTHKa OpraHU3allMOHHBIX METOAOB 3aIUThl HHPOPMALIHH.
OcHoBHBIE (haKTOPHI, BIUAIOUINE Ha opranu3anuio 31.

@OyHKIMU pyKOBOICTBA MPEANPHUATHS U NOAPA3ACICHUN IPEATPUATHSL, SKCTIEPTHONH KOMHUCCHH,
CITy>kOBI 3aIIUTHI HHPOPMALIUH.

Knaccudukanus nadopmanuy o BuaM TailHbl U CTENEHAM KOH()UIEHIINAIBHOCTH.
HopmartuBHOe 3akperuieHne cocTaBa 3alluiaeMoil nHpopMalnu; CTPYKTypa Iepedneit
CBEJICHU, OTHOCUMBIX K PA3JIMYHBIM BHJIAM TalHBI.

3HayeHne HOCUTENeH 3auumaeMoi HHGOpMaIK Kak 0OBEKTOB 3alTUThl. DaKTOPBI,
OIpeIENSIIOIIUE COCTaB HOCUTENEH HH(OPMALHH.

MeToarKa BBISIBIICHHUS COCTaBa HOCUTENEH 3amuimaeMon HHGpOpManuu. X paHWInIa HOCUTENIeH
nH(popMaIuy Kak 0ObEKT 3aIIUTHI.

OcobeHHOCTH TOMEIIEeHUH st paboThI ¢ 3amuIIaeMoi nHpopmarmenn Kak 00bEKTOB 3aIIUTHI.

CocTaB TEXHUUECKHUX CPEICTB 00pabOTKH, epeaayu, TPAHCIOPTUPOBKHU U 3aIIUTHI HHPOPMAIIH,
SIBIISTFOIIIUXCSI OOBEKTAMHU 3aIIUTHI.

Omnpenenenne BO3MOKHBIX METO/IOB HECAHKIIHOHUPOBAHHOTO JIOCTYIA K 3AIIUINACMOM
uHpOpMaLnH.

Meroavka BBISIBICHUS HapyIIuTeel (HE3aKOHHBIX TI0JIb30BaTEIIC) U COCTaBa MHTEPECYIOIICH
uX HHPOpMaLUH.

®daxTopsl, BAUIIONINE HAa BEIOOP KOMITOHEHTOB 3. OOBEKTHI 3alIUTHI KaK OCHOBHOM (haKTop,
ONpEAEIIAIOINN COCTaB KOMIIOHEHTOB 3.

ObecriedeHune MOJHOTHI COCTABIISIFOIINX 3alIUTHL. YUeT BceX (aKTOPOB U 0OCTOSITEIBCTB,
OKAa3bIBAIOIIMX BIUSHUE Ha KAYECTBO 3aIUTHL.

Obecnieuenne 0€30MaCHOCTH BCEW COBOKYITHOCTH TIOJUIKAIIEH 3a1iuTe HHPOPMAILIUU BO BCEX
KOMIIOHEHTax ee cOopa, XpaHEHHs], Iepeiauyl U UCIIOJIb30BaHUs, @ TAK)KE BO BCE BpeMs U MU
BCEX PEKUMaxX QYHKIMOHUPOBAHUS CUCTEM 00pabOTKH HHPOPMALINH.

ITonsiTHe Moaenu O6’LGKT8., OCHOBHBIC BUABI MOJICICH U UX XapaKTCPUCTUKA.

Pacnipenencane GpyHkuii o 3amure HHPOPMAITUH MEKIY PYKOBOJACTBOM TIPS IITPHSITHS,
ciryx00¥ 3amuTh HHPOpMAaIH, 00ecriedeHe B3auMOICHCTBUS MEKy HUMHU.

Pa3paboTka HOpMATHBHBIX JIOKyMEHTOB, PETJIAMEHTHPYIOILIHNX JCATEIbHOCTD TIEPCOHANA IO
3amute uHpopmanuu. [Tondop u oOyueHue nepconana.

CocTaB HOPMATHBHO-METOUYECKIX JOKYMEHTOB IT0 00SCTICUCHUI0 (DYHKIIMOHUPOBAHUS
cucteMsbl 3U.

ConeprxaHue ¥ OCOOCHHOCTH IKCTIEPTHOM OIEHKH 3()(hEKTUBHOCTH 3aIUTHI.
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23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
30.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
S7.

CBeneHusi, COCTaBIISIIONINE KOMMEPUECKYIO TallHy MPEATPUATHS

Yrpo3sl 6€301macHOCTH HHPOPMAITH B KOMITBIOTEPHBIX CHCTEMaX.
Yrpo3bl 151 TPOTOKOIOB U cityk0 Internet

BupTtyanpHble yacTHbBIE ceTH U UX UHGOPMAIIMOHHAS 3aIllUTa

MeTtoap! nACHTUPUKAUN U ayTEHTU(PUKAIIY T10JIb30BaTeNei
MesxceTeBble SKpaHbI

OrneHka 3auuiieHHoCT HHPOopMaluu OT yTeuku 1o kananam [I9MUH
OcHOBHBIE KOHIIEITYaIbHBIE MOJOKEHUS CUCTEMBI 3alIUThl HH(OPMALIUN
JleiicTBusi, MPUBOIAIINE K HETIPABOMEPHOMY OBJIaJICHUIO KOH(UACHIIMAIEHOW HHPOpMannei
Hanpasnenust obecrieueHus 6€30MacHOCTH

[TpaBoBBIE TOKYMEHTHI IO 3alIUTE MHPOPMALIMN U UX XapaKTEPUCTHUKA
3anayn Mo 00eCreYeHNI0 OPTraHU3aAIMOHHBIX MEPOIPHUATHIA MO 3aIuTe HHPOPMAIUH.
Knaccudukarus Mep HHKECHEPHO-TEXHHYECKON 3aIIUTHI HHPOPMALINH.
Knaccudukanus nHXeHEpHO-TEXHUUECKOH 3alIUThI HH(POPMAIIHH 110 TEXHUYECKHM CPEACTBAM.
Knaccudukarus mporpaMMHBIX CPENICTB 3aIIUTHl HHPOpPMAaITUN

Kanansl pasrnamenust KoHQUIESHIIMATBHON HHPOpMAIIHH.

CriocoOBbI TIpecedeHus pasriianieHns HHPOpMaIum.

Kanans! yreuku koHpuaeHnansHoi nundopmanuu. Mx knaccudukanus.
3ammTa HHPOPMALIMU OT YTEUKH IO BU3YaIbHO-ONTHYECKAM KaHaJlaM
3amuTa HHPOPMAIMH OT YTEYKU HO aKyCTHUYECKUM KaHajIam

3amuTa THPOPMALIUU OT YTEUKH MO AJIEKTPOMArHUTHBIM KaHaJaM
Croco0bl HECaHKIIMOHUPOBAHHOTO JOCTYyTa

3amuTa oT HabmoaeHUs U (poTorpadupoBaHus

CriocoObI MPOCTYIIMBAHUS TTOCPEICTBOM PAIHO3aKIAIOK.

Obecnieuenune 6€30MacHOCTH TeNe(POHHBIX IEPETOBOPOB

Ha3znauenue n XapakTepUCTUKN HEIMHEHHBIX JIOKATOPOB

Ha3nauenue u XapakTepUCTUKU CPECTB MOCTAHOBKH AaKTUBHBIX IIOMEX
Ha3nauenue u nmpuHIUI pabOTH CKPEMOJIEPOB (JIeCKPeMOICPOB)
IIpoTuBoOAElicTBHE HE3AKOHHOMY MOJKIIIOUEHHIO K JIMHUSAM CBS3U

Mepb! 3alIUTHI OT paguornepexnara

OCHOBHBIE BCTPOCHHBIE MeXaHU3MbI 3auThl OC U UX HEAOCTATKHU
AHaJIN3 CYHNIECTBYIOIIUX YTPO3 JJIsi COBPEMEHHBIX YHUBEpCcaIbHbIX OC
3aza4u U METO/Ibl pE3€PBUPOBAHUS.

Kpunrorpadguaeckne MeToap! 3auThl HHGOPMAITIH.

KommnbroTepHbie BUPYChI U MEXaHU3MBbI OOPbOBI C HUMHU.
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58. [IpodunakTrka 3apakeHUsS BUPYCaMH KOMIIBIOTEPHBIX CUCTEM.

1.4. OueHouyHble MAaTEPUAJIBI ISl 32049HOH (PopMBbI 00yUeHU S

Bonpocs! 1J1st KOHTpobHOI padoTsl 1 (OIIK-3):
1. OcHOBHBIE KOHIIENTYaIbHbBIE MOJOKEHUS CUCTEMBI 3aIIUTHI HHPOPMAIIH
2. KonuenryanabHasg MOJeNIb UHPOPMALMOHHOM O€3011aCHOCTH
3. Yrpo3sl kKoHpuACHIMATBHON HHDOpMaIUn
4. JleficTBus, MIPUBOISIINE K HEITPABOMEPHOMY OBJIAJICHUH KOH(PHICHIIMATBHON HH(pOopMaIen
5. IlpaBoBas 3amura
6. Opranu3anoHHas 3aluTa
7. HXeHepHO-TeXHUYECKas 3aliuTa
8.001mue noIoKeHus
9.3amuTa HHGOPMAIUHU OT YTEUKHU MO BU3YyaJIbHO ONTUYECKUM KaHajam
10.3amuTa nHGOPMAIMH OT YTEUKH 110 aKYCTHUECKUM KaHajJaM
11.3ammra napOopManK OT YTEUKH 10 HJIEKTPOMATrHUTHBIM KaHajlaM
12.3amuTa nHpOpMaIK OT YTEUKH 10 MAaTEPUAIBHO - BEIIECTBEHHBIM KaHaIaM
13. Knaccudukanust MeTo0B Kpuntorpadguueckoro npeodopasopanusi nHOoOpMaIuu
14. llndpoBanue. OCHOBHBIEC MTOHSATHUS
15. Metonp! mm¢ppoBaHus C CAMMETPHUIHBIM KIIFOUOM
16. Cucremsl muppoBaHUs ¢ OTKPHITHIM KIFOUOM
17. Cranmaptsl mudpoBaHUs

18. [lepcriekTUBBI UCTIOIB30BaHUS KpUTo3amuThl nHopMmarmu B KC.

Bomnpocs! 1J1s1 KOHTPObHOM padoTsl 2 (OIIK-3):

1. [Tpo6nemsl obecniedeHust 6e30nacHOCTH 00pabOTKU HHPOPMAIIHH.

2. TIpobnembr obOecrieueHus: 0OE30MACHOCTH XpaHEHUs HH(OpMAIMM B BBIYHUCIUTEIBHBIX
CHCTEMax.

3. ba3oBbl€ 3TaIbl IOCTPOEHUSI CUCTEMBI KOMIUIEKCHOM 3aLUThl BEIYMCIUTEIbHBIX CUCTEM.
4. AHanu3 Mozeneil HapyIuTest

5. Yrpo3sl nHGOPMALMOHHO-TIPOIPAMMHOMY 00€CIIEUCHHUIO

6. Kitaccudukanust KOMIbIOTEpHBIX BUPYCOB

7. @alnoBbIe BUPYCHI

8. 3arpy304HbI€ BUPYCHI

9. Bupychl 1 oniepaliiOHHbIE CUCTEMBI

10. MeTozs! u cpenctBa 00pbOBI C BUpYCaMH

11. IlpodunakTika 3apakxeHus] BAPYCAMHU KOMITbIOTEPHBIX
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12

13.
14.
15.
16.
17.
18.
19.

. llopsa ok nelicTBuii noap30Baress Npu oOHapykeHuu 3apaxxkeHus OBM Bupycamu
BHaecenue (yHkIMoHaNIbHONW U MH)OPMAIIMOHHON U30BITOYHOCTH.

ITonsiTHE HANEKHOCTH

Crnioco6b! pezepBHpOBaHUs HHPOPMALTIH

[TpaBuia 0OHOBIEHHS PE3EPBHBIX TaHHBIX

Mertozpl cixaTus HHPOPMaLUU

ApxuBanus (paitioBbIX TaHHBIX

Pe3epBHp0BaHHe CHUCTCMHBIX JaHHBIX

JlabopaTopHas paGora Ne4. HcciienoBanne XapaKTepuCTHK U BO3MOKHOCTeH
anTuBupycHoro I1O

KonTtpoabHbie Bonpochl JIPNe4 (OIIK-3):

0 N N U bW

11.

12

13.
14.
14.
16.
17.

18

1.

. YKakuTe Ha3HaueHUe, JOCTOMHCTBA U HegocTaTku nporpammbl AVAST Free Antivirus

. YKakuTe Ha3HAUYCHHE, TOCTOMHCTBA U HenocTaTKu rporpamMMbl AVG AntiVirus Free

. YKa)kuTe Ha3HauYeHUe, JOCTOMHCTBA U HEJOCTaTKH nporpammsl Dr.Web Antivirus

. YKaxuTe Ha3HaYeHue, TOCTOMHCTBA U HEAOCTATKHU MporpaMMbl AHTUBHpYC Kacnepckoro

. YKkaxuTe Ha3HaueHHe, JOCTOMHCTBA U HepocTaTku nporpammsl ESET NOD32 Antusupyc
. YKakuTe Ha3HAUCHUE, JOCTOMHCTBA U HEJOCTATKH ITporpammbl AVZ Antivirus

. YKakuTe Ha3HaueHUe, JOCTOMHCTBA U HEJJOCTAaTKH Mporpammsl Avira Free Antivirus

. YKaxuTe Ha3HAUCHUE, JOCTOMHCTBA U HEJOCTATKH Tporpammbl Norton AntiVirus

. YKaXuTe Ha3HaueHUe, JOCTOMHCTBA U HEJJOCTAaTKH nporpammbl McAfee Antivirus

. YKakuTe Ha3HauYeHHUe, JOCTOMHCTBA U He0CTaTKH rmporpammel Emsisoft Anti-Malware
VYKakuTe Ha3HaueHUe, JOCTOMHCTBA U HefocTaTku mporpammsl BullGuard Antivirus

. YKakuTe Ha3HAuYCHHE, TOCTOMHCTBA U HEJOCTATKU mporpammel Protector Plus Antivirus
VYkaxuTe Ha3HauYeHHe, IOCTOMHCTBA U HeJJ0CTaTku nporpammMbl Panda Antivirus
VKa)kuTe Ha3HauYeHHUE, JOCTOMHCTBA U HEAOCTATKH Mmporpammbl Ashampoo Anti-Virus
VYkakute Ha3HaYECHUE, TOCTOMHCTBA U HeocTaTku nporpaMmMel G Data AntiVirus
VYkaxxute Ha3HauYCHUE, JOCTOMHCTBA U HEJOCTATKU mporpammbl K7 AntiVirus

VYkaxxuTe Ha3HaYeHHE, TOCTOMHCTBA U HepocTaTku nporpammer VIRUSfighter

. YKakuTe Ha3HAuUCHHE, TOCTOMHCTBA U HEJIOCTATKU MporpaMMbl Twister Antivirus

JlabopaTopHas paGora NeS. HcciieqoBanne XapaKTepucTHK U BO3MOKHOCTEH NMPOrpamMM 1o
BOCCTAHOBJICHUIO OTEPSIHHBIX JTAHHBIX

Kontpouabusie Bonpockl JIPNeS (OITK-3):

VYkaxxute Ha3HauUeHUe, JOCTOMHCTBA U HeJoCTaTKu porpammbl Hetman Partition Recovery

2. VKakuTe Ha3HaueHue, JOCTOMHCTBA U HeAocTaTku mporpammsl Active File Recovery
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3. YkaxxuTe Ha3HAYCHUE, JOCTOMHCTBA M HeloCcTaTku porpammbl R-Studio 7.6

4. YkaxxuTe Ha3HauY€HUE, JOCTOMHCTBA U HeJocTaTKu nporpammsl Auslogics File Recovery
5. VkaxuTe Ha3HaYE€HUE, TOCTOMHCTBA U HegocTaTtku nporpammbl Active UNDELETE

6. YkaxuTe Ha3HaueHHe, TOCTOMHCTBA M HelocTaTku nporpaMmMsl Paragon Rescue Kit

7. YkaxuTe Ha3HAuYeHHE, JOCTOMHCTBA M HepocTarku mporpammbel Wise Data Recovery

8. Ykaxxute Ha3HaYeHUE, IOCTOMHCTBA U HefocTaTku nporpaMmMel Puran File Recovery

9. YkaxxuTe Ha3HAYCHHE, TOCTOMHCTBA M HepocTarku mporpamMbel O&O DiskRecovery

10. VYkaxxuTe Ha3Ha4YeHUE, JOCTOMHCTBA M HEAOCTaTkU mnporpammsl Tenorshare Any Data
Recovery

11. YkaxuTe Ha3HAUeHHE, TOCTOMHCTBA M HElOCTaTKU nporpaMmMel Power Data Recovery
12. Ykaxkute Ha3HAUYCHUE, TOCTOMHCTBA M HejocTaTtku mporpamMmbl GetDataBack

13. Vkaxute Ha3HAUCHHE, TOCTOMHCTBA U HEAOCTATKU mporpamMmMel Recover My Files

14. Ykaxxute Ha3HAYCHUE, TOCTOMHCTBA U HEI0CTAaTKU mporpamMmbl R-Undelete

15. Ykaxkure Ha3HAuUEHUE, TOCTOMHCTBA U HeAocTaTku mporpaMMbl Handy Recovery

16. Ykaxxure Ha3HAUCHUE, TOCTOMHCTBA M HeAOCTAaTKH TporpaMMbl Ashampoo Undeleter

JlaGopaTtopnas padora Ne6. UcciienoBaHue XapakTepuCTUK U BO3MOKHOCTEH MPOrpamMM 1o
OPraHu3anuu pe3epBHOr0 KONMMPOBAHUS

KonTpouabHsbie Bonpockl JIPNe6 (OIIK-3):

. YKaxnTe Ha3Haue€HHUe, JOCTOMHCTBA U HEJJOCTATKH Nporpammsl Iperius Backup

. YkaxuTe Ha3HaYeHHe, JOCTOMHCTBA U HelpocTaTku nporpammel FBackup

. YKaknTe Ha3HaueHHUe, JOCTOMHCTBA U HEJOCTAaTKH rporpammsl Backup4all

. YKkaxuTe Ha3HaYeHHe, JOCTOMHCTBA U HepocTaTku nporpammel Uranium Backup Free
. YkaxxuTe Ha3HaYCHHE, JOCTOMHCTBA U HeoCTaTku nmporpammel Simple Data Backup

. YKkaxuTe Ha3HaYeHHe, JOCTOMHCTBA U HeloCcTaTku nmporpammbl Personal Backup

. YkaxxuTe Ha3HaYCHHE, JOCTOMHCTBA U HENOCTAaTKU Mporpammel Back4Sure

o 3 N W B~ WD

. YKakuTe Ha3HAUCHUE, JOCTOMHCTBA U HeJoCcTaTKu mporpammel SyncBackFree
9. YkaxxuTe Ha3Ha4YCHUE, JOCTOMHCTBA M HenocTarku nporpammbel Handy Backup

10. Ykaxxute Ha3HaueHue, nocTonHcTBa U HemocTatku mporpammbl EASEUS Todo Backup 8.0
Free Edition

11. YkaxxuTe Ha3HAUYCHHE, TOCTOMHCTBA M HemocTaTku nporpamMmbl Exiland Backup Free 4.0
12. YkaxuTre Ha3HaYCHUE, TOCTOMHCTBA U HeocTaTtku nporpaMmMel Nero BackItUp

13. Ykaxkute Ha3HaueHWe, TOCTOMHCTBA W HEMOCTAaTKH mporpamMmbl Paragon Rescue Kit 14.0
Free

14. Ykaxxute Ha3HaYeHUE, JOCTOMHCTBA U HEAOCTATKH MporpamMmmbl Action Backup
15. Ykaxure Ha3HaYCHUE, TOCTOMHCTBA U HeoCTaTKu nmporpaMMmel LimBackup

16. Ykaxxute Ha3HaYeHUE, JOCTOMHCTBA U HEeAOCTaTKU iporpammbl AV Sbackup
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17. Ykaxxute Ha3HaYEHUE, TOCTOMHCTBA U HepocTaTku nporpammbl ExtraBackup

18. Ykaxure Ha3HaYeHUE, TOCTOMHCTBA U HelocTaTku nporpamMMel Cobian Backup

19. Vkaxkute Ha3HA4YCHHE, JOCTOMHCTBA W HEMIOCTAaTKH Tporpammbl Backup & Recovery 10
Build 9169 Free Edition

20. YkakuTe Ha3HAUYCHUE, IOCTOMHCTBA M HeJOCTaTKH IporpaMmbl Information Backup System

IMpakTnyeckue 3aHATUSA 4-6
PaGoThI BBIMONHAIOTCS FPyNIIaMH CTYACHTOB Ha kKubeprnonurone. B kauectse yueOHOTo

MaTtepuraja UCIOJIIB3YHOTCA METOAUYCCKUEC MAaTCPHUAJIBI U UHCTPYKIHUHU. HAXOAAIIUECA HA
XpaHCHUH B IPOIrpaMMHO-AIIIIapaTHOM KOMIIJICKCC B DJICKTPOHHOM BUIC.

1.4.1Bonpocwt, évinocumele na 3auem no oucyuniune «Ocnoevl uH@opmayuonnol

oezonacnocmuy (OIIK-3)

1. Ilonstue u cymuocts 3U. Haznauenne 3U. 3apaun 3U.

1
2
3
4.
5
6

10.
11.

12.

13.

14.

15.

Metononornyeckue OCHOBBI opranuzanuu 1.

[Tpunuuns! oprannzauuu 31. OcHoBHBIE TpeOOBaHMsl, IpeabsBIsieMble K 3.
[IpaBoBOE peryinpoBaHue B 06JacTu 6€30MaCHOCTH HHPOPMALIUH.

OOm1ast XapaKTEepUCTHKA OPTraHU3aIMOHHBIX METOIOB 3aIIUTHl HHPOPMAIIUH.
OcHoBHbIE (paKTOPBI, BIUAIOIMINE Ha opraHu3anuio 3U.

@OyHKIIUN PYKOBOJICTBA MPEANIPHUATHS U MTOIPA3ICICHUN TIPEATIPUATHS, SKCIIEPTHOH KOMHICCHH,
CIIy kOBl 3aIIUTHI HUH()OPMALIHH.

Knaccudukarus napopmarin mo BUaaM TaitHBI U CTETICHAM KOH()HUICHINATBHOCTH.
HopmartuBHOe 3akperuieHue cocTaBa 3alliyiiaeMoi nHpopMalun; CTpyKTypa epedyHeit CBeIeHHH,
OTHOCHMBIX K pa3JIMYHbIM BUJaM TalHBI.

3HaueHue HOCUTENeH 3anuinaeMoil HtHpopMaIu Kak 00bEKTOB 3aIIUThl. DaKTOPHI,
OTIPEICIISIONINE COCTAaB HOCUTENCH NH(OPMAIIHH.

Metoanka BbISIBIIEHUS cOCTaBa HOcUTeNeH 3amuimaeMoi nHGpopManuu. XpaHuiniia HocuTenen
nH(pOpMaLIUU KaK 0OBEKT 3alUTHI.

OcoOeHHOCTH TOMEIIEHHH 7151 paOoTHI ¢ 3aluiaeMoil HHPpopMaIre Kak 00HEKTOB 3aIIUTHI.

CocTtaB TEXHUUECKUX CPEICTB 00pabOTKH, epeaadu, TPAHCIOPTHPOBKH 1 3aIIUTHI HHPOPMAIIHH,
SBJISIIOIIMXCSI OOBEKTaMM 3aLUTHI.

Omnpenenenre BO3MOKHBIX METOI0B HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K 3aIUIAEMOI
nH(pOpMALINH.

MeTtoauka BbISBICHUS HapylLIuTeNlel (HE3aKOHHBIX [10JIb30BATENEi) U COCTaBa MHTEPECYIOIIEH NX
nH(pOpMALINH.

@daxTopHl, BAUAIOLINE Ha BEIOOP KOMITOHEHTOB 3M. OOBEKTHI 3alIUThI KaK OCHOBHOM (haKTop,
OIIpEACIIAIOMI COCTaB KOMIIOHEHTOB 3.

OOecrnieueHne MOTHOTHI COCTABIISIONINX 3AIIUTHI. YUeT BceX (JaKTOPOB U 0OCTOSATEIBCTB,
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16.

17.
18.

19.

20.

21.
22.
23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.

OKa3bIBaIOIMINX BJIMAHHUC HAa Ka4YCCTBO 3alllUTHI.

Ob6ecneuenune 6€30MacHOCTH BCel COBOKYIHOCTH MOJIEXKAIIeH 3aiuTe HHPOpMaLui BO BCeX
KOMIIOHEHTax ee cOopa, XpaHEHHsI, Iepeaadd U UCTIONb30BaHUSs, a TAK)KE BO BCE BPEMs U IPH BCEX
pexxnMax GyHKIIMOHUPOBAHUS CUCTEM 00paOOTKH HH(DOpMAIIHH.

IlonsTue MOACIIN O6”I)€KTa, OCHOBHBIC BU/IbI MOI{GJ’IGﬁ H UX XapaKTCPpUCTUKA.

Pacnpenenenne ¢pyHKImi 1o 3ammre HHOOPMAITUH MEXKITy PYKOBOJICTBOM HPEATPUSITHS,
CITy>k0011 3amUThl HH(DOpPMAIUK, 00ecIIeYeHEe B3aUMOICHUCTBUS MEXIY HUMH.

Pa3paboTka HOpMATHBHBIX JIOKYyMEHTOB, PETJIAMEHTUPYIOLIHUX JCATEIILHOCTh TIEPCOHAIA TI0
3amute uHGopmarmu. [Togdop u o0yueHue nepconana.

Cocras HOPMAaTUBHO-METOAUYCCKUX TJOKYMCHTOB I10 obecrneyeHuIo (I)YHKI_II/IOHI/IpOBaHI/IH CHCTCMbI
3.

ConeprxaHue U 0COOEHHOCTH HKCIEPTHOM OLEHKH 3()(hEKTUBHOCTH 3aILUTHI.
CBezieHHUs1, COCTABISIONINE KOMMEPYECKYIO TAWHY MPEIIPUSTHS

VYrpo3bl 0e30macHOCTH HH(POPMALUN B KOMIIBIOTEPHBIX CUCTEMAX.

VYTrpo3sl 11 IPOTOKOJIOB U city:k0 Internet

BuptyasbHble 4acTHBIE CETH M UX WH(GOPMAIIMOHHAS 3allUTa

Metoab! naeHTH(HUKAIUT U ay TeHTH(UKALINHY TTOJTb30BaTeNeiH

MesxceTeBble KpaHbl

Onenka 3anMImeHHoCTH HH(GOPMAIIUK OT yTeukH 1o kanamam [ID9MUH

OCHOBHbBIE KOHLIENITYaJIbHBIE MTOJIOKEHHUSI CHUCTEMBI 3allUThl HH(POpMAIUU
JleWicTBUS, TPUBOSIIUE K HETPABOMEPHOMY OBJIAJICHHIO KOH(PUICHIINATFHON HHPOpMaIueit
Hanpasnenus obecnieuenns 6€30MacHOCTH

[IpaBoBBIE JOKYMEHTHI IO 3aLIUTE MHPOPMALIUU U UX XapaKTEePUCTHKA

3amaun o 00ecTeYeHNI0 OPraHNU3aMOHHBIX MEPOIIPUATHI 110 3a1uTe HHPOPMALIKU.
Knaccudukarus mep HHXEHEPHO-TEXHHYECKOW 3aIIUTHI HHPOPMAIIUH.
Knaccugukanus MHXEHEpHO-TEXHUUECKON 3allIUThl MHPOPMALIUU 10 TEXHUYECKUM CPEICTBAM.
Knaccudukanus mporpaMMHBIX CPEJICTB 3aIIUThHI HHPOPMALUU

Kanans! pasriamenus KoH(UACHINAIbHOW HHPOPMALIUH.

CrniocoOblI mpecedeHus pasriiaiieHus HHPOpMaLum.

Kanasns! yreukn koHbuaeHIMaapHoi nHGopmanmn. Ux knaccudukanms.

3amra HHPOPMALIUU OT YTEUKH MO BU3YalIbHO-ONITHYECKUM KaHalIaM

3ammra HHPOPMALIMU OT YTEUYKH HO aKyCTHUYECKUM KaHalaM

3ammra HHPOPMALIMU OT YTEUKH O AJIEKTPOMArHUTHBIM KaHajaM

CriocoObl HECaHKIIMOHUPOBAHHOTO JIOCTYTIA

3amura ot HabroAeHUS U (hOTOrpadupoBaHUs

Crioco0bI MPOCTYIIUBAHUS TTOCPEICTBOM PaHo3aKIaI0K.
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46. OGecnieueHne 6€30MACHOCTH TelIe()OHHBIX TIEPETOBOPOB

47. Ha3HaueHMe M XapaKTEPUCTUKU HEJIMHEHHBIX JJOKATOPOB

48. Ha3znayeHne M XapaKTEPUCTHKHU CPEJICTB IIOCTAHOBKU aKTHBHBIX TIOMEX
49. HaznayeHue U IPUHLIHUI PabOTHI CKpeMOIepoB (J1ecKpeMOIepoB)

50. IIpoTuBoaeiicTBHE HE3AKOHHOMY TTOAKIIIOYCHHIO K JIMHUSM CBSI3U

51. Mepsl 3a1UTHI OT paaguoNepexBara

52. OcHOBHEBIC BCTPOCHHBIE MeXaHNU3MBI 3auThl OC U UX HEJTOCTATKU

53. AHanu3 CyLIECTBYIOUIMX YIpo3 JUIsl COBpEMEHHBIX YHHUBepcaabHbIX OC
54. 3amauu U METOJbI PE3EPBUPOBAHUSI.

55. Kpunrorpaduyeckue METOIbI 3alUTHl HHPOPMAIUH.

56. KomnbroTepHbie BUPYCHl H MEXaHU3MBI OOPHOBI C HUMHU.

2. MeToanyeckne MaTepuaJibl, onpeaeisonie Npoueaypsbl OeHUBAHUS 3HAHUI, YMeHMi,
HABBIKOB M (MJHM) ONBITA [eSTeJbLHOCTH, XaPaAKTePU3YIOHIUX JTanbl (GopMUpOBaHUS
KOMIIeTeHIN I

2.1. Iopsaook u memoouxka npogedeHus mexKyuyeco KOHmpoJia
[IpexycMoTpeHs! cienyromue BUIbl KOHTPOJIS:

- TEKYIIUH KOHTPOJIb TI0 KaXKIOMY MOAYJIIO — B (hopMe HanucaHust KOHTPOJIBHON pabOTHI st
OLIEHKU TEOPETHUUECKUX 3HAHU;

- TEKYIIUH KOHTPOJIb TI0 KaXKIOMY MOAYJIIO — B (hopMe 0T4eTOB 10 Jab0opaTOPHBIM paboTaM U
MPAKTUYECKUM 3aHATHUAM JUISl OLIEHKU MPAKTUYECKUX HABBIKOB;

- IPOMEKYTOYHAsI aTTECTAIMs 110 AUCLHUIIIMHE — B popMe 3a4eTa.

Texkymmii KOHTpPOJb ycleBaeMOCTH B (¢opMe 3alluThl J1a0OpaTOPHBIX M MPAKTUYECKUX
MIPOBOAMTCS B [IBA ATAMa:

- 1-i1 sram: nOMyCK K BBHINOJHEHUIO J1a0OpaTopHOM paboThl — MpOBOAUTCS B (opme
MUCBbMEHHON «IeTydKkn» (5-10 MUH) C 1LeNbl0 KOHTPOJISI 3HAaHUM CTYJIEHTOB TEOPETHUECKOM YacTH
1a00paTOpPHOM pabOThI U TOTOBHOCTH K BBIIOJHEHUIO IPAKTUYECKUX HCCIIEIOBAHUM;

- 2-ii JTam BBINIONHSCTCS MO OKOHYAHUHU KAXKIOW J1IabopaTOpHOW paboOThl (MPAKTUIECKOTO
3aHATUS) B (opMe HMHIMBUAYAIBHOTO cOOECelOBaHMUSA IO BBIMOJIHEHHBIM HCCIEIOBAaHUAM WIIH
pacueraM. [IpoBOIUTCS € LIE€IbI0 KOHTPOJIS 3aKPEIICHUS] TEOPETUUECKON YacTH MaTepuasa U CTEIEeHU
0TpabOTKU CTYJEHTOM MIPAKTUYECKHX HABBIKOB MCCIIEIOBAHNUS HA anmaparype.

KoHTponbHble paboThI BBINOIHAIOTCS B BUI€ KOPOTKOIO MUCBMEHHOTO OTBETAa HAa OJIMH BOIIPOC,
M3yYEHHBIH Ha TpeAblAyIlel JIEKIMU B Hayaje KaxJod mociexnyromeil sekunu. OTBET Ha BONPOC
naetcst B TedeHue 5-10 muuyT. Takum o00pa3zoMm, mocie JEKUMOHHOIO Kypca KaKIOro MOMYJIs
(dopmupyeTcs 00111as OLIEHKA 3a TEOPETUUECKUE 3HAHUS.

C nenplo MOBBIIEHUS KauyecTBa OOyueHUs 3a CyYeT MOOYXKJIEHUS CTYIEHTOB K aKTUBHOM
TeKyleil y4eOHON paboTe, YETKOro M ONEepaTMBHOIO KOHTPOJS BCEro XojAa ydyeOHOro mporecca,
CHIDKEHHSI POJIM CIyYalHBIX M CYOBEKTUBHBIX (PAaKTOPOB MpPU OIICHWBAHUH Y4EOHOH NEATEIHHOCTH
CTYZCHTOB B 00pa30BaTEIbHOM IIPOLIECCE PeaTn30BaHa MOAYJIBHO-PEUTHHIOBAsl CUCTEMA.

[IpaBuia ee ucnonb3zoBanus nponucansl B «[lonoxennn 06 MPCy.

HaGpannble oOyvaromumcest 6auibl B paMKax TEKYLIEro KOHTPOJISI MEePeBOJATCS B OLIGHKY Ha
3a4€TE B COOTBETCTBUHU CO CIEIYIOIICH IIKAJIOM:

- «He 3a4TeHo» - 0T 0 710 40 OT MaKCHMaJIBHOTO KOJIMYECTBA OAIIOB,;

- «3aureHo» - oT 41 1o 100 MakcHMaIbHOIO KOJIMYECTBA OAIIOB.
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CoOTHOIIICHNST MaKCHMAaJIbHOTO KOJMYECTBAa OJJIOB, IMOJNYYCHHBIX CTYJIECHTOM IO OJOKaMm
MoyJiei, moka3ansl B Tabnure 1.

Tabmuua 1 - Pacnpenenenue OangoB HO MOAYJISAM JUCUUIUIMHBL «OCHOBBI HMH(pOpPMAIMOHHON
0€301aCHOCTH»

Monaynb Bcero 6annos Teopetnueckuit 6ok [[IpakTudeckuii 610k
(MakcumainbsHoe 3HaueHue) |(KontpombsHas pabora)

Moayns | 50 10 40
Moynb 2 50 10 40
Moaynb - 3ader 100

Teopernueckuii OJOK OLIEHUBAETCA MO pe3yibTaTaM KOHTPOJbHON paboThl. [IpakTHueckuit
OJIOK OIICHMBAETCS TI0 PEe3yJIbTaTaM BBIOJHEHUS JTA0OPaTOPHBIX padOT M 33JaHU HA MPAKTUYECKUX
3aHATUSX.

Ha 3adere nmpou3BOAUTCS OIIEHKA T€X KOMIIETEHIUH, KOTOPbIE JOJKHBI ObITh B TOM MM MHOU
(opMe OCBOEHBI B Ipoliecce u3ydeHus. PexoMmeHayeTcst popMHUpOBaTh BONPOCH! B OmileTaX TaKUM
o0pa3oMm, 4YTOOBI IIpenoaaBaTeslb CMOT OLIEHUTh BCE KOMIIETEHIIUN JAaHHON AUCLUIIINHBIL.

2.2 Memoouka npogedenus 3auema 6 ZPynnax O4HOU u 3a04HOU Popmbl 00yueHUs

3aver mo aucuumiuHe «OCHOBBI WHGOPMAIMOHHON O€30MacHOCTH» Yy OOydarolmuxcs
3a04YHOM W OYHOM ¢GopM OOYyYEHHS MPOBOAUTCA MHUCHBMEHHO IO KJIACCUYECKOW METOJIUKE.
Bompocer crpynnupoBansl B Ounetax. B kaxmom Ounere comepkuTcs mo 2-3 Bompoca,
CKOMITOHOBAaHHBIE TakUM 00pa3oM, 4YTOOBI MpEnojaaBaTesib CMOT OIEHHUTh BCE KOMIIETCHIIMH
naHHOW aucHuIunHbl. KonnuecTBo OWUIIETOB MOMKHO OBITH HE MEHEEe Yucia OO0ydaroluxcs B
rpymme. O0yJaronuecs TOTOBAT YCTHBIC OTBETHI HA BOTIPOCHI.

3. IlpoMexyTOUHAsSI aTTECTAUSA

[TpomesxyTouHas arTecTanus NPOBOAUTCSA B (JOpMeE 3ayeTa.

3auem MpOBOAUTCS MO PACHUCAHMIO FK3aMEHALIMOHHOW ceccur B yCTHOM BHjie. KommuecTtBo
BOnpocoB B Omiiere — 2. OObsBIEHHE PE3yIbTAaTOB MPOU3BOAMUTCSA B JIEHb 3ayeTa. Pe3ysibTaTsl
aTTECTAINX 3aHOCATCS B 3aUETHYIO BEJIOMOCTh M 3a4ETHYIO KHIDKKY 00yYaroIIerocs.

OOyuarolyecs, He MPOLIEIIINE TPOMEKYTOUHYIO aTTECTALUIO 10 TpapUKy CECCUU, AOTKHBI
JMKBUIUPOBATH 33JJ0JKEHHOCTh B YCTAaHOBJIEHHOM IOPSIZIKE.
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Oopa3zer Omiera K 3a4eTy

MUWHHUCTEPCTBO LIU®POBOI'O PA3BUTU S, CBA3U

\ 1 MACCOBBIX KOMMYHUKALIMI POCCUVICKON N

. PE/IEPALIN N.0. 3asB. Kag)eﬂﬂpoﬁ «Ub»

Cesepo-Kakazcknii gpumman opaena Tpynosoro KpacHoro 3namMeHu Kykoekuii AT

(henepanbHOro rocy 1apCTBEHHOTO GHOKETHOTO 00pasoBaTeNbHOro | -~ 20 L
YUpEXISHHSI BBICIIIETO 00pa30BaHuUs

«MOCKOBCKHUI TEXHHUYECKUH YHUBEPCUTET CBSI3U U HH(OPMATHKN»

Hamnpasnenue noarotosku: 09 .03.01 Hugpopmamura u eéviuucnumenvhan mexnuka
Kypcsr: 3
Jucuunnuna: OcHosvl unghopmayuonHol He3onacnocmu

Buaer Nel
1. Ilonsatue u cymuocts 3aumTsl nHPpopmanuu (31). Haznauenne 3U. 3anaun 3.
[Ipunuune! opranuzauuu 3U.
2. KoMmnbroTepHbI€ BUPYCHI U MEXaHU3MBI 00phObI ¢ HUMU.  [IpodunakTrka
3apa)K€HUs! BUPYCaMU KOMITbIOTEPHBIX CUCTEM.
« » 20 r. Ipodeccop xadenpsr «b» Kykosckuii A.T'.

Ooun Komnekm OmneyamanHviX Oulemos K 3auemy, HOONUCAHHLIX Npenooasamenem
Kageopsl u YymeepiHcOeHHbIX 3a8e0VIUUM Kagheopol Xpanumcs y 3agedyroweco Kageopotl, opyeoll
KOMNJIeKm — ) npenooagameis, edyuie2o OUCYUNIUHY

4. TecToBble 3aaHus IJisl MPOBeIeHHs OLeHKH chopmMupoBaHHocTH KoMeTeHnmiil (OITK-3)

TecroBble 3a1aHMs TO3BOJISAIOT OLEHUTh YPOBEHb chopMupoBaHHOCTH KoMieTeHnu OTTK-3.

3amaHus pacrpeneieHbl Mo OJIOKaM B COOTBETCTBHM C YPOBHEM CIIOKHOCTH. Kaxmpri Giok
COJICPKHUT HOMEP 3aJaHMsl, U TEKCT 3aJaHusl.

basosblit yposens (biok A) copepxut npumepHo 50 % 3amgaHuil.

OH ¢opmupyercs U3 3aJaHUM C BBIOOPOM OJHOTO MM HECKOJBKUX BEPHBIX OTBETOB W3
MPEUIOKEHHBIX WJIM  BOCTIPOM3BENCHHS (HAKTUYECKOTO MaTepuana (TepMHHOJIOTHS, (DaKTHI,
KJaccudukanus, mapaMmerpsl U ap.);

[ToBeiennsiit ypoeHs (biiok b) B cpennem cocrasmisier 35 % 3ananuil.

B HeM wucnmonb3yloTcs 3aJaHuMs  Ha  COIIOCTaBJIEHUE, CpaBHEHHE, YCTaHOBJICHHE
MOCJIEIOBATEIbHOCTH;

Bricokuit yposens (biok B) B cpennem cocraBnstor — 15 % 3ananuii.

B 3agaHuu MCHonb3yIOTCS: pelIeHNs HETUIIOBBIX 3a/1a4, alrOPUTMBI, I0Ka3aTeIbCTBA, 3aJaHHs
C pa3BepHYTHIM OTBETOM — OIPEICIICHUs, IEPEUHCICHUE, U300paKEHNE CXEMBI, CTPYKTYPBI U JIp.

Konmuectro 3amannii mo kommereHuu OITK-3 pasro 20.

OnvH KOMIUIEKT TECTOBBIX BOIIPOCOB C YKa3aHUEM IMPaBHIBHBIX OTBETOB XPAHUTCS Yy
3aBeyromero kageapoit, Apyroi KOMIUIEKT — Y PENo1aBaTelsl, BEAYIIero JUCIUTUIAHY.

OIIK-3. Cnoco6eH pemiaTh CTAHIAPTHBIE 32241 NMPO(ecCHOHAIBLHOI /1eATeJIbHOCTH HA OCHOBE
HH(POPMAMOHHOH M OmOaMorpagu4eckoii KyJbTYpbl € NpPHMEHEHHEeM HH(POPMALMOHHO-
KOMMYHHMKAIMOHHBIX TEXHOJOIMH M € YYe€TOM OCHOBHBIX TpeOOBaHMH HH(OPMANUOHHOI
0e3omacHoOCTH.

BJIOK A (6a30BbIif ypoBeHb) — 3aaHue ¢ BLIOOPOM OJTHOTO MUIM HECKOJIBKUX BEPHBIX OTBETOB
U3 MPCAJIOKCHHBIX

Hnempyxyus no mecmam bnoka A: Ilpouumatime mexcm u @vibepume OOUH UIU HECKOJLKO
NPABUNILHBIX OMBEN08

32




Ne | JIucouninHa TexcThbl 3a7aHUl

1 Bb1.0.18 «OcHoBel | K mpaBoBbIM MeTOAaM, 00eCeYHBAIOIIHM HH(POPMALHOHHYIO 0€30MaCHOCTh, OTHOCHATCS:
uHpopmannoHHor | 1. Pa3paboTka anmapaTHbIX CpPeACTB
6e3omacHoCTHY 2. Pa3paboTka 1 yCTaHOBKa BO BCEX KOMIBIOTEPHBIX CETIX CETEBBIX (PUIIBTPOB.

3. Pa3pa60TI<a 1 KOHKPCETHU3allUs HOPMAaTHBHBIX aKTOB obecrneueHus 0€30IaCHOCTH

2 Bb1.0.18 «OcHoBbI | OcHOBHBIE 00beKTHI HH(POPMANMOHHOI 0€30MACHOCTH:
nHpopmannonHoii | 1. BeraucinTenbHBIE CHCTEMBI, KOMITBIOTEPHBIE CETH, 0a3bl JaHHBIX
6e3omacHOCTI 2. NaopmMaimoHHbIE CHCTEMBI, IICHXOJIOTMIECKOE COCTOSIHUE MOIb30BaTeNei
3. bu3Hec-OopHeHTHPOBAaHHBIE, KOMMEPUYECKHE CUCTEMBI
3 Bb1.0.18 «OcHOBBI | OCHOBHBIMH pHCKAMH HH(OPMALUOHHOW 6€30MaACHOCTH ABJISIIOTCH:
uHpopmanmonHoit | 1. MckaxeHnue, yMeHblleHHE 00beMa, IEPEKOUPOBKA HHPOPMAIIH
6e30macHOCTI» 2. TexHUYECKOE BMEIIATEILCTBO, BRIBEACHNE U3 CTPOS 000PYAOBAHUS CETH
3. IToreps, uckaxkeHue, yreuka nHdopmManuu
4 Bb1.0.18 «OCHOBBI | AHTHBHUPYC MOJTHOCTHIO 3aIMIIAeT KOMIBIOTEP OT BUPYCOB U aTaK MpH padoTe B CeTH.
uHpopmannoHnHoii | BbI corsiacusl ¢ 3TUM?
6e30macHOCTH» 1. Her
2. [la, eciit 3TO JIMLICH3MOHHBIN aHTUBUPYC U3BECTHOT'O ITPOM3BOANTEIS
3. 3ammmaer COBMECTHO C BKJIIOUEHHBIM OpaHaAMay poM
4. Jla
5 Bb1.0.18 «OcHOBBI | OCHOBHBIMM CyObeKTaMHU HH(POPMALMOHHOM 6€30MACHOCTH SIBJISIOTCS:
nHpopMannonHoi | 1. PykoBoauTenu, MeHeIKephI, aAIMUHICTPATOPHI KOMITAHUI
0e30macHOCTI» 2. Opra#sl paBa, TOCyIapcTBa, OU3Heca
3. CereBble 0a3bl JaHHBIX, (hafiepBOIBI
6 B1.0.18 «OcHoBb! | IIprHIHNOM MOJUTHKA HHPOPMALTHOHHOW 0€30MACHOCTH ABJISIETCS] IPUHIMIT:
nHpopmannonHoi | 1. HeBO3MOXHOCTH MHHOBATh 3aLHUTHBIC CPEACTBA CETU (CHCTEMBI)
0€30I1aCHOCTH 2. YcuileHuss OCHOBHOTI'O 3B€HA CETH, CHCTEMBI
3. IloxHOTO OIOKMpPOBAHMS AOCTYIA TP PUCK-CUTYAIHAX
7 b1.0.18 «OcuoBsl | Koraa moay4en cnam no e-mail ¢ npuiioxkeHHbIM ¢aiisiom, ciienyer:
undopmannonHoit | 1. IIpouynTars NpUIOKEHHE, €CIIN OHO HE COIEPKHUT HUYETro LIEHHOTO — YAAIUTh
6e30macHOCTI» 2. CoxpaHUTh NpHIIOKEHHE B Tapke «Criamy, BBIACHUTH 3aTeM [P-anpec renepatopa cnama
3. YianuTh NUCHMO C MPUJIOKEHUEM, HE PACKPBIBas (HE YUTAast) ero
8 Bb1.0.18 «OcHoBbI | ¥Yrpo3a uHpopMauHOHHOI cucTeMe (KOMIbIOTEPHOM CeTH) — 3TO:
nHdopmannonnoii | 1. BepostHocTHOE coOBITHE
6e3omacHoCTH 2. JleTepMUHUPOBaHHOE (BCEr/a OIpeielIeHHOe) COObITHE
3. CoObITHE, MPOUCXOISIIICE TTIEPHOAHMICCKHI
9 B1.0.18 «OcHoBEI | O4YeHBb CJI0KHBIE MAP0JM rapanTupyot 100% 3amury?
nHpopmannonHoii | 1. Her
6e3omacHOCTI 2. [1a, ecniit mociie paboTHI TTOJTHOCTHIO OYMINATH KYKH U HE XPAHHUTH 11apoJib HA KOMIIBIOTEPE
3. [la, ecniit apoJib HE COXpaHeH Ha KOMIIBIOTepe
10 | B1.0.18 «OcuoBbl | Kakme BHpychl aKTHBH3HUPYIOTCS NOCJIEe BKJIKYEHNsI KOMNIbIOTepa?
uapopmannonnoi | 1. Cuuddepsr
6e30macHOCTI» 2. 3arpy304Hbie
3. TpostHbl
4. Yepsu
BJIOK b (noBellIeHHBIN YPOBEHB) — 3aJaHUE 3aKPBITOTO TUIA HA YCTAHOBJIEHUE COOTBETCTBHUS
HHcmpyKL;u;z: Hpouumaﬁme meKkcm u ycmarhosunie coonmeemcecmeue
Ne | JIMCHMIUIHHBI TexcThbl 3agaHul
11 | B1.0.18 «OcHOBBI | YcTaHOBHTE COOTBETCTBUE BPEIOHOCHBIX BO3/€iCTBHII MX ONpeIeTeHUsIM:
undopmanunonnoit | 1. TposiH
6e30macHOCTH 2. bakaop
3. Bupyc

4. DKCIUIONT

A. KommelotepHas mporpamma, ¢parMeHT MPOTrpaMMHOTO KOJa WM TOCIEI0BATEIBHOCTh
KOMaH/l, KOTOpBIE HCIIOJB3YIOT YS3BUMOCTH B MpPOTPaMMHOM OOECIIEYEeHHM Uil aTakd Ha
BBIYUCIIUTEIIBHYIO CUCTEMY

b. Jledbexkr anropurma, KOTOPBIH HaMEPEHHO BCTpAMBAeTCS B Hero paspaboTdukom /
3JI0YMBIIIJICHHUKOM U TO3BOJISIT MOJYYUTh HECAHKIMOHUPOBAHHBIM JOCTYN K JaHHBIM WU
YAaN€HHOMY YIPaBICHUIO ONEPALIUOHHON CUCTEMON

B. Bujn BpeoHOCHOTO IporpaMMHOTo o0OecriedeHts, KOTOphIH MAaCKHPYETCs MO JerajJbHOe
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Ne | JIucuMnnHbI TexcThbl 3a7aHUl
o
I'. Bun BpeooOHOCHBIX IIPOrpamMM, CIIOCOOHBIX BHEAPSTHCS B KOJA JPYTHUX IPOTPaMM,
CHUCTEMHBIE O0JIaCTH TaMsTH, 3arpy30YHbIC CEKTOPHl M pAacIpOCTPaHATh CBOM KOIMHUH IIO
pa3sHoOOpa3HbIM KaHaJaM CBSI3H
12 | B1.0.18 «OcHOBBI | YcTaHOBHTE COOTBETCTBHE CHCTEM HX HA3HAYEHHIO:
unpopmanmonnoii | 1. DLP (Data Loss Prevention)
0€30IaCHOCTHY 2. IRP (Incident Response Platform)
3. SIEM (Security Information and Event Management)
4. SOC (Security Operations Center)
5. Deception.
A. IleHTpanu3oBaHHas cHUCTEMa YIPaBICHUS JIOKHBIMH CETEBBIMH OOBEKTaMH, KOTOpBIE
MIPUHSTO HA3bIBATh JIOBYIIKAMHU
b. LleHTp MOHUTOpPHHTA W PEarupoBaHMs HAa MHIMICHTH MH()OPMAIMOHHOHN 0€30MacHOCTH.
CrnennanbHOe TOApA3JENeHNe, KOTOPOE KPYIJIOCYTOYHO cienur 3a IT-undpactpykrypoit
KOMITaHHH
B. Cucrema ynpasneHust ”HGOPMAIMOHHOW O€30MTaCHOCTHIO U COOBITHAMHI 0€30TIaCHOCTH
I'. IlmaTdopma pearupoBaHus Ha MHIUACHTHI
J. Cucrema npeioTBpallieHus yTeuek HHPOpMaIuu
13 | b1.0.18 «OcHoBbI | YcTaHOBHTE COOTBETCTBUE crienuaan3uposanHoro [1O ero Ha3HaYeHHIO:
unpopmanunonnoit | 1. ESET NOD32
6e3omacHoOCTHY 2. Steganos Privacy Suite
3. Handy Recovery
4. Information Backup System
A. IIporpammHOe obeciiedeHue Mo pe3epBHOMY KOIMTUPOBAHUIO JAHHBIX
b. Antusupycnoe I10
B. IIporpamMmHoe obecrieueHue 1o mudpoBaHuio HHPOpMan
I'. [IporpamMMHOe 00OECIIEYCHUE 10 BOCCTAHOBIICHHIO JTAHHBIX.
14 | B1.0.18 «OcHOBBI | YcTaHOBHUTE COOTBETCTBUE HANIPABJICHUS] MHPOPMALMOHHOH (€301aCHOCTH
MH(pOPMALMOHHOH | COOTBETCTBYIOIIMM MEPONPHUSITUSIM:
0€e30I1aCHOCTHY 1. [IpaBoBas 3amura
2. OpraHu3anoHHas 3aluTa
3. UnxeHepHO-TeXHUYECKas 3a1uTa
A. YcraHOBKa KOJIOBBIX 3aMKOB Ha JIBEPSX.
b. Pa3paboTka T0KaJbHBIX HOPMATHBHBIX aKTOB.
B. [Toxbop coTpyAHUKOB iIst paboThI B ciry0e HHpOpPMAIMOHHON 0€30acHOCTH.
BJIOK b (moBbliIeHHBINH YPOBEHB) — 3a1aHue 3aKPHITOTrO THUIIA HA YCTAaHOBJICHHUE
II0CJIEA0OBATCIIBHOCTH
Uncmpyxyus: Ilpouumatime mexkcm u ycmanosume npaguibHy0 NOCie008amenbHOCHb
Ne | JImcuuniMHa TexcThbl 3a7aHUl
15 | B1.0.18 «OcHoBbl | PaccraBbTe B NOpsiiKe 3HAYUMOCTH HOPMATHBHBIE aAKThI, PerJiaMeHTHPYIOIIHE BONPOCHI
nHpopmannonHoil | uH$opManoHHOIT Oe30macHOCTH:
6e3omacHOCTI 1. JlokanbHBIE HOPMATHUBHBIE aKThI
2. IIpukassl cooTBeTCTBYIOMMX MuHHCTEpCTB 11 BemoMcTn
3. 3akoHbl PO
4. Yxassl [Ipesunenra PO
5. Koncrutynus PO
6. IloctanoBnenus IIpasurensctsa PO
16 | b1.0.18 «OcHoBbI | YcTaHOBHTE NPABUILHBII MOPsiA0K ycTaHoBKH I1O Ha paGouyio cTaHIMIO:
uHpopmannonHoit | 1. YcraHoBka apaiiBepos
6e3omacHoOCTHY 2. YcTaHOBKA ONEpallMOHHON CUCTEMBI
3. O6noBnenue npomusky BIOS
4. YcraHOBKa NPUKIIAIHOrO U cnenuansHoro 110
5. YcTaHOoBKa aHTUBHpYCA
6. YcraHoBKa 0OHOBIICHHS OTIEPAIMOHHON CHCTEMBI
17 | B1.0.18 «OcHoBHI | PaccTaBbTe B mOpsiiKe BO3PACTAHHUS BEPOSITHOCTH PA3JTHYHOI0 BHIA YIPO3:
nHpopmannonHoii | 1. Kpaxka o6opynoBanus
0€30MacHOCTH 2. Kpaxa nndopmaiuu coTpy JHUKaMH
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Ne | JIucouninHa TexcThbl 3a7aHUl
3. BpetoHOCHBIE TPOTPaMMBI.

BJIOK B (BbICOKHIT ypOBEHB) — 3a1aHe OTKPBITOTO THIIA C Pa3BEPHYTHIM OTBETOM
Hucmpyxkyus: Ilpouumaume mexcm u 3anuuiume omeem

Ne | JlucuumianHa TexcThbl 3agaHNl

18 | 51.0.18 «OcHoBbl | BeTaBbTe MpomylieHHOE CI0BO:
uHpopmanmonHoit | O3HakomieHUe ¢ HHpOPManKeil, 00padboTKa MM YHUUTOXKEHHE HH(QOpMALIUK — 3TO
6e30macHOCTI» K uH(OpMaLuH.

19 | B1.0.18 «OcHoBBl | BeraBbTe MpomnyleHHOE CI0BO:
uHpopmannonHod | EnuHuna MHGOPMALMOHHOIO pecypca aBTOMATH3MPOBAHHOW CHCTEMBI, JOCTYH K KOTOPOH
0€30I1aCHOCTI PErIaMEHTHPYETCSI IPABIIAMH Pa3rPaHUYCHUS JOCTYIIa — 9TO JOCTyIIa.

20 | B1.0.18 «OcHoBbl | HanumuTe Ha3BaHWe TePMHUHA:
uHpopMannonHOit | KomIulekc Mep, HampaBie€HHBIX HA 3aIIUTy KOMIIBIOTEPHBIX CHCTEM, CETel W IaHHBIX OT
0€30I1aCHOCTI HECaHKIHOHUPOBAHHOTO JOCTYIIA, HCIIONB30BAHMS, PACKPBITHS, YHUYTOKCHHS UITH H3MCHCHHS

— 9710

CucreMa OlEeHUBAHHWS BBINOJHEHHs TeCTOBBIX 3aganuii mo kommereHuun OIIK-3,
(popmupyemoii ucuumInHON «OCHOBBI HH(POPMALMOHHOM 0€30IIACHOCTH»

Howmep
3a1aHUS

VYkazaHus 1o OlleHUBAHUIO

Pesynprar oueHuBanus
(6anel, OJTyYCHHBIC 32 BHIMIOJTHEHUE
3aJJaHMs/XapaKTePUCTHKA
MPaBUIILHOCTH OTBETA)

Saganus 1-10

3amaHus ¢ BBIOOPOM  OJHOIO WM
HECKOJIbKUX  BEPHBIX  OTBETOB W3
MIPEUIOKEHHBIX CUYMTACTCSI BEPHBIM, €CIIU
MPaBUJILHO YKa3zaHa mudpa wumum 1udpsl,
03HAYaloIKe BEpHbIC OTBETHI.

CoBrnazieHe ¢ BEpHBIM OTBETOM
oueHnBaeTcs 1 6amom;

HEBEPHBIN OTBET WJIU €r0 OTCYTCTBUE
- 0 GasoB.

3ananus 3aaHus 3aKpBITOro TUMNA HA ycTaHoBieHue | [lomHoe  coBmajgeHue ¢ BEpHBIM
11-14 COOTBETCTBHUSl CUHMTACTCS BEPHBIM, €CJIM|OTBETOM OIICHUBaeTcs | Oamiom;
MIPaBUIBHO YCTaHOBJICHBI BCE | HEBEPHBI OTBET WJIU €r0 OTCYTCTBUE
COOTBETCTBUS  (MO3UIMHM W3  OAHOTO |- 0 GaioB.
cTonldia  BEpPHO  COIOCTaBJIEHBI  C
MO3ULUSIMU JIPYTOTO)
3ananus 3aaHus 3aKpBITOro TUMNA HA ycTaHoBieHue | [lomHoe  coBmajgeHue ¢ BEpHBIM
15-17 MOCJIEIOBATENILHOCTH CYHMTAETCSl BEPHBIM, | OTBETOM OIlcHUBaeTcs 1  Oamowm;
ecliu HPaBUIIBHO yKa3zaHa BCS | €CJIM JOMYLIEHbl OMIMOKU WJIM OTBET
MOCIIeIOBATEIHLHOCTH UG orcyTcTByeT- 0 6asIoB.
3ananus 3aaHue OTKPBITOIO THUIMA C pa3BepHYTHIM |IlodHBII  MpaBUIBHBIA OTBET Ha
18-20 OTBETOM CYHTAETCS BEpPHBIM, €CIM OTBET [3aJaHWe OLeHWBaercs | Oaiiom.
COBIAJAET C STAJOHHBIM IO cojaepkaHuio [Ecnmm B oTBeTe  MCNOJIB3YIOTCS
U TIOJTHOTE. MIEPEUNCIICHHUS, TO pa3IMIHBII
MOPSAOK  CIEIOBaHMUS IPAaBUIIBHBIX
OTBETOB B  MEPEUUCICHUM  HE

CUHTAETCS OIIMOKOM.

Ecou pomymiena ommOka, OTBET He
MOJIHBIN, HEIPaBUIIbHBIN 400
OTCYTCTBYET - () 6aJUIOB.
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IIpuioxenne 2

MeToandeckne PEKOMEHIAIHUA 110 OCBOCHUIO JTHCHHUILJIMHDI

1. MeToan4yeckue peKOMeHIAIMU MPENoAaBaTe 0

Jucrtummaa «OCHOBBI HH(POPMAITMOHHOM 0€30MacHOCTH» BKIIFOYAET B CeOs:

- IEKIIMOHHBIE 3aHSATHUS;

- IPAKTUYECKUE 3aHATHS;

- MPOMEKYTOYHYIO aTTECTAIHIO — 3a4eT.

[lepen HauanoM H3yuyeHUs NUCUUIUIMHBI MpENojaBaTellb JO0JDKEH O3HAKOMUTH CTYACHTOB C
pabodeil mporpamMmoili U OIICHOYHBIMH MaTepHalaMd MO TUCIUIUIMHE, C BUIAMH Y4eOHOU U
CaMOCTOSITENIbHOM paboThl, MEepeyHeM JMTEpPaTypbl U HHTEPHET-PECypcoB, ¢ dopMaMu TeKyllell u
MIPOMEXKYTOYHON aTTECTAIMH, C KPUTEPHUSIMH OIICHKH KaueCcTBa 3HAHUU JUIsI UTOTOBOW OILIEGHKH IIO
JTUCIUIUINHE.

IIpu npoBeneHny JIEKUH, IPENoAaBaTeb:

1) popmymupyeT TeMy U 11eIb 3aHATHI, OOBSIBISET YUeOHBIC BOIPOCHI;

2) u3naraeT OCHOBHBIE TEOPETHUECKUE TTOJIOKECHUS;

3) ¢ TOMOIIBIO TEXHUYECKUX CPEACTB OOYUYEHUS W/WIM TIOJ 3aluCh J1aeT OIPEACIICHHS
OCHOBHBIX TOHATHHU, paCYETHBIX (POPMYIT;

4) mTpPOBOAWT TMPUMEPHl M3 OTEYECTBEHHOTO U 3apyO0eKHOIrO OIbITa, JaeT TEeKyLIue
CTAaTHCTUYECKHUE JIAHHBIC [IJIsl HATJISITHOTO M 00pa3HOTo MPEICTaBICHHUS U3y4aeMOro MaTepuarna;

5) B KOHIIE 3aHATHS BBIJAET BOIIPOCHI JIJIsl CAMOCTOSITEILHOTO U3YUYEHHUSI.

Ha 3amsTusx nabopaTopHOTO MHKIA CIEAyeT OOpaTUTh BHUMAHUE Ha COOTBETCTBHE
BBIOMPAEMBIX CTYJEHTOM CPEJCTB BBIIOJIHEHHUS pPelIaeMbIM B paboTe 3a1a4uam.

Kaxnass naboparopHas pabora momkHa ObITH odopMIIeHAa M 3aIIMIICHa B COOTBETCTBHU C
TpeOOBaHUAMU. 3aIUTa TPOU3BOIUTCS TTOC)Ie 0OPMIICHHSI OTYETA TI0 padoTe.

Bo BpeMs BBIMOTHEHUS 3ajaHUI B Y4EOHOU ayUTOPUN CTYACHT MOXKET KOHCYJIBTUPOBATHCS C
npernojaBaTesieM, OnpeenaTh Hanbosnee 3¢ (eKTUBHbIE METO bl pEeLICHHs TOCTaBIeHHBIX 3a1a4u. Eciu
KaKasi-TO 4acTh 3aJIaHUSl OCTACTCSI HE BBITIOJHEHHOW, CTYACHT MOXET MPOJOKUTH €€ BHITIOJTHCHHE BO
BpeMsI BHEAY TUTOPHOU CaAMOCTOSITEIIBHOU PaOOTHI.

J1Jis OLIEHKH TIOJyYEHHBIX 3HAHWA U OCBOCHHS YU4E€OHOTI0 MaTepuaa Mo KaXIoMy pa3/ieny U B
1L[EJIOM IO AUCUHUIUIMHE MPEnoiaBaTellb UCIOIb3yeT (POPMBbI TEKYIIETO, TPOMEKYTOYHOTO U UTOTOBOTO
KOHTPOJISI 3HAHUH 00yYarOIIuXCsl.

2. Meroauyeckue peKOMEeHAAUMU 00yYAK UM CS

[Tpuctynas x U3y4eHHIO HOBOH y4eOHON IUCLMILIMHBI, CTYIEHTBI JOJKHBI O3HAKOMHUTBCS C
paboueii mporpaMMoil, OIICHOYHBIMHM MaTepHajamMH, Y4yeOHOW, HaydYHOM U METOJUYECKOM
muteparypoit, umeromieiics B JUOC CKO® MTYCH,

I'myOuHa yCBOCHHUSI TUCIMIIMHBI 3aBUCUT OT aKTHBHON M CHCTEMAaTH4eCKOH paOOoThl CTyAECHTa
Ha JIEKIUAX U NPAKTUYECKHUX 3aHATUAX, @ TaKKE B XOAE CaMOCTOATENBHOM padoThl, O HU3Y4EHUIO
PEKOMEHI0BAHHOM JTUTEPATYPHI.

2.1 MeToanuyeckue yKazaHus JJI51 00y4arOIIUXCS MO JeKHUOHHBIM 3aHATHAM

BaxxHO coCpeoTOYMTh BHHMAaHHE Ha COACPXAHWHM JICKIUH. OTO TOMOXET JIydIIe
BOCIIPUHUMATH YUEOHBIN MaTepual U YSICHATh B3aUMOCBSI3b IPOOJIEM 10 BCEH AUCIUTIIIHE.

OcHOBHOE coJiep)KaHHEe JICKIIUU IiejecooOpa3Hee 3alKChiBaTh B TETPAId B BHJIE KITFOUEBBIX
¢dpa3, NOHATUH, TE3UCOB, 00OOIIEHHI, CXeM, OMOPHBIX BBIBOJOB. HeoOxoauMo obpamiate BHUMaHHE
Ha TEPMHHBI, (GOPMYIUPOBKH, PACKPHIBAIOIINE COJCPIKAHUE TEX WM WHBIX SIBJICHHH W TMPOIECCCOB,
Hay4YHbIC BBIBOJBI M MPAKTUYECKHE peKOMEHIaIuu. JKelaTenbHO OCTaBISTh B KOHCIIEKTAX IOJIS, HA
KOTOPBIX JIeNaTh IIOMETKH W3 PEKOMCHJOBAaHHOW JIUTEPATyphl, JOTOJHSIONICH MaTepual
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MPOCITYIIIAHHOM JICKITUH, a TAK)KE MOTYEPKUBAIOIINE 0COOYIO0 BAXKHOCTh T€X WJIM UHBIX TEOPETUUECKHUX
MOJ0XKEHHUH.

C 1enbio ySICHEHHS TEOPETUUYECKUX MOJIOKEHUHN, pa3peIIeH s CIOPHBIX CUTYalluid HEOOXOAMMO
3a/1aBaTh NMPEMNOJABATEN0 YTOUHSIIONME BONPOCHL. J{Jis 3aKperieHusl cofepxKaHus JEKIUH B TaMsTH,
HEOOXOMMO BO BpEeMS CaMOCTOSITCIIBHOH pabOThl BHHMATEIHHO TIPOYECTh CBOW KOHCIIEKT H
JIOTIOJTHUTH €T0 3aMUCSAMU U3 YUeOHUKOB U PEKOMEHI0BAaHHOW JTUTEPATYPHI.

KoHcniekTnpoBaHWe YMTAaeMbIX JICKIIMA W MX TOCIEAyIomas J1opadoTka CIIOCOOCTBYET OoJee
rIyOOKOMY YCBOCHHIO 3HAaHUN, M TMOATOMY SIBJISIOTCS BaxxHOW (opmoil yueOHOU IesTeNbHOCTH
CTYJEHTOB.

2.2 MeToauyecKkHe YyKa3aHHMsl sl O0Y4YalOIIHUXCA MO TMOArNOTOBKE K MNPAKTHYECKHM
3aHATHAM

Lenblo MpaKTUUECKUX 3aHATHH SIBIISETCS 3aKpeIyICHHE TEOPeTHUECKUX 3HAHMMU, MOTYUYEHHBIX
MIPU U3yYEHUH JUCIUTUIAHBL

IIpy TDOATrOTOBKE K NPAKTUYECKOMY 3aHATHIO LEI€COOOpPa3HO BBIMOJIHUThH CIEAYIOIINE
pEeKOMEHIaLUu:

- U3yYUTb OCHOBHYIO JIUTEPATypy; O3HAKOMUTHCS C JAOMOJHHUTEIBHOM JHUTEpaTypol, HOBBIMU
MyOJuKalusIMU B IEPUOAMYECKUX U3AAHMSIX: )KypHallaxX, ra3erax u T..1.;

- IpU HEOOXOJUMOCTH A0paboTaTh KOHCHNEKT Jekuui. IIpu 3ToM yuecTb peKoMeHIaluH
npenojaBaTelis U TpeOoBaHUs y4eOHOM MPOrpaMMBl.

[Ipy BBINOJHEHWM MPAKTUYECKUX 3aHATUH OCHOBHBIM METOAOM OOyuYeHUs SBIsSEeTCS
camocTosiTeNibHas paboTa CTyAEHTa NOJ YyHpaBieHHEM IpenojaBarens. Ha Hux mnonomHsioTcs
TEOpPETUYECKHE 3HAHMs CTYIEHTOB, UX YMEHHE TBOPYECKHM MBICIHUTh, AaHAIW3UPOBATh, 0000IIaTh
W3Y4YEHHBI MaTepuall, IMpOBEpPsSETCS OTHOIIEHHWE CTYIAEHTOB K Oyayuiedl mnpodeccrnoHalbHOM
NeSITebHOCTH.

OrneHka BBIMOJIHEHHONW pabOThl  OCYIIECTBISETCS MpPENoJaBaTeNieM KOMIUIEKCHO: 10
pe3yabTaTaM BBITIOJIHCHHS 3aJJaHUH, YCTHOMY COOOIIIEHHIO U O(POPMIICHUIO PaOOTHI.

[Tocne monBeAEHUsT MTOTOB 3aHATUS CTYACHT 00sS3aH YCTPaHUTh HEIOCTATKH, OTMEUYEHHBIC
IIPEro1aBaTesIeM MPH OLIEHKE €ro padoThl.

2.3 Memoouueckue yKazauus O0as 00YUAOWUXCA RO NOOZ0MOBKe K J1A0OPAMOpHbIM
pabomam

JlaGopaTopHble 3aHATHA MO 000 y4eOHOW TUCHMIUIMHE MPOBOJSATCS B COOTBETCTBUU C
paboueii mporpaMMoit 3TOl y4eOHON AUCITUIUTMHBI B YCTAHOBJICHHBIC PACITUCAHUEM YacChl.

WHCTpYKTaX IO TEXHHKE O€30MacHOCTH, MpaBWIaM MOXKapHOW OE30MacHOCTH W MpaBUIIaM
BHYTPEHHETO pacropsiika B 1ab0paTopuu MPOBOAUTCS MPENOJaBaTEIeM Ha TIEPBOM

nabopaTopHoM 3aHATHH. Ha 3TOM e 3aHATHH 00y4aromuMcsi COOOIAIOTCS:

- IporpaMma BCETO MPEACTOSIIEro Jab0paTOPHOTO IUKIIA;

- YCIIOBHS B3aUMOJICHCTBUSI OOyYaloIIMXCS C IMpernojaBaTelieM B MPOIECCe BBIMOIHEHHS
1abopaTOpPHBIX padoT;

- YCJOBUSL KOHTPOJS CaMOCTOATENBbHOM paboThl 0O0ydaromuxcsi, BKJIIOYas IpaBHiIa
0(hOpMIICHHS OTYETOB I10 JTa0OPaTOPHBIM pabOTaM M MX MOCIIECAYIONMICH 3allUTHI;

- Ipyras Heoboxoaumast uHpopMaIus.

Opranmzanus 1a00paTOPHBIX padOT BKIIOYAET:

- CaMOCTOSTENbHYI0 BHEAyAUTOPHYIO MOJATOTOBKY OOYYArOIIErocsi K BBIIOJHEHUIO KaxJIOi
OTJIEbHOM J1a00paTOpHOM pabOThl B COOTBETCTBHH C €€ NMPOTrpaMMOM B pamMKax 4acoB, BBIJEIECHHBIX
Ha CaMOCTOSITEIbHYIO POPAOOTKY MaTepHasia B IPorpaMMe TUCIUILUIMHEL,

- BXOJHOW KOHTPOJIb MPErnoaBaTesieM CTENEHU MOATOTOBICHHOCTH KaXXI0ro 00y4aronerocs K
BBITOJIHEHUIO TAOOPAaTOPHBIX padoT;

- BBITTOJTHEHUE TIPOTPAMMBI JTAOOPATOPHBIX padOT B MOJTHOM 00BEME;

37



- 0OpMIICHHE OTYETA U €T0 3aIIUTY KaKIBIM 00YJarOIUMCSI B yCTaHOBIICHHBIE CPOKH;

- (opMHUpOBaHME MNPENOAABATENEM PEHTHHIOB KaXJOT0 M3 OOydYaloOLIMXCS MO pe3yjbTaTam
BBITIOJTHEHUS M 3aIMTHI UM OTAEJIbHBIX J1a00paTOpHbIX paboT U X LUKJIIOB (Kcmoib3yercs MotyibHO-
pelTHHIOBas cucTeMa).

OreHKa KauecTBa BBIMOTHEHUS JaOOPAaTOPHBIX pabOT KaKIbIM OO0YYAIOMIMMCS TPOU3BOIUTCS
MIperoiaBaTesieM OT/AEIbHO 3a MOATOTOBKY K padoTe, €€ BBIIOJIHEHHE U 3aILUTY.

3. MeToauveckne peKOMEHIANNH I 00y4alOUIUXCS 10 CAMOCTOATEIbHOI padoTe

CamocrosTenbHas paboTa CTYIEHTOB SIBJISETCSI COCTABHOM YacThio y4eOHOW paOOThl U UMeeT
LENBI0 3aKpeIUIeHUe U YTITyOJeHHe TOJTyYCHHBIX 3HAHUN M HaBBIKOB, TIOUCK W MPHOOPETEHHE HOBBIX
3HaHUIl, B TOM 4YHCIE C MCIOJIb30BaHHMEM aBTOMATH3MPOBAHHBIX OOY4YaIOLIMX KYpPCOB (CHUCTEM), a
TaKKe BBIMIOJIHEHUE YUICOHBIX 3aJJaHUH, IOATOTOBKY K MPEICTOSIINM 3aHATHAM, 3a4€TaM U YK3aMEHaM.

CamocrosrenbHas paboTa BO BHEAyAUTOPHOE BPeMs BKIIIOYAET B ceOsl:

- MOBTOPEHUE JICKITMOHHOTO MaTepHaa;

- IOATOTOBKH K TaOOpaTOPHBIM paboTaM (IPaKTHUECKUM 3aHITUSIM);

- U3y4yeHUs y4eOHOI U Hay4yHOU TUTEpaTyphbl;

- peleHus 3a1a4, BbIJaHHBIX HAa IPAKTUYECKHUX 3aHATHAX;

- MOJITOTOBKH K TECTHPOBAHUIO;

- BBIJCJICHHE HauOoJiee CIOXKHBIX U MPOOJIEMHBIX BONPOCOB MO H3y4aeMOW TeMme, MOJTyuyeHHUe
pa3bsCHEHUWH ¥ pPEKOMEHIAIM 10 JaHHBIM BOMpOCaM C TMpernojaBaTeNsiMu Kadeapsl Ha UX
€)KEHe/1eTIbHBIX KOHCYJIbTalUsX.

- TPOBEJCHHWE CAMOKOHTPOJS IIyTEM OTBETOB Ha BOMPOCHI TEKYIIEro KOHTPOJS 3HAHWH,
peleHus NpeACTaBICHHBIX B y4eOHO-METOANYECKUX MaTepranax Kadeapsl 3ajad, TECTOB, HAUCAHUS
pedepaToB O OTAEIBEHBIM BOIIPOCAM H3YYaeMOU JUCIUTUTHHBL.

CamocrosarenbHass ~ pa0oTa  opraHM3yeTrcs  IpernojaBarelsiMHM,  oOeclieuuBaeTcs U
KoHTposupyetrcs Kadeapamu. OHa mpedycMaTpuBaeT, Kak MpaBWiio, pa3paboTky pedeparos,
BBINOJIHEHHE PACYETHO-TpaUUECKUX, BBIYUCIUTENIBHBIX paO0T, MOACIMPOBAHUS U APYTHX TBOPYECKUX
3aJaHUi B COOTBETCTBHM C Y4€OHON MpOrpamMMmoil (TeMaTHYeCKUM IUIAHOM W3yUYEHHs JUCIUILTHHBI).
OcHOBHas 11e7b JaHHOTO BUJA 3aHATUH COCTOUT B OOY4YEHUHU KYpCaHTOB METOJAM CAMOCTOSTEIbHON
paboThl ¢ yueOHBIM MaTEpPHAIIOM.

Marepuan, noanexamuii o0pabOTKe Ha CaMOCTOSTEIbHBIX 3aHATHAX, HameyaeTrcs Ipu
pa3paboTKe MpPOorpaMMbl CaMOCTOSTENEHON paboThl. OMBIT, HAKOIUICHHBIH KadeapaMu B OpraHu3aIliuu
CaMOCTOSITENIBHBIX 3aHATHH, YTO MaTepHall BbIAEISEMbIN Ha Takue 3aHATHS, OJDKEH YIOBJIETBOPATh
CJICAYIOIIUM TPEOOBAHHSIM:

- OBITh M3JIOKEHHBIM B yUE€OHUKE TIOCTATOYHO MOJIHO U C IPUMEPAMH;

- obecreunBaTbCs JOCTATOUHBIM KOJMUYECTBOM JIMTEPATYphl, Y4eOHBIX MOcoOuil. ydeOHO-
METOIMYECKHX MaTepUanoB, 00pa3loB TEXHUKU

- coJiepKaTh MaTepual, yrIyOssromuil 3HaHNS, TIOIy4YEeHHbIC HA JICKIHH;

- OCBaMBaTh MPOOJIEMHBIE €1II€ HE MOJIHOCTHIO PELLICHHBIE BOIPOCHI.

Ilepen BbIMONHEHNEM BHEAYAMTOPHOW CaMOCTOSITEIHHON pabOTHI IMpernojaBaTellb MPOBOAUT
MHCTPYKTaX (KOHCYJITALIUIO) C ONPECIIEHUEM LIEIH 3a/laHMsl, €0 COJIEPKaHMs, CPOKOB BBIIIOJHEHMS,
OCHOBHBIX TpeOOBaHUN K pe3yjbTaTaM pabOThl, KPUTEPUEB OICHKH, (HOPM KOHTPOJIS M IEpeyHs
HCTOYHHUKOB U JIUTEPATYPBI.

OOBIYHO TMOCTAHOBKY 3a7ayd OOYYalOIIMMCS Ha TPOBEJICHHE CAMOCTOSATEIBHOW pPadOTHI
IIPEIo1aBaTelb OCYIIECTBISAET HA OJJHOM M3 3aHITUH, IPEALIECTBYIOIEMY JaHHOMY.

MeToauKy caMOCTOSATENIbHONW paboThl BCe 00yUarouecs BbIOMPaloT HHAUBUIYAIBHO.

OOygaromuMcss OYHOM H  3a04yHOM QopM OOydeHHs TPU OCBOCHHUH BOMPOCOB IS
CaMOCTOSITENIFHOTO M3YYEHHs, MpeJCTaBIeHHBIX B moxpasnene(nnax) 4.1 u 4.2 paboueld mporpaMmsl,
pEKOMEHyeTCsl COONIOAATh MOCIIEA0BATENbHOCTh UX U3YyUEHUs, IPEACTABICHHYI0, COOTBETCTBEHHO, B
tabnuuel u Tabnuue 2.
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Tabmuma 1 — YueOHbINE MaTepuall, BHIHOCUMBIM Ha CaMOCTOSITEJIbHOE W3Y4YEHHE CTYIEHTaM
04YHOM popMbI 00yUeHuUs

Templ, pa3zenbl, BHIHECEHHBIE HA CAMOCTOSATENbHYIO MIOATOTOBKY, BOIIPOCHI Yacos | =
IUTSL IOATOTOBKY K TPAKTUYECKUM U JTAOOPAaTOPHBIM 3aHITHSAM; KypCOBEIE | B
Ne paboThI, cosiepKaHue KOHTPOJIbHBIX PadOT; peKOMEHJAIIMH MO UCTIOIb30BAHUIO BC;ZO' )
autepaTypsl, OBM u ap. -
Monynb 1 — 28 gacos
1 ANTOpuUTM CUMMETPHUYHON crcTeMbl HdpoBanus naHHbIX — cranaapt [[OCT 2 1
28147-89
2 AJTOPUTM aCCUMETPUYHOHN (IBYXKITIOUEBON) CHCTEMBI MIU(POBAHUS JTaHHBIX 2 2
RSA;
3 l'ocrexkomuccust Poccun. PykoBonsimiuii JOKyMEHT 3aliura OT 4 3
HECaHKIIMOHUPOBAHHOTO A0cTyna K mHGopMarmn. Tepmunsl u OnpeneneHus;
4 JoxktpuHa nHpopMaImonHoi 6e3onacHoctu Poccuiickoii @enepanuy; 4 4
S) VYka3 npe3uaeHTa poccuiickoit peneparyn. OO yTBEpKICHUN TEpEUHs 4 S)
CBe/IeHUI KOH(UACHIMAIIBHOTO XapaKTepa,
6 [TonoxeHne o JINIEH3UPOBAHUU ACSATEIBHOCTH 110 TEXHUYECKON 3aINUTe 4 6
KoHpuIeHMaabHoi nHdopmarun. Iloctanosnenue IlpaButenscTBa
Poccutickoit @enepannu ot 30 anpenst 2002 1. Ne 290.
7 WNHcTpykuus o 3amure KoHGUASHIMAaIHOW nHpopManuu npu padboTe ¢ 4 7
3apyOeXHBIMU TAPTHEPAMH.
8 ObecnieyeHue cOXpaHeHUs] KOMMEPUYECKON TalHbI MPEIPUATHSL. 4 8
Karanor 0000mIeHHBIX MEPOTIPUATHH 110 3alTUTEe KOH(DHUICHITHAITBHON
uHbOpMaIInu.
Monynb 2 — 26 yacoB
9 AHanM3 CTPYKTYphl U IPUHIUATIOB (PYHKITMOHUPOBAHKS BHIYMCIUTEIBHBIX CETEH 2 9
¢ mo3unu odecneueHust vHHOPMAIMOHHON 0€30IaCHOCTH.
10 | Yrpo3sl HHPOPMALIMOHHO-IIPOIPAMMHOMY O00ECIIEUEHHIO, XapaKTEPHBbIE TOJIBKO 2 10
JUJISL paclpeIeIEHHON BBIYUCIUTEIBHOM CPEJIbL.
11 | Knaccudukaius KOMIbIOTEPHBIX BUPYCOB 2 11
12 | Metoas! u cpeacTBa 60pbHOBI ¢ BUPyCaMu 4 12
13 | [IpodunakTuka 3apaxeHns BUPYCaMH KOMITBIOTEPHBIX CHCTEM. 4 13
14 | Ilopsaok neicTBUM MOIb30BATENS IPU OOHAPYKEHUU 4 14
3apaxenust OBM Bupycamu
15 | AHanmu3 Mojmenel HapymuTess; yrpo3bl HHGOPMAIMOHHO-TIPOTPAMMHOMY 4 15
00€CTICeYCHHIO BBIUMCIIUTENIBHBIX CUCTEM U MX KIacCU(UKAIHSL.
16 | OcHOBHBIE CITOCOOBI 3aITUTHI OT OTEPU WH(MDOPMAITUU U HAPYLICHUN 4 16
paboToCIOCOOHOCTH ceTel U cucTeM; BHECeHUE (DYHKIIMOHAIBHOW U
nH()OPMAITMOHHOW U30BITOYHOCTH; CIIOCOOBI Pe3epBUPOBaHUS HH(OPMAITUH;
npaBuiIa OOHOBJICHHSI PE3EPBHBIX JTAHHBIX.
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Tabmuua 2 — Y4eOHBbIH MaTepuall, BEIHOCHMBI Ha CaMOCTOSITENIHOE W3YYEHHUE CTYACHTaM
3a049HON (hOPMBI 00YUECHHS

TCMBI, pa3aciibl, BBIHCCCHHBIC HA CAMOCTOATCIIbHYIO ITOATOTOBKY, BOIIPOCHI

IUTSL IOATOTOBKY K TIPAKTUYECKUM U JTAOOPATOPHBIM 3aHITHSAM; KypCOBEIE qaCOB_
Ne paboThI, cosiepKaHue KOHTPOJIbHBIX PadOT; peKOMEHJAIIMH MO UCTIOIb30BAHUIO Bcsezo.
autepaTypsl, OBM u ap.
Monynb 1 — 34 gaca

1 ANTOpUTM CUMMETPHUYHON crcTeMbl HdpoBanus naHHbIX — cranaapt [OCT 2
28147-89

2 AJTOPUTM aCCUMETPUYHOMN (IBYXKITIOUEBOM) CHCTEMBI MIN(POBAHUS JTaHHBIX 2
RSA;

3 INocrexxomuccusa Poccun. PykoBoasiuil 1oOKyMeHT 3amura ot 2
HECaHKLMOHMPOBAHHOIO JocTyna K uHopmaruu. Tepmunsl u OnpeneneHus,

4 JloktpuHa nHpopMmaImonHoi 6e3onacHoctu Poccuiickoii denepanuy, 2

5 VYka3 npesujienTa poccuiickoit Gpeaepamnmu. OO0 yTBEPKICHUN MTEPEYHS CBECHUN 2
KOH(HJICHIIMATIBHOTO XapaKTepa;

6 [TonoxeHnue o MMLUEH3UPOBAHUU AESATEIBHOCTH IO TEXHUUECKOM 3aluTe 2
KoH(puIeHMaapHoi nHdopmarn. [loctanoBnenue IlpaButenscTBa
Poccuiickoit ®eneparuu ot 30 anpens 2002 . Ne 290.

7 WNHcTpykius 1o 3amure KOHPUACHIMATLHOW HH(OpManuy pu padboTe ¢ 2
3apyOeKHBIMU TAPTHEPAMH.

8 ObecnieueHue coxpaHeHUsI KOMMEPUYECKOM TallHbI IPEATIPUATHS. 4
Karanor 0000111eHHBIX MEPOIIPUATHH 110 3aIUTe KOH(PUACHINATEHON
UHpOpMALHH.

9 Hampasnenus obecnieuenust unopmanonHoii 6e3omacuoctu. [IpaBoBas 4

3amuTa. OpFaHI/I?;aIII/IOHHaSI 3amiiuTa. I/IH)KeHepHO-TeXHquCKaH 3aluTra
38.H_II/IT8. I/IH(l)OpMaI_II/II/I OT YTCYUKHU 110 TCXHUYCCKHUM KaHaJlaM

BamnTa HH(bOpMaHHH OT YTCYKHU 10 BU3YAJIIbHO OIITHYCCKUM KaHaJIaM
38.H_II/IT8. I/IH(l)OpMaI_II/II/I OT YTCUKHU I10 aKYCTHUYCCKUM KaHaJIaM

BamnTa HH(bOpMaHHH OT YTCYKHU I10 DJICKTPOMArdiMTHBIM KaHaJIaM

38.H_II/IT8. I/IH(l)OpMaI_II/II/I OT YTCYKHU 10 MATCPUAJTIBHO - BEHICCTBCHHBIM KaHAJIaM

10 | UccnenoBanue XxapaKTEPUCTHK M BO3ZMOKHOCTEH IMPOTpaMM 10 3aIIUTe U 4
COKpBITHIO (ailyioB, Manok

HccnenoBanue xapakTepUCTUK U BO3MOXKHOCTEN MpOrpaMm 1o mudpoBaHHuIo,
0€3BO3BpaTHOMY yJIAJIECHUIO, cTeraHorpaduu

11 | OcHOBHBIE ATAIBI IOCTYIIA K peCypcaM BbIYUCIUTEILHON CHCTEMBI, 4
HCIIOJIB30BAHUC IPOCTOTO MapoJId; UCTIOJIBb30BAHNC TUHAMUYCCKA
U3MEHSIONIETOCs TapOJIs; B3aUMHAsI IPOBEPKA MOUTMHHOCTH | JAPYTUE CIyYan
OTIO3HAHUS;, CIIOCOOBI Pa3rPaHUUCHHUS JOCTYTA K KOMITBIOTEPHBIM pecypcam;
pasrpaHrueHHe JOCTYIA IO CIIUCKaM

12 | [IpoBeaeHue TPEHUPOBOK Ha KHOEprosurone Ampire 4

Monynb 2 — 56 yacoB

13 | AHanu3 CTPYKTYphl M MPUHUMUIOB (DYHKIIMOHUPOBAHUS BBIYUCIUTEIbHBIX CETEH 4
C O3UIIMU 0becTieueHrsi THPOPMAIIMOHHON 0€301aCHOCTH.

14 | Yrpo3sl HHPOPMALMOHHO-IIPOIPAMMHOMY 00ECIIEUEHHIO, XapaKTEPHBIE TOJIBKO 4
JUISL paclpeIeIEHHON BBIYUCIUTEIIBHON CPEJIbL.

15 | Knaccudukanus KOMIbIOTEPHBIX BUPYCOB 6

16 | Mertoas! u cpeacTBa 60pLOBI C BUpyCaMu 6

17 | IlpodunakTuka 3apakeHus BUPYCaMH KOMIIbIOTEPHBIX CHCTEM. 6
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18 | [lopsnok AeicTBHUil MOIB30BATENS IPU OOHAPYKEHUN 6
3apaxenust OBM Bupycamu

19 | AHanmu3 Mojeneld HApyIIMTENs, Yrpo3bl WHGOPMAIMOHHO-TIPOTPAMMHOMY 6
O6€CH€‘-I€HI/IIO BBIYUCIIUTCIIBHBIX CUCTEM U UX KJIaCCI/I(bI/IKaI_[I/ISI.
20 | OcHOBHBIEC CTIOCOOBI 3AIIMUTHI OT MOTEPH HHPOPMAIIHN ¥ HAPYIIICHUI 6

paboToCOCOOHOCTH CceTel U cucTeM; BHECeHUE (DYHKIIMOHAIBHOW U
nH()OPMAITMOHHOW U30BITOYHOCTH; CIIOCOOBI Pe3epBUPOBaHUS HH(DOPMAITUH;
npaBuiIa OOHOBIICHHSI PE3EPBHBIX JTAHHBIX.

21 | OcHOBHBIEC CTIOCOOBI 3AIIUTHI OT MOTEPH HHPOPMAIIMHN ¥ HAPYIIICHUI 6
paboTOCTIOCOOHOCTH CETEH U CUCTEM
Brecenne ¢pyHKIIMOHATRHOW M MHPOPMAITMOHHON N30BITOYHOCTH.

14 | Cnoco0sl pe3epBHpOBaHUs HHPOPMALIMY; TPaBUIa OOHOBJICHUS PE3ePBHBIX 6
JTAHHBIX.

Mertoap! cxxatus nHGoOpManK; apXxuBanus (ailioBbIX JaHHBIX; pe3ePBUPOBAHNE
CHCTEMHBIX JaHHBIX; ITOJITOTOBKA K IPOTPaMMHOI cpeie.

CamocTosaTenbHas paboTa oOy4aromMXcs HaJ YCBOGHHEM MaTepuaia Mo JUCIHUILUIMHE MOKET
BBIMIOJHATHCS B TOMEIIEHUWU g camocTtoarenbHor pabotet CK® MTYCHU, mnocpeactBoMm
MCTOJIB30BaHUS 3EKTPOoHHOH Oubmmotexu u SNOC.
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