MHWHUCTEPCTBO [IUOPOBOI'O PA3BUTHUS, CBA3U
1 MACCOBBIX KOMMYHUKALIUM POCCUMCKOM ®EEPALIUU

Cesepo-Kaska3ckuit ¢pumman

opaena Tpynosoro Kpacnoro 3namenu (enepaisHOro rocy1apcTBEHHOTO
Oro/mKeTHOro 06pa3oBaTENBHOrO YYPEXKACHHUS BEICIIETO 06pa30BaHHs
«MOCKOBCKHI TEXHUYECKUH YHUBEPCUTET CBA3M ¥ HHPOPMATHKIY

YT1Bepxaaio

3am. qpekrtopa mo YBP

A.T". XXykoBckwuii

«2%»y oF—

2022r.

OcHoBbl HHpOpManHOHHOI Ge3onacHocTH ceTeii u cucrem B1.0.25
pabouasi mporpamMma JUCIMILIAHEL

Kagenpa MudoxoMMyHHKAIMOHHBIE TEXHOIOTHH U CUCTEMBI cBA3u Hanpapienue
noarotosku: 11.03.02 MH¢oxkoMMyHHKAIMOHHBIE TEXHOJIOIHH H CHCTEMBbI CBSI3H
[Tpodune: 3amumennbIe CHCTEMBI H CETH CBSI3H

MHorokaHaJabHbIE TCJICKOMMYHHKAIIHOHHBIC CHCTEMbI

CeTH CBSI3M H CHCTEMBI KOMMYTalHH

®opMbl 00ydeHuUs:

O4YHasi, 3a049YHadA

Pacnpenesienne 4acoB JHCHHUIIHHBI 0 cemecTpam (115t 04HOI Gopmbl 00yuenus),

Kypcam

(ny1s1 3204HO# popmbl 00yUeHHS)

Bun yueGnoit paGoTsl

od

30

3E

qacoB

3E

4JacoB

O61mas Tpy10eMKOCTb
JMCLHUIUIMHEL, B TOM YHCIe (110
ceMecTpaM, Kypcam):

6

216/3

6

216/3

KonraxThas pabota, B ToM

quciie (0 ceMecTpaMm, Kypcam):

46/3

10/3

Jlexnuu

18/3

4/3

JlaGopaTopHbIX paboT

18/3

ITpakTHyecKuX 3aHATU]

10/3

6/3

CemuHapoB

CamocrositenbHas pabota

143/3

206/3

Kontpoms

27

Yucno KOHTPOJIBHBIX paboT (1o
Kypcam)

Yucno KP (o cemectpawm,
Kypcam)

Yucno KII (o cemectpam,
Kypcam)

Ywucno 3a4€ToB ¢ OILEHKOH ¢
pazbHuBKOH 1o cemecTpaMm
(kypcam)

Yucno sk3aMeHOB ¢ pa3buBKoi
110 ceMecTpaM (Kypcam)

173

173




IIporpammy cocrasuir:
IIpogpeccop kagpeoper HTCC, 0.n.1., douenm Kykosckuii A.T.

Penenzenr:
Beoyuwuii compyonux @I'YIl «PHHHPC, 0.m.H., doyenm Enucees A.B.

PaGouas mporpamMma QHCHHUIIIHHEI
«OcHoBbI HHPOPMALHOHHOI 6€30MACHOCTH ceTeil H CHCTeM»

paspaboTaHa B cootBeTcTBHH ¢ PI'OC BO:

DeepajabHbIM roCyIapCTBEHHBIM 00pPa30BaTEILHBIM CTAHAAPTOM BhICIIEro 06pa3oBaHus,
HanpasJjenue noarorosku 11.03.02 UHOOKOMMYHUKAIIMOHHBIE TEXHOJIOTUU U
CUCTEMBI CBSI3H, yTBepxkaeHHbIM NpHKa3oM MuHHCTEPCTBA 06pa3oBaHus H HAYKH
Poccniickoii ®enepanun ot 19 censiops 2017 r. N 930.

CocrapieHa Ha OCHOBaHHH y4eOHBIX IJIAHOB

Hanpasjenus 11.03.02 Un¢oxkoMMyHHKAIIMOHHBIE TEXHOJIOTHH H CHCTEMBbI CBSI3H
npoduieii «3amMIEeHHbIE CHCTEMBI H CETH CBA3W», K MHOroKaHAJbHbIE
TeJIEKOMMYHHUKAUHOHHbIE CHCTEMbD, «CeTH CBA3H H CHCTeMbI KOMMYTAIIHI, 0100 EeHHBIX
Yuénbim coberom CK® MTYCH, npotoxos Ne7 ot 28.02.2022r., H yTBEP/KIEHHOr 0
aupextopom CK® MTYCH 28.02.2022 r.

PaccmoTpena u ogoOpena Ha 3acemanuu kadeapsl
«IHpOKOMMYHUKAIIMOHHbIE TEXHOJIOTHH U CHCTEMBI CBSI3H»

IIpoTokon oT A3y 05 9 £4 No 70
3aB. kadenpoi / /?Q/ B.N. IOxHoB




BusupoBanmue s ucnoab3oBanus B 20 /20 y4. rogy

Y1Bepxnaro
3am. qupekropa o YBP

« _» 20 1.
Pabouas nporpamma nepecMoTpeHa, 00cykaeHa U 0100peHa Ha 3acelaHiH Kadeapsl

«I/IH(l)OKOMMyHI/IKaHI/IOHHI)Ie TEXHOJIOTHH U CUCTEMBI CBA3H»

IIpotokom oT «_ » 20 1. Ne
3aB. kadenpoit

BusupoBanmue s ucnoab3zoBanus B 20 /20 y4. rogy

Y1Bepxnaro
3am. qupekropa no YBP

« _» 20 1.
Pabouas nporpamma nepecMoTpeHa, 00cykaeHa U 0100peHa Ha 3acelaHiU Kadeapsl
«MTHpOKOMMYHUKAIIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3U»

IIpotokom oT «_ » 20 1. Ne
3aB. xadenpoit

BusupoBanmue s ucnoab3oBanus B 20 /20 y4. roay

Y1Bepxnaro
3am. qupekropa no YBP

« _» 20 1.
Pabouas nporpamma nepecMoTpeHa, 00CykaeHa U 0100peHa Ha 3acelaHiU Kadeapsl
«VH(pOKOMMYHUKALIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3U»

IIpoTokom oT « _ » 20 1. Ne
3aB. xadenpoit

BusupoBanmue s ucnoab3oBanus B 20 /20 y4. roay

Y1Bepxnaro
3am. qupekropa o YBP

« _» 20 1.
Pabouas nmporpamma nepecMoTpeHa, 00CykaeHa U 0100peHa Ha 3aceJaHiH Kadeapsl
«VH(pOKOMMYHUKALIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3U»

IIpoTokom oT «_ » 20 1. Ne
3aB. kadenpoit




1. e u3yyeHus TUCHUNIHHBI

Ilenpto mpenomaBanust AUCHUILUIMHBI «OCHOBBI WH(OOPMAIMOHHOW O€30MaCHOCTH CETeH |
cucrem» sBisieTcsl (opMUpOBaHME Yy OOydaeMbIX 3HAaHMM B 00JacTH OCHOB HH(OPMAIMOHHOMN
0€30IaCHOCTH M HAaBBIKOB TPAKTUYECKOTO OOecreueHus 3amuThl WHpopManuu u 0e30macHoro
MCIOJIb30BaHUS MTPOTPAMMHBIX U alIapaTHBIX CPEICTB B CETAX U CUCTEMAX CBSI3H.

2. [InanupyemMble pe3yJbTaThl 00yUeHHs
W3yueHne qUCHUIUIMHBI HAIIPaBiIeHO Ha (OPMHUPOBAHKE Y BBIITYCKHHUKA CIIOCOOHOCTH PelIaTh
po¢eCCHOHANIbHBIE 33/1a4H B COOTBETCTBUU C MEXHO102UYEeCKUM BUOM JIETEIbHOCTH:

Pe3ynbTatom ocBOEHUS AUCHUILINHBI SBISIOTCS COPMUPOBAHHBIE Y BBITYCKHHUKA
CJIEYIOIINE KOMIETCHIINHN:

KommnereHuuu BbIYyCKHHKA, (popMHUpYyeMble B pe3yJibTaTe OCBOCHHUS M CHMIIIMHBI
(B yacTH, odecreuynBaeMOH TUCHMIJIMHOI)

YK-2: Cnoco0eH onpeaeassTh KPyr 3aa4 B paMKax MOCTABJIEHHON LeJ1d U BbIOUPATh

ONTUMAaJIbHbIE CIIOCO0BI UX pelleHNs], HCXOAS U3 el CTBYIOIIMX NPABOBbIX HOPM, HMEKOIIMXCS

€CYPCOB M OTPAHUYEHHH

3HATD:

- BUJIbI PECYPCOB M OIpaHMUCHHIA ISl pelIeHUs TPo(ecCHOHANBHBIX 33/1ay;

- OCHOBHBIE METO/Ibl OLIEHKH Pa3HbIX CIIOCOOOB pEILCHHs 3a/1ay;

- IICWCTBYIOIIEE PEryIUpPYIOIHNe TPOPECCHOHATBHYIO AEATEIbHOCTb.

YMmeThb:

- IPOBOJIUTH aHAJIW3 MOCTABJICHHON 1IeNu U (POPMYIHPOBAThH 337[aul, KOTOPbIE HEOOXOUMO PEIIUTh
IUI €€ JOCTYKEHHS

- aHaJII/ISI/IpOBaTI: aJIbTepHaTI/IBHBIe BapI/IaHTI:I JJIA JOCTHUXKCHUS HAMCUYCHHBIX pe3yanaT0B;

- UCTIOJIb30BaTh HOPMATHBHO-TIPABOBYIO JOKYMEHTAIIUIO B cpepe MpodhecCHOHATHHON IeATeTbHOCTH,

Baanern:

- METOJIMKaMH pa3pabOTKH 1IeJIU U 3a7a4 IPOEKTa;

- METOJIaMH OILIEHKH MOTPEOHOCTH B PeCcypcax, MPOJAOKUTETHHOCTH M CTOMMOCTH TPOCKTA;

- HaBbIKaMu pabOThl C HOPMATUBHO-TIPABOBOM TOKyMEHTALIUEH.

OIIK-3: Cnioco06eH NpUMEeHATH MeTOAbI MOUCKA, XPAHEHHUs, 00PA00OTKHU, aHAJIN3A U
npeacTaBJieHus: B TpedyemoM ¢opmare nHGpOpMaUM U3 PA3JMYHbIX HCTOYHUKOB M 023 TaHHBIX,
¢00.110/1a51 IPH 3TOM OCHOBHbIE TPeOoBaHUs UHGOPMANMOHHOMH 0€30MaCHOCTH

3HaTh:

OCHOBHBIE 3aKOHOMEPHOCTH Tmepefaud uHPopManuu B HHPOKOMMYHHKAIIMOHHBIX CHCTEMaXx,
OCHOBHbIE BHJbl CUTHAJIOB, HCIOJb3YEMbIX B TEJIEKOMMYHHKAIIMOHHBIX CHUCTEMax, OCOOEHHOCTHU
nepeaadyun pasjiniIHbIX CUTHAJIOB 110 KaHaJlaM U TpaKTaM TCICKOMMYHUKAIITMOHHBIX CUCTCM,
IPUHIIMIIBI, OCHOBHBIE aJTOPUTMBI W YCTpoilcTBa IU(POBON 00paOOTKU CHUTHAIOB; MPUHIUIIBI
MMOCTPOCHUA TCICKOMMYHUKAIIMOHHBIX CHCTCM PpPa3JIMUYHBIX THUIIOB U CHOCO6BI pacnpeaciiCHUA
uH(pOpMaIIUU B CETSIX CBA3H;

Ymers:

pemarth 3a1a4u 00pabOTKH JaHHBIX C TOMOIIBIO CPEICTB BHIUNCIUTEIbHON TEXHUKY;

CTPOUTH BCPOATHOCTHLIC MOACIIN JI1 KOHKPETHBIX IPOUCCCOB, IPOBOJAUTH H€O6XOI[I/IMBIC pacucThl B
paMKax MOCTPOEHHON MOJIENH;

Baanern:
METOZaMH M HaBbIKaMU oOecTieueHus] HHHOPMAITMOHHOW 0€3011aCHOCTH;




3. MecTo AUCHHUILINHBI B CTPYKTYype 00pa3oBaTe/ibHOH IPOrPaMMBbI

TpeGoBanus Kk mMpeIBapUTEIbHON MOATOTOBKE 00y4aloIerocs (MpeamecTBYOIHe

AUCHUIIJIMHBI, MOAYJIH, TeMbI):

1 |Huctumnuaa «OcHOBBI HMH(GOPMAIIMOHHON O€30MacHOCTH CETe U CHCTEM» SIBIIACTCS
norudeckuM mponaonkeHueM aucturuinabl b1.0.07 «Muadopmarnka», 3HaHHWE KOTOPOW B
o0beMe TpeboBaHMi 00pa30BaTEILHOM MPOrPaMMBI SIBIISICTCSI HEOOXOAMMBIM.

2 |YcnemHoe OCBOCHHE MUCHUIUIMHBI «OCHOBBI HH(OPMAIIMOHHON OE30MaCHOCTH CeTel u
cucteM» 0Oasupyercss Tak)Ke Ha 3HaHUAX, NpuoOpeTeHHbIX w3 auciuiumH: b1.0.03
WNuoctpannsni s3eik, 51.0.04 Bricmas maremaruka, b1.0.05 Teopus BeposiTHOCTEH u
Maremaruueckas cratuctuka, b1.0.06 /luckpernas maremaruka.

3 51.0.13 «OcHOBBI TOCTPOEHUS HHPOKOMMYHHKAIIHOHHBIX CUCTEM U CETEID»
Iocaenyromue TMCHMIIMHBI U IPAKTHKH, A1 KOTOPHIX OCBOEHHE JAAHHOM
AUCHMILIMHBI He00X0ANMO:
1 |[ducuunnmHa siBiseTcs 0a30BOU i ycrmemrHoro ocBoeHust quciuiuiid b1.B.11 «OcHOBBI

kpunrorpadguu», b1.B.14 «Meroasl U cpencTBa 3aIuThl KOMITBIOTEPHOW HH(OpMAIIUN,
b1.B.JIB.05.01 «TexHu4eckue cpeacTBa U METOABI 3AIMUTH HHGOPMALIUUY, a TAKKE APYTUX
JTUCIUTIIMH W TPAKTHK, (HOPMHUPYIOMUX 00ImenpodeccnoHanbHbie W Tpo(ecCHOHaTbHbBIE

KOMIIETEHIMH U CBSI3aHHBIX C 3aIIUTON MH(POPMAIIUH.

4. CTpyKTypa U colepKaHHue IUCUUILTHHBI

4.1 Ounas ¢opma o0yueHus, 4 roaa (Bcero 216 yacon, 46 ayauTopHbIx 4acoB, 170 yacos

CaMOCTOATEILHOI PadoThI)

Koz 3an. Tema u KpaTKoe CoJIepKaHUE 3aHITHUS

Bun | Kon. | Komner
3aH. |4aCOB CHIIUUN

Kypc 2, Cemectp 3

Monayasb 1. IlonssTue nupopmanuoHHoii 0e3onacHocTH. OCHOBHBIE COCTABJSIIONINAE U
HanpasJieHusi o0ecrieyeHns HHPOPMALIMOHHOM 0€30I1aCHOCTH.
(24+73) uacos

11

Jlexmus 1. JI1. 2 YK-2 JI1.1
KOHLIENLMI THOOPMAIIMOHHOM OIlK-3 | JI1.2
BE3OITACHOCTH J1.3
1. OcHOBHBIE KOHIIETITYaJIbHbIE TTOJIOXKEHHS CUCTEMBI
3alIUThl HH(pOpMAIUU

2. KonnenryansHas Moje)1b HHGOPMAIIMOHHON
0e30MmacHOCTH

3. Yrpo3sl KoHPUACHIHAITHHOU HHPOpMAITUH

4. JleiicTBUs, IPUBOASIIUE K HEIPABOMEPHOMY OBJIaICHUN
KOH(pHUACHIIMAIbHON HHpOpMaIen

1.2

Jlexmus 2. JI2. 2 VYK-2 | 1.1
HAIIPABJIEHWS OBECITEUEHM A OIIK-3 | J1.2
NH®OPMALIMOHHOM BE3OITACHOCTHU JI1.3
1. [IpaBoBas 3ammra

2. OpranuzanoHHas 3aIInuTa

3. HnxeHepHO-TeXHUYECKas 3aluTa

1.3

Jlekmus 3. JI3. 4 YK-2 | J11.1
S3AIIUTA UHOOPMAILIMU OT YTEUKU I10 OIIK-3 | J11.2

YMHO




TEXHUYECKNUM KAHAJIAM

5.1.001m11e monoxKeHus

5.2.3amuTta nHGOpPMAIIUU OT YTEUKH 110 BU3yaJIbHO
ONTUYECKUM KaHaJam

5.3.3amuTta nHPOpPMALIUK OT YTEUKH IO aKYCTUUECKHM
KaHajam

5.4.3amuTta nHPOPMAIIUU OT YTEUKH T10 AIEKTPOMATrHUTHBIM
KaHajam

5.5.3amura nHGOpPMAIIUK OT YTEUKH 110 MAaTEPHAITHHO -
BEIIECTBEHHBIM KaHaJaM

J1.3

1.4

[TpakTrueckoe 3anstue Nel
IIpaBoBasg 3amuTa OT KOMIIBIOTEPHBIX IPECTYIJICHUH H
3alIMTa UHTEUIEKTyaJIbHONM COOCTBEHHOCTH.

I131

YK-2
OIIK-3

J3.1

1.5

[TpakTruyeckoe 3ansTre No2.

[IpoTuBONEIICTBUE HECAHKIMOHUPOBAHHOMY JOCTYNY K
MCTOYHHMKAM KOH(HICHIIMATbHON HH(OpMAIH

1. CrtocoObI HECAaHKIIMOHUPOBAHHOTO JOCTYyTIa

2. TexHUYeCcKue CpeICcTBA HECAHKIIMOHUPOBAHHOIO JOCTYIIA
K HHpOpMAITIH

3. 3amura ot HaOmoAeHus U poTorpadupoBaHUs

4. 3ammTa OT NOACTYIIMBAHUS

5. IIpoTuBOACHCTBHE HE3aKOHHOMY IOAKIIOUEHUIO K
JMHUSAM CBSI3U

6. 3amuTa OT IepexBaTa.

132

YK-2
OIIK-3

JI3.1

1.6

Jlexug 4.

KPUIITOTPAOUYECKUE METO/IbI 3ALIIMTHI
NHOOPMALINN

1. Knaccuduxanust MeTo0B KpUITOTpahuuecKoro
npeoOpa3zoBanus HHGOPMAITIH

2. llludpoBanme. OCHOBHBIC TOHITHS

3. Meroas! muppoBaHUs ¢ CHMMETPUIHBIM KITFOYOM
4. Cuctembl U(PPOBAHUS C OTKPBITHIM KITIOUOM

5. CtanaapThl @ poOBaHU

6. [lepcrieKTHBBI HCIIOJIB30BAHMSI KPUIITO3AIIUTHI
nHdopmanuu B KC.

J4

YK-2
OIIK-3

J1.1
J1.2
J1.3

1.7

[TpakTruyeckoe 3ansTue Ne3.

Texaudeckue cpeacTBa odecnedeHus HHHOpMaIMOHHON
0e30MmacHOCTH

1. ITouckoBoe 06OpymOBaHHUE.

2. TexHHYECKHE CPEJICTBA AKTUBHOTO ¥ IMACCUBHOTO
MIPOTHBOICUCTBHUS HAPYIIEHUAM UH(POPMAITMOHHOMN
0€301MacHOCTH.

133

YK-2
OIIK-3

JI3.1

1.8

JlaGopatopnas paborta 1
HccnenoBanue XapakTepUCTHK U BOZMOXKHOCTEH MTPOTrpaMm
TI0 3aLIUTE U COKPHITUIO (haiiyioB, marmok

JIP1

YK-2
OIIK-3

JI3.2

1.9

Jlabopartopnast paborta 2

HccnenoBanue xapakTEpUCTUK U BO3MOXKHOCTEN TPOrpaMm
1o ¢ pPOBaHKI0, 0€3BO3BPATHOMY yIaJICHUIO,
creraHorpaguu

JIP2

YK-2
OIIK-3

J3.2

1.10

XapakTepuCTUKA 3alIUTHBIX JICHCTBHIA,
[Ipeceuenue pasriameHus KOHOUACHINATLHON

CPC

73

YK-2
OIIK-3

J1.1
JI1.2




nHpopManuu;

«HccnenoBanue anropuTMa CAMMETPUYHOU CUCTEMBI
muppoBanus qaHHbIX — ctanaapT ['OCT 28147-89».
«M3ydeHne anropuTMa OTKpPBITOrO pacIpenesICeHUs KITKYel
Huddu-Xenmanay.

«M3ydenue aaropuTMa aCCUMETPUYHOHN (JIBYXKITFOUEBOIL)
cucteMbl mu(poBaHus TaHHBIX RSA.

I'ocrexxkomuccus Poccun. PykoBoasamuii ToKyMeHT 3amura
OT HECAaHKLMOHUPOBAHHOIO JIOCTYIAa K UHQOPMAIIIH.
Tepmunsl u OnpeneneHusl.

JloxTpuHa nHGOPMAITMOHHON Oe30macHOCTH Poccuiickoi
denepanuu.

[Iepeuennb cBeIeHM, OTHECEHHBIX K ITOCYIapCTBEHHOM
TaifHe. YKa3 mpe3uIeHTa pOCCHICKOM (enepannu o nepedne
CBEJICHUH, OTHECEHHBIX K TOCYIapCTBEHHOM TaitHe. 24
ssHBaps 1998 rona Ne 61.

VYka3 nipesusienTa poccuiickoit peaepanmu. OO0
YTBEPKACHUY ITEPEUHS CBEJICHUI KOH(PHUICHIINATBHOTO
Xapakrepa.

[TonoxkeHne o TUIEH3UPOBAHUU ACSITEILHOCTHU IO
TEXHUYECKOH 3aIuTe KOH(UISHIINATLHON HHDOPMALIHH.
[TocranoBnenue [IpaButenscrBa Poccuiickoii denepanuiu ot
30 ampesst 200 2 1. Ne 290.

WNHcTpyKIius 1o 3amuTe KoHpuaeHInaIbHONH HHOpMaIuu
npu pabore ¢ 3apyOeKHBIMU TTapTHEPAMH.

ObecneyeHre COXpaHEHUs KOMMEPUYECKON TalHbI
MPEANPUITHS.

Karasor 060011eHHBIX MEPOTIPHUSITHI TI0 3aIIUTE
KOH(HISHIIMATLHON HH(POpMAIUH.

J1.3

Monayasb 2. KommiekcHast 3amura uHGOpMANUN B MH(POKOMMYHUKANMOHHBIX

cucreMax u cetsix (22+97)

2.1

Jlexmus 5.

CTPYKTYPA U ITPUHIUITIBI ®YHKIOMOHNPOBAHUA
COBPEMEHHbBIX BbIYNCJIIMTEJIBHBIX CUCTEM.
IIpobnembl  obecniedueHus: Oe3omacHOCTH  00pabOTKH U
XpaHeH!Us] THPOPMAIMX B BEIYUCIUTEIBHBIX CUCTEMAX.
bazoBblie ATanbl NOCTPOCHUSI CUCTEMbI KOMIUIEKCHOM 3allUThI
BBIYHCITUTEILHBIX CHCTEM.

AHanu3 Mojenei HapyWUTeNs; yrpo3bl WH(POPMAIMOHHO-
MIPOTrpaMMHOMY 0OECTICUCHHUIO.

JI5

4

YK-2
OIIK-3

J1.1
J1.2
J1.3

2.2

JlaGopatopHas paborta 3

OcCHOBHBIE ATaIbI JJOCTYIA K PeCypcaM BBIYUCIHTEILHOM
CHCTEMBI; UCIIOJIb30BaHUE ITPOCTOTO MApOJIsl; UCIIOJIb30BaHUE
JMHAMUYECKH H3MEHSIOIErocst apoJisi; B3auMHasi IPOBEpKa
NO/UIMHHOCTH U JIPyTHe CIy4au OTO3HAHMS;, CIOCOOBI
pa3rpaHUYeHHs TOCTYIIa K KOMITBIOTEPHBIM pecypcam;
pasrpaHuyueHHe JOCTYIA M0 COUCKaM

JIP3

YK-2
OIIK-3

JI3.2

2.3

Jlekmus 6.
KOMIIBIOTEPHBIE BUPYCbhI U MEXAHW3MBI
BOPbLBLI C HUMU

1. Knaccuduxanusi KOMIbIOTEPHBIX BUPYCOB

JI6

YK-2
OIIK-3

J1.1
J1.2
J1.3




2. ®aiI0oBBIC BUPYCHI

3. 3arpy304HbIe BUPYCHI

4. Bupycsl ¥ onepanoHHbIe CUCTEMBbI

5. Meronpb! u cpeactBa 60pbOBI ¢ BUpycaMu

6. [Ipodunaktrka 3apakeHus] BUPYCaMH KOMITBIOTEPHBIX
7. Iopsiiok AeHCTBHI MOIB30BaTENs IPH OOHAPYKEHUHU
3apaxkeHus DBM Bupycamu

2.4

JlaGoparopHas pabota 4
Uccnenoanue xapakTepUCTUK U BO3MOKHOCTEM
anTuBupycHoro [10

JIP4

YK-2
OIIK-3

JI3.2

2.5

Jlekuus 7. OCHOBHBIE CITOCOBbBI 3AILIUTHI OT
INOTEPU UHOOPMAILIUU Y HAPYIIIEHUIA
PABOTOCIIOCOBHOCTH CETEN U CUCTEM

1. Baecenne pyHKIIMOHAIBHOW U MH(POPMAITUOHHON
N30BITOYHOCTH.

2. CnocoOsbI pe3epBUpOBaHUs UH(OPMAIINH; TPaBUIa
OOHOBJICHUSI PE3EPBHBIX TaHHBIX.

3. Meronbl cxxatust THPOPMALIMHU; apXUBaLUs (aiIoBbIX
TAHHBIX; PE3EPBUPOBAHIE CUCTEMHBIX JJAHHBIX; TOJOTOBKA K
IIPOrpaMMHOM Cpefie.

J7

YK-2
OIIK-3

J1.1
J1.2
J1.3

2.6

JlaGopartopHas pabota 5
HccenenoBanue XapakTEPUCTUK U BO3ZMOXKHOCTEH IPOrpaMM
10 BOCCTAaHOBJIEHUIO IOTEPSIHHBIX JaHHBIX

JIPS

YK-2
OIIK-3

JI3.2

2.7

JlaGopaTopHas paborta 6
UccnenoBanue xapakTepUCTUK U BOZMOKHOCTEN TPOrpaMm
110 OpraHu3alliy Pe3epBHOTO KOMUPOBAHUS

JIP6

YK-2
OIIK-3

J3.2

2.8

AHanu3 CTPYKTYpbl U MPHUHIMIOB (DYHKIMOHUPOBAHUS
BBIUYMCIUTENBHBIX ~ CETEH ¢  MO3UIMM  OOecreueHHs
nH(pOpMaIMOHHOM 0€30MacHOCTH

Yrpo3sl HHPOPMAITHOHHO-TIPOTPAMMHOMY 00€CIIEUEHHIO,
XapaKTepHBIE TOJIBKO JJISl pacipeieéHHON BhIUMCIUTEIbHOM
cpeabl

Hcnonp3oBaHre KpUNTOrpapuUUYeCKUX METOJO0B AJIs 3aIIUThI
TAHHBIX, IUPKYIUPYIOMUX B BEIYUCIUTEIHHON CETH

AHanu3 Mojienielt HapyIuTesl; yrpo3bl HHPOpPMaIMOHHO-
IPOTPaMMHOMY 00€CIIEUEHUIO BEIYMCIUTEIbHBIX CUCTEM U UX
KJaccuukanms

OcCHOBHBIE CIIOCOOBI 3aIIUTHI OT TOTEPU UHPOPMALIUU U
HapyIeHn paboTOCITIOCOOHOCTH CETEH M CUCTEM; BHECEHUE
(GyHKIMOHATHHON M MH(POPMALIMOHHON H30BITOYHOCTH;
crocoObI pe3epBUPOBaHKS HH(OPMAITUH; TTpaBUiIa
OOHOBJICHHSI PE3EPBHBIX JTAHHBIX

CPC

70

YK-2
OIIK-3

J1.1
J1.2
J1.3

IK3aMeH

CPC

27

YK-2
OIIK-3

J1.1
J1.2
J1.3

HToro — 216 yacos




4.2 3aounas ¢opma o0yuenus (Bcero 216 yacos, aynuropHbix 10 yacon)

Bun | Kon. | Kommer
3aH. |4acoB | EHIMH

Kon 3an. TeMa 1 KpaTKO€ COJEpHKaHUE 3aHITUS YMHUO

Kypc 3

Monayasb 1. IlonssTue nHpopMmanuoHHoi 0e3onmacHocTH. OCHOBHBIE COCTABJSIIONINAE U
HanpasJieHus o0ecrieyeHNs HHPOPMALIMOHHOM 0€30I1aCHOCTH.

(8+99) yacos
1.1 | JIexuus 1. CPC 2 YK-2 JI1.1
KOHIIEMNLNS THOOPMAIIMOHHOI OMK-3 | JI1.2
BE30OITACHOCTHU JI1.3

1. OcHOBHBIE KOHLENTYaIbHBIE MMOJT0KEHUS CUCTEMBI
3aImuThl HHHOPMAITUH

2. KonuenTyanbHasi MO HH(POPMAITMOHHON
0€30MacHOCTH

3. Yrpo3bl KOHOUACHIIHATEHOW HHPOPMALIUU

4, ]JleicTBHs, MPUBOIAIINE K HETIPABOMEPHOMY OBJIAJICHUU
KOH(HIeHIIMATbHON HHPOpMaIuei

1.2 | Jlexunms 2. JI2 2 VYK-2 | JI1.1
HATIPABJIEHIU S OBESZHE‘{EHI/I}I OIIK-3 | J11.2
NMH®OPMAILIMOHHOMU BE3OITACHOCTHU JI1.3

1. [IpaBoBas 3amura
2. OpraHu3anyoHHasl 3aIuTa
3. MnxeHepHO-TeXHIYECKas 3aluTa

1.3 | JIexuums 3. CPC 4 VYK-2 | JI1.1
S3AILNTA UHOOPMAILIMU OT YTEUYKMU I1O OIIK-3 | J11.2
TEXHUYECKVM KAHAJIAM JI1.3

5.1.001m11e monoxKeHus

5.2.3amuTta nHGOpPMAIIUU OT YTEUKH 110 BU3yaJIbHO
ONTUYECKUM KaHaJam

5.3.3amuTta nHGOpPMALIUK OT YTEUKH IO aKYCTUUECKUM
KaHajaMm

5.4.3amuTta nHPOPMALIUU OT YTEUKH T10 AIEKTPOMATHUTHBIM
KaHajaM

5.5.3amuTta nHGOpPMAIUU OT YTEUKH 110 MAaTEPHATHHO -
BEIIECTBEHHBIM KaHaJIaM

1.4 | IlpakTuueckoe 3ansaTue Nel I131 2 YK-2 | JI3.1
IIpaBoBasg 3amuTa OT KOMIIBIOTEPHBIX IIPECTYIJICHUH H OIIK-3
3alIUTa UHTEUIEKTyalbHOH COOCTBEHHOCTH.

1.5 | IIpakTrueckoe 3ausTHe Ne2. CpC| 4 YK-2 | JI3.1
[IpoTuBONEIICTBUE HECAHKIMOHUPOBAHHOMY JOCTYNY K OIIK-3

MCTOYHHMKAM KOH(HICHIIMATbHON HH(OpMAIH

1. CrtocoObl HECAaHKIIMOHUPOBAHHOTO JOCTYyTIa

2. TexHuuyeckue CpeAcTBa HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
K HHpOpMAITIH

3. 3amura ot HaOmoAeHus U poTorpadupoBaHus

4. 3ammTa OT NOACTYIIMBAHUS

5. IIpoTUBOACHCTBHE HE3aKOHHOMY IOAKJIIOYEHUIO K
JMHUAM CBSI3U

6. 3amuTa OT Iepexsara.

1.6 | Jlexuus 4. CPC 2 YK-2 JI1.1




KPUIITOTPAOUYECKUE METO/IbI 3ALLIMTBI
NHOOPMAILINN

1. Knaccudukanust METOI0B KpUNITOTpaduuecKoro
npeoOpa3oBaHus HH(PpOpMAIIH

2. llludpoanue. OCHOBHBIE OHITHS

3. Merons! mm(poBaHUs C CHMMETPHUYHBIM KIIHOYOM
4. CucreMbl U(PPOBAHUS C OTKPHITHIM KITFOYOM

5. Crannaptel mu@poBaHus

6. [lepcrieKTUBBI UCTIOIB30BAHUS KPUITO3AIIUTHI
uHpopmanuu B KC.

OIIK-3

J1.2
JI1.3

1.7

[IpakTrueckoe 3ansitue No3.

TexHnuueckue cpeacTBa obecriedeHuss HHPOPMAITHOHHOM
0€30MacHOCTH

1. [TouckoBoe 0bopymaOBaHUE.

2. TexHnueckue cpeacTBa aKTUBHOTO U TACCUBHOT'O
MPOTHBOJCHCTBUS HAPYLICHUSIM HHPOPMALTUOHHON
0€301MacHOCTH.

1133

YK-2
OIIK-3

J3.1

1.8

Jlaboparopnas paboTa 1
HccnenoBanue xapakTEpUCTUK U BO3MOXKHOCTEN TPOrpaMm
IO 3aIIUTE U COKPBITUIO (PaiiyioB, Marnok

CPC

YK-2
OIIK-3

J3.2

1.9

JlaGopatopHnas pabora 2

HccnenoBanue XxapakTEpUCTHK U BO3MOXKHOCTEH MporpamMm
o mudpoBaHUI0, 0€3BO3BPATHOMY YIAJICHUIO,
creranorpaguu

CPC

YK-2
OIIK-3

JI3.2

1.10

XapakTeprucTUKA 3alIUTHBIX JCHUCTBH;

[Ipecedyenue pasrnamieHus KOHPUACHITHATBHON
nHpopmanuy,

«MccnenoBanne aropuTMa CHMMETPUYHOU CHCTEMBI
mmdposanus ganHbIX — cragaapt [OCT 28147-89».
«M3yueHue anropruTMa OTKPBITOIO paclpeIeICHUS KITI04ei
Juddu-Xenmanay.

«M3ydeHne anropuTMa aCCUMETPUIHON (IBYXKITFOUEBOI)
cucTeMbl U(poBaHUs NaHHBIX RSA.

INoctexxomuccus Poccun. PykoBoasmnii JOKyMEHT 3alura
OT HECAaHKIIMOHUPOBAHHOTO JOCTYyIA K HHPOpPMAIIHH.
Tepmunsl u OnpeaeneHusl.

JlokTprHa HHPOPMALMOHHOM 6e3omacHocTH Poccuiickoit
denepanui.

Ilepedens cBeneHUN, OTHECEHHBIX K FOCYAapCTBEHHON
TaifHe. YKa3 MPe3uIeHTa POCCUMCKON (efiepaliu O IepeuHe
CBEICHUI, OTHECEHHBIX K TOCYJapCTBEHHOM TaiiHe. 24
ssHBapsa 1998 roga Ne 61.

VYka3 npe3uaeHTa poccuiickoit peneparym. O6
YTBEPKACHUU MEPEUHs CBECHUI KOHPUIECHINATBHOTO
Xapakrepa.

[TonoxkeHre o TUIEH3UPOBAHUU ACSITEILHOCTH IO
TEXHUYECKOH 3aIuTe KoH(OUISHIINATLHON HHDOpPMALIHH.
[TocranoBnenue [IpaButenscrBa Poccuiickoii denepanuiu oT
30 ampesst 200 2 1. Ne 290.

WNHcTpyKIius 1o 3amuTe KoHpuaeHInaIbHONH HHDOpMaIuu
pu paboTe ¢ 3apyOeKHBIMU MTAPTHEPAMHU.

CPC

83

YK-2
OIIK-3

J1.1
J1.2
JI1.3

10




ObecnevyeHre COXpaHEHUsT KOMMEPUYECKON TalHbI
MPEAPUSATHSL.

Karanor 060011eHHbIX MEPOTIPHUSITHI 110 3aIUTE
KOH(HISHIIMATbHON HHPOpMAITUH.

Mopnyas 2. KomniiekcHast 3aiuTa HHGOPMAanMi B HHPOKOMMYHUKAIMOHHBIX

cucremax u cersix (2+107)

2.1

Jlexuus 5.

CTPYKTYPA U [TPUHUUIIBI ®YHKIIMOHNPOBAHUA
COBPEMEHHbBIX BBIYNCJIIUTEJIbHBIX CUCTEM.
[IpoGnembr  oOecriedeHuss 0€30MAaCHOCTH  OOpabOTKHM U
XPaHCHUA I/IH(bOpMaI_II/II/I B BBIYUCJIINTCIBHBIX CUCTEMAX.
ba3oBble 3Tarnbl MOCTPOEHUS! CUCTEMbI KOMIUIEKCHOMN 3aIUThI
BBIYHUCIIUTCIIBHBIX CUCTEM.

AHanmu3 MoJenel HapyIuTeNsl; yrpo3sl HWH(OpMaIMOHHO-
IPOTPaAaMMHOMY 00€CIIEUECHHUIO.

CPC

4

YK-2
OIIK-3

J1.1
J1.2
JI1.3

2.2

JlaGopaTtopHnas pabora 3

OcHOBHBIE 3TaIlbl 10CTYIIA K PECYpCaM BBIUUCIUTENBHON
CHCTEMBI; UCTIOIb30BaHUE MPOCTOTO MAPOJIs; UCIIOIE30BAaHHE
JAUHAMHUYCCKU U3MCHAIOUICTOCA MapOJid; B3auMHasA IIPpOBCPKa
NO/UTMHHOCTH | JPYTHE CIyYau OTMO3HAHHMS;, CITOCOOBI
pasrpaHUyYeHUs TOCTYIA K KOMIBIOTEPHBIM pecypcam;
pasrpaHuueHHe JOCTYMA 10 CIIUCKaM

CPC

YK-2
OIIK-3

JI3.2

2.3

Jlexuus 6.

KOMIIBOTEPHBIE BUPYChl 1 MEXAHU3MBbI
BOPbEbI C HUMU

1. Knaccudukanusi KOMIbIOTEPHBIX BUPYCOB

2. daiinoBbie BUPYCHI

3. 3arpy304HbIie BUPYCHI

4. Bupycsl U OlepaioHHbIE CUCTEMBI

5. Metozsl u cpencTBa O0pHOBI ¢ BUpycaMu

6. [IpodunakTuka 3apakeHuss BUPyCaMU KOMIBIOTEPHBIX
7. Ilopsimok neUCTBUI TOIB30BATEIIS P OOHAPYKEHUH
3apaxenust OBM Bupycamu

CPC

YK-2
OIIK-3

J1.1
J1.2
JI1.3

2.4

JlaGopaTtopHas pabora 4
HccnenoBanue XxapakTEpUCTUK U BOZMOXHOCTEN
antuBupycHoro [10

CPC

YK-2
OIIK-3

J3.2

2.5

Jlextus 7. OCHOBHBIE CIIOCOBbBI 3AILIMTHI OT
[IOTEPU UHOOPMAIIUN Y HAPYIIIEHUIA
PABOTOCIIOCOBHOCTHU CETEU U CUCTEM

1. Baecenue ¢hyHKIMOHATBEHON M MHGOPMAITMOHHON
U30BITOYHOCTH.

2. Cnioco0sI pe3epBUpoOBaHMs HHPOPMAIINH; TIPABHIIA
OOHOBJICHHSI PE3EPBHBIX TaHHBIX.

3. Meroapl cxxaTust nHGOpMAIUH; apXuBaIus (HanaoBbIX
JTaHHBIX; Pe3ePBUPOBAHNE CUCTEMHBIX TJAHHBIX; TIOJTOTOBKA K
MIPOTPAMMHOM CpeJe.

JI7

YK-2
OIIK-3

J1.1
J1.2
JI1.3

2.6

JlaGopaTtopHnas pabota 5
HccenenoBanue XapakTEPUCTUK U BO3ZMOXKHOCTEH IPOrpaMM
10 BOCCTAaHOBJIEHUIO IOTEPSIHHBIX JaHHBIX

CPC

YK-2
OIIK-3

J3.2

2.7

JlaGopatopHas pabota 6

CPC

YK-2

JI3.2

11




HccenenoBanue XapakTEPUCTUK U BO3ZMOXKHOCTEN IPOrpaMM
10 OPraHU3alUU PE3EPBHOIO KONMPOBAHUS

OIIK-3

2.8 | AHanu3 CTpyKTypel H TOpuHUUINOB (GyHKIHoHUpoBaHus | CPC | 87 YK-2 JI1.1
BBIUMCIUTENBHBIX ~ CEeTE ¢  TMO3UIUU  00eCreYCHHS OIlK-3 | JI1.2
nH(pOpMaIMOHHOM 0€30MacHOCTH JI1.3
Yrpo3sl HHPOPMAITHOHHO-TIPOTPAMMHOMY 00€CIIEUEHUIO,

XapaKTepHBIE TOJIBKO JJISl pacipeieIéHHON BbIUMCIUTEIbHOM
Cpelibl
Hcnonp3oBaHre KpUNTOrpapUUeCKUX METOIOB AJIs 3aIIUThI
TAHHBIX, IUPKYIUPYIOMUX B BEIYUCIUTEIHHON CETH
AHanmu3 MoJienielt HapyIuTesl; yrpo3bl HHPOPMaIMOHHO-
MPOrpaMMHOMY 00ECIIEYCHHUIO BRIYUCIUTEIBHBIX CUCTEM U HX
Kiaccuukanms
OcHOBHBIE CIIOCOOBI 3aIIUTHI OT TOTEPU UHPOPMALIUU U
HapyIeHnH paboTOCITIOCOOHOCTH CETEH M CUCTEM; BHECEHUE
(GyHKIMOHATHHON M MH(POPMALIMOHHON U30BITOYHOCTH;
crocoObI pe3epBUPOBaHMS HH(OPMAITUH; TTpaBUiIa
OOHOBJICHHSI PE3EPBHBIX JIAHHBIX
JK3aMeH
Hroro — 216 yacos
5. YueOHO-MeTOoAMUYECKOE M HH(POPMALIMOHHOE 0O0ecnieyeHrue THCIMILTNHBI
5.1. PexoMeHyemMasi JuTepaTypa
5.1.1. OcHoBHas JMTepaTypa
Kona c olgTBaTl;)p?Tbelﬁn 3arsiaBue HN3npareancTBO, 101 Kou.
UI1.1  [E. b. benog, B. Jlock,|OcHoBbl nH(pOpMamonHoi 6e3omacHoctu M.: ['op. nuHMS- 01
P. B. Memepskos, Tenexom, 2011. - 558
/1. A. lllenynanos c.: wi.; 60x88 1/16. -
(CnienuanbHOCTB;
'YyeOHOEe roco0ue mis
BBICIITNX y4eOHBIX
3aBeICHUM.
by3oB I'.A. M.:I'op. nuHMs- 2
1.2 3ammTa nHGOPMAIMKA OTPaHUYEHHOTO Tenexom, 2015. - 586
' TOCTYIA OT YTE€UKHU [0 TEXHUUYECKUM c.: 60x90 1/16
KaHaJIaM (O6moxxka) ISBN 978-
5-9912-0424-8
[[Tanprun B. . Capatos: 03
11 3 E:S)SPXSH;;HHM 0€e30IacHOCTb U 3aIluTa 12_163 1051) (fp;S(Z)BgHie’
pMatt ISBN 978-5-4488-
0070-2
5.1.2. lonotHuTEIbHAS JUTEpaTypa
Koa ¢ olzf;:p?;)éﬁn 3ariaBue HN3narenbcTBO, Ioa Kou.
JI2.1  [TCatuun FO.A., BBeneHnEe B KOMIUIEKCHYIO 3aILUTy CII6. : YuuBepcuter (94
Kimmmosa E.B. 00BbEeKTOB HHGOPMATH3AITUN MTMO, 2011. — 112

12




c. — 2227-8397. —
Pexxum nocrymna:
http://www.iprbooksho
p.ru/65808.html

5.1.3. Y4eOHO-MeTOAMYECKOE O0€ecTIedeHE IJISI CAMOCTOSITETbHOM PAadOTHI 00y4aAOIIUXCS

Kona co?::;l?:elhn 3arsiaBue HN3npareancTBO, 101 Kou.
J3.1 |leBuyk I1.C. MeToauueckue ykazanus no nposenenuto [Pu/l: CKO MTYCHU, 95
[MPAKTUYECKUX 3aHATUHN TI0 TUCITUTUTHHE 2016
«OcHOBBI HHGOPMAITMOHHOM O€301MacCHOCTH
ceteit u cuctrem»/ I1.C. llleBuyk. — PocToB-
Ha -/lony: M3x-Bo CK® MTVYCH, 2015. -
36 c.: w.
JI3.2 PKykosckuit A, |[OCHOBBI MH®OPMAIIMOHHOM Pu/l: CKO MTYCH, [36

Kykoscknit JI.A.,  [BE3OITACHOCTH CETEM U CUCTEM. 2020
[[IBumuenko C.A.  [YuebHoe mocobwue. — PoctoB-Ha-/[oHy:
CK® MTYCH, 2020. - 52 c.

5.2. DaeKTpOHHBIE 00pPa30BaTEJIbLHBIE PECYPCHI

31 [http://znanium.com/catalog/product/405159

32 | http://znanium.com/catalog/product/895240

33 | https://www.iprbookshop.ru/87995.html

34 [http://www.iprbookshop.ru/65808.html

35 | http://www.skf-mtusi.ru/?page id=659

26 | http://www.skf-mtusi.ru/?page id=659

5.3. lIporpammHoe odecneuenue

. AVAST Free Antivirus

. AVG AntiVirus Free

. Dr.Web Antivirus

. AntuBupyc Kacnepckoro
. ESET NOD32 AntuBupyc
. AVZ Antivirus

. Avira Free Antivirus

. Norton AntiVirus

- McAfee Antivirus AnTtuupyctaoe [10. CBobotHOE, YCIOBHO CBOOOTHOE
. Emsisoft Anti-Malware WIN TpHaJ-BEPCHHU.

. BullGuard Antivirus

. Protector Plus Antivirus
. Panda Antivirus

. Ashampoo Anti-Virus

. G Data AntiVirus

. K7 AntiVirus

. VIRUSfighter

. Twister Antivirus
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1. Wise Folder Hider
2. Secure Folders
3 Anvide Lock Folder [IporpamMmmHOe 0OecTICUeHHE TI0 3aAIUTE H COKPBITHIO

I1.2 (haiinmoB u mammok. CBOOOTHOE, YCIIOBHO CBOOOTHOE HITH
4. Folder Lock TpHUAIT-BEPCUMU.

5. Easy File Locker
6. Folder Guard

13



http://www.skf-mtusi.ru/?page_id=658
http://www.skf-mtusi.ru/?page_id=659

7. DEKSI USB Security

8. Locker (3amura namox u AUCKOB)

9. Advanced Hider

10. Hide Folders XP

11. Hide Files

I1.3

. TrustPort Tools

. Cryptic Disk

. Locker (ckpbiTue aiinos)

. Max File Encryption

. Secure Disk

. Masker 7.1

. Fox Secret

. HidelnPicture 1.0

O] O] [ O] O B[ W] N[

. llludpoBabIrk

10. Advanced Encryption Package

11. Gpg4win

12. Cryptic Disk Professional

13. CyberSafe Files Encryption

14. Steganos Privacy Suite

15. Lavasoft Privacy Toolbox

16. pkilmage Free Edition

[IporpammHoe oOecrieueHue no mMupPOBaHHUIO,
0e3BO3BpaTHOMY yIAICHUIO, cTeraHorpaduu.
CBoboniHOE, YCIIOBHO CBOOOTHOE HITH TPHAII-BEPCHH.

I1.4

. Hetman Partition Recovery

. Active File Recovery

. R-Studio 7.6

. Auslogics File Recovery

. Active UNDELETE

. Paragon Rescue Kit

. Wise Data Recovery

. Puran File Recovery

Q] O] N[ O] O B[ W] N[~

. O&O DiskRecovery

10. Tenorshare Any Data Recovery

11. Power Data Recovery

12. GetDataBack

13. Recover My Files

14. R-Undelete

15. Handy Recovery

16. Ashampoo Undeleter

[TporpamMmmHOe oOecriedeHne 0 BOCCTaHOBICHUIO
JIAHHBIX.
CBoboniHOE, YCIIOBHO CBOOOTHOE MITH TPHAI-BEPCHUH.

IL5

. Iperius Backup

. FBackup

. Backup4all

. Uranium Backup Free

. Simple Data Backup

. Personal Backup

. Back4Sure

. SyncBackFree

O] O] N[ O] O B[ W] N[

. Handy Backup

10. EASEUS Todo Backup 8.0 Free Edition

[TporpamMmmHOe 0OecIeueHne O Pe3ePBHOMY
KOITMPOBAHUIO TAaHHBIX.
CBobonHOE, YCIIOBHO CBOOOTHOE MITH TPHAI-BEPCHUH.

14




11. Exiland Backup Free 4.0

12. Nero BackItUp

13. Paragon Rescue Kit 14.0 Free

14. Action Backup

15. LimBackup

16. AVSbackup

17. ExtraBackup

18. Cobian Backup

19. Backup & Recovery 10 Build 9169 Free Edition
20. Information Backup System

[1.6 MS Word — ¢ nuuensueit

[1.7 Power Point — ¢ nuuen3ueit

6. MaTepuajibHO-TeXHHYECKOE o0ecneuyeHne TUCIHMITHbI

6.1 MTO neKnuoHHBIX 3aHATHA

1 | Jlek1iMOHHast ayIUTOpHsL, 000PYAOBaHHAsI HHTEPAKTUBHOW JOCKOM, IPOEKTOPOM

6.2 MTO mabopatopHbIX pabOT U MPAKTUUECKUX 3aHITHI

1 | KommprorepHas aymutopust

6.3 MTO pyOexHBIX KOHTPOJICH, IK3aMeHa

1 | KommbprorepHas aymuTopust

7. MeToauyeckue yKazaHus JJisl 00y4alOUIUXCsl 10 OCBOEHUIO JUCIIUIJIMHBI

7.1 Yka3aHus 10 CaMOCTOSITeIbHOM padoTe cTyaeHTa

Hoctmwkenue 1menel 3(pPekTrBHON MOATOTOBKM CTYJIEHTOB B By3aX HEBO3MOXHO 0e3 uX
[EJICYCTPEMIICHHON CaMOCTOSTEIbHON paboThl. [Ipu 3TOM, O€3ycliOBHO, HENb3si 00OHTHCH Oe3
KHUBOTO OOIICHUS U KOHCYIBTUPOBAHUS CO CTOPOHBI MPO(eCcCOpCKO-TPEnoaaBaTeIbLCKOr0 COCTaBa
CamocrosiTenpbHass paboTa CTYIEHTOB SIBIISIETCS COCTAaBHOW YacThi0 y4eOHOW pabOThI W MUMeEeT
IENBI0 3aKPeIJICHHE W YIITyOJIeHHE TOJMYYEeHHBIX 3HAHWUM M HABBIKOB, IOUCK W MPHOOpETCHHE
HOBBIX 3HAHWN, B TOM YHCJIE C HUCIOJIH30BAaHHUEM aBTOMATU3MUPOBAHHBIX OOyUYAIONINX KYpPCOB
(cucTem), a Tak)Ke BBIOJHEHHE YYEOHBIX 3aJaHUH, TOATOTOBKY K TPEACTOSIIAM 3aHSITHSM,
3ageTaM W 2k3aMeHaM. OOs3aTeNbHBIM KOMIIOHEHTOM CaMOCTOSTEIhHOW pPa0OTHI CTYICHTOB
SIBJISICTCSI BHEAYAUTOPHBIN MPAKTHKYM 110 HHOCTPAHHOMY SI3BIKY.

CaMocTosiTenbHast ~ paboTa  OpraHu3yercs  IperojaBaTelisiMd,  OOecrednBaeTcss U
KOHTpoiupyercs: kadenpamu. OHa TpemycMaTpwBaceT, KakK MpaBUiIo, pa3paboTKy pedeparos,
BBITIOJTHEHHE PacyeTHO-TpahUUECKUX, BBIYUCIUTEIBHBIX pPa0OT, MOICIUPOBAHUS M JIPYTUX
TBOPYECKUX 33JJaHUN B COOTBETCTBUH C YU4EOHOH MPOTpaMMOi (TEMaTHYeCKUM TUTAHOM M3Yy4eHUS
muciumuivibl). OCHOBHAS 11€JTb JAHHOTO BHJIA 3aHSATHH COCTOUT B OOYYCHHH KypCaHTOB METOJaM
CaMOCTOSITEIIBHONU Pa0O0ThI ¢ YYCOHBIM MaTEPHAIIOM.

Marepuan, noiexamuii 00pabOTKe Ha CaMOCTOSATENBHBIX 3aHATHSAX, HAMEUyaeTcs Ipu
pa3paboTKe TpOrpaMMbl CaMOCTOATENIbHONH paboThl. OMBIT, HAKOIJICHHBIM KadeapamMu B
OpTaHHU3AINN CaMOCTOSITENLHBIX 3aHITHIA, YTO MaTepral BhIICISEMbI HA TaKHe 3aHSATHUS, JOIDKEH
YIOBJIETBOPSATH CICTYIOIIUM TPEOOBAHUSM:

- OBITH M3JIOKEHHBIM B YUEOHHKE IOCTATOYHO IMOJIHO U C IPUMEPaMU;

- obecreunBaThCs JTOCTATOYHBIM KOJIMYECTBOM JIMTEPATYPhl, YUEOHBIX IMOCOOWH. ydeOHO-
METOAMYECKUX MaTepHalioB, 00pa3I[0B TEXHUKHU

- CoZIepyKaTh MaTepUall. YIITYOISIFOIINI 3HAHHS, TIOyYECHHBIC HA JICKIIHH;

- OCBaMBaTh MPOOJIEMHBIE €Ile HE MOJHOCTHIO PEIICHHBIE BOIIPOCHI.
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[TpoBeneHNI0 caMOCTOATEIBHOM paboThl (Kak M JI000TO JPyroro BHUIA 3aHATUH) JODKHA
MPEeIIIeCTBOBAThH MOATOTOBKA KaK MperoiaBaTesis, Tak 1 00y4aeMbIX.

[TocTaHOBKY 3a/1aun 00ydaeMbIM Ha MPOBEIACHUE CAMOCTOSTEIBHOTO 3aHATHS MPEToIaBaTellb
OCYIIECTBIIIET HAa OJHOM M3 3aHSATHs, NPEIIIeCTBYIOIIEMY MaHHOMY. OH pa3bsCHSET CMBICI
3aHATHSI M yKa3plBae€T, YTO K HEMYy CTYASHThl [JIOJDKHBI TPUTOTOBUTH. 3alaHue Ha
CaMOCTOSITENIBHYIO Pa0OTy MOJDKHO OBITh BBIIAHO 3a0JIAarOBPEMEHHO C TEM YTOOBI CIIyIIaTeNd
UMeIU BpeMs Ha HH(POPMALMOHHBINA MOUCK B OMOIMOTEKE HEOOXOAUMBIX MTOCOOUIA.

MeToauky caMOCTOSATENbHOW paboThl Bce oOydaeMble BBIOMPAIOT WHAMBHAYaJIbHO, HO
METOJIMKA JOCTHM)KEHUS KOHEYHOM IIeNIM MOXKET OIpPEIeNsAThCs MpernojaBaTelieM U BKIIIOYATh:
MOCJIEZIOBATEIbHOCTh HM3y4YEHUS] M YCBOGHMS YyueOHO-METOAMYECKOTr0 MaTepuaja, MOoCcCoOui,
PYKOBOJICTB, HACTaBJICHUH, TEXHHUKH M T.J.; ONpPEICICHHE INIAaBHOTO B HM3y4aeMOM Marepuale,
marepuaie, KOTOpblii HeoOXOJUMO 3aKOHCIIEKTHPOBATh; MPOCMOTP YUEOHBIX KUHO(PHUIBMOB U UX
o0cyxJieHre; paboTy CTYIEHTOB MO0 WHAMBUIYATbHBIM 3a/IaHUSIM; OIIPOC 00y4aeMbIX B TE€UEHUH 7-
10 MUHYT C LI€TBIO0 TPOBEPKU YCBOEHUS IIABHOTO U3 MPOYUTAHHOTO MaTepuaa.

[Ipy BO3HMKHOBEHMM 3aTpylIHEHHH Yy oOy4JaeMbIX B pa3pelIeHUHd BOIPOCOB 3aJaHUS
MPEenoiaBaTesiio  HeoOXOAUMO MPETyCMOTPETh, YTOOBI KaXAbl OOydaeMblii MOT MOJYy4YUTh
OTIEPATUBHYIO KOHCYJBTALMIO IO JI00OMY BOIIPOCY, €CIIM K€ IpPU CaMOCTOSTEIbHOM pabore
BO3HUKAIOT 3aTPYJHEHUS 110 OAHOMY U TOMY e MaTepuaiy (BOMpOCYy) Y MHOTUX 00y4aeMbIX, TO
JKEJaTeIbHO MPOBECTH IPYIMIIOBYIO KOHCYIBTALIUIO.

Jlis KOHTpOJsl yCBOEHHS Yy4yeOHOro Marepuaia LenecooOpa3HO MPOBOAUTH B TPYMIIIOBOE
cobecenoBanue Win 00CyXKJIeHHE U3y4aeMOro MaTepuaa, MpoBeAeHNEe KOHTPOJIbHBIX paboT U T.II.
KoHTposnpHBIE MEpONPUATHS HPU JOHKHOM MX OpraHU3alliy MO3BOJSIOT HE TOJNBKO OIIEHHUBATh
3HAHUS MaTepualla, HO M YIIyOUTb U 3aKPENUTh €ro y 00y4aeMbIX.

[IpuBeTcTBYeTCS UCIIOJIb30BAHKUE KOMITBIOTEPOB, KOTOPOE:

- pacmupsieT “HPOPMALMOHHYIO 0a3) yueOHBIX 3aHATHIA,

- TIOBBIIIAET AKTUBHOCTh OOy4YaeMbIX, W3 MACCHUBHOTO TModydarenas HWHGOpMaluu OHU
IpeBpalaTcs B €€ T0OBITYMKOB!

- CITOCOOCTBYET Pa3BUTHIO CITOCOOHOCTEH K aHAIU3y U 000OIICHHIO, YIYYIIIaeT CBI3aHHOCTD,
HIUPOTY U TIIYOMHY MBIIUICHHUS,

- obneryaeT ycBoeHHe aOCTpPakTHOIO Marepuala, MO3BOJISIET MHOTO€ U3 HEro MpeiCTaBUTh B
BUJI€ KOHKPETHBIX 00Pa30B;

- MpUy4YaeT K TOYHOCTH, AaKKypaTHOCTH, IOCJIEI0BaTeIbHOCTH AEMCTBHI CHOCOOCTBYET
Pa3BUTHIO CAMOCTOSITEIHHOCTH.

KomrmibroTepHble TEXHOJIOTHH U MPOTPAMMHBIE TPOAYKTHI /JISl BHIITOJHEHUSI CaMOCTOSATEIbHON
paboThl MO OCBOCHHIO y4eOHOro Marepuajga HEOOXOAMMO HCIIONb30BaTh B COOTBETCTBUU C
YKa3aHUsIMU METOIMYECKUX pa3pabOTOK pasnena S Hacrosier Pabodeir mporpaMMel.

Jns  Oonee yrIyONeHHOTO U3y4YeHHMs Marepuana MO0 JUCHUILIMHE IesIecoo0pa3Ho
UCIIONIb30BaTh yueOHbIe Kypchl caira http://www.intuit.ru/ .

Tabmuua 7.1 — YueOHbI MaTepHal, BBIHOCUMBIM Ha CAaMOCTOSITETIbHOE M3YUYEHHUE CTYACHTaM

JTHEBHOU (HOpMBI 00yUEHUS

Temsl, pa3nenbl, BHIHECEHHBIE HA CAMOCTOSATENBHYIO IIOATOTOBKY, BOIIPOCHI Yacos
No IUIs IOATOTOBKU K IPAKTUYECKUM U JJAOOPAaTOPHBIM 3aHITUSAM; KypCOBBIE Beero: Henens
~ | paboThbI, coaepKaHue KOHTPOJIBHBIX PadOT; pEKOMEHJAIIMU IO UCTIOIb30BAHUIO 170 '
auteparypsl, OBM u ap.
Mopyns 1 — 73 yaca
1 XapaKTepUCTHUKA 3alUTHBIX JE€HCTBUM; 8 1
[Ipecedenne pasriamnieHus KOHQUACHIMAIBHOW HHpOpMaINK;
2 «HMccnenoBanue anroputMa CMMMETPHUYHONM CUCTEMBI IM(POBAHUS JaHHBIX — 8 2
craugapt ['OCT 28147-89».
3 «M3ydyeHune anroputMa OTKpHITOro pacnpeaenenus kimouen unddu-Xenmanay. 8 3
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4 «M3y4yeHne anropuT™Ma aCCUMETPUYHOM (JIBYXKITIOUEBOM ) CUCTEMBI 8 4
mudpoBaHus 1aHHBIX RSA».

5 IN'ocrexxkomuccust Poccun. PykoBoasmuii JOKyMeHT 3alura oT 8 5
HECaHKIIMOHMPOBAHHOTO A0CTyNa K nH(popmaruu. Tepmunsl u OnpeneneHus.
JoxTpuna nadopmarmonHoi 6e3omnacHoctu Poccuiickoni denepamnm.

6 IIepedyens cBeneHUl, OTHECEHHBIX K T'OCYJapCTBEHHOM TalHE. YKa3 IPe3uAcHTa 8 6
poccuiickoi (eneparuu o mepeyHe CBEACHUN, OTHECEHHBIX K TOCYIapCTBEHHOM
taiine. 24 auBaps 1998 roga Ne 61.
VYka3 npesusienTa poccuiickoit ¢peaepamnuu. O0 yTBEPKICHUH TTEPEUHS
CBe/IeHUI KOH(UACHIIMAILHOTO XapaKTepa.

7 [TonoxxeHue o JIMIEH3UPOBAHUH ICSITEILHOCTH 110 TEXHUYECKOM 3aIUTe 8 7
KoHpuneHmaabHoi nHpopmaruu. [Tocranosnenue IlpaButenscTBa
Poccuiickoit ®enepanu ot 30 anpenst 200 2 1. No 290.

8 WucTpykuus no 3anure KOHQUISHIMAIBHON nH(opMalu mpu pabote ¢ 8 8
3apyOEKHBIMHU TTApTHEPAMHU.

9 ObecnieueHne COXpaHEHUsI KOMMEPUYECKOW TalHbI MPEeIPUATHS. 9 9
Karanor 060011eHHBIX MEPOTIPHUATHH 110 3aIUTEe KOHPUACHITUATHHOM
uHpOpMaLnH.

Mopyns 2 — 97 yacoB

10 | AHanu3 CTPYKTYpHl U IPUHIUIOB ()YHKIIMOHUPOBAHUS BEIYUCIUTENBHBIX CETEH 10 10
¢ mo3unuu obecrnedeHnsi THHOPMAITMOHHON OE30MaCHOCTH.

11 | Yrpo3sl HHGOPMALMOHHO-TIPOIPAMMHOMY O0ECIIEUYCHHIO, XapaKTEPHBIE TOIBKO 10 11
JUJISL pactipeeIEHHON BBIYUCIUTEIIbHOM CPEIbl.

12 | Ucnonp3oBaHue KpUOTOrpapUUecKUX METOMOB JJIS  3alIUThl  JAHHBIX, 10 12
UPKYJTUPYIONINX B BBIYMCIUTEIBHOMN CETH.

13 | AHanu3 Mozenel HapyIuTens. 10 13

14 | Yrpo3sl nHGOPMAIIMOHHO-TIPOTPAMMHOMY 00€CTICUCHHUIO BEIYMCIUTEIBHBIX 10 14
CUCTEM U WX KJIacCHU(DUKAIIHSL.

15 | OcHoBHbIE cIOCOOBI 3aIIMTHI OT TOTEPH UH(POPMALIMK U HAPYIIEHUN 10 15
paboTOCTIOCOOHOCTH CETEH M CHCTEM.

16 | BHecenue ¢pyHKIIMOHAIBHONW U MHPOPMAITMOHHON U30BITOUHOCTH; CIIOCOOBI 10 16
pe3epBUpOBaHUS WH()OPMAIINH.

17 | IlpaBwia OOHOBJICHHS PE3EPBHBIX JAHHBIX. 13 17

18 | 3amuTa nHOPMAIIM OTPAHUYEHHOTO JOCTYIA OT YTEUKU MO TEXHUYECKUM 14 18

KaHaJlaM

CryneHtsl 3a04HOH (hOpMBI OOY4EHHUS MOTYT OCBaWBaTh BOIPOCHI U CaMOCTOSITEIBHOTO

W3y4YeHUs, TIPEJICTaBIICHHBIE B TIo/Ipaseiie 4.2 B IPOU3BOIBHON TOCIIEIOBATEIHFHOCTH, B YI0OHOE ISt

HuX BpeMs. OIHaKO K Hayally CECCUU OHU JOJIKHBI OPUEHTHPOBATHCS B MaTepualie Kypca.
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