MMHUCTEPCTBO LIU®POBOI'O PA3ZBUTHSL, CBA3U
1 MACCOBBIX KOMMYHUKAIMA POCCUMCKON ®ENEPALINN
Cesepo-Kakasckuii Gpumman
opnena Tpynosoro Kpacaoro 3namenu (benepanbHOIro rocy1apCTBEHHOI0
GIOII)KCTHOI‘O 06pa30BaTeJILHOI‘0 yqpexcneHwI BBICIIIETO o6pa3013aH1/m
«MOCKOBCKHII TEXHUYECKHH YHUBEPCUTET CBS3M U HHPOPMATHKI)

YTBEPXIAIO
b 3aM. mupekropa no YBP

{’("

—_—— - A.T'. XykoBckui

2

« 3Py O 2021 r.

MeTobI M CPEACTBA 3aUIUTHI KOMIbIOTEPHOH HHpOPMaLUH
b1.B./1B.09.01
paboyas mporpaMma JUCIMILINHBL

Kadenpa MH(OKOMMYHUKAIMOHHEIE TEXHOIOTHA ¥ CHCTEMBI CBA3H
Hanpasnenne noprotopkr  09.03.01 MndpopmaTnka 0 BHIYACIATEILHAN TEXHHKA
[Mpoduns BoruncJauTeNbHbIE MAMIMHBI, KOMILIEKCHI, CHCTEMBI H

CE€TH, HpOFPaMMHOC o0ecreyeHre M HHTEJIEKTyaJIbHbI€ CHCTEMBI.

®opmb! 00yueHHs o4Hasi, 3209HaA

Pacnipee/ieHHe YacOB JUCHHMILTHHBI 10 ceMecTpaM (IS 04HOH ¢dopmbI 00yueHHs),
Kypcam (1Jis 32049H0i GpopMbl 06yaenus)
(010 30

Buy yaeOHO# paboThI

3E 4acoB 3E 4acoB

O61as TpyA0EMKOCTh
JMCIMIUIMHEL, B TOM 4Ucie (110 3 108/7 3 108/4
ceMecTpaM, Kypcam):
KonrakTtHas paboTta, B TOM 4YHCIe 48/7 14/4
(mo cemecTpaM, Kypcam):
Jlexnun 16/7 8/4
JlaGopaTopHBIX paboT 16/7
ITpakTHYeCKUX 3aHATHH 16/7 6/4
CemuHapoB
CamocTrosiTenpHas paboTa 60/7 94/4
KonTtpoisb
Yycno KOHTPOJIBHBIX paboT (110
Kypcam)
Yucno KP (mo cemectpaM, Kypcam)
Yucno KII (mo cemectpam, Kypcam)
Yucno 3a4eToB ¢ pa3OUBKOM 110 /7 1/4
ceMecTpam
Y10 3K3aMEHOB € pa3OMBKOH 110
ceMecTpaMm




IIporpamMMy COCTaBHIL:
Jouenm kagpedper HTCC, K.m H., doyenm Manun A.A.

PenenseHT(bl):
3aseoyrowuii kagpedpoii HBT, o.m.n. npogpeccop Coxonos C.B.

Pa6ouast mporpaMma JUCIHILIAHBL
«MeToBI ¥ CPeCTBA 3alUThl KOMIBIOTEPHON HH(OPMAIUK))

Paspa6orana B coorserctBun ¢ ®I'OC BO

panpasjenusi moaroroskn 09.03.01 TH®OPMATHUKA U BBIYUCJIMTEJIbHASL
TEXHUKA, yTBep:KIeHHbIM NpHKa3oM MuHHCTEPCTBA 00pa3oBaHUsA H HAYKH
Poccuiickoii ®enepanuu ot 19 centsops 2017 r. N 929.

CocraBlieHa Ha OCHOBaHUM Y4eOHBIX IUIAHOB

npanpasjenus 09.03.01 WadopmaTuka ¥ BHIYHCIHTEIbHAS TEXHHKA,

npoduas «BLIYHCAHTEbHbIE MAIIHHBI, KOMILIEKChI, CHCTEMBI U ceTH», «IIporpammuoe
obecreueHne H HHTELIEKTyaIbHbIe CHCTeMBI», 000peHHbIX Yuénbiv coBeTom CKD
MTYCH, nporokox Nel ot 30.08.2021, u yrep:xaennoro qupekropom CK® MTYCH
30.08.2021 r.

PaccMoTpeHa 1 o00peHa Ha 3ace[JaHuu Kadeapsl
«IH(pOKOMMYHHUKAIOHHBIE TEXHOJIOTHA ¥ CHCTEMBI CBA3H)

ITpoToKOI OT « 30, o0d 20% r. e 7

3aB. xaenpoit W FOxHoB B.U.




BusupoBanmue s ucnoab3oBanus B 20 /20 y4. roay

Y1Bepxnaro
3am. qupekropa o YBP

« _» 20 1.

Pabouas nporpamma nepecMoTpeHa, 00cykaeHa U 0100peHa Ha 3acelaHiH Kadeapsl
«MHPOKOMMYHUKAIIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3H»

IIpotokom oT «_ » 20 1. Ne
3aB. kadenpoit

BusupoBanmue 19 ucnoin3opanus B 20 /20 y4. roay

Yr1Bepxaaro
3aMm. qupektopa no YBP

« » 20 T

Pabouast mporpamMma nepecMoTpeHa, 00Cyk/IeHa U 0100peHa Ha 3acejaHuu Kadeapbl
«I/IHq)OKOMMYHI/IKaL[I/IOHHBIG TEXHOJIOTUU U CUCTEMBI CBA3HN»

[IpoTokom oT « _ » 20 1. Neo
3aB. kadeapoii

BusupoBanmue s ucnoab3zoBanus B 20 /20 y4. rogy

Y1Bepxnaro
3am. qupekropa o YBP

« _» 20 1.

Pabouas nporpamma nepecMoTpeHa, 00CykaeHa U 0100peHa Ha 3acelaHiH Kadeapsl
«MHPOKOMMYHUKAIIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3H»

IIpotokom oT «_ » 20 1. Ne
3aB. kadenpoit

BusupoBanmue s ucnoab3zoBanus B 20 /20 y4. rogy

Y1Bepxnaro
3am. qupekropa o YBP

« » 20 r.

Pabouas nporpamma nepecMoTpeHa, 00CykaeHa U 0100peHa Ha 3acelaHiH Kadeapsl
«MHPOKOMMYHUKAIIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3H»

IIpotokomoTr «_ » 20 1. Ne
3aB. kadenpoit




1. esn u3y4yeHus: QU CHUNINHbBI
HenssMu m3ydeHUs AUCIUTUIMHBI «METOIBI U CPEACTBA 3allUThl KOMITBIOTEPHOW WH(OpMarum»
SBIIIIOTCSI  OBJIAJICHUE COBOKYIMHOCTBHIO TEXHOJOTHH, CIIOCOOOB, CPEICTB M METOJOB 3alllUTHI
KOMITHIOTEPHOW MH(POPMAILINH, TUPKYITUPYIOMIECH B CETSIX CBSI3U.

2. [Inanupyembie pe3yJbTaThl 00y4eHM I
M3yueHne AMCHUIUIMHBI HANpaBieHO Ha (OPMHUPOBAHME Y BBITYCKHHKA CHOCOOHOCTH pelIaTh
clenyomue npodeccuoHaibHble 33Jauyd B COOTBETCTBHUM C BHAAMH MpodecCHOHaTbHON
ACATCIIbHOCTH .
— NnpoeKmHasn 0eameabHoCHb
Pe3ynbraTroM OCBOEHMSI AMCLUUILIMHBI SBISIOTCS COPMUPOBAHHBIE y BBIMYCKHHUKA CIEIYIOIIHNE
KOMIICTCHLINU .

KoMneTrennun BbINYCKHUKA, (JOPpMUpPYeEMBbIe B pe3yJbTaTe OCBOCHUSI TUCIUIJIMHBI (B
4acTH, o0ecneuynBaeMoil JUCIHUILIUHOM)

OIIK-3. CnocofeH pemiaTh CTAHJApPTHbIE 3a7a4H NPodecCHOHATBHOI 1eATeTbHOCTH Ha
OCHOBe MH(POPMAIMOHHOW U OMOJIMOrpaduuecKoi KyJbTYPbI C IPMMEHEHHEeM
HH(POPMALOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHI U € y4eTOM OCHOBHBIX TpeOOBaHMI
HH(OPMAINHMOHHOI 0€30ACHOCTH

3HATD:

Bosmosknbie yrpo3st HCJI K KOMIIBIOTEPHBIM CETSIM;

CeTteBble TPOTOKOJIBI U MMAPAMETPBI HACTPOUKH;

Oco0eHHOCTH TPUMEHEHHUS TPOTPAMMHBIX, TIPOTPAMMHO-ANIAPATHBIX (B TOM YHCIIE
KpUNTOTpaPUIECKUX ) U TEXHUIECKUX CpelicTB U cucteM 3amuThl or HCJ,

MeToasl KOMIUIEKCHOTO 00€CIIEUEHUS 3aIUTEI CETEN;

HopMmaTtuBHbIe mpaBoBbIe aKThI B 00JIACTH 3alIUTHl HH(POPMAIUH;

HarmonansHbie, MEXTrocy1apCTBEHHBIE U MEXKTYHAPOIHBIE CTAHIAPTHI B 00JIACTH 3AIIUTHI
nHpopMaIuu.

YMeTh:

OcymiecTBISATh OPraHU3AIMIO M TIPOBEICHUE MOHTaXa M HACTPOHKH CETEBOT0 000pyAOBaHUS, a
TaK»Xke cpeacTB U cucteM 3amuthl or HC/I;

Hcnonb3oBath BeTpoeHHbIe MexaHu3MbI 3amuTel T HCJI B cocTaBe ceTeBOro 00opynoBaHus;
VYcranaBnuBaTh U HACTPAWBATh MapaMeTPhl CETEBBIX MTPOTOKOJIOB, PEAIU30BAHHBIX B
TEJICKOMMYHUKAIIMOHHOM 000PYI0OBaHUU.

Biaagern:

Onpenenenne HEOOXOIUMOTO COCTaBa, 0COOEHHOCTEH pa3MeneHHsI U (yHKIIMOHATIBHBIX
BO3MOXKHOCTEH ceTeBOro o00opyn0BaHus, a TaKKe MPOrPaMMHBIX, IPOrpaMMHO-aNNapaTHbIX (B
TOM YHCJIe KpUNTOrpadUuecKux) U TEXHUYECKUX CpecTB U cucteM 3ammthl oT HC/I,
Opranu3zanys u IpoBeJeHHe MOHTaKa U HACTPOMKHU CETEBOr0 000pyIOBaHus, a TAKKe
MIPOrPaMMHBIX, IIPOTPAMMHO-AINIAPATHBIX (B TOM YMCIIE€ KPUNITOTPaQUUECKUX) U TEXHUUECKUX
cpenctB u cuctem 3amuTsl oT HC/I;

KonTposb cooTBeTcTBUS mapameTpoB noacuctem 3amutbl oT HCJl ycTaHOBIEHHBIM
TpeOOBaHUAM, 0OECIIEUeHUE CBOCBPEMEHHON KOPPEKTUPOBKH HACTPOEK CETEBOTO 000PYI0BaHM,
cpencts u cucreM ux 3amuTthl oT HCJI B 1iensix pearupoBaHus Ha BbISIBICHHbIE HAPYIICHMUS.




3. MecTO JUCUMIJIMHBI B CTPYKTYpe 00pa30BaTe/ibHOM MPOrpaMMbl

JMCUMILIMHBI, MOYJIH, TEMbI):

TpeGoBanus Kk mMpeIBapUTEIbHON MOATOTOBKE 00y4aloIIerocs (MpeamecTBYOIHe

1 b1.B.16 «CeTu u TeIeKOMMyHHUKAITAA»
2 b51.0.05 «Mudopmaruka»
3 b1.0.12 «ApxutekTypa nHPOPMALMOHHBIX CHCTEM»
Iocaenyromue TMCHMIIMHBI U PAKTHKH, A1 KOTOPHIX OCBOEHHE JAAHHOM
AMCHMILINHBI HEO0X0AUMO:
1 b2.0.03(I1x) «IIponsBoacTBeHHAs (MPOSKTHO-TEXHOJIOTUYECKAS ) TPAKTHKAY
2 b3.01. «["'ocynapcTBeHHAs HTOrOBasi aTTECTALIUS»

4. CTpyKTYpa M coJepKaHue TUCHUIIMHBI

4.1 Ounas popma o6yuenusi, 4 roga (Bcero 108 yacos, 48 yacoB KOHTAKTHOI PabOTHI)

Kon TeMa 1 KpaTKO€ COJEpHKaHUE 3aHITUS Bun | Koo, Komme- YMHUO
3aH. 3aH. | 9acOB | TEHIUU
1 2 3 4 5 6
Kypc 4, Cemectp 7
Monayas 1 — Metoabl U cpeacTBa 3ammThl 3j1eMeHToB ceteii ot HCJ —
56 (28+28) uacos
1.1 | Ilonutuka 6e30MacHOCTH CETH Jlek. 2 OIlK-3 J1.1
1. OcHOBHBIC TOHATHS
2. JluckpernuoHHas MOJIUTUKA 0€30MacHOCTH
3. MangaTtHas moiauTuka 0€30MacHOCTH
4. PomneBas nonuTuka 6€30MacCHOCTH
1.2 | 3ammra OT HECAHKIIMOHUPOBAHHOTO JTOCTyNa K ceteBoMy | Jlek. 2 OIlK-3 J1.1
000pyIOBaHUIO
1. 3ammra KOHCOIBHOTrO JOCTYyNa
2. TIpoTOKOJIBI yIAIEHHOTO A0CTYIIA K
000pyIOBaHUIO
3. 3amura ymajJeHHOTO JOCTyIa
1.3 | Ucnonb3oBanue AAA-cepBepa AJsl 3alIUThI ynaneHHoro | Jlek. 2 OIlK-3 J1.1
JocTymna
1. TIporoxon RADIUS
2. IIporokon TACACS+
1.4 | MexceTeBoe SKpaHUPOBAHHUE Jlek. 2 OIlK-3 J1.1,
1. Omnpenenenue U KIACCUPHUKAIHSI MEKCETEBBIX
HKpaHOB
2. MexceTeBble 3KpaHbl C MaKETHOW (puibTpanueit
3. MexceTeBble 3KpaHbl C COXPAaHEHUEM COCTOSTHUH
4. MexcereBble S5kpanbl Zone-Based Policy Firewall
(ZBFW)
1.5 | KonduryprupoBaHue KOHCOJIBHOTO JOCTYIA K CETEBOMY 1131 4 OIIK-3 JI3.1
000pYI0OBaHUIO
1.6 | KordurypupoBaHnue yaaaeHHOTO I0OCTYIa K CETEBOMY 1132 4 OIlK-3 JI3.1
000pYI0OBaHUIO
1.7 | UccnenoBaHue CBOMCTB MEKCETEBOTO dKpaHa ¢ makeTHo | JIP1 4 OIIK-3 JI3.2

bunpTparnuein




1.8 | MccnenoBanue CBOMCTB MEKCETEBOTO IKpaHa C JIP2 4 OIIK-3 JI3.2
COXPAaHEHUEM COCTOSHUMI

1.9 | UccnenoBanue cBoiicTB MexceTeBoro skpana ZBFW JIP3 4 OIIK-3 JI3.2

1.10 | TpeGoBaHus HOPMATHUBHBIX JOKYMEHTOB U TEXHHUYECKHX Cp. 8 OIIK-3 J2.2
PErIaMeHTOB K 3aIlMIICHHBIM CETSIM CBS3H JI2.3

111 | TexHu4ecKre XapaKTEPUCTUKH anmapaTHbIX MexceTeBbix | Cp. 8 OIIK-3 JI1.1
AKPAHOB PA3IMYHBIX MPOU3BOAHUTENICH

1.12 | OGecnieuenue 3anUThl OECIPOBOHOTO CETEBOTO Cp. 6 OIIK-3 JI1.1
obopynoBaHus

1.13 | MexaHu3Mbl KOMIUIEKCHOM 3aIIUTHI CETEH 3JEKTPOCBA3H Cp. 6 OIIK-3 J1.1

Mopayas 2 — 3ammrTa kopnopaTuBHbIX cereil or HCJI -
52 (20+32)uaca

2.1 | 3amura nepuMeTpa KOpropaTUBHOM ceTn Jlek. 4 OIlK-3 J1.1
1. 3amwra nepumerpa ¢ IPUMEHEHUEM MEXCETEBOIO
SKpaHUPOBAHUS

2. Crarnueckuit NAT.
3. Junamuueckuit NAT
4. NAT c npumeHeHneM MacKapaJIuHra

2.2 | 3amura KopnopaTuBHOU nH(popMalnu, nepegaBaemo mo | Jlek. 4 OIlK-3 J1.1
OOIIEeTIOCTYITHOM CeTH
1. Onpenenenue u knaccudukamus VPN
2. TIpotokonsl VPN, peannsyembie Ha BTOPOM
ypoBHe mojenu OSI
3. IIpotokonsr VPN, peanusyembie Ha TpeTheM
ypoBHe mojenu OSI
4. TIpoTOKOJBI TYHHETUPOBAHUS
5. Tlporokomsr IPSec

2.3 KOHq.)I/IprI/IpOBaHI/Ie NAT na mapuipytuzarope 1133 8 OIIK-3 JI3.1
2.4 | UccnenoBanue VPN-TyHHENS JIP4 4 OIIK-3 JI3.2
2.9 | MexaHu3MBbI 3alIUTHI KOPIIOpaTUBHOM ceTu oT DoS-arak Cp. 8 OIIK-3 J1.1
2.10 | MexaHHU3MBI 3aIIUTHI KOPIIOPATUBHOMN CETH OT Cp. 8 OIIK-3 J1.1

KOMIIBIOTEPHBIX BUPYCOB

2.11 | O6nactu npumenenus TexHoioruit VPN Broporo yposus | Cp. 8 OIIK-3 JI1.1

2.12 | Opranu3anOHHbIE MEPOIPUSATHS 110 KOMIUIEKCHOM Cp. 8 OIIK-3 J1.1

3alIUuTe KOPIOPATUBHOMN CETH

HUroro — 108 yacos

4.2 3aounas ¢opma o6yueHus, 5 et (Bcero 108 yacos, 14 yacoB KOHTAKTHOI padoThI)

Ko B Kon. | Kowmme-
A Tema u KpaTKo€ CoJepKaHUE 3aHITHUS e 1 Mi YMUO
3aH. 3aH. | 4acoB | TEHIUU
1 2 3 4 5 6

6




Kypc 4, Cemectp 8

Monayas 1 — Metoabl U cpeacTBa 3ammThl 3j1eMeHToB ceteii ot HCJ —

52 (8+44) uyacoB

1.1 | Ilonutuka 6e30MacHOCTH CETH Jlek. 2 OIlK-3 J1.1
1. OcHOBHBIE TOHATHS
2. JluckpernuoHHas MOJIUTUKA 0€30MacHOCTH
3. MangaTHas moiauTuka 0€30MacHOCTH
4. PoneBas nonuTuka 6€30MacCHOCTH
1.2 | 3ammra OT HECAaHKLIMOHUPOBAHHOT'O J0CcTyMna K ceteBomy | Cp. 4 OIlK-3 | JII.1
000pYyI0BaHUIO
1.3 | Ucnonb3oBanue AAA-cepBepa JUIsl 3alUTHl YAAJICHHOTO Cp. 4 OIlK-3 | JII.1
JocTyna
1.4 | MexcereBoe SIKpaHUPOBAaHUE Jlex 2 OIlK-3 | JII.1,
1. Onpenenenue n kiaccupuKamms MEKCETEBBIX
JKpaHOB
2. MexceTeBble 3KpaHbl ¢ TAKETHOW (PHIIbTpaluen
3. MexceTeBble KpaHbl C COXpaHEHUEM COCTOSTHUN
4. MexcereBsle 3kpanbsl Zone-Based Policy Firewall
(ZBFW)
1.5 | KondurypupoBaHue KOHCOIBHOTO JIOCTYIA K CETEBOMY [131 1 OIlK-3 JI3.1
000pyIOBAaHUIO
1.6 | KordurypupoBaHnue yaaaeHHOTO JI0CTYIa K CETEBOMY 1132 1 OIIK-3 JI3.1
000pYyI0BaHUIO
1.7 | UccnenoBaHue CBOMCTB MEXKCETEBOTO dKpaHa ¢ maketHon | Cp. 4 OIIK-3 J13.2
bunbTpanueit
1.8 | MccnenoBanue CBOMCTB MEKCETEBOTO SKpaHa C Cp. 4 OIIK-3 J13.2
COXPaHEHUEM COCTOSTHUI
1.9 | UccnenoBanue cBoiicTB MexceTeBoro skpana ZBFW I133 2 OIIK-3 JI3.2
1.10 | TpeGoBaHus HOPMATHUBHBIX JTOKYMEHTOB U TEXHHUYECKHX Cp. 8 OIIK-3 J2.2
PETTIaMEHTOB K 3aIIUIICHHBIM CETSIM CBSI3U JI2.3
1.11 | TexHuueckue XapaKTePUCTUKU amapaTHbIX MexkceTeBbIx | Cp. 8 OIlK-3 JI1.1
SKPaHOB Pa3IMYHbIX TPOU3BOIUTENEH
1.12 | OGecnieuenue 3anUThl OECIIPOBOHOTO CETEBOTO Cp. 6 OIlK-3 JI1.1
o0opyIoBaHUS
1.13 | MexaHu3Mbl KOMIUIEKCHOM 3aIIUTHI CETEH 3JEKTPOCBA3H Cp. 6 OIIK-3 J1.1
Monayasb 2 — 3ammra kopnopatuBHbIX ceteit or HC/I —
56 (6+50)uaca
2.1 | 3ammra nepuMeTpa KOPIOPATUBHOM CETH Jlex. 2 OIlK-3 | JII.1
1. 3amwra nepumerpa ¢ IPUMEHEHUEM MEKCETEBOTO
KpaHUPOBAHUS
2. Crarnueckuit NAT.
3. Junamuueckuit NAT.
4. NAT c npumeHeHneM MacKapaJIuHra
2.2 | 3ammTa KopropaTHBHON nH(opMaIiu, nepeaasaemoii mo | Jlek. 2 OIlK-3 | JII.1

00IIeIOCTYITHOM CETH
1. Omnpenenenne u knaccudpukamus VPN




2. TIporokonsr VPN, peanuszyembie Ha BTOPOM
ypoBHe mogenu OSl

3. IIporokonsr VPN, peanuzyembie Ha TpeThbeM
ypoBHe mojenu OSl

4. TIpoTOKOJIBI TYHHEITUPOBAHHS

5. IIpotokonsr IPSec

2.3 | Kondpurypuposanre NAT Ha mapuipyTuzaTope 134 2 OIlK-3 JI3.1

2.4 | UccnenoBanue VPN-TyHHens Cp. 10 | OIIK-3 JI3.2

2.9 | MexaHu3MBbI 3alIUTH KOPIIOPATUBHOM ceTH oT D0S-aTtak Cp. 10 | OIIK-3 J1.1

2.10 | MexaHuU3MBbI 3aIIATH KOPIOPATUBHOM CETH OT Cp. 10 | OIIK-3 J1.1
KOMITBIOTEPHBIX BUPYCOB

2.11 | Obnactu npumenenus Texnoaoruii VPN Broporo yposus | Cp. 10 | OIIK-3 J1.1

2.12 | OpraHu3aiiOHHBIC MEPOTIPUATHS IO KOMIUICKCHON Cp. 10 | OIIK-3 J1.1

3allUTE KOPIIOPATUBHOM CETH

Hroro — 108 uacos

5. YueOHO-MeTOoAMYECKOEe U NH(POPMALMOHHOE 0O0ecnevyeHHue TUCHUILINHBI

5.1 PekomeHnayemas JiuTeparypa

5.1.2. OcHOBHas JuUTEpaTypa

ABTOpBI, €O-

H3nareabcTBO,

Kon 3ariaBue Kou.
CTABUTEJIHU roj
JI1.1 | Kyk AIL, u gp. | 3amuTa uaGopmanuu. Yuebnoe nocodue. | M.: 31
3-e u3. PUOP:IH®PA-
M, 2019.
5.1.2 JlonoJHuTEbHAS JTUTEpATypa
Kox ABTOPBI, CO- 3araaBme HN3narTeancTBO, Koo
CTaBUTEJIN roj
JI2.1 | Manun A.A. Cuctembl kommytanuu. Ilpunnunsl wu | PocroB-Ha-ony: | 22
TexHojoruu  mnaketHod  kommyramuu. | CK® MTVYCH,
VYyebHoe mocobue. 2014,
J2.2 - ITpuxkas MunucrepcrBa 33
MH(OPMALIMOHHBIX TEXHOJIOTMH M CBS3H
PO or 9 smBaps 2008r. Nel “O06
YTBEPKACHUM TpPeOOBAaHUN 1O 3alUTe
ceTell CBSA3M OT HECAHKLIHMOHUPOBAHHOTO
JocTynla K HHM W TepegaBaeMoi
MOCPEJICTBOM MX HHpOpMaLuu”.
J12.3 - I'oCT P 52448-2005. 3amura 24
uHpOopMaluu. Obecneuenue
0€30MacHOCTH  CeTed  DJIEKTPOCBS3H.
OO01re noIoKeHus
5.1.3 YueOHO-MeTOAMYECKOE 0OecTieueH e IJIs CAMOCTOSITEIbHOM PadoThl 00y4al0IHXCSA
Kox ABTOPBI, CO- 3araaBme H3nareabcTBO, Koo
CTABUTEJHU roj
JI3.1 | Manun A.A. Meroanueckoe nocoowue st | PocroB-na-lony: | 95
npaktuyeckux 3aHaAThil no gucuumuinHe | CKO MTYCH,




«MeTtoasl u CpencTBa samutel | 2019.
KOMIIBIOTEPHON HHPOPMAITUU».

JI3.2 | MauuH A.A. Metoanueckoe rmocodue st | PoctoB-Ha-JloHy: 96
nabopatopubix pabor mo mucuumnae | CKO MTYCH,
«MeTtoasl u CpeacTBa samutel | 2019.

KOMIIBIOTEPHON HH(POPMAITUNY.

6.2 J1eKTpOoHHBbIE 00pa3oBaTeIbHbIE PECYPCHI

91 http://znanium.com/catalog/product/1018901

D2 | http://www.skf-mtusi.ru/umo/110302st/48.2/L2.1%20Uchebnoe%20posobie.pdf

23 https://www.garant.ru/products/ipo/prime/doc/92632/

24 | http://docs.cntd.ru/document/1200044726

D25 | http://www.skf-mtusi.ru

26 | http://www.skf-mtusi.ru

6.3 IlporpammHoe oOecrieyeHue

I1.1 | OC Windows

I1.2 | OC Linux

I1.3 | Cisco Packet Tracer

I1.4 | OC Cisco I0S

I.5 | GNS-3

6. MaTepua/ibHO-TeXHUYECKOE 00ecneyeHue JUCITUNTIMHBI

6.1 MTO J1eKHHOHHBIX 3aHATHI

1 ‘ JlekiMOHHAst ayIUTOpHs, OcHaIeHHast mpoekTopoM, [IK (HoyTOykom), sKkpaHoMm.

6.2 MTO 1a6opaTopHbIX pa0d0T M NPAKTHYECKUX 3aHATHIA

1 | KommberoTepHblii Kitacc ¢ yctaHoBiaeHHbIM maketoM Cisco Packet Tracer

2 | IIporpammHo-anmapaTHbIi KoMILIeKe «TH)OKOMMYHUKAIIMOHHBIE CETHY

6.3 MTO py6ekHBIX KOHTPOJIEii, 32a9€TOB, YK3aMEHOB

1 | KoMmmnbroTepHble ayIUTOpPUU C BO3MOYKHOCTBIO BBIXOJAa B JIOKaIbHYIO ceTh Punmana u
NurepHer.

7. MeToan4yeckue peKOMeHAAIUM I 00yYAIOIIUXCS 10 CAMOCTOSITeIbHOM
pabote

CamocrosiTenbHass paboTa CTYACHTOB SIBJISIETCSI COCTABHOW YacThiO Y4eOHOW pPabOThI U
MMEET IeITBI0 3aKpETUICHHE U YTIITyOIeHNe MTOTYyYeHHBIX 3HAHUN ¥ HaBBIKOB, TIOUCK U MPHOOpPETCHHE
HOBBIX 3HaHHﬁ, B TOM 4YHUCJIC C HCIOJB30BAHUCM aBTOMATHU3UPOBAHHBIX 06y11a101u1/1x KYypCOB
(CI/ICTGM), a TaKXXE BBIITIOJIHCHHUC y‘-I€6HI>IX 3a,[[aHHI>'I, MNOATOTOBKY K MPCACTOAIIUM 3aHATUAM,
3a4eTaM M SK3aMeHaM.

[TocTaHoBKYy 3a7aun 00y4aeMbIM Ha IIPOBEACHUE CAMOCTOSTEIILHOM pabOTHI MPETo1aBaTelh
OCYHICCTBJIACT HA OJHOM U3 3aHATHUU, TPCALICCTBYIOIICMY JAHHOMY.

MeToauky caMOCTOSTENbHON PabOThI Bce 00y4aeMble BEIOMPAIOT HHIMBUAYaIBHO.


http://znanium.com/catalog/product/1018901
https://www.garant.ru/products/ipo/prime/doc/92632/
http://docs.cntd.ru/document/1200044726
http://www.skf-mtusi.ru/

Crynentam ouHON (opmbl OOy4deHHsS] IPU OCBOEHUH BONPOCOB MJISi CaMOCTOSTEIHHOIO

W3YYCHHUSI, TIPEJCTABICHHBIX B mojapaszaene 4.1, pekoMeHayeTcss coOM0IaTh MOCIeI0BATEIbLHOCTD

UX U3YyYEHHUs, IPEICTaBICHHYIO B Tabmue 7.1.

O4YHOH (opMBI 00yUECHUS

Tabmuma 7.1 — YueOHbIl MaTeprai, BBIHOCUMBIA Ha CaMOCTOSITENIbHOE H3YUYCHHUE CTYACHTAM

Ne

TeMBI, pa3acibl, BBIHCCCHHBIC HA CAMOCTOATCIIBPHYIO ITOATOTOBKY, BOIIPOCHI UIA ITOATOTOBKHU
K IMPaKTU4YCCKUM U Jla60paT0pHLIM 3aHATUAM; KYPCOBLIC pa60TLI, COoACpIKaHNE
KOHTPOJIbHBIX pa60T; PEKOMCHAAIIUU 1O UCTIOJIb30BAHUIO JIMTEPATYPhI, DBM u Ap.

Henen

Ko.

qac.

Mogyns 1

TpeOGoBaHUsI HOPMATHBHBIX JOKYMEHTOB 1 TEXHHYECKHX PerIaMEeHTOB K
3aIIMIIEeHHBIM CeTSIM CBS3HN

1.1. IIpukaz MunucTepcTBa HHPOPMALMOHHBIX TEXHOIOTHH U cBsizu PO ot 9 siHBaps
2008 T Ne 1

1.2.TOCT P 52448-2005. 3amura uadopmarun. OdecnieucHne 0€30I1aCHOCTH CeTel
3J1eKTpOCBs3H. OOIIHE MOTOKEHIS.

TexHHYeckHe XapaKTEPHUCTHKH allNAPATHBIX MeKCeTeBbIX IKPAHOB Pa3IMYHbIX
MPOU3BOIUTe e

2.1 MCD Cisco.

2.2 MCD3 D-Link.

2.3 MCD Huawei.

2.4 MCD TP-link.

2.5 OTeuecTBEHHBIC PEIICHHS.

O0ecnevyeHue 3a1IUTHI 0€CIPOBOHOTO CETEBOro 000PYI0BAHMSA
3.1. lponemypsl ayreHTH(UKAIME 1 aBTopu3anuu B ceTsix |EEE 802.11.
3.2. 3amura 6ecnpoBoaHbIX yerpoiictB ot HCJI.

5-6

MexaHM3MBbI KOMIUIEKCHOH 3aLIUTHI CeTeil 31eKTPOCBI3H
4.1. OdopmiteHHE TOJIUTHKN OE30ITaCHOCTH CETH.

4.2. YupaBieHue apossIMH.

4.3. YnpasieHue npaBaMu JJOCTyIa.

4.4 MOHHTOPHUHT aKTUBHOCTH TIOJIb30BATEICH.

4.5 Monwuropunr yszsumocts I10.

4.6 Yupasnenune ooHoBNIeHHMHU 110 n OC.

Monyns 2

MexaHU3MBI 3aIIUTHI KOPNOPaTHBHOM ceTn ot D0S-arak
7.1 Dos u DDos-ataxu.

7.2 Cuctembl obHapyxeHus Bropxkenui (IDS).

7.3 Cucremsl ipeaoTBpanienus sropskenuii (IPS).

10-11

MexaHN3MBI 3aIMTHI KOPMOPATHBHOMW CeTH OT KOMIILIOTEPHBIX BHPYCOB
8.1 Kitaccuukariusi KOMITBIOTEPHBIX BUPYCOB.

8.2 Ilpumenenne antuBupycHoro [10 Ha nuI03aX KOPIIOPATHBHON CETH.

8.3 Kimaccudukarus xkopropatuBHoro antuBupyctaoro [10.

12-13

Oonactn mpumMeHeHus TexHojoruii VPN BTOporo ypoBHsi

9.1 IIporokosst PPTP, L2TP, L2PW.

9.2 CpaBHUTEIbHBIN aHATIHU3 IPOTOKOJIOB BTOPOTO YPOBHSI.

9.3. [IpuMeHeHre MPOTOKOIIOB BTOPOTO YPOBHS B ccTeMe Site-to-Site.
9.4 TlpumeHeHne MPOTOKOJIOB BTOPOTo ypoBHs B cucteme Remote VPN.

14-16

10

Oprannsaunonﬂble MeponpudATHUA MO KOMILJIEKCHOM 3amuTe KOpl’lOpaTl/lBHOﬁ CeTH

14-16

10



Ha camocTosiTenbHy10 paboTy CTyIeHTaM 3a09HON (DOPMBI 00yUEHHUST BBIHOCUTCSI MaTepHall,

MpeICTaBICHHBIN B TabmuIe 9.2.

Tabmuua 9.2 — YueOHbIii MaTepHall, BRBIHOCUMBIN Ha CaMOCTOSITEIbHOE H3yYeHHE CTYACHTaM

3a04HOM (OpMBI OOYICHUS

NeNe

Tembl, pa3aesnbl, BHIHECEHHbIE HA CAMOCTOSITENIbHYIO IOJITOTOBKY,
BOTIPOCHI TSI HOATOTOBKHU K TPAKTHYECKUM U JTa00PaTOPHBIM
3aHATHUAM; KYPCOBBIE paOOTHI, COIepKaHie KOHTPOIBHBIX PadoT;
PEKOMEHIAITH TI0 UCTIOJB30BaHUIO JIuTepaTypsl, 9BM u np.

Yacel Ha U3yyeHue

Monynb 1

3amuTa OT HeCAHKHHOHMPOBAHHOTO 10CTYIA K CETEBOMY
000py10BaHUIO

1.1 3ammTa KOHCOJIBLHOTO OCTYIIa

1.2 TIpoTOoKOIIE yIaIEeHHOTO T0CTYIa K 000pyJOBaHUIO

1.3 3ammra yIaneHHOTo TOCTyIa

Hcnoan3zoBanue AAA-cepBepa JJisl 3alIUTHI Y1aJIEHHOTO
AocTyna

2.1 IIporokon RADIUS

2.2 TIporokon TACACS+

Hcciienopanne cBOICTB MeKCETEBOI0 IKPAHa ¢ MAKETHOM
¢unsTpanmei

3.1 TToHsITHE CITUCKOB AOCTyIa

3.2 Co3naHune CIMCKOB JAOCTYyIIA U TPUBSI3KA UX K HHTEphency

HccnenoBanne cBOWCTB MeKCETEBOI0 IKPaHa ¢ COXpaHEeHHeM
COCTOSIHUH

4.1 TTonsitme MCD ¢ coxpaHeHHEM COCTOSTHUN

4.2 Koudurypupoarne MCD

TpeOoBaHUA HOPMATHBHBIX TOKYMEHTOB M TEXHUYECKHX
perjaMeHTOB K 3allMIeHHbIM CeTAM CBA3U

5.1. IIpuka3 MunuctepcTBa HHGOPMAIIMOHHBIX TEXHOJIOTHA U
cBsi3u PO ot 9 stHBapst 2008 1. Ne 1

5.2. TOCT P 52448-2005. 3amuTa uapopmanuu. ObecrnedcHue
0e30macHOCTH ceTel 3MeKTpocBs3u. OOIIHe MOJOKCHUS.

TexHHYECKHE XaPAKTEPUCTUKH ANMAPATHBIX MEKCETEBBIX
IKPAHOB PA3JIMYHBIX NPOU3BOAUTEJIEH

6.1 MCD Cisco.

6.2 MCD D-Link.

6.3 MCD Huawei.

6.4 MCD TP-link.

6.5 OredecTBCHHBIC PEIICHUS.

Obecneuenne 3aUUTHI fecrnpoBoIHOTO CeTeBoro
00opynoBaHusi

7.1. Tlpouenypsl ayTeHTHQUKAIIMN U aBTOpHu3anuu B ceTsx |[EEE
802.11.

7.2. 3anmura 6ecipoBoIHBIX yerpoiicTs ot HCJI.

MexaHu3Mbl KOMILJIEKCHOM 3aIIIUTHI ceTeil 3JIeKTPOCBA3N
8.1. OdopmiicHIE TOTUTUKK OE30MACHOCTH CCTH.

8.2. Ynpasienue napossiMu.

8.3. Ynpasienue npasamu 10CTyTa.

8.4 MOHUTOPUHT aKTHBHOCTH TT0JIb30BaTEIIECH.

8.5 MonuTopuHr yszsumoctu [10.

8.6 Ynpasienue oonosnenusimu [10 u OC.

Monynb 2

MexaHH3MBI 3aIMTHI KOPNIOPATHBHOI ceTH oT DoS-aTaxk
9.1 Dos u DDos-araxw.

9.2 Cucremsl o6HapyxeHus propxkenuii (IDS).

9.3 Cucremsl npenoTepaiieHus Bropxenui (IPS).

10

11




10 MexaHu3MBbI 3aIHUTHI KOPNOPATHBHOI ceTH oT 10
KOMIBIOTEPHBIX BUPYCOB
10.1 Knaccugukanms KOMIbIOTEPHBIX BUPYCOB.
10.2  Tlpumenenue  antuBupycHoro IIO Ha  unIFO3ax
KOPHOPAaTHBHOW CETH.
10.3 Knaccudukanust KoprmoparuBHoro anrusupycHoro I10.
11 O6aacTu npuMeHeHus Texnogoruii VPN BTroporo ypoHs 10
10.1 IIporokoner PPTP, L2TP, L2PW.
10.2 CpaBHUTENBHBIIT aHATIHM3 IPOTOKOJIOB BTOPOTO YPOBHSI.
10.3. TIpumeHeHre IPOTOKOJIIOB BTOPOTO YpOBHS B cucteme Site-
to-Site.
10.4 IlpumeHeHHME NPOTOKOJIOB BTOPOTO YPOBHS B CHUCTEME
Remote VPN.
12 Opranu3anuoHHbIe MEPONPHUSITHS MO0 KOMILUICKCHOH 3amiure 10

KOPIOPAaTHBHOI CeTH

12




Jdomosnenusi u usmeHenusi B Padoueit nporpamme
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