MUHUCTEPCTBO LITU®POBOI'O PA3BUTHS, CBA3U
1 MACCOBBIX KOMMYHUKAILMI POCCUMCKOW ®EJIEPALIMN
Cesepo-Kaskasckuii punman
opaena TpynoBoro Kpacnoro 3namenu ¢eiepaibHOro rocy1apCTBeHHOro
610/KETHOTO 00pa30BaTEIbHOTO YIPEKICHHs BBICLIEr0 00pa3oBaHusl
«MOCKOBCKHH TEXHHYECKHH YHHBEPCHTET CBA3H M HHPOPMATHKI)

VYTBEPXJIAIO

, 3am. aupekTopa no YP
. %c‘//w H.A. Auapeepa
« </ » 2< 2025 .

AJIMHHHCTPHPOBAHHE CPEACTB 3AIUHTHI HHPOPMALIHH B KOMIIbIOTEPHBIX CHCTEMAX
u cersax 51.0.36.06

pa6oqa;1 nporpamMmma IuCHUIIIMHBI

Kadenpa: Nudopmannonnasi 6e30nacHocTh

Hanpassienue noarorosku: 10.03.01 Hudopmaumonnas 6e30nacHocTh

[Ipoduin: Be3onacHocTh KOMIILIOTEPHBIX cHCTEM (110 0TPAC/IH HJIH B cepe
npogecCHOHAILHOI 1esITeIbHOCTH)

®opmbl 00yUYeHHS: OYHAas

Pacnpene.rlemle YacoB JHCUHUIIJIMHBI IO CEMECTPaAM

. (0]0)
Bun yue6HoM paboThl 3E T
3 144/7
OO61mast TpyI0€MKOCTb JUCLHUIUIMHEL, B TOM YHCIIe
(o cemecTpam, Kypcam):
KonrakTHast paboTa, B TOM 4uciie (10 ceMecTpam, 70/7
Kypcam):
Jlexuyu 18/7
JlaGopaTopHbIX paboT 18/7
IIpakTHyecKuX 3aHATHI 34/7
CemuHapoB
CamocrosiTenbHas pabora 38/7
KonTpois 36/7
Yrciio KOHTPOJIBHBIX paboT (10 Kypcam)
Yucno KP (mo cemectpam, Kypcam)
Yuco KIT (o cemectpam, Kypcam)
Yuco 3a4eToB ¢ pa3OUBKOH 110 cemecTpam
(xypcam)
Yuco 3K3aMeHOB ¢ pa30MBKOM 110 ceMeCTpam 1/7
(kypcam)




[Tporpammy coOCTaBHII:
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1. e n3yyeHus TMCUUNIHHBI

[enpro mpenogaBaHus AUCUUILTHHBI «AJIMUHUCTPUPOBAHUE CPEICTB 3alIUTHl MH(OPMAILIUU B
KOMITHIOTEPHBIX CHCTEMAaX M CETSAX» SIBISETCS TEOpPETHUECKash U MPaKTHYECKas MOJArOTOBKa, KOTOpas
JOJKHA O0ECTeUnTh MONMyYeHHE y OOydarouuxcs yriayOJeHHBIX MPEACTaBICHUH O COBPEMEHHBIX
METOJIaX 3almUThl HH()OpPMAIMK B CIOKHBIX KOMITBIOTCPHBIX CHCTEMax MW CEeTAX, CIOoco0ax ux
peanuzanyy U IpUMEHEHUS.

2. [lnanupyemMble pe3ybTaThbl 00y4eHUsI

N3yueHune qUCUUIUIMHBI HAIPaBJICHO Ha (OPMHUPOBAHUE Y 00YUarOIIErocsi ClloCOOHOCTH peliaTh
npodeccrHoHaIbHbIE 331aYH B COOTBETCTBHHU C IKCHAYAMAUUOHHBIM BUIOM JEATEIBHOCTH!

Pe3ynbraToM 0CBOEHUS AUCHUIUIMHBI SBISIOTCS CHOPMHUPOBAHHBIE Y 00yUaIOIIEerocs

CJIEIYIOLINE KOMIIETEHIUH:

Komnerennun, ¢popmupyemsblie y o0yuaromerocsi B pe3yjaibTaTe 0CBOCHUsI
JMCIUILIHHBI (B YaCTH, 00ecedYuBaeMOil AN CIIUILIMHOMN)

OIIK-1.2: Crioco0eH aiAMUHUCTPHUPOBATH CPeICTBA 3aIIUTHI HHGPOPMAMH B KOMIBIOTEPHBIX
CHCTEMAX U ceTAX

B3HATD:

- IPUHIUIBI TOCTPOEHHUSI KOMITBIOTEPHBIX ceTei

- CTEK CETEBBIX MPOTOKOJIOB OMEPANMOHHBIX CHCTEM

- CTEK MMPOTOKOJIOB CETEBOT0 000PYIOBAHMUS

- TIOPSIJIOK Peamu3alii METOJIOB U CPEJICTB MEKCETEBOTO IKPAHUPOBAHHUS

- IPUHIUIBI GYHKIIMOHUPOBAHUSI CETEBBIX IPOTOKOJIOB, BKIIOUAIOIINX KPUIITOTpaduiecKue
QJIITOPUTMBI

YMmerTh:

- TMPOU3BOANTH aHATU3 YP(PEKTUBHOCTH MPOTPAMMHO-AMIIAPATHRIX CPEACTB 3alIUTH HH(pOpMaIK B
KOMIIBIOTEPHBIX CETAX

- OLIEHUBATH ONTHMAJIBHOCTh BBIOOpA MPOTPaMMHO-aNTapaTHBIX CPEICTB 3aIIUTHl HHPOPMALIUU U UX
PEKUMOB (DYHKIIMOHUPOBAHUS B KOMITBIOTEPHBIX CETAX

- WCIIOJIb30BaTh CPEICTBA 3aIIUTH MH()OPMAIMH OIEPANMOHHBIX CHUCTEM ISl TPOTHBOACHUCTBUS
yrposam 6e30nacHOCTH MHpOpMaLuy,

Baapern:

- MEpaMu 10 HEUTpaIu3alMi UCTOYHUKOB YIPO3;

- HaBBIKAMH IOCTPOCHHSI THITOBBIX KOH(UTYpAIMii IPOrpaMMHO-aMIapaTHBIX CPEICTB 3aIINUTHI
MHPOPMAILIUU U UX PEKUMOB (DYHKITMOHUPOBAHUS B KOMITBIOTEPHBIX CETSX;

- METO/IaMH U3MEPEHNH, KOHTPOJIS 1 TEXHHYECKUX PacyeTOB XapaKTEPHUCTHK MIPOTPaMMHO-
anmapaTHbIX CPEICTB 3aIIUTHI HHPOPMALIUY;

- HaBBIKaMH Pa0OTHI M PaBHJIAMH SKCIUTyaTallK IPOTPaMMHO-AMIAPATHBIX CPEICTB 3aIUTHI
uHpOpMaLUH.

3. MecTO TMCHUILINHBI B CTPYKTYpe 00pa30BaTe/IbHOM NPOrPaMMBbl

TpeOoBaHusi K nMpeaBaApUTEILHON MOATOTOBKe 00ydyarmerocs (nmpeamecTByoniue
AUCIHHUILIMHBI, MOTYJIH, TEMbI):

1 |[ducuunnnHa «AJAMHUHHCTPUPOBAHUE CPEACTB 3aAIIMTHl HMHPOPMAIMM B KOMIBIOTEPHBIX
CUCTeMaX M CeTAX» SIBISETCS JOTHYECKUM MpojaosnKeHueM auciuiuinHbl b1.0.27 «OcHOBBI
nH(OPMAMOHHON 0€301TaCHOCTHY», 3HAHWE KOTOPOW B 00beMe TpeOOBaHMIA 00pa3oBaTEIbLHOM
IPOTPAMMBI SIBJIICTCSI HEOOXOMMbIM

2 |YcnemHOe OCBOCHHE JHCIUIUIMHBI «ATMUHUCTPUPOBAHUE CPEACTB 3aIIUTHI MHPOPMAIUU B
KOMITBIOTEPHBIX CHCTEMAaxX M CeTsIX» Oa3upyeTcss TakkKe Ha 3HAHUSAX, MPUOOPETEHHBIX U3
mucturind:  b1.0.06 «Beicmiass maremarukay, b1.0.07 «Wuoctpanssiii s3b1ik», b1.0.12
«MHOopMaIioHHas YKOJIOTHSY.




IMoceaywonue TMCHUNIUHBI U MPAKTHKHU, I KOTOPBLIX OCBOEHHE TAHHOM

JAUCIHUTIJIMHBI H606XOIII/IMO:

JucrunnmHa sABiIseTcsl 0a30BOM Il YCHENIHOTO OCBOCHHS  JTUCIIUTLIWH:

52.B.03(I1x)

IIponsBoacTeenHas (npeanuiuioMHas) npaktuka; b3.01 IlogroroBka k mpouexype 3aliuThl U

3aIUTa BBHITYCKHON KBATM(PUKAIIMOHHON pabOTHI

4. CTpyKTypa ¥ coJep:KaHue TUCHHUILIMHBI

4.1 Ounas gopma o0yuenusi, 4 roaa (Bcero 144 yacoB, 72 ayAMTOPHBIX YaCOB, /2 4acOB

CaMOCTOSITEIbHOW PadoOThI)

Koz 3an. Tema u KpaTKoe CoJiepKaHUE 3aHITUS

Bun
3aH.

Koun.
4aCcoB

Komrer
CHIINU

YMHO

Kypc 4, Cemectp 8

Monayasb 1. O6mme npuHOMIBI AIMUHUCTPHPOBAHUS HH(OPMAIIMOHHBIX CHCTEM.

(36+24) uacos

1.1

Jlexmus 1. 5
AJIMMHUCTPUPOBAHUE MTHO®OPMAILIMOHHOU
CHUCTEMBEI.

TpeboBanus k crerpanucraM. Crangaptsl padotsl UC u
CTaHJApTH3UpYIoIIHe opranu3anui. OObeKThI
AIMUHUCTPUPOBAHUS ¥ MOJIENIN yTpaBieHus. Mojaensb
cereBoro ynpasienus [SO. Mogens FCAPS. Mogens ITIL.
Mogens TMN. Mogens ¢ 'OM. Moaeas RPC

BBonnbie nonoxenusi. OyHKIUU aIMUHUCTPATOPA CUCTEMBI.
CocTaB ciy’x0 aIMUHHCTPATOpa CUCTEMBI U UX HA3HAUCHHE.

Jlex
1

2

OIIK-
1.2

J1.1
J1.2
J1.3

1.2

Jlexmus 2.

AJIMUHUCTPUPOBAHUE KABEJIbHBIX CUCTEM U
CETEBBIX CUCTEM

AIMUHUCTpUpPOBaHUE KaOenbHBIX cucTeM. [loHsATHE O
cpenax nepenayu. KabenpHble cUCTEMBI IIepeiadyl JaHHBIX.
CranaapTsl U 33241 aJMUHUCTPUPOBAHUS KaOCIbHBIX
CHUCTEM. YIIpaBJIeHHE KOMMYyTaTopaMu. Borpockl
npoekTupoBaHus cetu. [lonsTue cucrem ceTeBoro
aJIMMHHUCTPUPOBAHUSI.

Jlex

OIIK-
1.2

J1.1
J1.2
J1.3

1.3

Jlexuus 3.

CPEACTBA AJIMUHUCTPUPOBAHUA
OINIEPALIMOHHbIX CUCTEM.
AJIMUHUCTPUPOBAHME ®AMJIOBBIX CUCTEM.
CpencTBa aIMUHUCTPUPOBAHUS ONEPAIIUOHHBIX CHCTEM.
AnmuHucTpupoBaHue ¢daiaoBsix cucteM. [lapameTpsl siapa
OC. Uacramnsamus OC. IoxcucreMa BBoJa/BbI BOJA U
crocoObl OpraHu3aIiy JUCKOBOTO MPOCTPAHCTBA.
Texnonorust RAl D. ®aitnoeie cuctembl UHTEpHET.

Jlex

OIIK-
1.2

J1.1
J1.2
J1.3

1.4

[IpakTuueckoe 3ansatue 1. AIMUHHCTpUpPOBAHUE aIpeCali
KOMIIBIOTEPOB B JIOKAJIbHOU CETH.

MAC anpec, IP anpec, monstue URL. Macka nojaceru.
Brigaua 3amanus Ha KypcoByIO paboTy.

I131

OIIK-
1.2

J3.1

1.5

[Tpaktuyeckoe 3anstue 2. [lporpaMmmHoe obecrieueHue
aMMHUCTpHUpOBaHus ceteiit OBM

[TporpammHOe oOecrieueHre BEIUMCIUTENBHBIX CETeH;
B03MOKHOCTH CETEBBIX ONEPALMOHHBIX cpell. AHAIN3

1132

OIIK-
1.2

J3.1




KOPPEKTHOCTH apxXuTeKTyphl cetu Ethernet B cooTBeTCTBUM
C UHAWBHUIYAIbHBIM BapUAHTOM.

1.6

Jlabopartopnas pa6ota 1. CrtocoObI OIKITFOUCHHS
ONTOBOJIOKOHHBIX MYJIbTHIIJICKCOPOB

N3ydenue crocoOOB MOAKIIOYSHHS OTITOBOJIOKOHHBIX
MYJIBTUILIEKCOPOB U IIPOBEPKU COCAUHEHUS
ONTOBOJIOKOHHBIX CHCTEM.

JIP1

OIIK-
1.2

J3.1

1.7

Jlaboparopuas padota Ne 2. CriocoObI COETUHEHUS CETEBBIX
YCTPOMCTB.

CrniocoObl coeTMHEeHUs CeTeBbIX YCTpoiicTB. [loakmouenue
pabouux CTaHIIMKA K KOMMYTaTOpy U YCTaHOBKA MapaMeTpoB
OC. IlpoBepka coeguHEHUS

JIP2

OIIK-
1.2

JI3.1

1.8

1.0nroBoIOKOHHBIE KaOenbHbIE CUCTEMBI. V3yueHune
METOJIOB TEPMUHUPOBAHUS U CIUIAHCUPOBAHUS
ONTOBOJIOKOHHBIX KaOETBHBIX CHCTEM.

2.CoznaHue 3JEMEHTOB CTPYKTYpUPOBaHHOM KaOelnbHOM
cuctembl. ['opuzoHTanbHas noacucrema. [logcucrema
pabodero mecra.

3.M3ydenne TOonmoJIoruu ceTeBbix cucteM. Crocoosl
COCIMHEHUS, TMarHOCTUKU U TECTUPOBAHUS KaOeIbHOU
CHCTEMBbI Ha OCHOBE BUTOH Maphbl.

4. O030p U CTATHCTHUKA METOJIOB, JISKAIIUX B OCHOBE aTaKk
Ha coBpemennbie OC. Knaccudukanus MeTo10B U UX
CpaBHHUTEIbHAS CTATUCTUKA

CPC

19

OIIK-
1.2

J1.1
J1.2
J1.3

MopnyJb 2 OcHOBBI 3a1IUTHI HH(pOpManuu B ”HPOKOMMYHH

cucreMax M cersix (36+24)

KalIluOHHBIX

2.1

Jlexuus 4.

AIMUHUCTPUPOBAHUE BA3 TAHHBIX.
AnvunuctpupoBanue 06a3  manabix. Cpenctea CYB/I.
AnmunuctpupoBanue — naHHbIX.  MHctammsamus  CYB/L.
[Tapamerper simpa CYBJl u mapameTpbl BBOJa/BBIBOJIA.
CpenctBo MoHHMTOpMHTa W cbopa cratuctuku. Cpencrtsa
3alIUThl OT HECAHKIMOHMPOBAaHHOro jaocTyma. CrnocoObl
BOCCTaHOBJIEHUs U  peopranmszaumun  bJI.  Crparerun
agmuaunctpartopa b1,

Jlex
4

4

OIIK-
1.2

J1.1
J1.2
J1.3

2.2

Jlexuwms S.

AJIMUHUCTPUPOBAHUE IMPOLIECCA ITOUCKA U
JUATHOCTHUKH OLINBOK.
AJZIMMHUCTpUpOBaHHETIpOIIECCA TOUCKA H  JUarHOCTHKH
omuOoK. 12 3amau ympaBieHus Ipu OOHAPYKEHHH OIIUOKH
HNC. bBasoBas wMomenp mnoucka omwubOku. Crparerus
ompexaenenus: omubok. CpencrBa cOopa W TMOUCKA OMIMOOK
aJMUHUCTpaTopa cuctembl. Metpuka padotel UC. Tlpumepsr
NIUATHOCTHUKH OIIMOOK JUIS TEXHOIOTHA Ethernet u s
cpensl npotokosioB TCP/IP. Ilpenynpexxnenue ommoOOK u
penienue npobsieM B cpene npotokoiaoB TCP/IP.

Jlex

OIlIK-
1.2

J1.1
J1.2
J1.3

2.3

Jlekuus 6.

AIMUWHUCTPUPOBAHUE ITPOLIECCA
KOHOUT'YPALIMU, ITPOLIECCA YUYETA U
OBECIIEYEHU I UTHO®OPMALIMOHHOM
BE30ITACHOCTM.

AJMHHUCTpUpPOBaHHE Nporiecca KoHGUrypanuu. 3a1aun u

Jlex

OIIK-
1.2

J1.1
Jd1.2
J1.3




npo6siembl KoHPUTypanuu. OneHKH 3P PEeKTUBHOCTH
KOH(UTYpaIK ¢ TOUKH 3peHUs OM3Heca.
AJIMUHHUCTPUPOBAHUE TIPOLIECCa YUEeTa U 00CCTICUCHHS
nH(pOpMaIMOHHON 6€30MacHOCTH. 3a/1a4uM y4eTa. 3aiuTa OT
yrpo3 6e3onacuoctu. CpeacTBa, MEpJIIPUATHE U HOPMBI
obecnieuenus 6ezonacHocTH. [Ipumep peanuzanuu 3auuTh OT
HCJ nns UC. [Ipumep peanuzaiuu cpencTB 0€30MacHOCTH
st ceTeBoM noacucteMsl MC.

2.4

[IpakTuueckoe 3anstue 3 Kananbubiii ypoBeHb moaenu OSI:
IIpotokon LLC. Peanuzanus LLC. ITpoTokossl KaHaIbHOTO
YPOBHSI.

I133

OIIK-
1.2

J3.1

2.5

[Mpaktrueckoe 3ansatue 4. Jlnarnocruka Ethernet u TCP/IP
CpenctBa quarnoctuku Ethernet u TCP/IP. Ytumura PING.
JHuarnoctuka Ethernet u TCP/IP. Yunaura Traceroute.
M3ydenue cpeacTB OTIAKN COCTMHEHUN

I13 4

OIIK-
1.2

JI3.1

2.6

[IpakTnueckoe 3anaTue 5 AIMUHUCTPUPOBAHUE aApECaLluU
YCTPOMCTB

N3ydenue BOpocoB agpecanuu yCTPOUCTB.
Kondurypamus nporokona ARP

I135

OIIK-
1.2

JI3.1

2.7

JlaGopatopHas paborta Ne 3 AnMuUHHCTpHpPOBaHUE
KOMMYTAI[H TAKETOB B CETAX

CriocoObl ynpaBieHUs: KOMMYTaTOpoM. 3aJaHue 6a30BbIX
napameTpoB OC koMMmyTaTopa.

W3ydenue METO0B 3aLIUTHI OT HECAHKIIHOHUPOBAHHOTO
JOCTyTIA.

JIP3

OIIK-
1.2

JI3.1

2.8

1.Coco6s1  peanmmsanmu  nporokonoB IEEE  802.1xx.
Hactpoiika VLAN kommyTaTopa.

2.M3yuenue ymnpaBiaeHuss noptoM kommyrtatopa 100-Base
Ethernet. 3amanne mapamerpoB nopra. [IpoBepka cocTosHuUS.
3.M3ydenue BompocoB ajpecauu yctpoiict. Konduryparms
npotokoia ARP.

4.M3y4yeHune npoTokosaoB MapuipyTuzauuu. Konpurypamus
npotokosa RIP.

CPC

19

OIIK-
1.2

J1.1
Jd1.2
J1.3

IK3aMeH

36

OIIK-
1.2

J1.1
Jd1.2

J1.3

Hroro — 144 yacos

5. YueOHO-MeTOANYEeCKOE U HH(POPMAIIHOHHOE o0ecTieYeHre T CIHIINHbI

5.1. Pekomenayemasi JUTEpPaTypa

5.1.1. OcHoBHasi JuTEepaTypa

Kox

ABTOpBI,
COCTABUTEIH

3ariiaBue

H3patenbcTBO, Ioa

Kou.

UI1.1

["acnapuan, M. C. H. [IlHopMalimoHHbIe CHCTEMBI U
UTnxauesa. TEXHOJIOTUH : yueOHoe rmocodue.

Mocksa : EBpazuiickuil
OTKPBITBI UHCTUTYT,

2011. —370c.

01

JI1.2

Cemaxun N.T'. M.: BUHOM.
Xennep E.K.- HpopManoHHbIE CUCTEMBI U Mojienu JlabopaTopust 3HAHHIH,
2012.- 71 c.

2

UI1.3

Domun, /1. B. MubopmanrmonHasi 6€30MacHOCTS: Mocksa : Aii [1u Ap

23




lyae6HuK Menua, 2022. — 222 ¢. |

5.1.2. JlonoaHuTEbHASI JUTEpPATypa

Kon ABTOpEI, 3arnaBue HNzparenbcTBO, 1oj Koa.
COCTABUTEIH
JI2.1  [Catumn FO.A., BBeneHue B KOMIJIEKCHYIO 3aIIUTY CII0.: YHuBepcurer D4
Knumosa E.B. 00BEKTOB MHPOPMATU3ALNH NTMO, 2011. — 112 c.
5.1.3. Y4eOHO-MeTOAMYECKOE 00ecTIeYeHHE NJIsl CAMOCTOSTEIHLHONH PadoThl 00yYAIOIINXCS
Kog ABTOpEL, 3arnaBue H3patenbcTBO, Ioja Koa.
COCTABUTEIH
J3.1 [Hecrepos C.A. CII6.: CaHkT- 95
(OcHOBBI HHPOPMAITTOHHOH [leTepOyprekuii
0€30MacHOCTH [DNEKTPOHHBIN pecypc]: [MOTUTEXHUUECKUN
yaeOHOe ocoOue/— DIEKTPOH. yHuBepcuteT [letpa
TEKCTOBBIE JAHHBIE. Beauxoro, 2014. — 322
C.

5.2. DJeKTpOHHBIE 00Pa30BaTeJILHBIE PECYPCHI

21 | https://www.iprbookshop.ru/10680.html

32 | http://www. ip1-bookshop.ru/6473

33 | https://www.iprbookshop.ru/118876.html

24 | http://www.iprbookshop.ru/65808.html

35 | https://www.iprbookshop.ru/43960

5.3 UndopManiuoHHO-CIIPABOYHBbIE CHCTEMbI U MPO(peccHoHAIbHBbIE 0a3bl JaAHHBIX

5.3.1 |Koncynsrant [lmoc — https://www.consultant.ru/

5.3.2 |Tapanrt — https://www.garant.ru/

5.3.2 | Koncopumym Komexc — https://docs.cntd.ru/

5.3.3 |Hayunas snexTponHas oubimoreka — https://www.elibrary.ru/

5.3.4 [[IpodeccronambHass  0a3a naHHBIX: DenepanpHbli mopTan «Poccuiickoe 00pa3oBaHUEY:
[OnexTponHbIi pecype] — Pexxum mocryna: hitp://www.edu.ru/ (oTKpbITHIH qOCTYT)

5.3.5 [[IpodeccuonanvHas ©6a3a nmaHHbIX: DenepanbHBIA HEHTP HHGOPMAIMOHHO-00pPa30BaTEIbHBIX

ecypcoB: [DnekTpoHHbIH pecypc] — Pexxum noctyna: http://fcior.edu.ru/ (oTkpbITHIi gOCTYIT)

5.3 UndopManinoHHO-CIIPABOYHBbIE CHCTEMbI H MPO(eccHoHATbHbIE 0a3bI JaHHBIX

5.3.1 |Koncynwrant [Lmtoc — https://www.consultant.ru/

5.3.2 | lapant — https://www.garant.ru/

5.3.2 | Koncopuuym Kozneke — https://docs.cntd.ru/

5.3.3 |Hayunas snextponHas oubnmoreka — https://www.elibrary.ru/

5.3.4 [[Ipodeccuonanbuas  6a3za nanubix: DenepanbHblii mopTan «Poccuiickoe o0Opa3oBaHue»:
[Dnexrponnsii pecypc] — Pesxum gocrtyma: http://www.edu.ru/ (oTKpbITHIH JOCTYII)

5.3.5 [[Ipodeccuonanbhas 6a3a naHHbIX: DenepaibHBI LHEHTP HWHGOPMAIMOHHO-00pPA30BATEIBHBIX

ecypcoB: [DnexTpoHHbIi pecype] — Peskum moctyma: http://fcior.edu.ru/ (oTKpbITHI# J0CTYIT)

5.3.7

(DIIEKTPOHHBIN pecypc http://www.securitylab.ru/

5.4. IlporpamMMHoe obecmeyeHue

CK® MTVYCH obecrniedeH He0OXOIUMBIM KOMITJIEKTOM JTUIIEH3MOHHOTO U CBOOOIHO PAaCIpPOCTPAHIEMOTO

IMpOrpaMmMHOIO 06ecnequH${, B TOM YUCJIC OTCUCCTBCHHOI'O IPOMU3BOJACTBA!

1. AVAST Free Antivirus

2. AVG AntiVirus Free

3. Dr.Web Antivirus

I1.1 4. AntuBupyc Kacnepckoro

AnTuBupyctoe [10. CBoboaHOE, YCIOBHO CBOOOIHOE

5. ESET NOD32 AuTuBupyc

WJIN TPHAJI-BEPCUH.

6. AVZ Antivirus

7. Avira Free Antivirus



https://www.consultant.ru/
https://www.garant.ru/
https://docs.cntd.ru/
https://www.elibrary.ru/
http://www.edu.ru/
http://fcior.edu.ru/
https://www.consultant.ru/
https://www.garant.ru/
https://docs.cntd.ru/
https://www.elibrary.ru/
http://www.edu.ru/
http://fcior.edu.ru/
http://www.securitylab.ru/

3. Norton AntiVirus

9. McAfee Antivirus

10. Emsisoft Anti-Malware

11. BullGuard Antivirus

12. Protector Plus Antivirus

13. Panda Antivirus

14. Ashampoo Anti-Virus

14. G Data AntiVirus

16. K7 AntiVirus

17. VIRUSfighter

18. Twister Antivirus

I1.2

. Wise Folder Hider

. Secure Folders

. Anvide Lock Folder

. Folder Lock

. Easy File Locker

. Folder Guard

. DEKSI USB Security

. Locker (3amura namnox u IMCKOB)

O [N[OJOR[WIN]F

. Advanced Hider

10. Hide Folders XP

11. Hide Files

[IporpammMHOe oOecrieueHne 1Mo 3aIUTe U COKPHITHIO
¢aitnoB u nanox. CBoO0HOE, YCIOBHO CBOOOAHOE
WJIN TpHaJ-BEPCUH.

I1.3

. TrustPort Tools

. Cryptic Disk

. Locker (ckpbiTue daiinos)

. Max File Encryption

. Secure Disk

. Masker 7.1

. Fox Secret

O[N] R[W[N]F-

. HidelnPicture 1.0

9. lludpoBanbiuk

10. Advanced Encryption Package

11. Gpgdwin

12. Cryptic Disk Professional

13. CyberSafe Files Encryption

14. Steganos Privacy Suite

15. Lavasoft Privacy Toolbox

16. pkilmage Free Edition

[IporpamMmMHoOe obecnieueHre 1o MUPPOBAHUIO,
0€3BO3BpaTHOMY YJaJICHUIO, CTEraHOTpauUH.
CBo0oHOE, YCIOBHO CBOOOIHOE HITH TPHAI-BEPCHH.

I1.4

. Hetman Partition Recovery

. Active File Recovery

. R-Studio 7.6

. Active UNDELETE

. Paragon Rescue Kit

. Wise Data Recovery

1
2
3
4. Auslogics File Recovery
5
6
7
3

. Puran File Recovery

9. 0&0O DiskRecovery

10. Tenorshare Any Data Recovery

11. Power Data Recovery

12. GetDataBack

13. Recover My Files

[MporpamMMHOe obecrieueHre o0 BOCCTAHOBICHHIO
JIAHHBIX.
CBoOomHOE, YCIIOBHO CBOOOTHOE MIIH TPHAII-BEPCHH.




14. R-Undelete
15. Handy Recovery
16. Ashampoo Undeleter

. Iperius Backup

. FBackup

. Backup4all

. Uranium Backup Free
. Simple Data Backup

. Personal Backup

. Back4Sure

. SyncBackFree

. Handy Backup IIporpamMmMHoOe obecrieueHre 0 pe3epPBHOMY

. EASEUS Todo Backup 8.0 Free Edition KOMTUPOBAHHMIO JIAHHBIX.

. Exiland Backup Free 4.0 CB000HOE, YCIIOBHO CBOOOIHOE HITH TPHAII-BEPCHH.
. Nero BacklItUp

. Paragon Rescue Kit 14.0 Free

. Action Backup

. LimBackup

. AV Sbackup

. ExtraBackup

. Cobian Backup

. Backup & Recovery 10 Build 9169 Free Edition
20. Information Backup System

O[O [N [W[N]F—
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I1.6 IMS Word — ¢ nuueHsueit

[1.7 Power Point — ¢ nuuen3uei

6. MaTepuajJbHO-TeXHHYECKOE oDecneyeHne TUCIUITHHbI

6.1 MTO 1eKUMOHHBIX 3aHATHI

1 JlekuvoOHHAss ayIuTOpHs, OCHAIEHHAs MHTEPAKTUBHOM JOCKOW, mnpoekropoM, I[IK
(HOYTOYKOM), DKPaHOM.

6.2 MTO 1a60paTOpHbIX padoT U NPAKTHYECKUX 3AHATHI

1 JlaGopatopus  «IIporpammHo-anmapaTHble  CpPeACTBa  3aIIUTHl  MHG(OpMAILUKY,
YKOMITJICKTOBAaHHAsl ~ CHEIMAIM3UPOBAHHOW  MeOEbl0, OCHAIICHHYIO IPOrPaMMHO-
anmapaTHbIMM KOMIUIEKCAMU 3allUThl MH(OPMALUK, BKJIIOUYAIOLIMMHU B TOM YHUCJE CPEJCTBA
KpunrorpadMyecKoi 3aiuTsl ”HGOpMaImu

6.3 MTO py0OexHBIX KOHTPOJIEH, 324eTOB, IK3aMEHOB

1 VYyeOHbIe aynuTopuu, OOOPYIOBAaHHBIE KOMIBIOTEPHOW TEXHUKOH C BO3MOYKHOCTHIO
BBIXOJA B JIOKaJIbHYIO ceTh Puinania u MHTepHeT.

6.4 MTO camocTosITeIbHOI padoThI 00y4YalOIHXCH

1 [ToMerieHne Ui caMOCTOSITETIBHOM pabOThl 00yYaIOMIMXCS OCHAIIEHO KOMITBIOTEPHOM
TEXHUKOM C BO3MOXHOCTBIO MOJKIIOUEHHs K ceTH MHTepHeT n obecnieueHreM 10CTyna B
AJIEKTPOHHYIO HHPOpPMaLIMOHHO-00pa3oBarenbhyio cpeny CKO MTYCU

7. OnleHOYHbIE MATEPHUAJIBI

OLIGHO‘-IHI:IG MaTCepHraJibl U ICPCUCHb BUIOB OICHOYHBIX CPCACTB TCKYIICTO KOHTPOJIS U HpOMG)KyTO‘IHOfI
aTTecTanuu npenacrasiieHsl B [Ipunoxenun 1 k pabodeit mporpaMme TUCIUILIAHEL.




8. MeToauyeckne peKOMEHIANNH JIs1 00y4aIOIIUXCS 0 OCBOEHUIO IV CIUTITHHBI

MeTtoanuyeckie peKOMEHIalUH 110 OCBOCHHUIO AUCIUILIMHBI TipecTaBieHsl B [Ipunoxenun 2 k paboueit
IporpaMme JUCUUIUIMHBL

9. OcoGeHHOCTH peaau3anuu JUCUUILITHHBI (MOYJIs1) IPU 00y4YeHU
WHBAJH/I0B U JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMU 3/10POBbSI

Pabouas mporpaMma JUCIUTUIMHBI (MOIYJIs) IPH HEOOXOIUMOCTH MOXKET OBITh aJanTHPOBAaHA
it 00y4yeHus (B TOM YHCIIE C MPUMEHEHHEM JAUCTaHIIMOHHBIX 00pa30BaTEeIbHBIX TEXHOJOTHI) JIUI] C
OTPaHMYEHHBIMA BO3MOXKHOCTSIMH  3/10pOBbs, HWHBanuaoB. [lns storo TpeOyeTcst 3asiBIeHUE
00yyYaromuxcs, SABISIONIMXCS JIMIAMH C OTPAaHMYCHHBIMH BO3MOXKHOCTSIMHU 3]I0POBbsI, WHBAIHUJAMH,
WM UX 3aKOHHBIX MPEACTaBUTENCH U PEKOMEHIALUU MICUX0JI0T0-MEIUKO-TIeJarOrMueCcKOil KOMUCCHUH.
[Tpu 0OyueHnH JHI ¢ OTPAaHUYEHHBIMU BO3MOXXHOCTSIMU 3/I0POBbSI YUUTBHIBAIOTCS X UHAWBUIYAJIbHbIC
ncuxopusznueckue ocodeHHocTU. OO0yueHHe MHBAIMIOB OCYIIECTBIISETCS TaKXK€ B COOTBETCTBUU C
WHAUBUAYATBHON IPOTpaMMON peabunuTanuy nHBaIuaa (Ipyu HATUYUN).
JUia nui ¢ HapylIeHHEeM cllyXa BO3MOXKHO TpefocTaBieHHe Y4yeOHOM uH(popMaluuud B
BU3yaJIbHOW (opMe (KpaTKuii KOHCHEKT JIEKLIMH; TeKCTHl 3aJJaHUl, HareyaTaHHbIC YBEIWYECHHBIM
mpudTomM), Ha AyIUTOPHBIX 3aHATUSAX JIOMYCKAaeTcsl TPUCYTCTBUE ACCHUCTEHTa, a TaKxke
CYPZIOTIEPEBOJUUKOB M TU(IIOCYPIOTIEPEBOIUNKOB.
Texkymuii KOHTPOJIb YCIEBAEMOCTH OCYIIECTBISECTCS B NMUCBMEHHOU (opme: 00ydaroImmuiAcs
MUCHbMEHHO OTBEYAET Ha BOIPOCHI, MMCbMEHHO BBIMOJIHIET MPAKTUYECKHUE 3aJaHHUs.
Joxnan (pedepar) Taxke MOXKET OBITh TPEICTABICH B MHUCHbMEHHOW (opme, TpPH STOM
TpeOOBaHUS K COIEPIKAHUIO OCTAIOTCS TEMH JK€, a TPeOOBAaHUS K KA4EeCTBY M3JIOKEHHs MaTepuaa
(MOHATHOCTh, KA4eCTBO pEYH, B3aUMOJCICTBHE C ayAUTOpHE W T. J1.) 3aMEHSIOTCS Ha
COOTBETCTBYIOIIIME TpPeOOBaHUs, MPEAbABIsAEMble K MHUCHbMEHHBIM padoTam (KauecTBO odopMmileHUs
TEKCTa U CIHCKA JIUTEPATypbl, (PaMOTHOCTh, HATMYHUE WIUTIOCTPALIMOHHBIX MAaTEPUAJIOB U T.1I.).
[IpoMexyTouHas aTTecTauus Ui JIUI C HApYHICHUSAMH CIIyXa MPOBOIUTCS B MHUCHMEHHOU
dbopme, TP ITOM HCHOIB3YIOTCA OOmMe KpUTepuu oleHuBaHUS. [lpu HEOOXOAMMOCTH BpeMs
MOATOTOBKH K OTBETY MOXKET OBITh YBEITUYCHO.
Jlnst U1l ¢ HapyIIEHHEeM 3pEHHUs JIOMyCKaeTCs ayAuaibHOEe MPeJoCTaBIeHUEe WHPOpMalnH, a
Tak)Ke UCTOJb30BAaHUE Ha AyJUTOPHBIX 3aHATHSAX 3BYKO3AMHCHIBAIOIIUX YCTPOUCTB (AMKTO(DOHOB H
T.A.). JlomyckaeTcss MpHUCYTCTBUE Ha 3aHATHSAX AacCUCTEHTa (IIOMOIIHMKA), OKa3bIBAaIOIIETO
00y4JarmuMcs He00X0JUMYI0 TEXHUYECKYIO TOMOIITb.
Texyuuit KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIISIETCS B yCTHOU (popme.
[Tpu mpoBeneHNH TPOMEKYTOUHOM aTTeCTAllMuU ISl JIUI C HApyIICHHEM 3PEHUS] TECTUPOBAHHE
MOJKET OBITh 3AMEHEHO Ha YCTHOE COOECceJ0BaHUE 11O BOIPOCAM.
Jlis 7un ¢ OrpaHHYEHHBIMH BO3MOXKHOCTSIMU 37I0POBBS, MMEIOIIUX HApYIIEHUS OIOPHO-
JIBUTATEIILHOTO ammapara, Ha ayIUTOPHBIX 3aHATHUSX, a TAaKXKe MPH MPOBEJICHUN MPOIETYp TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTeCTaliil MOTYT OBITh MIPEIOCTAaBIECHB HEOOXOIUMBbIE
TEXHUYECKHUE CPEJCTBA (MEPCOHATIBHBIM KOMIBIOTEP, HOYTOYK WM JAPYroil rajpker); JOMycKaeTcs
MPUCYTCTBUE aCCUCTEHTA (aCCUCTEHTOB), OKA3bIBAIOIIETO 00yUYaIOIIUMCSl HEOOXOJUMYI0 TEXHUUECKYIO
noMoIpb (3aHATh pabouee MecTo, MEPEBUTaThCS IO AyAMTOPUH, MPOYHUTATH 3aJaHuE, OPOPMHTH
OTBET, OOIIAThCS C MPETOAaBATENIEM).
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10. JonosiHennst 1 u3MeHeHus B Paboueii mporpamme

JIner akryanu3zanuu padoyeii nporpaMMbl AU CHUIIMHBI
«AIMHUHUCTPUPOBAHHE CPEICTB 3aIUTHI HHPOPMAIIUH B KOMILITEPHBIX CHCTEMAaxX U
cerax 51.0.36.06»

AJs ucnoab3oBanusi B 20 /20 yyeOHOM roay

Yr1Bepxaaro
3am. aupekropa mo YP

« » 20 1.

Hampasnenue: 10.03.01 Madopmarmonnas 6e30macHOCTb

[Ipodunb: bezonacHOCTh KOMIBIOTEPHBIX CUCTEM (ITO OTPacii Ui B cepe
npohecCHOHANBEHON e TEIHHOCTH)

®dopma 00yueHus: ouHas

(Bo3mooicHbl ciedyrowue eapuanmol):

a) PaGouas mporpamma aeiicTByeT 6e3 U3MEHEHUIA.
0) B paGouyto mporpaMmy BHOCATCS CIEAYIONINE U3MEHEHUS

Pazpabotuuk (u):

(®UO, yueHas cTerneHb, y4eHOE 3BaHUE)
« » 20 1.

PaGouas mporpamMmma nepecMoTpeHa u ogoOpeHa Ha 3acenanuu kadeapsr UBT
IIporokom Ne OT «__ » 20 r.

3aBenyroumii kadenpoit
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IIpuaoxenne 1

OueHo4vHbIe MaTEPHAJIBI JJISI IPOBCACHUA TCKYIIECI0 KOHTPOJJIA M
HpOMe)l(yTOqHOﬁ aTTeCTallii 1o JMCIHUIIJINHE

1. OueHovHbIe MaTepHAJIbI JIS1 IPOBeAEHHUS MPOMEKYTOUYHON aTTEeCTAIMH MO JTUCUMUILINHE
1.1 Illkaja oueHMBAHUSA KOMIIETCHIINHA

IIkaJia oneHUBAHUS KOMIIETEHIINIA

Onenka YpoBeHb 0CBOCHUA Kpurepun onenuBanus
KOMIIETeHIIUH
«OTanyHO» Bricokuii ypoBeHb OO0yJaromuiicsi ToKa3bIBaeT BCECTOPOHHEE,

CUCTEeMATHUYECKOE U ITyOOKOE 3HAHUE
OCHOBHOTO | JIONIOJIHUTEIILHOTO y4eOHOTO
MaTepuana, JaeT MOJHbIE, MPOo(eCcCHOHANBHEIE U
TPaMOTHBIE OTBETHI HA TTOCTaBJICHHBIC BOMPOCHI,
YTO CBHJICTENBCTBYET 00 OCBOCHUH
00y4JaronuMcs B3aUMOCBSI3U OCHOBHBIX
MOHSATUN AUCIUIUIMHBL, YCBOUJ OCHOBHYIO U
3HAKOM C JIONOJHUTEIbHOW PEKOMEHI0BAHHOMN
JTUTEPATYPOU; MPOSBIIAET TBOPUECKUE
CIIOCOOHOCTH B ITIOHMMAaHMH, U310KCHUH U
UCTIOJIb30BaHUHU YUEOHO-TIPOTPAMMHOTO
Marepuasa.

«Xopouo» [ToBbImieHHBIN ypoBeHb | OOy4arouuiics NOKa3bIBACT JOCTATOUHBIH
YPOBEHb 3HAaHUS OCHOBHOT'O M JOIIOJHUTEIBLHOTO
y4eOHOT0o MaTepuaa, 1aeT B LIeJIOM IPaMOTHBIE
OTBETHI HA ITOCTABJICHHBIE BOIIPOCHI, YTO
CBHUJIETEJILCTBYET 00 OCBOCHUH 00YYaIOLTIMCS
B3aMMOCBS3M OCHOBHBIX ITIOHATHI TUCLIUIUINHEI;
YCBOWJI OCHOBHYIO U 3HAKOM C JIOIIOJIHUTEIILHON
PEKOMEHIOBAHHOM UTEpaTypou. Jlomyckaet He
CYILIECTBEHHBIE IIOIPEIIHOCTH B OTBETAX,
ycTpaHsieT ux 0e3 MOMOIIHU IpenojaBaTesl.

«Y IOBIIETBOPUTEIILHO» IToporosslii ypoBeHb OOyuaromuiics AeMOHCTPUPYET 3HAHHE
OCHOBHOTI'0 Y4eOHOI0 MaTepHaia B
MHHHUMAaJIbHOM 00beEME, HEOOXOIUMOM IS
JaabHEHIIeH yueObl; B IIEJIOM OTBEYAET HA
IIOCTaBJICHHBIE BOIIPOCHI, JOIyCKas HE
IPUHIUIHAIbHbBIE OINOKHU; 3HAKOM C OCHOBHOM
auTeparypoid. JlomyckaeT ommoOKy B OTBETaX
Pa3IUYHOTO YPOBHS, KOTOPBIE HCIIPABIISIET MOCIIE
HaBO/SILIUX BOIIPOCOB U I10J] PYKOBOJCTBOM

IpenoaaBaTes.
«HeynosnerBopurenbHo» | MUHUMaIbHBIN ypoBeHb | OOydaromuiicst 0OHapy KUBaeT CyIIECTBCHHbIE
HE JOCTUTHYT poOesIbl B 3HAHUSAX OCHOBHOTO YYEOHO-

IIPOrpaMMHOI0 MaTepuaa, 101y CTUBIIEMY
NPUHIUIHAAIbHBIE OIINOKY B BBITIOJIHEHUH,
IIPEAYCMOTPEHHBIX IIPOrPAMMO, 3aJaHUI; HE
3HAKOM C PEKOMEH]IOBAHHOM JIUTEPATypOU, HE
MOYKET UCIPABUTH JIOMYIIEHHBIE OIIMOKH.

Kak npaBuio, OLIEHKa «HEYIOBJIECTBOPUTEIBHO»
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CTaBUTCS 00YUaIOUIMMCSI, KOTOPbIE HE MOTYT
MPOAOKUTH 00yUYEeHHE WU MIPUCTYIUTH K
po(heCcCHOHATLHOM JISATEITBHOCTH 110
OKOHYAHUU By3a 0€3 JOMOTHUTEIbHBIX 3aHATHI
110 COOTBETCTBYIOIIEH TUCHUIIINHE.

1.2 Tloka3aTesn, KpUTEPHH M LIKAJIbI OLIEHUBAHUS KOMIIeTeHIN

Tloka3zarenu KOMIIETEHIIUNA

Kpurepun [Ixama
OLCHNBAHUA OLCHUBAHUA

OIIK-1.2: Cnioco0eH aAMUHUCTPUPOBATH CPeICTBA 3aIIUTHI HHGOPMAIMH B KOMIBIOTEPHBIX

CHUCTEMAX MU CETAX

3HaTE:

- OPUHUUIIBI TOCTPOEHUS KOMITBIOTEPHBIX
ceTeit

- CTEK CETEBBIX IPOTOKOJIOB OMEPALTMOHHBIX
CHCTEM

- CTEK IIPOTOKOJIOB CETEBOT0 000PYI0BAHUS
- IOPSAJIOK peaiu3aliy METO/IOB U CPEACTB
MEXKCETEBOr0 YKPAHUPOBAHUS

MPUHIMIIBI (PYHKITHOHUPOBAHUS CETEBBIX
MPOTOKOJIOB, BKIOYAKOIIUX
KpunTorpaguueckue aJropuTMbI

TecToBBII Moyib 2

KOHTPOJIb 0+10
«HeynoBneTBoputensHo» - 0-2
«HeynosnerBopurenbHo» - 0-3
«Y IOBJIETBOPUTEITHHOY - 4-6
«Xoporioy - 7-8-

«Otmaro» - 9-10

YmMmern

- IPOM3BOANTH aHaAU3 3()(HEKTHBHOCTH
MIPOTPaMMHO-AIAPATHBIX CPEICTB 3AIIUTHI
UH(OPMAIMY B KOMIIBIOTEPHBIX CETIX

- OIICHMBATh ONTHMAJIBLHOCTH BEIOOpA
POrPaMMHO-aNIapaTHBIX CPEICTB 3alUThI
nHPOPMAIMY U UX PEKUMOB
(YHKIMOHMPOBAHHS B KOMITBIOTEPHBIX CETSIX
- UCTIOJIB30BATh CPEJICTBA 3AIIUTHI
MH(OPMAIMY ONEPAIIMOHHBIX CUCTEM IS
MIPOTUBOAEHUCTBUA yrpo3aM 0€30M1acHOCTU
nH(pOpMaIINK;

[Ipaktnueckue | Moaynnb 2

3aHsaTHs 1-5 0+10 3a xaxnoe 13
«HeynosnerBoputenbHo» - 0-2
«HeynoBneTBoputenbHO» - 0-3
«Y IOBIETBOPUTENHHOY - 4-6
«Xoporio» - 7-8-

«Otnuunoy - 9-10

Brnangern

- HICTOYHUKH yTpo3 HHHOPMALMOHHOMN
0€30MaCHOCTH B KOMITBIOTEPHBIX CETAX H
MEpBI IO MX MPEJOTBPAIICHHIO

- COCTaB THITOBBIX KOH(MUTYpanit
POrPaMMHO-aNapaTHBIX CPEICTB 3alUThI
nHPOpPMAIMY U UX PEXKUMOB
(YHKIMOHMPOBAHHS B KOMITBIOTEPHBIX CETSIX
- METOJIbI U3MEPEHU, KOHTPOJIS U
TEXHHYECKHUX PACYETOB XapAKTEPUCTUK
MIPOTPaMMHO-AIAPATHBIX CPEICTB 3AIIUTHI
nH(popManuu

- IPUHLUTIBI pa0OTHI U TIpaBHUIIa
IKCIUTYaTallUH YKCILTYaTHPYEMBIX
MIPOTPaMMHO-AIAPATHBIX CPEICTB 3AIIUTHI
nHhopManuu

Jlaboparopnas Mopyns 2

pabora 1-3 0+10 3a kaxmoe JIP
«HeynosnerBopurenbHo» - 0-3
«Y IOBJIETBOPUTEITHHOY - 4-6
«Xoporioy - 7-8-

«Otmgaro» - 9-10

DK3aMeH

0-100 dayutoB
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«HeynoBneTBoputenbsaoy - 0-40
«Y noBnetrBoputensHO» - 41-60
«Xopormio» - 61-80

«Otmynoy - 81-100

1.3 OuneHo4HbIe MaTepHAIbI: THIOBbIE KOHTPOJIbHbIE 32JaHHs1, HHbIE MaTepPHAJIbI
1.3.1 OueHo4yHbIe cpeacTBAa TEKYIero KOHTPOJIA AJisi 04HOH (GopMbl 00yUeHust

Mogayas 1 (50 6a10B):

Monysb conepKuT 3 JIEKIIMOHHBIX 3aHATHUS, 2 TA00OPATOPHBIX PaOOTHI U 2 MIPAKTUIECKHUX 3aHATHS.
3HaHue JEKIMOHHOTO MaTepHralia OLEHUBAETCS 10 pe3yJIbTaTaM TECTOBOI'O KOHTPOJIS, KaK
BBITIOJIHEHHSI MTMChbMEHHBIX 33aHUI WU YCTHBIX OIPOCOB, MAaKCUMAIIbHOE KOJIMYECTBO OAJLIOB -
10. 3a BbINOJIHEHHBIE U 3aLIUIIECHHbIE Ja00PAaTOPHBIX pabOThl 00YUaIOIIUIACS MMOTydaeT
MakcumyM 40 6aiio. O0mIee MaKCUMaTbHOE KOJTMYECTBO 0AJUIOB 32 MOayJb | cocraBiser 50.

Bonpocovt mecmosguix 3a0anuii 011 Konmpoas nekyuonnozo mamepuana (OIK-1.2):

1. Crangaptsl pabotsl UC u ctangapTusupyromme opraau3anui. O0beKThI
aJIMUHHUCTPUPOBAHUS ¥ MOJCIU YIIPABICHHUS.

2. Mopuens cereBoro ynpasierus [ISO. Mogens FCAPS. Moaens ITIL. Moaens TMN.
Mopens e 'OM. Moaens RPC

3. AnmuHuCTpUpOBaHHE KaOenbHBIX cucTeM. [loHsTHE O cpenax mepenaun. KabenbHbie

CUCTEMBI TIepejaun JaHHBIX.

CrangapTsl U 3aJja4i aJMUHUCTPUPOBAHUS KaOEIbHBIX CUCTEM.

VYipasneHue KoMMyTaTopaMy. Bompocsl MPOEKTUPOBAHUS CETH.

[TonsiTre cucTemM ceTeBOro aAMIUHUCTPUPOBAHUS

CpencTBa aIMUHUCTPUPOBAHUS OMEPANMOHHBIX CHUCTEM.

AnMuHHCTpUpOBaHUE (HAUTIOBBIX CUCTEM.

. Tlogcucrema BBOJa/BBI BOJa M CITIOCOOBI OPTaHU3AIMH TUCKOBOTO MPOCTPAHCTBRA.

10. Texnonorust RAID.

11. daitnossie cucteMbl HTEpHET.

©ooN A

IIpakTnyeckoe 3ansitue 1. AAMHUHUCTPUPOBAHNE A/IPecallil KOMNBIOTEPOB B JIOKAJbHOI

ceTH

Kontponsnsie Bonpocs! 113 Nel OIIK-1.2

Mac aapec u ero CTpykrypa.

Ip- agpec U ero CTpyKTypa.

[ 9ero npuMeHsieTCcss Macka IMOJCETH.

Kakue ectb ciennanbHble ip — ajgpeca.

Uro npousoiiner, eciu B TabauIy arp 700aBUTH JABE UM OoJiee 3anucei, B KOTOPbIX OAHOMY

mac-aapecy CONOCTaBJIeHbI pa3Hble CETEBbIE aapeca?

Uro npousoiizner, eciu B TabauIy arp 700aBUTH JABE UM OoJiee 3anucei, B KOTOPbIX OAHOMY

CETEBOMY a/Ipecy COIIOCTaBJIEHBI Pa3HbIE alnapaTHbIe agpeca?

Kax orinuaercs "BpeMs KU3HU" TUHAMHYECKHUX M CTAaTUYECKUX 3anucell B Tabmaune arp?

8. Ilouemy B ip-ceTsIX HE UCHOIB3YETCs MPSIMOE CONOCTABIEHUE CUMBOJIBHOIO a/ipeca
buszndeckomy aapecy?

9. Uro npowusoiiner, ecnu B ¢aiin hosts 3anucath aBa (wnu 6osee) y3iaa ¢ OAUHAKOBEIMHU
UMeHaMu (HanpuMmep, myhost.mydomain), HO pa3HBIMU CETEBBIMHU a/IPECAMH, & 3aTEM
o0paTUTbCsS K HUM 0 UMEHHU (HampuMmep Tak: ping myhost.mydomain

agrownE

o

~
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IIpakTuyeckoe 3ansatue 2. [I[porpaMmmHoe o6ecnieyenne aAMUHUCTPUPOBaHusA ceTeil JBM
KonTpoabHbie Bonpock 13 Ne2 (OIIK-1.2):

©CENOURWNE

. JaiiTe ompezeneHue MOHATHIO «KKOMMYHHKaOHHas ceth» ( [TK-11).

JlaiiTe onpesencHue MOHATHIO «uH(popManuonHas ceth» ( [TK-11).

JlaiiTe onpe/encHne MOHATHIO «BBIYUCIUTEIbHAS (KoMIbloTepHast) ceTh» ( [TK-11).
JlaiiTe ornpe/ienieHre MOHATHIO «JIOKaJIbHAs BRIYMCIUTEIbHAS ceTh (1Bc)» ( [TK-11).
Jlaiite onpe/eneHue MOHATHIO «KOPIIOPAaTUBHAs BeIUUCIUTENbHAS ceThy ( [TK-11).
JlaiiTe ornpe/ieneHre MOHATHIO «III00anbHas BeraucauTenbHas cetb» ( [TK-11).
JlaiiTe onpesencHue MOHATHIO «paboyas rpymmay ( [TK-11).

JlaiiTe onpenencHue moHATHIO «1oMeH (domain)» ( [TK-11).

Jaiite onpenencuue mouatuio «y3sein (host)» ( ITK-11).

10 JlaiiTe onpesieneHne MOHATHIO «romoiorus (topology)» ( TTK-11).
11. [aiite omnpeaeneHue MOHATHIO «ceTeBast apxurektypay» ( [TK-11).
12. JlaiiTe onpeneneHne MOHATHIO «IIPOTPAMMHOE 00eCTIeYeHHE KOMITBIOTEPHBIX CETEiH»

JlabopaTopnas padora 1. Crioco0bI NOAKJII0OYEHHS ONITOBOJOKOHHBIX MYJ/JIbTHILICKCOPOB
KonTponbsHubie Bompockt JIPNel (OIIK-1.2):

©OoNOA~ N R

IIportokon TCP/IP.

IP-anpeca.

Craruueckuii [P-anpec.

ABTomaTnueckoe nonyuenue [P-agpeca.
VYnpasmsromue npotokoisl MHTEpHETA.
TectupoBanue TCP/IP.

MapuipyTtusanus naketos B [P cetsx.

YTUNIUTH KOMaHTHOW CTPOKH TSl pAOOTHI C CETHIO.
Ciyx0a UMEH JOMEHOB.

10. IIpocTpaHCTBO MMEH JOMEHA.
11. Pa3penienue numeHu.
12. TIpsimoii u 0OpaTHBIH 3aMPOCHI.

JlabopaTopnasi pabora 2. Cnioco0bl coeJMHEHHS CeTeBbIX YCTPOMCTB.
Konrtpomabhbie Borpocs! JIPNe2 (OIK-1.2):

1.

2.
3.
4

[Tepeunciure ocHoBHBIE PyHKITMU TTpoToKoiaa ARP B JIBC?

VYkaxure MeTo/Ibl MOJyYeHHsI HHPOPMAIIUK O HEM3BECTHBIX (PU3UUECKUX ajpecax?
[lepeunciuTe TUTIBI 3aMUCEH, UCTIONB3yeMbIe B TabmuIle kema ARP?

Bocnonp30BaBIINCH TUIAHOM CETH, YKa)KUTE 3HaUCHUS NoJIel B 3arooBke kazapa Ethernet
(IP-ampec ornpaButens, MAC-aapec otnpasures, IP-aapec momyuarens, MAC-aapec
noJryyaresst) npu nepenade kazapa ot ysna PCl1 k yzny PC2 u ot y3na PC1 x y3my PC4?

JaiiTe kpaTkoe onrcaHue NPUHIUIOB (PYHKIIMOHUPOBAHUS U OTIMYUTEIbHBIE OCOOCHHOCTH

npotokonioB ARP, RARP, inARP?

N3o06pa3zute 3aronoBok ARP u ykaxkute Ha3Ha4eHHE OCHOBHBIX MOJIEH 3arojioBKa?
3anmonauTe 3arooBok ARP mis cnenyrommx crieHapueB paboThl KOMIIBIOTEPHOH ceTr
nepenayy JaHHbIX:

* Xoct A (MAC CO0:F8:DA:11:23:43, 1P 10.10.0.2) ornipaBisieT mmpokoBemareabHbiii ARP-
3amnpoc, I MOUCKa armapaTHoro aapeca yaainennoro ysina B (MAC CO:F8:DA:11:22:58, 1P
10.10.0.5);
» Xoct B otnipaBiisier ARP-oTBet y3iy A.

8. JobGaBbTe Kk n300paskeHHOMY paHee 3arosioBky ARP, 3aronoBok Ethernet-1I DIX, mist o6oux

MNEPCUUCIICHHBIX CJIyYacB.
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Moayas 2: (50 6an10B):

Mopynb conep uT 3 JEKIMOHHBIX 3aHATHUS U 2 PAKTHYECKUX 3aHATHA U | 1abopaTopHyIO
paboTy. 3HaHKE JEKIIMOHHOTO MaTepuaa OI[CHUBAETCS [0 pe3yIbTaTaM TECTOBOTO KOHTPOIIS, Kak
BBITIOJTHECHUA MTUCBbMEHHBIX SaI[aHI/Iﬁ HJIN YCTHBIX OIIPOCOB, MAKCUMAJILHOC KOJIMYCCTBO 6aJ'IJ'IOB -

10.

3a BBINIOJIHCHHBIE U SallIUIICHHBIC na6opaT0pHHx pa6OTLI U MMPAKTUYCCKUC 3aHATUA

oOyJaroruiicst momydaeT MakcumyM 40 6aio. O01Iee MakCUMaIbHOE KOJIMYECTBO OAJLTOB 32
Moxayab 1 cocrasnser 50.

Bonpocvt mecmoguix 3a0anuii 01 Konmpoas aekuyuonnozo mamepuana (OI1K-1.2):

AnmuHuctpupoBanue 6a3 nanubix. Cpenctsa CYB/l. AnMuHHCTpUpPOBaHUE TaHHBIX.

Wucrammsaus CYB/. [apamerpst sinpa CYB/] 1 mapameTpbl BBOAa/BHIBOA.

CpencTBO MOHUTOPHHIA U cOOpa CTaTUCTUKH.

CpencTBa 3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

CrniocoObl BoccTaHOBIIEHUS U peopranu3anuu b1

Crpareruun anmunuctparopa bJ|

AJMHHHCTpUpPOBaHME MTpoIiecca MNOMCKA M JUArHOCTUKHU OIIMOOK.

12 3apau ynpasnenus npu oOHapyxeHuu ommoku UC.

ba3oBas Mmozgens noucka omuoku. Crparerus onpeaeacHus ommooK.

0. CpenctBa cO0opa 1 OMCKA OMMUOOK aAMHUHUCTPATOPA CUCTEMBI.

1. Merpuxka pabotsl C. Ilpumepsl fuarHocTuKU omubok 1yt TexHoaoruu Ethernet u ns
cpenst mporokosioB TCP/IP.

12. IlpenymnpexxaeHue omuOOK 1 perieHne npodieM B cpeae npotokosoB TCP/IP.

13. AaMuHUCTpUpPOBaHKE TpoIiecca KOHGUTYpanuu. 3a1a4u U PoOIeMbl KOH(PUTYPAIHH.

14. Onenku 3¢ (eKTUBHOCTH KOH(UTYPALIUH ¢ TOYKH 3peHus Ou3Heca.

15. AaMuHUCTpUpOBaHHE TIpoIIecca y4yeTa i odecneueHust nH(HOPMAIIMOHHON 0€301TacHOCTH.

16. 3agaun yyera. 3amuTa OT yrpo3 6€30MacHOCTH.

17. CpencrBa, MeponpusiTiE U HOPMbI OOecTieueHus: 0€30MaCHOCTH.

18. IIpumep peanuzanuu 3aumtsl or HCJI ans UC.

19. [Ipumep peanu3anmu CpeAcTB OE30MACHOCTH I ceTeBOl moacuctemsl MC.

RRO©oOoNoO~WNE

IIpakTyeckoe 3ansaTne 3 KananbHublii yposens Mmogeau OSI
KonTponeHbie Borpockr 113 Ne3 (OI1K-1.2):

1.

2.
3.

B dem 3akitouaercs OCHOBHOM MPUHIIMI paOOTHl YCTPONCTB: KOHIIEHTPATOP, Xao,
MOBTOPUTENH?

VYKakuTe HeIOCTaTKH CTPYKTYPUPOBAHUS CETU HA OCHOBE KOHLIEHTPAaTOPOB?

Hcnonb3ys cxemy ceTd, IPUBEAUTE IPUMEDP Mepeadr KaapoB OT y3J1a OTIPABUTENS K Y37y
HOJTy4YaTento?

Kakum 13 ykazaHbIX B POEKTE YCTPOHUCTB HEOOXOANMO HANUYUE (PUINIECKUX aTPECOB
(MAC)?

Kakyro nmorudeckyro TONOJOTHIO BEICTpauBaeT ceTeBoit kKoHIeHTpaTop? Kakyio dusnueckyro
TOTOJIOTHIO CETH UCIOJIb3YIOT MPU MPUMEHEHUH KOHLIEHTPATOPOB?

B kakom pexume pazaeneHus oOuieit cpeapl nepeaadn JaHHBIX (QYHKIHOHUPYET
KOHIIEHTpaTOop?

Onummure crieHapuil BO3HUKHOBEHUS M 00pa0OTKH KOJUTM3UH B CETU NIEpeayn JaHHbBIX,
OCHOBaHHOM Ha MPUMEHEHUU KOHIIEHTPAaTOPOB?

[lepeuncnure Hanboee pacIpoCTpaHHEHHBIE THITH (PU3NYECKUX CETEBBIX Pa3beMOB U
HOMEHKJIATypy COEAMHUTEIbHBIX KabeeH, UCTI0Ib3yEeMbIX Ha KOHIIEHTpaTopax?

VYxaxure HazHaueHue Uplink-nopta Ha Ethernet-koHueHnTpaTope u HazHaueHue TymOnepa
Normal/Uplink?
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IIpakTuyeckoe 3ansaTue 4. Jlmarnocruxka Ethernet u TCP/IP
KontponbsHbie Bonpocst [13Ne2 (OT1K-1.2):

1.
2.

°osw

© oo~

[Tepeuncnure Habop crangaproB IEEE mis opranuzanuu 6ecnipoBogHoii cBsa3u WiFi?
VYkaxwure padodre 4acTOTHBIC Auana3onsl cranaaptoB 802.11a, 802.11b, 802.11g u
802.11n?

OO0bscHUTE Ha3HAYeHHE U (PYHKIUU CIEAYIONEro o0opy10BaHus: OECIpOBOIHAS CETEBast
kapta (WIC), Touka nocryna (AP), 6ecipoBoHoi Mapupytuzatop (WR)?

B gem 3akimogaercst pazauuue Mexay TononorusiMu oecnipoBoaHoi cetu Ad-hoc u Hotspot?
VYkaxure cnocods! ayTeHTU(UKauu OecripoBogHoro kiueHTa? [Ipusenure npumepsl
MPAKTHYECKOT0 UCIIOJIb30BaHUS YKa3aHHBIX CIIOCOO0B?

[TpuBeauTe crocoObl 3alIUTHI AOCTYIA K MH()OPMAIIMOHHON CTPYKTYpe OeCIIpOBOIHON ceTh?
Hatite onpenenenue nonsitusim: SSID, WPA, WEP, WLAN, OFDM, DSSS?

VYkaxure MeTO/1bl IePBOHAYATBHOTO KOH(UTYPHUPOBAaHUs Kjlacca OECTIPOBOIHOTO
obopynoBanus?

10. O6bscuute HeoOxoauMOCTh Ha3HaueHus [P-anpeca 6GecipoBogHOIM Touke qocTyma?

JlabopaTopHasi paGora Ne 3 AIMUHUCTPHPOBAHHE KOMMYTAIlUM IAKETOB B CeTAX
KontponbsHbie Borpocst JIPNe3 (OITK-1.2):

1.

2.

No ok w

© ®

VYkaxure OTIIMYUTEIbHbIE OCOOCHHOCTH B MPUHIIMIIAX PAa0OThI KOHIIEHTPATOpa U
kommyTaropa? [IpuBeanuTte mpuMep, OCHOBBIBAsCh HA CXEME MIPOCKTA.

Kakum 13 yka3aHHBIX B IPOEKTE yCTPOHCTB HEOOXOAMMO HATHYHE (HPU3MUECKHUX aTPECOB
(MAC)?

[lepeuncnure pexXxuMbl KOMMYTaIAN?

[IpuBenuTe pasHOBUAHOCTH KOMMYTATOPOB?

OOBbscHUTE, B UeM 3aKJII0YAETCS IPEUMYIECTBO arperupoBaHNs KOMMYTaTOPOB?

UYro npencrasisieT coboil Joruueckoe 00beIMHEHHE KOMMYTaTOPOB B CTEK?

VYKaxuTe MeTo bl PU3MYECKOTO MMOIKITIOYCHHUS IS YIIPABICHUS COBPEMEHHBIMH
KoMmyTaropamu? Ilepeunciute OCHOBHBIE CETEBbIE TPOTOKOJIbI YIPABICHUS aKTHBHBIM
000pyT0BaHNEM KOMITBIOTEPHBIX CETEH Mepeiaun TaHHbIX ?

Briienure oTuynTeIbHBIE OCOOCHHOCTH ACCUMETPUYHON U CHMMETPUYHON KOMMYTaIuu?
Berancanre mpomycKHyI0 criocoOHOCTh BHYTPEHHEH IMHBI KOMMYTALlUH, €CIIH KOMMYTaTOP
pabotaer B HeOoKupytomeM pexume U umeeT § FastEthernet-nopros?

1.3.2 Bonnpocsl, BBIHOCHMMBbIE HA 3K3aMeH M0 JUCHMILINHE KAIMHUHUCTPUPOBAaHUE CPeICTB
3ammMThl HHGOPMALUH B KOMINBIOTEPHBIX cucTeMax H ceTsax» (OIIK-1.2) (mpomexkyTounas
aTTecTanms)

CoN~wWNE

B pamkax kakoro Be6-cepBepa padotarot npmioxenus ASP.NET?
B yem 3akmovarorcs GyHKIMK aAMUHUCTpaTopa 06a3bl JaHHBIX?
Jaiite kaccupuKalyio U OMUIIUTE HA3HAYEHUE CETEBBIX SI3BIKOB.
JlaiiTe KIacCU(PHUKAIMIO CETEBBIX MOJICIICH.

JaiiTe knaccuUKAIIO TOMOJIOTHI KOMITBIOTEPHBIX CETEH.

JlaiiTe MOHATHE JIOKAIBHOM, KOPIOPATUBHOM U TI100anbHON ceTei.
JlaliTe XapaKTEpUCTUKY KaHAJIbHOMY YpOBHIO Mozenu OSI.

JlaiiTe XapakTepUCTHKY NPUKIaaAHOro ypoBHs moaenu OSI.

JlaliTe XapaKTEpUCTUKY ceaHCOBOro ypoBHs mozaenu OSI.

10 JlaiiTe XapaKTepUCTHKY CeTEBOMY ypOBHIO Mojenu OSI.

11. laiiTe XapakTepuCTUKY TpaHCIIOPTHOMY ypoBHIO Mozenu OSI.

12. JlaiiTe XapaKTepUCTUKY YPOBHIO IpeACTaBIeHUs JaHHBIX Moaenn OSI.
13. lnis wero ucnons3yercs nmpotokoia ICMP? IIpotokon ARP?
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14.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.

47.
48.
49.
50.
51.
52.

53.
54,
55.
56.
57.
58.
59.
60.
61.

J51g 9yero HeoOXOAUMBI TEXHOJIOTUH pa3paboTku BeO-npuinoxxenuit (rakue kak ASP.NET, PHP,
Ruby On Rails u ap.).

Kak pa6oraet 3amumménneiii mporoxoa HTTPS?

Kak pa6oraetr npotokon HTTP u ans yero on HyxeH?

Kakum o6pazom B HTTP-coo0mennn 3arojoBKH OTIEISIOTCS OT Tela COOOIEHHs?
Ha ocHoBe kakux nHTep(eiicoB MOXKET B3aUMO/IeHCTBOBATh BeO-cepBep U BeO-IpUIIOKeHUE?
HazoBute Hanbomnee nomysipHbie peann3anuu BeO-cepBepoB.

Ha3zoBure ¢pyHKIMM KaHAJIBHOTO, CETEBOT0 U TPAHCIIOPTHOTO ypoBHEH Moaenu OSI.
Onumute knaceel [P-anpecos.

Onumure METOABI 3ALUTHI CETEN U MPUMEHEHUE MEXKCETEBBIX IKPAHOB.

Onuiure Ha3HaYeHWe U npuHLUI AeicTBus nporokosna TELNET.

Onuire Ha3HauYEHUE U IPUHIMI paboThl mpoTokosia ARP.

Onuiure Ha3HAYeHHE U IPUHLUI paboThl poTokoia FTP.

Onuiure Ha3HAuYEHUE U MPUHIMI paboThl mpoTokosa POP3.

Onuiure Ha3HAYeHHE U IPUHLIKI paboThl IpoToKoiaa PPP.

Onuimre Ha3HAUYEHUE U IPUHIMI paboThl mpoTokosa SLIP.

Onuiure Ha3HAYeHHE U IpUHLKI paboThl mpoTokoia UDP.

Onuire Ha3HauYeHUe U NpUHIMI paboTel TexHojoruu FDDI.

Onwummte Ha3HAYEHUE U TIPUHIHITEI PaOOTHI 3JIEKTPOHHOU MOYTHI.

Onuiure HazHaueHue U padoty mpotokona TCP.

OnumuTe Ha3HAYEHUE, TPUHITUT paOOThl U PA3HOBUIHOCTH OpaHIMayd3pOB.
Onumre npuHIUNI paboThl U Ha3HaueHue npotokon SMTP.

Onuiurre TpUHLIKI pabOThl KOHIIEHTPATOPOB U CETEBBIX MOCTOB).

Onummre npuHmn padotsl cereBoit TexHoinorun ETHERNET.

OnumuTe TPUHIMI pabOThI CETEBBIX YCTPOUCTB (KOMMYTATOPOB M MapIIPyTH3aTOPOB).
OnuiuuTe NpUHLIHUIIEI apPECallii XOCTOB CETH.

Onwumure npotokon IP, ero ocHoBHBIE 3a1aun.

Onummre paboTy CeTEBBIX MOCTOB.

Onuire paboTy CEeTeBBIX HIUTIO30B.

Onummre crnoco0 nepenayu JaHHbBIX B CETAX ¢ KOMMYTAllUeH MaKeToB.

Omnuire cnocoObl epeaayy TaHHBIX B CETAX C KOMMYyTAIMel KaHaJIOB.

OnummTe CTPYKTypy U npuHIuIbl aapecanun XxoctoB B INTERNET.

Onuire UK 00paboTKH 3ampoca K BeO-IPUIIOKEHUIO OT KJINEHTA.
Oxapakrepusyite kaxasiii u3 ypoBHer apxuTekTypbl ANSI-SPARC Onumurte Ha3HaueHue u
npuHIUn padotsl nporokoia ICMP.

[Tepeuncnure u naiite kpatkoe onucanue ciyk6 INTERNET.

[Mognepxka B J2EE

[TosicauTe IpUHIUTT PaOOTHI YTUIUTHI Ping.

[TosicHuTe MpUHLUT pabOTHl YTHIIUTHI tracert

[Tosicaute, mis yero npeanasHayena mojenb OSI? I'ne ona npumensercs?
[Tpenmer Web-nporpamMmmupoBaHusi, €ro 0co0eHHOCTH. Paznuuus B mporpaMMUpOBaHUN Ha
CTOPOHE KIIMEHTA U cepBepa. THCTpyMEHTHI M TEXHOJIOTUH IPOrPaMMHUPOBaHUS.
IIpusenure npumepsr HTTP-3aronoskos HTTP-3anpoca u HTTP-orBera.
[Iporokon HTTP. Ctpykrypa 3anpocoB 1 OTBETOB.

Pabota ¢ 6a3o0it nanubix. JDBC

Pabora ¢ 6a3oii nanusix. OR — Mapping. JPA API

Crex Texnonoruii J2EE. OcHoBHbBIE BO3MOKHOCTH M KOMIIOHEHTBI.

Texnomorust AJAX u ee koMrmoHeHTbl. OcOOEHHOCTH (POHOBBIX 3aITPOCOB.
Texnonorus AJAX. Metoasl 0OMeHa JaHHBIMHU C CEPBEPHBIMU CLIEHAPUSIMHU.
Texnomorust AJAX. Meroasl 00pab0OTKH COOBITHI B JOKYMEHTE.

Texnonorua AJAX. @opmaTsl NEpPEIaBAEMbIX JAHHBIX.
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62. Tpanzakiuu - ACID, ypoBHU H30JSIIUU B OJIOKHPOBKU. AJITOPUTM «OTITHMHCTUYCCKUX
650kMpoBOKY. JlaiiTe XapakTepucTuKy pusnueckoro yposHsa mojenu OSI.

63. Uem CGI otnmuaercs ot [ISAPI?

64. Yem otnuuaercsa moaens DARPA (DoD) ot monenu OSI? Kak Bbl gymaere, mouemy?

65. Uem OTIIMYAIOTCSI CAMMETPUYHBIE aJTOPUTMBI IU(GPOBAHKS OT ACUMMETPHYHBIX ?

66. Uto npexacrasisier coboit TpexypoBHeBas apxutektypa ANSI-SPARC; kakoBo ee HazHaueHue?

67. Yro takoe RFC? B ¢aiinax kakoro popmara uznarorcss RFC?

68. Uto Takoe Opaysep?

69. Uto Takoe BeO-puIIOKCHHE?

70. Yto Takoe BeO-cepBep?

71. Yo Takoe BUPTyaIbHbIN XOCTHHI?

72. Yto takoe 3aroioBku HTTP-coo0mienus u A 4ero OHU HyKHBI?

73. Uto Takoe koMMyTaTophl? OMUIINTE TPUHIHIT UX PAOOTHL..

74. Yto takoe metoxg HTTP-3ampoca?

75. Uto Takoe meTo bl mudpoBaHus U aemudpoBaHus cooOmeHuit? i 9ero oHu MpUMEHSIOTCS?

76. Uto Takoe npotokoin? Kakue npoTokossl BXoasT B coctaB creka TCP/IP.

/7. Yo Takoe My NpuiIoKEeHUs?

78. Uto Takoe ceTeBble NPOTOKOJIbI? ONUILIUTE TUIIBI TIPOTOKOJIOB.

79. Uro takoe cratycHbiii kox HTTP-otBeTa?

80. Uro takoe teno HTTP-cooOwenus?

81. Yto Takoe TexHomorus ATM?

82. Yto Takoe XocTUHI? ONUIIUTE IPUHIUI €r0 pabOThl U MPEI0CTABISIEMbIE CEPBHCHI.

2. MeToauyecKkue MaTepuajbl, ONpeaesiioIie MPoueIypbl OLleHNBAHUS 3HAHUI, yMEHUI,
HABBIKOB U (WJIN) ONBITA 1eATEJILHOCTH, XapAKTEePHU3YIOUIHUX 3TaNbl ()OPMHUPOBAHUSA
KOMIIeTeHIIMH

Ilopaook u memoourka npoeedenus NPOMeEHCYnoUHOU AammecCmayuu u mexKyuiezo KOHmpons

[IpemycMOTpeHBI CIIEIYIOIINE BUIBI KOHTPOJIS:

- TEeKyUIMl KOHTPOJb MO KaXKIOMY MOIyN0 — B ¢GopMe HamMCaHMs TecTa AJs OLIEHKH
TEOPETUYECKUX 3HAHUM;

- TeKYIIUHA KOHTPOJb MO KaKIOMY MOAYJIO — B (h)OpPME OTYETOB IO JTaOOpaTOPHBIM paboTaM U
MPAKTUYECKUM 3aHITHSIM ISl OIEHKU MIPAKTHYECKUX HABBIKOB;

- IPOMEXKYTOYHAsI aTTECTALMsI 110 IUCHUIUIMHE — B OpME 3K3aMeHa.

Texymuii KOHTPOJb YycCleBaeMOCTH B (opme 3ammThl 1a00paTOPHBIX U MPAKTUYECKUX
MIPOBOAMTCS B JIBA ATara:

- 1-i1 srTam: HOMyCK K BBHINOJHEHUIO J1a0OpaTopHOM paboTBl — MpOBOAUTCS B (opme
MMMACbMEHHOU «JIeTydku» (5-10 MHH) ¢ HENbI0 KOHTPOJIS 3HAHUK OOYYaloIIUXCS TEOPETHUECKOU
gacTu J1a00paTOpHOI padOTHI U TOTOBHOCTH K BBHITIOJTHEHHIO MPAKTUICCKUX UCCIICIOBAHUI;

- 2-i dTam BBINIONHAETCS 1O OKOHYAHMM KaXI0W jabopaTopHON paboOThl (IMIPaKTHUUECKOTO
3aHATUSA) B (opMe WHANBUAYATHHOTO COOECETOBAHMS TIO BBIMOJHEHHBIM HCCIEAOBAHUSAM WU
pacueraM. [IpoBoauTcs € 1LENBI0O KOHTPOJS 3aKpeIJICHUS TEOPETHUECKOM dYacTh Marepuaia u
CTETICHH OTPa0OTKH 00YYarOIIMMCSI MPAKTUIECKUX HABBIKOB MCCIIEAOBAHUS HA ammapaType.

TecToBBIII KOHTPOJb YCBOEHHS JIEKIIMOHHOTO MaTepHalia BBIMIOJHAIOTCS B BHUJE KOPOTKOTO
MUCHMEHHOTO WJIM YCTHOTO OTBETA HAa OJHMH BOMPOC, U3YUYCHHBIN Ha MPEbIIyIIel JISKIIMA B Havale
KaXJ10i mocnenytomiei gexknuu. OTBET Ha Bompoc maeTcs B TeueHue 5-10 munyT. Takum oOpaszom,
nocjae JEeKIHOHHOTO Kypca KakJoro MOAyJs (GopMmupyeTcst oOmas OIeHKa 3a TEOpETHYECKHE
3HaHUS.

C 1enplo MOBBIIICHUSA KadecTBAa OOYYEHHUsS 3a CUET MOOYXKACHUS OOYyYaroUIMXCS K aKTHBHOM
TeKyIed ydeOHOW paboTe, YETKOro M ONEPATHBHOTO KOHTPOJISI BCETO X0/a ydeOHOTo Mporiecca,
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CHWD)KCHHSI POJIH CITy9allHBIX U CYOBEKTHBHBIX (DAKTOPOB MPU OICHUBAHUHU yU4COHOU NEATEIHHOCTH
o0Oy4aromuxcs B 00pa3oBaTeIbHOM MPOLIECCe peaan3oBaHa MOAYIbHO-PEUTUHIOBAsI CHCTEMA.

[IpaBuia ee ucnonb3zoBanus nponucansl B «[lonoxennn 06 MPCy.

HabGpannbie oOyyaromumMcesi B paMKax TEKYIIEro KOHTPOJIsl 0ajibl MOTYT OBITh TIEPEBE/ICHBI B
OIICHKY:

- «HEYIOBIETBOPUTENHHO» - 0T 0 10 40 OT MaKCUMAJILHOTO KOJIMYeCTBa OAJIOB;

- «YIOBIETBOPUTEIBHO» - OT 41 10 60 MaKCUMATBHOTO KOJIMYECTBA OAJIIOB;

- «xopotio» - ot 61 g0 80 MaKCUMaTbHOTO KOJIMYECTBA OAIIIOB;

- «otanuHo» - oT 81 1o 100 MakcHMMaILHOIO KOJIMYECTBA OAJIIOB.

CooTHOIIIEHNS MaKCUMAJIBHOTO KOJM4YecTBa 0ajsioB, MOMYyUYEHHBIX 00ydYarommMces Mo OJokam
MojyJiel, moka3aHsl B Tabnuue 1.

Tabnuma 1 - Pacnpenenenue 0amioB Mo MOIYJSAM TUCHUILUIUHBI « OCHOBBI HH(DOPMAIIHOHHOM

0€30MacCHOCTH»
Monaynb Bcero 6annos Teopetnueckuii 6510k |[IpakTuyeckuit 610K
(MakcumainbHoe 3Hauenue) |(TecToBbIl KOHTPOIIB)
Monyb 1 50 10 40
Monynb 2 50 10 40
JK3aMeH 100

Teopernueckuii 60K OIEHUBAETCS IO pe3yJIbTaTaM TeCTOBOTO KOHTpoJis. [IpakTrdeckuii 610k
OIICHUBACTCS MO PE3yJbTaTaM BBIMOJTHEHUS JTaOOPAaTOpHBIX PabOT M 3aJaHUil Ha MPAKTUYECKUX
3aHATUSAX.

Ha sk3ameHe MpoOM3BOJIUTCS OLIEHKA T€X KOMIIETCHIIUW, KOTOPBIC JOJKHBI OBITH B TOW WIIU
uHOM (¢dopMe OCBOEHBI B Tpolecce u3yudeHusa. Pexomenmyercss ¢GOpMHUPOBAaTH BOMPOCH B
9K3aMEHAIIMOHHBIX OMJIeTaX TakKuM 00pa3oM, YTOOBI MPENo/IaBaTelh CMOT OLIEHUTh BCE KOMIETCHITHH
JAHHOM THCLMIUIVHBI.

3 IIpoMexkyTOYHAsI aTTECTANUA

[IpomMexyTouHas aTTecTalys MPOBOAUTCS B (popMe dK3aMeHa. DK3aMeH MPOBOAUTCS IO
pacnrcCaHuro HpOMG)I(yTO‘-IHOﬁ aTTCCTAllM B YCTHOM BUAC 1O 3K3aMCHAITUOHHBIM 6HHeTaM.
Pe3ynbTathl arTecTaliuy 3aHOCATCSA B BEJOMOCTh M 3a4E€THYIO KHUKKY 00y4aromerocs.

O06paselr HK3aMEHAIIMOHHOTO OWIIeTA.

MHHHUCTEPCTBO IUDPPOBOI'O PASBUTHA, CBA3U
1 MACCOBBIX KOMMYHUKAIIUHA POCCUNCKOM ®EJEPAITAM | YTBepKIaro

Cesepo-Kaskaszckuii ¢punman opiaena Tpynosoro Kpacnoro 3namenn 3aB. xadempoit «MBT»
(beaepanbHOro ToCyIapCTBEHHOTO OIOKETHOTO 00pa30BaTeIbHOTO Coxkonos C.B.
YUIPEKICHUS BBICUIEr0 0Opa3oBaHms « » 20 T

«MOCKOBCKHI TEXHUUECKHH YHUBEPCUTET CBS3U M HH()OPMATUKID

Hanpasnienne noarorosku: 10.03.01 Hughopmauuonnan dezonacnocmen

Kypcsr: 3

Jucuurinba: AOMUHUCIMPUPOSAHUE CPEOCME 3auyUmbl UHDOPMAUUU 8 KOMNBIOMEPHBIX CUCHIEMAX U
cemsax

bunet Nel
1. Uctopus pa3BuTus cpeAcTB 6€30MaCHOCTH HH(POPMALIMOHHBIX CHCTEM.
2. CBs13pb anmnapaTHoOM U MPOrpaMMHOI COCTaBIISIFOIINX.

« » 20 r. Houent kadeapsr «1BT» Tkauyk E.O.

OO0un KoMnIeKm OmneuamaHtblx HK3AMEHAYUOHHBIX OUIeMO08, NOONUCAHHBIX Npenodasamenem
Kageopsl u YymeepiHcOeHHbIX 3a8edVIouUM Kagheopol Xpanumcs y 3agedyroweco kageopotl, opyeoll
KOMNIeKm — y npenooasameis, 6e0yujeco OUCYUNIUHY
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4. TecToBble 32/1aHUS MO TUCHUILINHE KAJIMUHUCTPUPOBAHHUE CPEACTB 3aIUUTHI HH(OPMALMHU B
KOMIIBIOTEPHBIX CUCTEMAX U CETAX)»

TecroBble 3a1aHus TO3BOJISIOT OLEHUTH YPOBEHb chopMupoBaHHOCcTH KoMmeTeHunu OITK-1.2;
3amanus pacupezeneHsl Mo 6J0KaM B COOTBETCTBUH C YPOBHEM CIOXKHOCTH. KaxKapIii OJIOK CONEPKUT
HOMED 3a/laHusl, U TEKCT 3aJJaHus.

bazoBblil ypoBeHb copepkUT npumepHo 50 % 3aganuil.

OH ¢opmupyercs U3 3agaHMid ¢ BBHIOOPOM OJHOIO WJIM HECKOJIIBKUX BEPHBIX OTBETOB M3
MPEUIOKEHHBIX WM BOCIIPOM3BENCHHS (HAKTUYECKOTO MaTepuana (TepMHHOJOTHS, (DaKTHI,
KJaccuukanus, mapaMmerpsl U ap.);

[ToBbIlIEHHBIN YPOBEHB B CpeHEM cocTaBisteT 35 % 3anaHuil.

B Hem ucnonp3yroTes 3ajaHus Ha CONOCTaBIIEHHE, CPAaBHEHHE, YCTaHOBJIEHHE TIOCJIEI0BATEIbHOCTH;
Bricokuil ypoBeHb B cpeiHeM cOCTaBIAOT — 15 % 3ananuil.

B 3amaHuM MCHonb3yrOTCA: pELICHMs HETHIOBBIX 3a7ay, aJrOpUTMBbI, J10Ka3aTeNbCTBa, 33aJaHHs C
pa3BEepHYTHIM OTBETOM — OIPEEIICHHS, IEPEYHCICHNE, H300paKEHUE CXEMBI, CTPYKTYPHI U JI.
KonunuecTBo 3ananuii no kaxaon komnereHuuu pasHo 20. Beero 40 3ananuid.

Kitoun k oTBeTaM mpecTaBieHbl B OTACIBHON Ta0uIIE.

OIIK-1.2
CnocodeH aIMMHUCTPUPOBATH CPeACTBA 3AIUTHI HH(POPMALUH B KOMIILIOTEPHBIX CHCTEeMAaX U
ceTsix

BJIOK A (6a30Bblif ypoBeHb) — 3a7jaHle C BHIOOPOM OJHOTO WJIM HECKOJIBKUX BEPHBIX OTBETOB U3
MIPETI0KEHHBIX

Hucmpyrkyus no mecmam broxa A: I[lpouumaiime mexcm u evibepume 0OUH Ul HECKOIbKO
NpABUNLHBIX 0OMEENno8

Ne

TexcThl 3agaHui
3aJJaHUs

1 Kakas KOMaHAa MO3BOJISACT IMPOBEPUTH HAJIMINE COCAUHCHUA MCKIAY xocTaMu?:
1. netstat

2. nbtstat

3. ping

4. ipconfig

2 Kakas KOMaHJ1a IT0O3BOJISACT OTO6pa3I/ITB AKTHUBHBIC CETCBBIC NOAKIIHOYCHUS U ITOPTHI COCZ[HHCHHﬁ?
1. netstat

2. route

3. ping

4. ipconfig

3 Kakast komaH/1a M03BOIISIET 0TOOpaKaTh U U3MEHSTH TaOIHIly MapIIpyTH3ALUU?
1. netstat

2. route

3. ping

3. ipconfig

4 Kakast komaH/1a Mo3BOJIET OTOOPA3UTh CITUCOK CYIIECTBYIOIIUX CETEBBIX alanTepoB?
1. netstat

2. nbtstat

3. ping

4. ipconfig

5 Kakast komaH/1a M03BOIISET cenaTh 00IIMM ceTeBbIM pecypcoM ¢ mmeHeM MyCommonName nokansHyo
manky D\USERS\MyFolder?

1. net share MyCommonName=D:\USERS\MyFolder

2. net use MyCommonName=D:\USERS\MyFolder

3. net config MyCommonName=D:\USERS\MyFolder

4. net name MyCommonName disk=D:\USERS\MyFolder

6 3anummTe KOMaH/Iy, MO3BOJISIFONIYIO TIOAKITIOUHTh B KAUECTBE CETEBOro aucka J: obmryro mamky CommonDir
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Ne
3a7aHus

TexcTol 3agaHui

Ha kommbrotepe US112-SRV.

1. net share J: \US112-SRV\CommonDir

2. net use J: \US112-SRV\CommonDir

3. net config J: WUS112-SRV folder=CommonDir

4. net name disk=J: server=US112-SRV folder=CommonDir

Kakas ciy:x6a Windows mo3BossieT UCIoib30BaTh 00IIHE PeCypChl ceTh (ManKyu U IPUHTEPHI)?
1. SERVER

2. WORKSTATION

3. NetBIOS

4. CONNECTION

Kaxkast koMaH;1a MO3BOJISIET BEIBECTH CITMCOK 3aMyINEHHBIX MPOIeccoB Ha KommbroTepe \\admin-is?
1. tasklist /s \admin-is

2. taskenum \\admin-is

3. commandlist /computer \\admin-is

4. processid /s \\admin-is

3anuiure KoMaHIy, co3naronryto rpynmy MyOwnGroup ¢ oJHOMMEHHOW Y4eTHOI 3alKChI0 B KAYeCTBE
JIOKQJIbHOMW TPYIIIBI B JOMEHE tC.rosnou.ru.
1. dsadd group “OU=MyOwnGroup, DC=TC, DC=ROSNOU, DC=RU”
—samid MyOwnGroup —scope |
2. dsadd group “CN=MyOwnGroup, DC=TC, DC=ROSNOU, DC=RU”
—samid MyOwnGroup —scope |
3. dsadd group “OU= MyOwnGroup, DC=TC, DC=ROSNOU, DC=RU”
—samid MyOwnGroup —localgroup
4. dsadd group “CN= MyOwnGroup, DC=TC, DC=ROSNOU, DC=RU”
—samid MyOwnGroup —group=local

10

Kakast koMaH1a o3BOJISIET, YCTAHOBUTH Mapoib P@SSwOrd st mosis30BaTeNst ¢ YIETHOM 3aHChIO
NewUSER B nomene TC.

1. NET PASSWORD p@sswOrd /JUSER NewUSER /DOMAIN

2. NET USER NewUSER /PASSWORD p@ssw0rd /DOMAIN TC

3. NET USER NewUSER p@sswOrd /DOMAIN

4. NET /JUSER NewUSER p@ssw0Ord /DOMAIN TC

BJIOK b (noBbllIEHHBIN YPOBEHB) — 3aJaHUE 3aKPBITOTO TUIA HA YCTAHOBJIEHUE COOTBETCTBHUS
Hucmpykyus: [Ipouumatime mexcm u yCmanosume coomeemcmeue

Ne
3aaHus

TexkcTnl 3amanuit

11

YcTaHoBUTE COOTBETCTBHE MEXAY Ha3BaHUAMM CETEBBIX ITPOTOKOJIOB U UX (‘1)yHKI_[I/IHMI/IZ
1. SSH

2. http.

3. ftp

A. IIpoTokon nepenauu (aiyioB Mo ceTH.
B. CereBoii mpoTOKOJ [Ist 6E30MACHOT0 TOCTYMA K YIAIEHHBIM KOMITBIOTEPAM U CEPBEPAM.
B. IIpoTokos npuKiIagHOTO YpOBHS, pa3pabOTaHHBIHN [yl OOMEHa JaHHBIMU MEXTy KJIHNEHTOM U CEPBEPOM.

12

Y cTaHOBUTE COOTBETCTBHE MEXY OCHOBHBIMY TUIIAMHU YIPO3, XapaKTEPHBIX JUIS KOMIBIOTEPHBIX CUCTEM, U
MIPUMEPaMH UX peaTH3aliH:

1. Jloruueckue yrpossl;

2. ®u3nyuecKue yrpossl;

3. HenpaBuibHOE ynpaBiIeHUE JOCTYTIOM;

A. HecaHKITMOHUPOBAHHBIA JOCTYI K 000PYAOBaHHIO.
b. BpenoHOCHBIN KOJ, BCTPOCHHBIN B IIPUJIOKCHHUS.
B. Ha3snaueHue H30bITOUHBIX IIPaB IOJIb30BATEIAM.
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Ne
3a7aHus

TexkcTol 3agaHuit

13

YCcTaHOBUTE COOTBETCTBHE MEXKIY THIIAMU MEPONPHATHH IO 3alUTe KOMIBIOTEPHBIX CUCTEM H UX
OIIUCAHUSMHU:

1. TexHHUUECKHE MEPOIPUATHS;

2. IIponenypHble (MWIM aAMUHUCTPATUBHBIE) MEPOIIPUATHS;

3. dusnueckue MEepOnpUsATHS;

A. TlpuMmeHeHne OpraHU3alMOHHBIX MEP U COBOKYITHOCTHU CPEJCTB, CO3AAIOUINX MPEISITCTBUE I
IIPOHWKHOBEHHS WM JIOCTYIIa HEYTIOJTHOMOYEHHBIX (PU3NYECKHUX JIUII K 3aIIUIaeMOM;

b. O6ecnieuenne 3anuTs! (KOHGUACHIMAIEHOCTH, IEITOCTHOCTH, JOCTYITHOCTH) coaepxarueiics B OC
MH(OPMANXH MTPH TTOMOIIH TPOTPAMMHBIX W TEXHUYECKHX CPEJCTB;

B. Pa3pa0oTka 1 mpuMeHEHNE CTaHAAPTOB, TPEOOBAHHM, PETJIAMEHTOB M IPOYMX HOPMATHUBHBIX IOKYMEHTOB,
HaIlpaBIICHHBIX Ha 00ECIICUEHNE 3aIHUTHI, CoJepKaleiica B cucteMe nHpopmannmy;

14

YcTaHOBUTE COOTBETCTBHE MEXK/Yy BO3MOXKHBIMU PUCKAMHU B KOMITBIOTEPHOM CHCTEME U MX MOCIICICTBUSIMU:
1. TToTeps uenocTHOCTH;

2. Iotepst KOHPHUICHIMATHHOCTH;

3. [loteps HyHKIUOHATIBHOCTH,

A. MaHunymsiuu ¢ JaHHBIMU;
b. HecankumoHnpoBaHHOE NOTyYeHE HHPOPMAIINH;
B. IloTeps nnm pa3pylieHUE TaHHBIX.

BJIOK b (noBbIlIeHHBIH YPOBEHB) — 3a/IaHNUE 3aKPBITOTO TUTIA HA YCTAHOBIICHHE
MOCJIeI0BATENILHOCTH
Huempyxyusa: Ipoyumatime mexcm u ycmaHosume npaguibHy0 NOC1e008amelbHOCb

Ne
3aaHus

TexkcTnl 3amanuit

15

YcTaHOBUTE IPaBHIIbHYIO MOCIIEI0BATENLHOCTD 3TAIlOB KOHTPOJIS IOCTYIA TOIb30BATElNs IIPH BXO/IE B
KOMIBIOTEPHYIO CHCTEMY Ha OCHOBE ONIEPAIlIOHHOM cucTeMbl cemeiicTBa Unix:

1) Ionp30Barens BBOAUT MApOib, KOTOPBIM MpeoOpa3yeTcs B XEIl U CPABHUBAETCSI C XCILIEM, COJIEPKAIINMCS
B CHELIMAIBHOM XpaHIIHUILE

2) Ilonp30Batens BBOAUT CUMBOJIBHOE UMSI (JIOTHH), JJ11 KOTOPOTO MIPOBEPSETCS €ro HaJMuue B
CHENHaTU3UPOBAHHOM XPaHUIIHIIE

3) Peanuzyercs goctyn nons3oBatelisi K 00beKTaM CUCTEMBI B COOTBETCTBHH C NPaBaMy JIOCTyIa K HUM Ha
OCHOBE JUCKPEIMOHHON MOAETH

4) IlponcxoauT NMPUCBOEHHE TOJIF30BATEIO YUCIOBBIX uaeHTudukaropos UID n GID

16

YcTaHOBUTE NMPaBIIIBHYIO ITOCIIEA0BATEIEHOCTD ATAIIOB JOCTYIIA I0JIb30BATENs K KOMIIBIOTEPHOH CHCTEME:
1). ABTropu3arys,

2). Unentudukaus

3). AyteHTHUKAIHA

4). Pacumdpopanne 3ammppoBaHHBIX JAHHBIX

17

YcraHOBUTE MPABIIIBHYIO IIOCIIEA0BATENEHOCTE ITAIIOB IIPOLIECcCa PearnpoBaHys Ha HHIUACHTHI B
KOMIIBIOTEPHOII cucteme:

1. Unentudukanus, 2. Jluksuaanus, 3. Ynyamenune, 4. [TonroroBka, 5. Bo3Bparmienue k padote, 6.
CrepxuBaHue.
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BJIOK B (BbIcOKMI ypoBeHb) — 3a/laHu€ OTKPBHITOTO THIIA C PAa3BEPHYTHIM OTBETOM
Hncempyxkyus: [Ipouumatime mekcm u 3anuuwiume 060CHOBAHHbIU OMEeEMm

No .
TekcThI 3a1aHmi

3aJlaHus

18 U3 KaKkuX MOJACUCTEM COCTOUT KOMIUIEKC MPOTPAMMHO-TEXHUYECKUX CPEICTB U OPraHU3AIMOHHBIX
(TIporieAypHBIX) PEeIICHHH 1O 3auTe HHGOPMAIIMU OT HeCaHKITMOHUpoBaHHOTO qoctyna (HC) k
KOMIBIOTCPHOH CHTEME:

19 [Tudpoanre obeceYMBaET TAKKE COCTOSHUS 0€30MacHOCTH HH()OPMAIMKA B KOMITBIOTEPHOM CHCTEME, KaK

20 Mepsl 110 JOCTHIKEHHIO TPeOyeMOro YPOBHS 3aIlUThl HHPOPMALIUK B KOMIILIOTEPHOW CUCTEME OT

HECaHKIIMOHUPOBAHHOTO JIOCTYIa ChOpMyITHPOBAHBI
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CucreMa OlleHHBAHHUSA BBINMOJHEHUS TECTOBLIX 3aganuii mo komnerennuu OIIK-1.2

Howmep
3a1aHUS

'YKa3aHus 1o OICHUBAHUIO

Pe3ynbpTar oleHMBaHUS

(GasTbl, TOTyYSHHBIE 3 BBITTIOJIHCHNE
3aJJaHNs/XapaKTEPUCTHKA
NpaBUJILHOCTH OTBETA)

Saganus 1-10

3agaHus ¢ BBIOOPOM OJJHOTO MJIU
HECKOJIbKUX BEPHBIX OTBETOB M3
[IPE/UI0KEHHBIX CYMTACTCS BEPHBIM, €CIIN
[PaBUIBHO YKa3aHa Iudpa uiu uudpsl,
03HAYAOIIME BEPHbIE OTBETHI.

CoBniajicHHE ¢ BEPHBIM OTBETOM
ollecHHBaeTCs 1 Gamiom;

HEBEPHBIN OTBET WJIH €TI0 OTCYTCTBUE -
0 6amoB.

3amaHus 3amaHus 3aKPHITOTO THITA HA ycTaHOBICHHE ([[0HOE COBMAaIeHUE C BEPHBIM

11-14 COOTBETCTBHS CUYMTACTCS BEPHBIM, €CITH OTBETOM OLICHHUBAETCS 1 OajioM;
MIPABIJIBHO YCTAHOBJICHBI BCE COOTBETCTBUS [HEBEPHBII OTBET WM €r0 OTCYTCTBHE -
(TIO3UIIMU U3 OHOTO CTOJIOIA BEPHO 0 OasuIoB.
COTIOCTABJICHBI C MO3UIUSIMU JIPYTOTO)

Samanus 3agaHud 3aKpbITOrO TUIA HA ycTaHOBJNIeHHE [[[omHOE coBManeHue ¢ BEpHbIM

15-17 [0CIIeI0BATEILHOCTH CUUTACTCA BEPHBIM,  [0TBETOM OLIEHMBaeTcs | GaysioMm; eciu
€CJIM MPABWJIBHO yKa3aHa BCS TTOTTYIIICHBI OIUOKH WA OTBET
[10CIIe10BaTEeIbHOCTD LUGD orcyTcTByeT- () 6asioB.

3agaHust 3agaHre OTKPBITOrO TUMA C pa3BepHYThIM  [[[OJIHBIN NMPaBUIIBLHBINA OTBET HA

18-20 OTBETOM CUMUTAETCS BEPHBIM, €CJIH OTBET 3a7jaHue OLICHUBACTC 3 OaljlaMHu; €CIIH

COBITAAACT C OTAJIOHHBIM 110 COACPIKAHUIO U
IIOJIHOTC.

oIy TIeHa O/THa
OIIMOKa/HETOYHOCTH/OTBET
MpaBUJILHBIN, HO HE TIOJIHBIN - 1 Oai,
€CJIM JOIYIIEeHO 0oJiee OTHOM
OIIMOKHN/OTBET HEMPABUIIHHBIN/ OTBET
oTcyTcTBYeT- () OaJIIOB.
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Kiroun k TecTOBBIM 3aaHUAM 10 oneHke kommnerenmuu OIIK-1.2

Ne 3amanus  |BepHblil OTBET
1 3
2 1
3 2
4 4
5 1
6 2
7 1
8 1
9 3
10 2
11 1 2 3
b B A
12 1 2 3
b A B
13 1 2 3
b B A
14 1 2 3
A b B
15 2.3,1, 4.
16 1,3,2.
17 4,1,6, 2, 3.
18 - Kpurnrorpaduieckas nojcucreMa
- MMOJICKHCTEMA YIIPABJICHHS TOCTYIIOM
- IIOJICHCTEMA 00€eCIIeYeHNs 1IETOCTHOCTH
- OJICHCTEMA PETUCTPAIIUH U YUeTa.
19 KOH(UICHIIMAbHOCTb, IIEIOCTHOCTh, HICHTU(DUIIUPYEMOCTh
20 PYKOBOJISITIIEM TOKYMEHTE «ABTOMATHU3UPOBAHHBIE CHCTEMBI. 3aIIUTa OT

HECaHKIIMOHUPOBAHHOTO J0cTyMa K nHpopmarmn. Knaccupukanus

ABTOMATH3MPOBAHHBIX CHCTEM M TPEOOBaHUSI 10 3aIIUTe WHHOPMAIIHN.
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IMpuioxenune 2

MeTtoauyeckue PEKOMEHIAIUMA 110 OCBOCHNIO THCHMUILJIMHBI

1. MeToanyeckue peKOMeHAAMH NPenoJaBaTe/IIo

[lepen HauasoM M3y4YeHHS TUCIMILIMHBI PENoaBaTesb JOJDKEH 03HAKOMHUTD 00YYatOLINXCs C
paboueii mporpaMMOl M OILCHOYHBIMH MaTepHaJlaMH 10 JWCIHUIUIMHE, C BUJIAMU YYCOHOUW W
CaMOCTOSITENIbHOW paboThl, MEPEYHEM JIMTepaTypbl U HHTEPHET-PecypcoB, ¢ (opMamMu Tekymei u
MPOMEXYTOYHOW aTTECTallud, C KPUTEPUSIMH OIICHKH KadecTBa 3HAHWN U WTOTOBOW OLIEHKH IO
JMCLUTUIAHE.

[Ipu npoBeneHnn NEKIMH, TPENOAaBaTeb:

1) bopmynupyer TeMy U 1eb 3aHATHS, OOBSIBIISET Y4eOHBIE BOIIPOCHI;

2) u3maraeT OCHOBHBIE TEOPETUUECKHUE MOT0KEHHUS;

3) ¢ THOMOIIBI0 TEXHHUYECKUX CPEICTB OOYYCHMS W/WIM TOJ 3alUCh JAeT OIpeaecsICHUs
OCHOBHBIX MOHSTHH, paCYETHBIX (POPMYIT;

4) TPOBOAWT TPUMEPHI U3 OTEYECTBEHHOIO M 3apyOeKHOTO OMbITa, JaeT TEKyIlue
CTaTHCTUYECKHE JaHHBIC I HATJISAHOTO M 00Pa3HOro MpPEACTaBICHNS H3Y4aeMOoro MaTepHraa;

5) B KOHIIE 3aHATHS BBIJACT BOIPOCHI I CAMOCTOSATEIILHOTO N3Yy4YEHUS.

Ha 3anATHMSX 51a00paToOpHOro IMHMKIA CJelyeT oOpaTHTh BHHMMaHHE Ha COOTBETCTBUE
BBIOMPAEMBIX 00YYAIONTUMCS CPEACTB BBITIOJHEHHUS PEIIaeMbIM B paboTe 3a1a4am.

Kaxnass naboparopHas pabora momkHa OBITH OdoOpMIIeHA M 3aIIMIICHa B COOTBETCTBHU C
TpeOOBaHUAMU. 3aMUTa TPOU3BOAUTCS TI0csie 0OPMIICHHS OTYETa 1Mo padoTe.

Bo Bpems BbIONHEHHMA 3aJaHUl B y4eOHOH ayauTOpud  OOydYaIOUIMMCS  MOXKET
KOHCYJIbTUPOBAThCS C MpernojaBaTesieM, ONpeaessaTh Haubonee 3(Q(eKTHUBHBIE METONbl PEIICHUS
MOCTABJICHHBIX 3a7ay. Eciam Kakas-To 4yacTh 3aJaHUsl OCTaeTCs HE BBIMOJHEHHOH, 00ydarouiuiics
MOJKET MIPOJOKUTD €€ BHIMOJTHEHHE BO BPEMsI BHEAYUTOPHON CaMOCTOSITENIbHOM pabOTHI.

Jnist OIIeHKH TOJTYYEeHHBIX 3HaHUI M OCBOEHHS yU4eOHOTo MaTepHala Mo KaxJIoMy pasjieiy U B
L[EJIOM T10 JUCHMIUIMHE MpernojaBaTellb UCIONb3yeT (POPMBbI TEKYILIET0 KOHTPOJISI M MPOMEKYTOUHOM
aTTeCTalluy 3HAHUH 00yYaIOIINXCSl.

2. MeToauveckne peKOMEHIANNH 00y4al0IIUMCS
[TpucTtynas K U3y4yeHHIO HOBOM yueOHOW NUCIMITIMHBI, 00yYaromuecs JOJKHBI 03HAKOMUTHCS
c paboueill mporpaMMoH, OIICHOYHBIMH MaTepHajlaMu, Y4eOHOH, HAYYHOH H METOAMYECKOU
autepaTtypoit, umerouieiics B OUOC CKD MTYCH,
'myOuHa yCBOEHHWS MWCHUIUIMHBI 3aBUCHUT OT AaKTHBHOM M CHCTEMAaTHYeCKOH paboThI
o0yyaromerocst Ha JIEKIUAX U MPAKTUYECKUX 3aHATHSX, a TAKXKE B XO/1€ CAMOCTOATENBbHOM paboThl, 10
M3YUYEHHUIO PEKOMEHI0BAHHOM JIUTEPATY PBI.

2.1 Memoouueckue yKkazanus 0na 00y4aruyuxcsa no J1eKyuoOHHbIM 3AHAMUAM

BaxxHo cocpenoTounTh BHUMAHHE Ha COACPKAHMM JIEKIUU. OTO TIOMOXKET JIyulle
BOCIIPUHUMATDH YUEOHBI MaTepHa U YSCHUTH B3aUMOCBS3b MTPOOJIEM IO BCEH AUCIUIUIMHE.

OcHOBHOE conep)kaHHe JIEKIUU lerecooOpa3Hee 3amuchiBaTh B TETPaad B BHJIE KIIIOUEBBIX
¢dpa3, TOHATHI, TE3UCOB, 00OOIIECHUI, CXeM, OIMIOPHBIX BBIBOJOB. HeoOxoauMo obOpaliate BHUMaHHE
Ha TEPMHUHBI, POPMYIUPOBKH, PACKPHIBAIOIINE COJIEPKAHUE TEX WM MHBIX SIBICHUNA U TMPOLECCOB,
Hay4HbIC BBIBOJIBI M MPAKTUYECKHE peKoMeHnanuu. JKenaTreabHO OCTaBJIATh B KOHCIEKTaxX IOJIs, Ha
KOTOPBIX JleJaTh TOMETKM W3 PEKOMEHJOBAaHHOM JUTEpaTyphl, JAOIMOJHSIOWIEH MaTepHal
MPOCITYIIIAHHOM JICKITUH, a TAK)KE TOTUYEPKUBAIOIINE 0COOYIO0 BAXKHOCTh T€X WJIM UHBIX TEOPETUUECKHUX
MOJ0XKEHHUH.
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C uenbio ySICHEHUS TEOPETUUECKUX MOJI0KEHUH, pa3pelIeHHs] CIIOPHBIX CUTYallMi HE00X0IUMO
3aJaBaTh MPEMOIAaBATEII0 YTOUHSIONIME BOMPOCHL. JIJisl 3aKpeIuieHHs COJICP)KaHUs JICKIIMH B MAMSTH,
HEOOXOMMO BO BpEeMsS CaMOCTOSITCIIBHOH pabOThl BHHMATEIHHO TIPOYECTh CBOW KOHCIIEKT H
JIOTIOJTHUTD €T0 3aHUCIMU U3 YIYCOHHUKOB U PEKOMEHIOBAHHOM JIUTEPATYPHI.

KoHcniekTnpoBaHue YMTaeMBIX JEKIMHA M WX MOCIenyromas 1opaboTka crocodcTByeT Ooee
riyOOKOMY YCBOCHHWIO 3HAHHM, W TO3TOMY SIBJSIFOTCS BaXXHOH (OpPMON y4eOHOW AESITeIbHOCTH
00y4Jaromuxcs.

2.2 Memoouueckue yKkazanus 0nsa 00y4arujuxca no n0020moeKe K 1ad0opamopHvim padomam

JlaGopaTopHble 3aHATHA MO 11000 y4eOHOW TUCHMIUIMHE IMPOBOJSATCS B COOTBETCTBUU C
paboueii mporpaMMoit 3TOK y4eOHON AUCIUIUIMHBI B YCTAHOBJICHHBIC PACTTUCAHUEM YaChl.

MHCTpyKTaX MO TEXHHKE O€30MacHOCTH, NMpaBWIaM MOXKapHOW O€30MacHOCTH U INpaBHIaM
BHYTPEHHETO pacHopsIKa B JJa0OPaTOpUH MPOBOAMTCS MPETNOAaBaTEIeM Ha IIEPBOM

nabopaTopHoM 3aHsATHH. Ha 3TOM e 3aHATHH 00y4aromuMcs COOOIA0TC:

- IpOrpaMmMa BCETO MPEACTOSIIEr0 Ja00pPaTOPHOTO IUKIIA;

- YCIIOBHUS B3aUMOJIEMCTBUS OOyuyaroIIuMXcs ¢ IpernojaBaTelieM B MPOIEcce BBITOJHEHHS
1abopaTOPHBIX padoT;

- YCJOBUSL KOHTPOJS CaMOCTOATENbHOM paboThl 0OydarolmMxcsi, BKJIOYas IpaBHiIa
oopmMIeHHsT 0TYETOB T10 JIAOOPATOPHBIM pabOTaM U MX TOCIEIYIOMIEH 3alHThI,

- Ipyrast Heooxoaumas uHGopMaIus.

Opranuzaiys 1a00paTOPHBIX padOT BKIIOYAET:

- CaMOCTOSTENbHYI0 BHEAyAUTOPHYIO MOJArOTOBKY OOYYArOIIErocsi K BBIIOJHEHUIO Kaxoi
OTJIeNbHOM J1a00paTOpHON pabOThl B COOTBETCTBUM C €€ NMPOrpaMMON B paMKax 4acoB, BbIJIEIECHHBIX
Ha CaMOCTOSITEIbHYIO IPOPAOOTKY MaTepHualia B IporpaMMe TUCIUILUIMHBI,

- BXOJHOW KOHTPOJIb MPENOJaBaTENIEM CTEIIEHU MOATOTOBIEHHOCTH KaXX0ro 00y4aromerocs K
BBINTOJIHEHUIO JTa00paTOPHBIX padoT;

- BBITMIOJIHEHHUE MTPOrPaMMBI JIAOOPATOPHBIX paboT B OJTHOM 00bEME;

- o(popMIIEHHE OTYETA U €T0 3aLIUTY KaKIbIM 00YJarOIUMCsI B yCTaHOBIICHHBIE CPOKH;

- (opMHUpOBaHME MPEMNOAABATEIEM PEHTHHIOB KaXKJIOTO0 M3 OOYYAIOLIMXCS IO pe3yjbTaTam
BBINOJIHEHUS U 3aLUTHI UM OTJENbHBIX JJA0OPATOPHBIX paObOT U UX LUKIIOB (MCHOIb3yeTcs: MoayJIbHO-
pPENTHHIOBasi CUCTEMA).

OreHKa KauecTBa BBIOJHEHUs Ja0OPATOPHBIX pabOT KaKIbIM OOydarOIIMMCS MPOU3BOIUTCS
MperoiaBaTesieM OT/AEIBHO 3a MOATOTOBKY K padoTe, €€ BBIITOJHEHHE U 3aIUTY.

2.3 Memoouueckue yKkazanus 0asa 00y4aouuxca no n0020moeKe K npaKmuiecCKum 3aHamuam

Llenbio MpakTUYECKUX 3aHATHUI SBISETCS 3aKpeIUIEHUE TEOPETHUECKUX 3HAHHM, MOIyYEeHHBIX
MIPU U3yYEHUH JUCLIUTUINHBL

[Ipy mOAroTOBKE K MPAKTHUYECKOMY 3aHITHIO IIE€JIeCO00pa3HO BBIMOJIHUTH CJEAYIOLINE
PEKOMEHIALNH:

- U3YYHUTb OCHOBHYIO JIUTEPATypy; O3HAKOMUTHCS C IOMOJHUTEIBHON JIUTEpPaTypOold, HOBBIMHU
nyOnMMKanKsIMU B IEPHOAMYECKUX U3AAHUAXK: KypHalax, razerax u T.1.;

- IpU HEOOXOIMMOCTH J0paboTaTh KOHCIEKT Jjekiuil. [Ipu sToM ydecTh pekoMeHIaluu
npernoiaBaTesisi ¥ TpeOOBaHUs y4eOHOM POTrpaMMBl.

[Ipy BBINOTHEHUM NPAKTHYECKUX 3aHATHH OCHOBHBIM METOJIOM OOyYeHHs SBISETCS
camocTosiTeNbHas paboTa oOydarolierocs Moj yIpaBlieHHEeM NpenojaBareis. Ha HUX MOMONHSAIOTCS
TEOPETUYECKHE 3HAaHUS O0YYaloUIMXCs, UX YMEHHE TBOPYECKH MBICIHUTH, aHAU3UPOBATh, 0000IIAThH
W3yYEHHBI MaTepHaj, IMpOBEpseTCs OTHOLICHHE oOydyaromuxcs K Oynaymei mnpodeccHoHalbHON
NESITEIbHOCTH.

OrneHka BBIMOJIHEHHOH pabOThl  OCYLIECTBISETCS MpPENoJaBaTesieM KOMIUIEKCHO: IO
pe3yabTaTaM BBITIOJIHCHHS 3aJJaHUH, YCTHOMY COOOIIIEHHIO U 0POPMIICHUIO PaOOTHI.

[locne moaBeneHUs WTOTOB 3aHATHSA OOydYaloLIMiics 00s3aH YCTPaHUTh HEIOCTATKH,
OTMEUYEHHbIE MIPETIOAaBaTeeM P OLIEHKE €ro PaboThlI.
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3. MeToauveckne peKOMEHIANNH I 00y4al0UIUXCS 10 CAMOCTOATEIbHOI padoTe

CamocrosTenbHas pabdoTa 0OydaroUIMXCs SIBJISETCS COCTAaBHOW 4YacThlO0 y4eOHOW paboThl U
MMEeT LENBI0 3aKPeIUICHNE M YTITyOJIeHHe TIOTY4YeHHBIX 3HAHUK W HAaBBIKOB, TIOMCK M MPHOOpPETEHHE
HOBBIX 3HAHUH, B TOM YHCJIE C UCIIOJIb30BAaHMEM aBTOMATU3UPOBAHHBIX 00YYarOIUX KYpCOB (CHCTEM),
a TakXKe BBIOJIHEHHE YYEOHBIX 3aJaHHid, IMOATOTOBKY K TPEACTOSIINM 3aHATHSIM, 3a4eTaM u
9K3aMEHaM.

CamocTosTenbHast paboTa BO BHEAYAUTOPHOE BPEMsI BKIIIOYAET B CEOSL:

- IOBTOPEHUE JICKIIUOHHOTO MaTepuana;

- MOJITOTOBKH K J1a00paTOpHBIM padoTaM (MPaKTHYECKUM 3aHATHSIM);

- U3y4eHus ydeOHOU M HayyHOU JINTEPaTyphl;

- pemeHus 3aa4, BIJAHHBIX Ha MTPAKTUYCCKHUX 3aHATHAX;

- MOJITOTOBKH K TECTUPOBAHUIO;

- BBIZICTICHHE HauOoJiee CIOKHBIX U MPOOJIEMHBIX BOIPOCOB MO M3Y4aeMOW TeMe, MOTydeHHUe
pa3bsCHEHUH M pEeKOMEHJAlMi 10 JaHHBIM BOMNpocaM C IMpenojaBaTeNsiMu Kadeapsl Ha UX
€)KEHE/IeTHbHBIX KOHCYJIbTAIHIX.

- TPOBEJCHHE CAMOKOHTPOJS IyTEM OTBETOB Ha BOMNPOCHI TEKYIIEro KOHTPOJS 3HAHUH,
pelIeHus IPeACTABICHHBIX B Y4eOHO-METOANYECKUX MaTepraiax Kadeapsl 3ajad, TeCTOB, HAMCAHHS
pedepaToB MO OTJAEIBHBIM BOIIPOCAM M3Y4aeMOM JUCIUIUIUHBL.

Joctuwxkenue nenei 3pPexTUBHON MOATOTOBKU OOydaroIIMXCS B By3aX HEBO3MOXKHO 0e3 uX
LIEJIEYCTPEMIIEHHOM camocTosTeNbHOW paboTsl. [Ipu 3TOM, Oe3ycioBHO, Helb3si 00OWTHCH Oe3
JKUBOTO OOIICHUSI U KOHCYJIBTUPOBAHHS CO CTOPOHBI MPO(eccopCKo-TIpenoaaBaTeIbCKOro CocTaBa
CamocrosTenbHas paboTa 00y4aromuxcs ABIseTCsS COCTABHOM 4acThio yueOHON paboThl U UMeeT
[ENBI0 3aKpeIICHHe W ynTyOleHue TOMYYeHHBIX 3HAHUM M HaBBIKOB, TOMCK W MPHOOpETEHHE
HOBBIX 3HAHMN, B TOM 4YHCIE C HCHOIb30BAHHEM AaBTOMATH3MPOBAHHBIX OOYyYaIOLIMX KypCOB
(cuctem), a Tak)Ke BBIOJHEHHWE YYEOHBIX 33JaHUM, TOATOTOBKY K TPEICTOSIIAM 3aHATHSM,
3ayeTaM M dKk3aMeHaM. OOs3aTelbHbIM KOMIIOHEHTOM CaMOCTOSITEIbHON paboThl 00ydaromuxcs
SBJISICTCS BHEAYAUTOPHBIN MPAKTHUKYM 110 HHOCTPAHHOMY SI3BIKY.

CamocrosarenbHas  pa0oTa  OpraHu3yercs  IpenofaBaTelisiMH,  O00ecleuynmBaeTcs U
KOHTponupyercss Kadeapamu. OHa TNpenycMaTpUBaceT, Kak IMpaBHIIO, pa3palbOTKy pedeparos,
BBINOJIHEHUE PACYETHO-TPAUUECKUX, BBIUMCIUTEIBHBIX pabOT, MOJEIUPOBAHMUA U JAPYIHX
TBOPUYECKUX 33JJaHUI B COOTBETCTBUH C yU4E€OHOI mporpaMMoil (TeMaTu4ecKUM IUIaHOM M3Yy4EHUS
JUCUUIUIMHBL). OCHOBHAs 11€7Ib JAHHOTO BUJAA 3aHATHH COCTOUT B OOYYEHHMH KYpPCAHTOB METOJaM
CaMOCTOSTEIIbHOM PabOThI C Y4eOHBIM MaTEPUATIOM.

Marepuan, noanexamuid o0pabOTKE Ha CaMOCTOSTEIbHBIX 3aHATHSX, HaMeuaeTcs IpHU
pa3paboTke MpOrpamMMbl CaMOCTOSITENIBHON paboThl. OTMBIT, HAKOIUICGHHBIM Kadenpamu B
OpraHu3allii CaMOCTOSITENIbHBIX 3aHATUH, YTO MaTepHall BbIIEISIEMbI Ha TaKue 3aHATHS, TOKEH
YAOBJIETBOPATH CIEIYIOIUM TPEOOBAHUAM:

- OBITh U3JI0KEHHBIM B yUE€OHUKE TOCTATOYHO MOJIHO U C IPUMEPAMHU;

- o0ecreunBaTbCsl JOCTATOUHBIM KOJUYECTBOM JIMTEPATYPHI, YYEOHBIX MOCOOMH. y4ueOHO-
METOIMYECKHX MaTepuanoB, 00pa3loB TEXHUKU

- CoJIepKaTh MaTepuall. yITyOJIsFOIui 3HAHMUS, TIOJTyYeHHbIE Ha JICKIUH;

- OCBaMBaTh NIPOOJIEMHBIE €IIE HE MOJHOCTBIO PELIEHHbBIE BOIPOCHI.

[IpoBeneHnIo camMoOCTOSATENEHON paboOThl (Kak W JIIOOOTO Jpyroro BHIA 3aHSATHI) TOJDKHA
IPEAIECTBOBATh OJTOTOBKA KaK MIpernojaBarelis, Tak U 00y4aeMblIX.

[MocranoBKy 3amaun oOy4aeMbIM Ha MPOBEACHHE CAMOCTOSTEILHOTO 3aHATHUS MPEToiaBaTeib
OCYIIECTBIISIET HAa OJHOM M3 3aHATHA, NpellecTByomeMy JaHHOMY. OH pa3bsCHIET CMBICIT
3aHATHSL M yKa3blBaeT, 4YTO K HEMy oOydvarolmuecs JOJDKHBI TPUTOTOBHTH. 3aJaHue Ha
CaMOCTOSTEIPHYIO pabOTy JOHKHO OBITH BBIJAHO 3a0JarOBPEMEHHO C TE€M, YTOOBI CIIyIIaTeNd
UMeIu BpeMsi Ha HH(POPMALIMOHHBINA OUCK B OMOIMOTEKe HEOOXOAUMBIX ITOCOOUIA.

Mertoauky camMoOCTOATENBbHOM paboThl Bce 0OydyaeMble BBIOMPAIOT HWHIUBHIYaJIbHO, HO
METOIMKA JOCTM)KEHUS KOHEUHOHM IIeNIM MOXET OIpPEIeNsAThCs NpernofaBaTesieM W BKIIOYAThH:
MOCJIEIOBATEIBHOCTh M3YYEHHS M YCBOEHHUS Y4eOHO-METOAMYECKOro Marepuaia, HOCOOHH,
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PYKOBOJICTB, HAacTaBJICHHWM, TEXHUKH U T.J.; ONpEAENIEHHE IJIaBHOIO B HM3y4aeMOM Marepuale,
MaTepuaie, KOTOpblii HeoOXOAMMO 3aKOHCIIEKTUPOBATh; MPOCMOTP YYEOHBIX KMHO(DUIBMOB U UX
oOcyxnenue; paboTy oOydaromuxcsi MO HHIMBHIYaJbHBIM 3aJaHUsAM; ONPOC O0ydaeMbIX B
TedeHur 7-10 MUHYT ¢ IeNIbIO IPOBEPKH YCBOCHHS ITIABHOTO M3 MMPOYUTAHHOTO MaTepuana.

[Ipn BO3HMKHOBEHMM 3aTpylHEHUH Yy oOOy4yaeMbIX B pa3pelIeHUHd BOMPOCOB 3aJaHUA
MPEMoAaBaTeNi0 HEOOXOUMO TPEIYyCMOTPETh, UYTOOBI KaXAblH OOydaeMblii MOT TOJYYUTh
OTIEPATUBHYIO KOHCYJBTALIMIO IO JIFOOOMY BOIIPOCY, €CIIM K€ TPU CaMOCTOSTEIbHON pabore
BO3HUKAIOT 3aTPYJHEHUS 1O OAHOMY U TOMY K€ MaTepuainy (BOMPOCY) Y MHOTUX 00ydaeMbIX, TO
JKEJIaTeJIbHO MPOBECTH IPYIIOBYIO KOHCYJIBTALIUIO.

Jlis KOHTpOJs yCBOGHHSI yueOHOro Marepualna IeJecooO0pa3HO MPOBOAWTHL B TPYIIOBOE
cobecenoBanne WM 00CYXIEHUE H3y4aeMOro MaTepuaa, MpOBeJICHNE KOHTPOIBHBIX padoT | T.II.
KoHTponbpHBIE MepONpUATHS MpU JOHKHON MX OpraHU3alliu TMO3BOJSIOT HE TOJNBKO OILIEHHWBATh
3HaHUS MaTepuaia, HO U yIIyOUThb U 3aKPEMUTh €r0 Y 00y4aeMbIX.

[IpuBeTCTBYETCS HCMONB30BaHNE KOMITBIOTEPOB, KOTOPOE:

- pacmmpsieT HHOOPMAMOHHYIO 0a3) YUCOHBIX 3aHITHIA;

- TIOBBIIIAET AKTUBHOCTh O0OydYaeMbIX, W3 MACCHUBHOTO TModyd4areias HWH(OpPMaluu OHU
IpeBpalatoTcs B €€ T0ObITUNKOB:

- CIOCOOCTBYET Pa3BUTHUIO CIIOCOOHOCTEH K aHAJIN3y M 000OIEHUIO0, YIyUdllaeT CBI3aHHOCTb,
[IMPOTY U TITyOMHY MBIIIICHHUS;

- obneryaeT ycBoeHHe aOCTPAaKTHOTO MarepHualia, Mo3BOJSET MHOTO€ U3 HEro MpeJCTaBUTh B
BU/JIE KOHKPETHBIX 00pa30B;

- TpUy4YaeT K TOYHOCTH, aKKypaTHOCTH, IOCJEI0BATEIbHOCTH ACUCTBUN CHOCOOCTBYET
Pa3BUTHIO CAMOCTOSTEIBHOCTH.

KoMmmbroTepHbIE TEXHOJIOTHH U MPOTPAMMHBIC TPOIYKTHI JIJISl BHIMOJHCHHUS CAMOCTOSTEIBHON
paboTHI IO OCBOCHHUIO yYeOHOTO MaTepuaia pasaena 4 HeoOXOMUMO HCTIONh30BaTh B COOTBETCTBUU C

yKa3aHUSIMH METOANYECKHX pa3paboToK pasaena 5 Hactosmiel Pabodeit mporpaMmsr.
MeTtoauky caMOoCTOSTENbHON paboThl BCce 00ydaeMble BBIOMPAIOT MHIUBHY aJIbHO.

Tabmuia — Y4eOHbI MaTepHall, BBIHOCUMBIH Ha CaMOCTOSTEIIbHOE M3yYeHHE O00yJaronuMcs OYHOM

(hopMbI 00yUeHHSI

TeMbl, pazaensl, BRIHECEHHBIE HA CAaMOCTOSTENBHYIO TOATOTOBKY, BOPOCHI IS
MOATOTOBKH K MPAKTHYECKUM U JTa00OPAaTOPHBIM 3aHATHSAM; KypCOBBIE PaOOTBHI, Hacos %
Ne Cofiep)KaHUe KOHTPOJIBHBIX Pa0bOT; PEKOMEHIAINH M0 HCIOIb30BAHUIO JIUTEPATYPHI, BCCro: >
9BM u np. T
Monynb 1 — 19 gaca
1 OnToBOJOKOHHBIC KabeIbHbIE CHCTEMBI. 3yueHre MeTo10B TEpMUHUPOBAHUS U 5 1,2
CIUTaHCHPOBAHUS ONITOBOJIOKOHHBIX KAOCJIbHBIX CUCTEM.
2 Co3znmaHre 3IeMEHTOB CTPYKTYPHPOBAHHON KaOenhbHOM cucTeMbl. ['opru3oHTanbHAS 5 3,4
nojcuctema. [Toncucrema paboyero mecra.
3 Uzyuenne Tononoruu cereBbix cucreM. CriocoObl COeAMHEHHS, TUaTHOCTHKH U 4 5,6
TECTHPOBAHMUs KaOSIbHOW CHCTEMBl Ha OCHOBE BUTOM TTapBbI.
4 0O030p ¥ CTAaTUCTHKA METOJIOB, JISKAITUX B OCHOBE aTak Ha coBpeMeHHbIe OC. 5 7,8
Krnaccudukanms MeToI0B U X CPaBHHUTENIbHAS CTATUCTHKA
Monyinb 2 — 19 yaca
9 Crioco0s! peanm3aruu npotokosioB IEEE 802.1xx. Hactpoiika VLAN kommyTaTopa. 5 9,10
10 | Uzydyenme ympaBimeHus moptoM KkommyTtatopa 100-Base Ethernet. 3amanme 5 11,12
napamerpoB nopra. [IpoBepka cocTosiHHUSI.
11 | Msyuenue Bompocos aapecanun ycrpoicts. Kondurypamus nporokona ARP. 4 12,13
12 | Msyuenue mpoTokosioB MapiupyTuzauuu. Kongurypauus nporokomna RIP. 5 13,14

s Gonee yriryOIeHHOro M3y4EeHHs MaTepHaja 1Mo AUCLUUIUIMHE 1eIeco00pa3HO MCIOIb30BaTh

yueOHbIe KypchI caiita http://www.intuit.ru/ .
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CamocTosiTenpHass paboTa 00yJaronIuxcs HaJl YCBOCHHEM MaTepuaia 1Mo TUCIUTUIMHE MOXET
BBIMIOJHATHCSL B TOMEIIEHUWU g caMmocTtoarenbHoi pabotet CK® MTVYCHU, mnocpeactBoMm
MCTIOJIB30BaHUS dEKTPOHHOH Oubmmotexu u SNOC.
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