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1. Iesn n3yyeHus TUCHUNIUHBI

Hensimu u3yuenus: aucuuiinabl «CereBas 0€30MacHOCTEY SIBISIIOTCS (OPMUPOBAHKE y 00yUaeMBbIX
3HaHUU B OOJIACTH OCHOB COBPEMEHHBIX CETEBBIX TEXHOJOTHM, Ha 0a3e KOTOPHIX (DYHKIHOHHPYIOT CETH
nepefaydl JaHHBIX, W HABBIKOB TIOCTPOCHHUS ceTell W KOH(UTYPUPOBAHUS CETEBOTO M OKOHEYHOTO

000pyIOBaHUSI.
2. [lnannpyemble pe3yJabTaThbl 00y4eHMsI

W3ydyeHne QUCUMILIMHBI HANpaBlieHO Ha (OPMUPOBAHHME y OOYYAIOUIErocsi CIOCOOHOCTHU pellaTh

HpO(i)@CCI/IOHaJ'IBHI)IG 3aaa4u B COOTBCTCTBUU C IKCHIIYyamauyuOHHbIM BUIOM NCATCIIBHOCTH.

Pe3yanaTOM OCBOCHUA OHCHUIIIIMHBI SABJIAIOTCA C(bOpMHpOBaHHBIe y o6yqa}omeroc51 CJIcayromuc

KOMIICTCHII U

IIK-2: Cnocoben pa3padaTbiBaTh, IPOEKTHPOBATH, BHEAPATH M IKCILIYyaTHPOBATH 00bEKTHI U
CHCTEMBbI CBSI3H, TeJIEKOMMYHUKALMOHHBIE CHCTEMbI, CHCTEMBbI IOJBH:KHOM CBSI3HM Pa3JIMYHOI0
Ha3HAYeHUs!

3HaTh:

- IPUHIUIIBI THPOPMALTMOHHOTO OOMEHA B CETAX C KOMMYTAIMEH MaKeTOB;

- 6a30BbIe MPOTOKOJIBI, IPUMEHAEMbIE B MH()OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIX:

- IPUHIMIIBI pa3pabOTKU, IPOEKTUPOBAHMSI, BHEAPEHUS U HKCIUTyaTallUl CETel ¢ KOMMYTaluell MaKeToB;
- IPUHIUIBI KOHQUTYPUPOBAHUS CETEBOTO U OKOHEUYHOT0 000y I0BaHMS.

YMmerh:

- pa3pabaThIBaTh U NPOEKTUPOBATH CETH CBA3H;

- IPOU3BOIUTH BEIOOP 000PYTOBaHMS AJIsl IOCTPOCHUS CETH Ha OCHOBE c(hOpMUPOBAHHBIX TPeOOBaHUIL, B
TOM YHUCJIC OTEYECTBEHHOTO IIPOU3BO/ICTBA;

- POU3BOJIUTH KOHPUTYPHUPOBAHKE 000PYIOBAHHS CETH sl o0ecrieueHus e€ paboTOCTIOCOOHOCTH.

Baagern:

- HaBbIKaAMHU IMIOCTPOCHUA CXEM I/IH(I)OKOMMYHI/IKaI_II/IOHHLIX CETeH,
- HaBbIKaMU MOACIIMPOBAHUA CGTGI\/'I;
- HABBIKAMU HCITIOJIB30BAHUS IPOTPAMMHBIX CPEACTB JIsA HIOCTPOCHHUA U MOJACIIMPOBAHUSA CETeM CBSA3U.

IIK-3: CnocoGeH BBINOJHATH PadoThl 10 A AMUHUCTPUPOBAHUIO NMPOLECCa YIIPABJIEHUA
0€e30l1aCHOCTHIO CeTEeBbIX YCTPOICTB M NPOTPAMMHOIO0 o0ecrieyeHust

3HATH:

- IPUHIIMIIEI AIMIHUCTPUPOBAHUS CETEH Mepeadn JaHHBIX;

- IPUHIMITBI KOHPUTYPUPOBAaHHS CETEBBIX YCTPONCTB;

- cpencTBa obecneueHNs 3allMIIEeHHOT0 10CTYTIa K CETeBOMY 000pYI0BaHHUIO;
- IPOTOKOJIBI 3AIIUIIEHHOTO HH(OPMAIIMOHHOTO OOMEHA B CETSIX CBSI3M.

YMeTh:

- KOHQUTYpUPOBaTh BCTPOCHHBIE B CETEBOE 000PY10BaHUE CPEICTBA 3AILUTHI;

- IPOBOANTH PAOOTHI IO pa3rpaHUYEHHUIO NIPAB JOCTYIIA MOJIB30BATENEH K CETEBBIM pecypcaM;

- IPOBOJUTH pabOTHI 10 KOHPUTYPUPOBAHHIO U aIMUHUCTPUPOBAHUIO allllapaTHO-IIPOIrPAMMHBIX CPEIICTB 3aLUThI
WH(GOPMAITNH B CETSIX CBA3M.

Baanern:
- OCHOBHBIMH ITOHATHUSIMU, CBSI3aHHBIMU ¢ 00ecIeueHneM 0€30MacHOCTH B CETAX CBSI3H;
- HaBBIKaMH pabOThI N0 KOHQUTYPHUPOBAHHIO CPEACTB 3aIIUTHI CETEH CBS3H.

3. MecTo AUCHHUILINHBI B CTPYKTYpe 00pa30BaTe/bHON MPOrpaMMbl

TpeOoBanusi K npeaBaApUTEILHON MOATOTOBKe 00ydyaromerocs (nmpeamecTByonue
AUCHUILJIMHBI, MOAYJIH, TEMbI):

b51.0.10 Beenenue B nH(pOPMALMOHHBIE TEXHOJIOTHH

B1.0.23 CxeMoTexHuka

Bb1.B.01 OGmias Teopust cBsizu

HlW|IDN| -

b1.B./IB.01 Beenenue B nmpodeccuto (Mcropust pa3BUTHS CPEICTB CBSI3M)




IMocaenyrwmuue TUCHUNIMHBI U MPAKTUKH, VIS KOTOPBIX OCBOEHHE JAHHOM
JUCHHUILIMHBI HE00X0AUMO:

b1.B.08 TexHonoruu ceTeii qocTyma

B1.B.10 Ceru u cucteMbl MOOMIJIBHON CBSI3H

b1.B.14 OcuoBrl MHTepHETA Benieit

Al W|IN| -

b1.B.17 IlpoextupoBanne NHPOKOMMYHHUKALIMOHHBIX CETEeH

4. CTpyKTYypa U cofep:KaHMe JUCHMILIHHbI
4.1 Ounasi popma o6yuennsi, 4 roga (Bcero 180 uaca, 72 yaca KOHTAKTHOI PaGOTHI)

Konx
3aH.

Bug Ko Kowmre-

Tema u KpPAaTKOC COACPIKAHUC 3aHATUA
3aH. qacCoB TCHIIUN

YMHO

1

2 3 4 5

Kypce 3, Cemectp 5

Monyasb 1. OcHoBbI ceTeBbIX TexHoJ0rHi (12 JIek+12 JIP+24 T13) yacoB KOHTaAKTHOH PadoThbI
40 yacos CP

11

Jlexmms 1. Jlek. 2 [K-2
CTEKOBAS CTPYKTYPA TEJJEKOMMYHUKALIMOHHbBIX
[MPOTOKOJIOB

1. CpaBHUTENBHBIN aHAIN3 CITOCOOOB KOMMYTAIIUH B CETSX CBSI3H.
2. Mopens B3aumoencTBus oTKpoIThIX cuctem (1ISO/OSI).

3. Crek nporokosioB TCP/IP.

JT11

1.2

Jexrmst 2. Jlek. 2 IK-2
HEKOMMYTHUPYEMBIE CETU ETHERNET

1. Meron moctyna B HeKoMMyTHpyemoit cetu Ethernet.
2. ®opwmar kaapos Ethernet.

3. Ousnueckue crermpuraimn cemeiictea Ethernet.

Jd1.1

13

Jlexrus 3. Jlek. 2 [1K-2
KOMMYTHUPYEMBIE CETU ETHERNET

1. OrpaHnueHus cereil, TOCTPOSHHBIX Ha OOILEH pasenseMoi cpene.
2. AnroputM pabOTBI PO3PAYHOTO MOCTA.

3. KommyTarops! Ethernet u nx gonosnnuTensHble QyHKIUH

J1.1

14

IIpaxTnueckoe 3ansTue 1. 113 4 [K-2
Co3panne BUpTyalbHbIX JoKanbHbIX cereil (VLAN) Ha komMmyTaTopax.

J3.1

15

JlaGopaTopnas paborta 1. JIP 4 IK-2
HccnenoBanue npotokosoB STP.

1.6

Jlexuus 4. Jlexk. 2 IK-2
OBBEJIMHEHUE CETEM CPEJICTBAMM CETEBOI'O YPOBHSI
MOJEJIN OSI

1. OrpanndeHus ceTeil Ha MOCTaXx U KOMMYTaTOpax.

2. Anpecanys B IPOTOKOJIAX CETEBOTO YPOBHSL.

3. [TpuHIHUIIBI MapIIPYTH3ALHUH.

J1.1

1.7

Jlexuus 5. Jlek. 2 IK-2
PEAJIM3ALIMS MEXXCETEBOI'O B3AVMOJJEMCTBUS
CPEJACTBAMM CTEKA TCP/IP

1. Crpykrypa crexa TCP/IP.

2. Tumet u xnaccet [P-aapecos.

3. Ucnonp3oBanue macok B [P-agpecarmu.

4. Ctpykrypa IP-naxera.

5. IIpoToKOoJIBI MAPHIPYTU3ALUH.

J1.1

1.8

IIpakTHueckoe 3ansTHE 2. 113 4 [K-2
Konurypuposanue craTuieckoi MapIpyTH3aIyy.

Jd3.1

1.9

IIpakTHueckoe 3ansTHE 3. 113 4 [K-2
Kongurypuposanne nporokoina RIP.

Jd3.1

1.10

[Mpaktrueckoe 3ausTue 4. 113 4 IK-2
Kondurypuposanue nporokona OSPF.

J3.1

111

[Mpaktrueckoe 3aHsTHE 5. 113 4 IK-2
Kondurypuposanue nporokona EIGRP.

J3.1




1.12 | JIaboparopHas paboTta 2. JIP 4 IIK-2 J3.1
HccenenoBanne BO3MOXKHOCTEH 00beANHEHHS BUPTYaJIbHBIX
nokansHBIX ceTer (VLAN) cpencTBaMu ceTeBoro ypoBHsL.

1.13 | JIaboparopHas pabota 3. JIP 4 IIK-2 J3.1
HUccnenoBanue mytel nepepaun Tpaduka npu AMHAMUYECKON
MapHIPyTH3aLUH

1.14 | Jlexuwus 6. Jlek. 2 [1K-2 J1.1
BCIIOMOTI'ATEJIBHBIE ITPOTOKOJIBI 1 CIIYXBbI CTEKA
TCP/IP
1. IIporokonst ARP u RARP.

2. [Iporoxon DHCP.
3. Ciry>x06a DNS.
4. Texnonorust NAT.

1.15 | IIpaktuueckoe 3ansATHE 6. 113 4 [K-2 Jd1.1
[ToctpoeHne n KOHGUTYPHUPOBAHHE JOKATHHOHN CETH.

1.16 | Crpykrypa TCP- u UDP-cermenToB Cp 4 [K-2 J1.1

1.17 | YcraHoBieHHe U 3aBeplICHUE COeIMHeH i B mpoTokoie TCP. Cp 10 [K-2 J1.1
ObecnieyeHue HaJIeKHOCTH TOCTaBKH B mpoTokoiie TCP. Yrpasnenue
MOTOKOM B ipotokojie TCP.

1.18 | Texuuueckas peanusanus kommyTtatopos Ethernet. CP 8 [1K-2 J1.1
XapakTepuCTHKH KOMMYTaTOPOB.

1.19 | KommyTaTopbl, JOCTYITHBIE HA OTEYECTBEHHOM PHIHKE. CP 8 [1K-2 J1.1
MappyTru3aTopsl, TOCTYIHbIE Ha OT€UYECTBEHHOM pPBIHKE.

1.20 | IIpotokoxn mapmpyTtu3anuu BGP. BciomorarenbHbie TPOTOKOIBI CP 6 [K-2 Jd1.1
TPaHCIIOPTHOT'O YPOBHSL.

MopnyJib 2 OCHOBBI 3aLIUTHI IaHHBIX, NeperaBaeMbix mo ceTsaM (6 Jex+6 JIP+12 I13) yacoB KOHTAKTHOM padoThI
32 yaca CP

21 Jlexrus 7. Jlek. 2 [K-3 J11.2
MEXCETEBOE 3KPAHMPOBAHUE J21
1. Onpenenenue u KiaaccuUKaIMsI MEKCETEBBIX SKPAHOB.

2. MexceTeBoe 3KpaHUPOBAaHUE C TAKETHOW (QHUIIBTpALIUeH.
3 MesxcereBoe 9KpaHUPOBAHKE C COXPAaHEHHEM COCTOSTHUH.
4. 3oHasBpHBIE MeXceTeBbIe SKpaHbl (Zone-Based Policy Firewall).
5. MexcerteBbie SKpaHH cienyromniero mokoneHus (NGFW).

2.2 Jlexrus 8. Jlek. 2 IK-3 1.2
BUPTYAJIbHBIE YACTHBIE CETHU (VPN)

1. Texnonoruu TynHenupoBanus. [Ipotokon GRE.
2. Apxutektypa IPSec.

3. Ilporokxon AH.

4. ITpotoxon ESP.

5. Ilpunnuns! koupurypuposanus VPN IPSec.

2.3 Jlexuus 9. Jlek. 2 IK-3 Ja1.2
HCTIOJIb3OBAHUE AINITAPATHO-ITPOTPAMMHBIX CPEJICTB JI2.1
CETEBOM 3AILUThI
1. 3anmra ot atak Ha VLAN.

2. 3ammra oT aTak Ha rmpoTtokox STP.
3. Ucnonp3oBanue ¢ynknun Port Security.
4. 3ammra ot arak Ha npotokonsl DHCP u ARP.

24 [MpakTrueckoe 3ansTne 7. 113 4 [K-3 Jd1.2
KondurypupoBanne MeKCETEBbIX IKPAaHOB C MAKETHON (DMIBTPAITHCH.

25 IMpaktrueckoe 3ausiTue 8. 113 4 IK-3 a1.2
KoH}uryprpoBaHue MexXCeTeBbIX SKPAHOB C COXPAHCHHUEM COCTOSHHI.

2.6 IMpakrrueckoe 3ausitue 9. 113 4 IK-3 a1.2
KoHpuryprpoBaHue MexceTeBbIX 30HAIBHBIX KPAHOB

2.7 Jlaboparopnas pabora 4. JIP 6 IK-3 a1.2
Hccnenosanue nepeaauun tpaduka B cetr ¢ VPN.

2.8 MexaHU3MBI 3aIIUTHI KOPIIOPaTUBHOM ceTr oT DoS-aTak. CP 4 IK-3 1.2

29 MexaHU3MBI 3aIIUTHl KOPIIOPATUBHBIX M JOKANBHBIX CETEHl OT CP 4 IK-3 1.2
KOMIIBIOTEPHBIX BUPYCOB.




2.10 | OpraHu3anHOHHBIC MEPOIIPUATHS 10 KOMIUIEKCHOM 3aIIUTe CP 4 I1K-3 J1.2
KOPIIOPATHBHBIX U JIOKAIBHBIX CETEH.
2.11 | AHanu3 mMojerneil HapyLIHUTels; yTPO3bl CETEBOI O€30I1aCHOCTH U UX CpP 4 IK-3 Ja1.2
KJIACCH(UKAIIHS.
2.12 | O6nactu npumenenus texHosoruii VPN Broporo yposus (L2). CP 4 I1K-3 J1.2
2.13 | Metoasb! u cpencTBa odecrnedeH s JOCTYITHOCTH M LEIOCTHOCTH CP 4 IK-3 Jd1.2
HHGOPMAIMH B KOPHOPATUBHBIX U JIOKAJBHBIX CETAX.
Monayas 3 — KypcoBas pa6ota
3.1 IIpoextupoBanue u HacTpolika [P-cetu CP 12 [K-2 J3.1
DK3aMeH 36
Hroro — 180 uacos
4.2 3aounas ¢opma o0yueHus, S jet (Bcero 180 yacos, 28 yacoB KOHTAKTHOIi paboTbI)
Kox Tema 1 KpaTKoe CoJep:KaHue 3aHATUS Bun Kou. Kowmme- YMHUO
3aH. 3aH. 4acoB TeHLHH
1 2 3 4 5 6
Monayasb 1. OcHoBbI ceTeBbIX TexHoJ0rHil (6 JIex+4JIP+8 113) yacoB KOHTAKTHOMH PadoThI
76 yacoB CP
Kypc 2, Ceccust 2
11 Jlexums 1. Jlek. 2 [K-2 J1.1
CTEKOBAS CTPYKTYPA TEJIJEKOMMYHUKAIITMOHHbIX
ITPOTOKOJIOB
1. CpaBHUTENBHBIN aHAIN3 CTOCOOOB KOMMYTAIIUH B CETSX CBS3H.
2. Mopens B3aumoieiicTBust OTKpBITHIX cucteM (ISO/OSI).
3. Crek nporokonos TCP/IP.
1.2 Jlexrms 2. Jlek. 2 [1K-2 J1.1
HEKOMMYTUPYEMBIE CETU ETHERNET
1. Meton nocTyna B HeKoMMyTUpyemoii cetu Ethernet.
2. ®opmar kaapos Ethernet.
3. ®usnueckue crnermdukanuu cemeiictsa Ethernet.
1.3 KOMMYTUPYEMBIE CETU ETHERNET Cp 8 [K-2 J1.1
1. OrpannueHus cereif, TOCTPOCHHBIX Ha OOIIEH pasaensieMoi cpere.
2. AnropuTM paboTHI IPO3PayHOro MOCTA.
3. KommyTarops! Ethernet u ux nonosHUTENbHbIE (QYHKIHH
14 [Ipotoxkomnst cemeiictBa STP CpP 4 IK-2 J1.1
15 OFBbEJIMHEHUE CETEN CPEJICTBAMU CETEBOI'O YPOBHSI CP 8 TK-2 J1.1
MOJIEJIU OSI
1. Orpanuvenus ceTeil Ha MOCTax ¥ KOMMYyTaTopax.
2. Anpecanyst B IPOTOKOJIaX CETEBOT'O YPOBHSI.
3. IIpuHIMITBI MapIIpyTHU3ALHH.
1.6 Cosznanne VLAN Ha koMMyTaTopax Cp 4 IK-2 J1.1
1.7 TexHuueckas peanuszanus komMmytatopos Ethernet. CP 8 [K-2 J1.1
XapaKkTepHCTHKH KOMMYTAaTOPOB.
Kypc 3, Ceccns 1
18 Jlexuus 3. Jlek. 2 IK-2 J1.1
PEAJIM3ALIMS MEXXCETEBOI'O B3AMMO/IEMCTBUS
CPEJACTBAMM CTEKA TCP/IP
1. Crpykrypa crexa TCP/IP.
2. Tumet u xnaccst [P-aapecos.
3. Ucnonp3oBanue macok B [P-agpecaryu.
4. Ctpykrypa IP-naxera.
5. IIpoToKOoJIBI MAPUIPYTU3ALUH.
1.9 [MpakTrueckoe 3ansTue 1. 113 4 [K-2 J13.1

Konurypuposanue craTuieckoi MapIpyTH3aIyy.




1.10

IIpakTryeckoe 3aHsTHE 2.
KonburyprpoBanue THHAMHIECKO# MapUIpyTH3AIINH.

113

[K-2

J13.1

111

Jlabopatopnas pabora 1.
HccenenoBanne BO3MOXKHOCTEH 00beANHEHHSI BUPTYaJIbHBIX
nokanbHbIX cereil (VLAN) cpencrBamu ceTeBOro ypoBHsi.

JIP

[K-2

J13.1

1.12

BCIIOMOTI'ATEJIBHBIE ITPOTOKOJIBI 1 CIIYXBbI CTEKA
TCP/IP

1. IIporokonst ARP u RARP.

2. [Iporoxon DHCP.

3. Ciry>x06a DNS.

4. Texnonorus NAT.

CP

[K-2

J1.1

1.13

Crpykrypa TCP- u UDP-cermenToB

Cp

[K-2

JT1.1

1.14

YcTaHOBJICHHE U 3aBEpIICHNE COSTHMHEeHUI B mpoTokoie TCP.
ObecrnieueHue HaISKHOCTU T0cTaBky B mpoTokone TCP. Yipasnenue
OTOKOM B npoTtokosie TCP.

Cp

10

[K-2

JT1.1

1.15

TexHUUeCKas peanusays kKomMmytaropos Ethernet.
XapaKTepUCTUKU KOMMYTaTOPOB.

CP

[K-2

J1.1

1.16

KomMyTaTOpBbl, JOCTYIIHBIE HA OTEYECTBEHHOM PBIHKE.
MapmipyTHu3aTopsl, TOCTyIIHbIE HA OTE€YECTBEHHOM PBIHKE.

CP

[K-2

J1.1

1.17

IIpoTokon mapmipytusaiuu BGP. BcioMoraTrenbHbIe TPOTOKOJIBI
TPAHCTIOPTHOTO YPOBHSL.

CP

[K-2

J1.1

MonayJib 2 OCHOBBI 3aIIIUTHI JAHHBIX, NepeaaBaeMbIix no cetam (4 Jlex+4 JIP+2 T13) yacoB KOHTAKTHOI PadoThI

67 yacos CP

2.1

Jlexuus 2.

HCIIOJIb3OBAHUE AIIITAPATHO-ITPOT'PAMMHBIX CPEICTB
SAIIUTHI JIOKAJIBHBIX 1 KOPIIOPATUBHBIX CETEM

1. YpoBHH ceTeBOil 3aIUTHI.

2. Texuomnorust TpaHcsinuu ceteBoix ampeco (NAT).

3. 3ammra ot atak Ha VLAN.

4. 3amuTa OT aTak Ha nMpoTokoa STP.

5. Ucnonb3oBanue yHkimu Port Security.

6. 3ammra ot arak Ha npotokonsl DHCP u ARP.

Jlek.

2

IK-3

J12
J2.1

2.2

Jlexums 3.

BUPTYAJIbHBIE YACTHBIE CETHU (VPN)

1. Texnonorun TyHHemupoBanwus. [Iporokon GRE.
2. Apxutektypa IPSec.

3. Ilporokxon AH.

4. TIporokon ESP.

5. Ilpunnuns! koupurypuposanus VPN IPSec.

Jlek.

[K-3

Jd1.2

2.3

[Mpaktrueckoe 3ausTue 3.
ITocTpoeHue JIOKaJIbHOW CETH ¢ KOMIJIEKCHOM 3aIUTON

113

IK-3

Jd1.2

24

Ocobennoctu koHpurypuposanus Site-to-Site VPN

CP

12

IK-3

Jd1.2

2.5

JlaGopaTopnas paborta 2.
HccnenoBanue MOBBIIEHHS JOCTYTHOCTH CETH C BUPTYaIbHBIM
MapHUIPyTH3aTOPOM

JIP

[K-3

Ja1.2

2.6

Cgoiicta n ocobennoctu VPN tynneneit IPSec

Cp

[K-3

Jd1.2

2.7

MexaHu3MBbI 3aIIATHl KOPIOPATUBHOM CETH OT KOMITBIOTEPHBIX
BUPYCOB

Cp

IK-3

Jd1.2

2.8

Ob6nactu npumeHenus TexHonoruit VPN Broporo u Tpetbero ypoBHeit

CP

IK-3

Ja1.2

2.9

OpranuzanroHHbIe MEPOIIPHSITHS 110 KOMIUIEKCHOH 3aIIuTe
KOpIIOPaTUBHOM CETH

CP

IK-3

Jd1.2

2.10

AHau3 MoJieNIel HAPYIIUTEIIS; YTPO3bl CETEBOI 0€30MaCHOCTH U X
KJIaccu(UKaIHs.

CP

IK-3

Jd1.2

2.11

MeTomp! 1 CpeAicTBa 00SCIICYCHNUS JOCTYITHOCTH M LIEJIOCTHOCTH
nHGOPMAIIMU B KOPIIOPATUBHBIX U JIOKAJTLHBIX CETSIX.

CP

IK-3

Jd1.2

Monayab 3 — KypcoBas pa6ota

3.1

[IpoexTupoBanue u Hactpoiika [P-cetu

Cp

12

[K-2

Jd3.1




DK3aMeH

Hroro — 180 yacos

4.3 OuHo-3204Hasi popma odyuenus S jiet (Bcero 180 uacos, 26 4acoB KOHTAKTHOI PadOTHI)

Konx
3aH.

Tema u KPATKOC COACPIKAHUC 3aHATUA

Bun
3aH.

Konm.
4acoB

Kowmre-
TEHIINHA

YMHO

1

2

3

4

5

Kypc 3, Cemectp 5

Moayas 1. OcHoBBI ceTeBbIX TexHOJI0THI (4 Jlex+4JIP+8 I13) yacoB KOHTAKTHOH PadoThHI

66 yacos CP

11

CTEKOBAS CTPYKTYPA TEJJEKOMMYHUKAIITMOHHbBIX
IMPOTOKOJIOB

1. CpaBHUTENBHBIN aHAMN3 CIOCOOOB KOMMYTAIIHH B CETAX CBS3H.
2. Mopens B3aumoeiicTBust OTKpBITHIX cucteM (ISO/OSI).

3. Crek nporokonos TCP/IP.

Cp

4

[K-2

J11

1.2

Jlexrus 1.

HEKOMMYTHUPYEMBIE CETU ETHERNET

1. Meron mocTyna B HeKoMMyTupyemoii cetu Ethernet.
2. ®opmar kaapos Ethernet.

3. ®usnueckue cnenudukaimu cemeiictea Ethernet.

JIek.

[1K-2

J1.1

1.3

KOMMYTUPYEMBIE CETU ETHERNET

1. OrpaHnueHwus cereil, TOCTPOEHHBIX Ha OOILEH pasensieMoi cpere.

2. AnroputM pabOTBI PO3PAYHOTO MOCTA.
3. KommyTarops! Ethernet u nx gonosHuTeNbHbIE QYHKINH

Cp

[K-2

J1.1

14

[poTokounsr cemeiictBa STP

Cp

[K-2

JT1.1

15

OBBEJMHEHUE CETEU CPEJICTBAMU CETEBOI'O YPOBHS
MOJEJIN OSI

1. Orpanuyenus ceTeil Ha MOCTax M KOMMYyTaTopax.

2. Anpecanus B MPOTOKOJIaX CETEBOIO YPOBHSI.

3. [IpHUHITUIIBI MAPIIPYTH3AIMH.

CP

[K-2

J1.1

1.6

Coznanne VLAN Ha KoMMyTaTopax

CP

[K-2

J1.2

1.7

TexHuueckas peanusaiys kommytaropos Ethernet.
XapakTeprCTHKH KOMMYTaTOPOB.

Cp

[K-2

J1.1

1.8

Jleknms 2.

PEAJIM3ALINSI MEXKCETEBOI'O B3AI/IMOI[EI7ICTBI/I$[
CPEJACTBAMM CTEKA TCP/IP

1. Crpykrypa creka TCP/IP.

2. Tuns! u xnaccer IP-aipecos.

3. Ucnonb3oBanue Macok B IP-aapecarum.

4. Ctpykrypa [P-nakera.

5. IIpoTOKOJIBI MapIIPYTU3ALMH.

Jlek.

[K-2

J1.1

1.9

IIpaktudeckoe 3ansarue 1.
Kondurypupopanue craTH4ecKOi MapIpyTH3alyu.

113

[K-2

J3.1

1.10

[IpakTrueckoe 3aHsTHE 2.
KoHburypupoBanue THHAMIUYSCKONW MapIIPYTHU3AIHH.

113

[K-2

J3.1

1.11

JlaGopaTopnas pabora 1.
HccnenoBanne BO3MOXHOCTEH 00bEANHEHUS BUPTYaIbHBIX
nokanbHbIX cereil (VLAN) cpencTBamu ceTeBOro ypoBHsi.

JIP

[K-2

J13.1

1.12

BCIIOMOTI'ATEJIBHBIE TTPOTOKOJIbI U CJIYXXBbI CTEKA
TCP/IP

1. ITIpotokonst ARP u RARP.

2. IIporoxon DHCP.

3. Ciy»x0a DNS.

4. Texunonorus NAT.

Cp

[K-2

J1.1




1.13 | Crpykrypa TCP- u UDP-cermenToB Cp 4 IK-2 Jq1.1

1.14 | YcraHOBIIEHHE U 3aBEPIICHNE COeAUHEHHH B poTokoje TCP. CP 6 IIK-2 J1.1
ObecrieyeHue HaJIe)KHOCTH T0cTaBkH B mpoTokoiie TCP. Yipasnenue
moTOKOM B ipotokojie TCP.

1.15 | Texuuveckas peanusanus kommyTtatopos Ethernet. CP 6 [1K-2 J1.1
XapakTeprCTUKH KOMMYTaTOPOB.

1.16 | KommyTtaTopsbl, 1OCTYITHBIE HA OTEYECTBEHHOM PHIHKE. CP 6 [K-2 J1.1
MapupyTu3aTopsl, TOCTYIHbIE Ha OT€UYECTBEHHOM pPHIHKE.

1.17 | IIpotokon mapmpyTtu3anuu BGP. BciomorarenbHbie TPOTOKOIBI CP 4 [K-2 J1.1

TPAHCIIOPTHOI'O YPOBHSI.

Moayab 2 OCHOBBI 3aIUTHI TAHHBIX, epenaBaeMbIx mo cetam (4 Jlex+4 JIP+2 T13) yacoB KOHTAKTHOI PaGoThI

52 yaca CP

21

Jlekrus 3.

HCIIOJIbB3BOBAHUE AITITAPATHO-ITIPOI'PAMMHBIX CPEJICTB
3AIIMTHI JOKAJIbHBIX Y KOPITIOPATHMBHBIX CETEM

1. YpoBHHU ceTeBOil 3aIUTHI.

2. Texnomnorust TpaHcnsinuu ceteBbix anpecos (NAT).

3. 3ammra ot atak Ha VLAN.

4. 3ammTa ot arak Ha mpoTokox STP.

5. Ucnonb3oBanue dhynkiuu Port Security.

6. 3auura ot atak Ha nmpotokonsl DHCP u ARP.

JIek.

4

[1K-3

J1.2
J2.1

2.2

Jlexmus 4.

BUPTYAJIbHBIE YACTHBIE CETHU (VPN)

1. Texnonoruu TyHHenupoBanus. [Ipotokon GRE.
2. Apxutekrtypa IPSec.

3. IIporoxon AH.

4. IIpoTtoxon ESP.

5. Ilpunnumne! koupurypupoanust VPN IPSec.

Jlek.

IK-3

Ja1.2

2.3

[pakTuyeckoe 3aHsATHE 2.
[TocTpoeHue JOKaJIbHOM CETH C KOMIIEKCHOM 3aIlIMTOM

113

[K-3

Jd1.2

24

OcobenHoctu kKoHbHUrypupoBanus Site-to-Site VPN

Cp

[K-3

JT12

25

JlabopaTopras paborta 2.
HccnenoBanre MOBBIICHUS JOCTYITHOCTH CETH C BUPTYaIbHBIM
MapIpyTH3aTOPOM

JIP

[K-3

Jd1.2

2.6

CoiictBa u ocodbennoctu VPN tynHneneii IPSec

CP

IK-3

Ja1.2

2.7

MexaHu3MBl 3alUThl KOPIIOPATUBHOM CETH OT KOMITBIOTEPHBIX
BHUPYCOB

CP

IK-3

Jd1.2

2.8

Ob6nacti npumeHenus Texnosoruii VPN BToporo u Tpetbero ypoBHen

CP

IK-3

Jd1.2

2.9

OpraHu3aioHHbIe MEPOIPUSITHS 110 KOMILIEKCHOH 3alluTe
KOPHOPATUBHON CETH

Cp

[K-3

Ja1.2

2.10

AHanu3 MoJieNiell HapyIIUTEIIS;, yrPO3bl CETEBOI 0€30MaCHOCTH U X
KIaccuUKaIus.

Cp

[K-3

Ja1.2

2.11

MGTO,Z[BI " CpCaACTBa obecreyeHus JAOCTYINHOCTH U HEJIOCTHOCTU
I/IH(i)OpMaIII/II/I B KOPOOPATHBHBIX U JIOKAJIbHBIX CCTAX.

Cp

IK-3

Jd1.2

Moayas 3 — KypcoBasi padora

3.1

[IpoextupoBanue u HacTpoiika IP-cetu

CP

12

[K-2

J3.1

DK3aMeH

36

Hroro — 180 yacos




5. Y4eOHO-MeTOAMYeCKOEe M HH(POPMALIMOHHOE 00ecneYyeHue JUCIUIIIMHBI

5.1 Pexomenayemasi JJuTepatrypa

5.1.1. OcHoBHas JIATEPATypa

H3parenncTB
Kox |ABTopbl, cocTaBUTEIH 3arsiaBue i FeOZl cTBO, Kou.
TenekoMMyHHUKallMOHHBIE CUCTEMBI U ceTu: | M.: 'opsiuas nuHus —
JI.11 Bemaako B.B., u zp. Vuebnoe nocobue. B 3 romax. Tom 3. Tenexom, 2024 ol
MeTopI ¥ cpeicTBa 3alUTEI POCTOB'H&'HOHyZ CeBepo-
JI1.2 | ManuH A.A. A pea » Kagkazckuit puman MTYCH, 22
KOMITBIOTEPHOH HH(pOpManuu 2025
5.1.2 lonmoaHuTEIbHAN JTUTEPATYpPa
HM3parenncTB
Koa | ABTOpBI, cOCTABUTEH 3arsaBue A :Oll CTRO, Kou.
.1 Munocnasckas H.I'., MesxcereBble SKpaHbl. YueOHoe nmocodue M.: l'opstuast muHUS — 3
) Toncroii A.W. JUTSI BY30B. Tenexom, 2024
5.1.3 Y4eGHo-MeTOANYECKOE 00ecnieYeHue
HN3parTeancTB
Kon | ABTOpHBI, cocTaBUTEIN 3aruaBue a :;121 Nea Kou.
MCTO,Z[I/I‘JGCKI/IC YKazaHus JJIsl IPOBEACHUSA
. Pocros-na-/lony: CK®
JI3.1 | ManuH A.A. MIPAKTHYECKUX 3aHIATUH 110 TUCIUILIHHE MTYCH, 2024 24
«CucreMsl KOMMYTalum»
5.2 DnexTpoHHBIE 00pa3oBaTeJbHbIE PECypPChI
21 https://elib.mtuci.ru/view.php?book id=4049
22 https://elib.mtuci.ru/view.php?book id=174665
23 https://elib.mtuci.ru/view.php?book id=34676
24 https://elib.mtuci.ru/view.php?book id=169995
5.3 UudopmannoHHO-CIPABOYHBIE CHCTEMBI H MPodeccHoHaNbHbIE §a3bl JAHHBIX
[Tpuka3 MunmcrepcTBa HHPOPMALMOHHBIX TeXHONOTUH U cBA3H PD ot 9 stuBaps 2008 r. Ne 1 “O6
5.3.1 | yrBepxkacHHH TPEOOBAHUI 11O 3aIMTE CETCH CBSA3M OT HECAHKIIMOHHPOBAHHOTO JOCTYTA K HUM U
nepeaBaeMoil MocpeICTBOM UX HHPOpMAIUH .
532 I'OCT P 52448-2005. 3amuTa nndopmarmu. OdecnedeHrne 6€30mMacHOCTH CETEH AIIEKTPOCBSI3H.

OO01LIme noJI0KEHUS

5.4 IIporpamMmmHoe odecnievyenne

CK® MTYCH obecrieueH He0OOXOIUMBIM KOMITJICKTOM JIUIICH3MOHHOTO ¥ CBOOOIHO PaCIIPOCTPaHIEMOTO

IIPOrpaMMHOTIO O6€CH6‘ICHI/I$I, B TOM YHCJIC OTCUYCCTBCHHOT'O IIPOU3BOJICTBA

I1.1

OC Windows

I1.2

OC Linux

6. MarepuaibHO-TEXHUYECKOE o0ecredeHne AU CHUIITHHbI

6.1 MTO J1eKIMOHHBIX 3aHATHHI

1

JlexumoHHas ayuTOpHs, OCHALIEHHAs] MHTEPaKTUBHOW JOCKOH, nmpoekTopoM, 1K (HoyTOykom),
HKPaHOM

6.2 MTO nadopaTropHbIX padoT U NPAKTHYECKUX 3aAHATHI

1 Y4eOHbIC ayauTOpHH, OOOPYJOBAHHBIE KOMIIBIOTEPHOH TEXHUKOH, C BO3MOXHOCTBHIO
noJKItoueHus k cetu «IuTepHeT», u obecredeHreM J0cTyna B 3JEKTPOHHY0 HHPOPMAIIMOHHO-
obpazoBarenbHyo cpeqy CKO MTYCHU

2 [IporpamMmmMHo-anmapaTHbiit Komieke « HPOKOMMYHUKAIIMOHHBIE CETH»

6.3 MTO py0exHBIX KOHTPOJI€ei, 324€TOB, JK3aMEHOB

1

VYuebHbIe ayauTOopuH, OOOpPYJAOBAaHHBIE KOMIBIOTEPHONW TEXHUKOW, C BO3MOXXHOCTHIO



https://elib.mtuci.ru/view.php?book_id=4049
https://elib.mtuci.ru/view.php?book_id=174665
https://elib.mtuci.ru/view.php?book_id=34676
https://elib.mtuci.ru/view.php?book_id=169995

nojktoueHus k cetu «MIuTepHer», u obecredeHreM J0cTyna B 3J€KTPOHHY0 HHPOPMAIIMOHHO-
obpazoBatenpHyto cpenry CKO MTYCHU

6.4 MTO camocTosiTe1bHON Pad0ThI 00y4al0IMXCS

[TomereHne 111 cCaMOCTOATENBHOM pabOThl 00YYAIOLIMXCSl OCHAIIEHO KOMITBIOTEPHOM TEXHUKON
1 C BO3MOXXHOCTBIO MOJKJIIOUEHUS K ceTu VHTepHeT M obecnieueHHeM JOCTyIa B DJIEKTPOHHYIO
uHpopMaMoOHHO-00pa3oBarenbHylo cpexy CKO MTYCU

7. OeHoYHbIE MAaTEePHUAJIBI

OHeHOLIHBIe Mare€pualibl U IIEPEYCHb BUAOB OLI€CHOYHBIX CPEACTB TEKYIICTO KOHTPOJIA U HpOMe)KYTOLIHOﬁ
aTTeCTally NPCACTABJIICHBI B HpI/IJ'IO)KeHI/II/I 1k pa6oqeﬁ nporpaMme JUCHUILINHBI.

8. MeToauueckue PECKOMEHIAIMHA 110 OCBOCHUIO TUCIHHUIIVIMHBI

MeTtoauueckre peKOMEHIaly 10 OCBOSHHIO TUCIUILINHBI IpecTaBieHs! B [Ipunoxennun 2 k pabodeit mporpamme
JUCLUIIINHBL.

9. OcoGeHHOCTH peaM3auMu TUCHHILIMHBI (MOIYJIs1) IPU 00YyYeHUH
MHBAJIU/I0B U JIUI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS

Pabouast mporpamMma AMCUUIUIMHBI (MOIYJIsI) TP HEOOXOIUMOCTH MOXET OBITh aJanTUpoBaHa s
oOydeHus (B TOM 4YHCJIE€ C HPUMEHEHHUEM JTUCTAHIIMOHHBIX O0Opa30BaTENIbHBIX TEXHOJOTUH) JHIl C
OTPaHUYECHHBIMU BO3MOXXHOCTSIMH 3/I0pOBBS, MHBAIHIOB. [lJis1 3TOr0 TpedyeTcs 3asBiieHHue 00yJaromuxcs,
ABIIAIOIIMXCS JIMIIAMU C OTPAHUYEHHBIMHU BO3MOXKHOCTSMHU 370POBbs, MHBAIMIAMHU, WIM HX 3aKOHHBIX
NPEJCTaBUTENICH U PEKOMEHJAIMU TICUX0JI0r0-MEIUKO-TIeIarornuyecko KoMmuccuu. Ilpu obydeHun auil ¢
OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3JI0OPOBBSl YUMTBHIBAIOTCS WX WHIUBUAYaJbHbIE TCUXO(HU3UUECKHE
ocobenHocti. OOy4yeHHE WMHBAIUIOB OCYIIECTBISETCS TaKXKe B COOTBETCTBUM C HWHAMBHIYaJbHOH
MporpaMMoi peaOuIuTaIuy HHBATUAA (TIPYU HAJTUYHH ).

Jis muIr ¢ HapyLIeHHEM CiIyXa BO3MOXHO IPeNOCTaBlICHUE y4eOHOH HMH(pOpMAIMKU B BH3YaIbHOM
dopMe (KpaTkuil KOHCHEKT JIEKIMWA; TEKCThl 3aJaHWil, HaledaTaHHbIe YBEJIWYCHHBbIM MIPUPTOM), Ha
ayJUTOPHBIX 3aHATUSAX JIOMYCKaeTcs TNPUCYTCTBHE AaCCHUCTEHTa, a TaKXKe CypAONEPEeBOTYMKOB H
TU(hIOCYPIOTIEPEBOUYNKOB.

Texyuii KOHTpPOJIb yCIIEBA€MOCTH OCYIIECTBISIETCS B TMHCbMEHHON ¢opme: oOydaromuiics
MUCHbMEHHO OTBEYaeT Ha BOIIPOCHI, MMCbMEHHO BBITIOJIHSAET MPAaKTUYECKUE 3aJaHusl.

Hoxuan (pedepaT) Takke MOKET OBITH MPEICTABICH B MUCBMEHHOM (hopMe, IPU ITOM TpeOOBaHUS K
COJIEP’)KaHUIO OCTAIOTCSA TEMH e, a TpPeOOBaHMS K KaueCTBY M3JI0KEHHUS MaTepuala (MOHITHOCTh, Ka4eCTBO
peun, B3aUMOJICHCTBHME C AayIUTOpUEl M T. J.) 3aMEHSIOTCS Ha COOTBETCTBYIOUIME TpeOOBaHMA,
npenbsBiIsieMble K MUCBMEHHBIM paboTaMm (kKauecTBO OQOpMIIEHHMS TEKCTa M CIHCKa JUTepaTyphl,
IpaMOTHOCTh, HAIWYHE WILTIOCTPAIIMOHHBIX MAaTEPHATIOB U T.1I.).

[TpomMexyTouHas arrecTanus JUIs JUI ¢ HAPYIIEHUSIMU CIyXa MPOBOJUTCS B MHUCbMEHHOU (opme,
IIPY 3TOM HCHOJB3YIOTCS 00IIMe KpUTEpUH olleHuBaHus. [Ipr HEOOXOIMMOCTH BpeMs MOJITOTOBKH K OTBETY
MO3KET OBITh YBEITUYEHO.

JUist a1 ¢ HapyIIEHHWEM 3pEHUs JIOMyCKaeTcs ayIualbHOe MpeocTaBlieHne HH(POpMAINU, a TaKKe
UCIIONIb30BaHUE Ha AayJUTOPHBIX 3aHATHSAX 3BYKO3AMHCHIBAIOIIUX YCTPOMCTB (IUKTOGOHOB U T.1.).
Jlomyckaercsi TPHCYTCTBHE Ha 3aHATHSIX AaCCUCTEHTa (IOMOIIHHUKA), OKAa3bIBAIOMIETO O0YYaromnuMCs
HEOOXOUMYI0 TEXHUUECKYIO TOMOIIIb.

Texyuuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBISIETCS B YCTHOU opMme.

[Tpu mpoBeAeHMM NPOMEKYTOYHOW aTTECTAllMM A JUI[ C HapyUICHHEM 3pEHHUs TECTHpPOBaHHE
MOJKET OBITh 3aMEHEHO Ha YCTHOE cOOeceJ0BaHHE IO BOIIPOCAM.

Jng nun ¢ OrpaHMYEHHBIMH BO3MOXHOCTSMU  3/I0POBbS, HMEIOIIUX HApYIIEHUS OMOPHO-
JBUTATEIILHOTO ammapara, Ha ayJIUTOPHBIX 3aHATHAX, a TaKKe MPH NPOBEACHUH MPOIEIYp TEKYIIETro
KOHTPOJISI YCIIEBAaEMOCTH M TMPOMEKYTOYHOM aTTecTalli MOTYT OBbITh MpEeAOCTaBICHBI HEOOXOIUMBbIE



TEXHUYECKHE CpeAcTBa (MMEPCOHATBHBIA KOMIBIOTEP, HOYTOYK WM JPYrod TajpkeT); IOITyCKaeTCs
NPUCYTCTBUE ACCUCTCHTa (ACCHCTEHTOB), OKAa3bIBAIOIIETO OOYYAIONIMMCS HEOOXOAMMYI TEXHUYECKYIO
MOMOIIb (3aHATH pabodee MecTO, MEePeIBUTATHCS 10 AyAWTOPHH, NMPOYUTATH 3a7aHue, O(OPMHTH OTBET,
o0maThes ¢ mpenojaBaTesieM).



10. Tono,iHeHust u u3MeHeHuss B Padoyeil mporpamme

Jluer akTyanu3zanuu padoyeil nporpaMMsbl AUCHUILIMHBI
B1.B04 «CeTeBble TEXHOJIOTMU»
I icnmoJib3osanms B 20 /20 y4eOHOM roay

YT1Bepxaaro
3am. qupekropa o YP

« » 20 1.

Hamnpagnenue: 11.03.02 MabOKOMMYHUKAITMOHHBIE TEXHOJIOTUU U CUCTEMBI CBSI3H
[Tpodwiis: MHPOKOMMYHUKANMOHHBIE CHCTEMbI M CETH

dopma 00yuyeHHs: OYHasl, 3a04Hasi, OYHO-3a0UHAs
(BozmooicHvl cnedyrowue sapuanmel):

a) Pabouas mporpamma aeicTByeT 0e3 H3MEHECHUIA.
0) B pabouyto mporpaMMy BHOCSTCS CIEIYIOIINE U3MEHECHUS:

PazpaboTtunk (n):

(®UO, yueHas creneHb, yueHOE 3BaHHE)
« » 20 T

PaGouas mporpamma nepecMoTpeHa 1 0100peHa Ha 3aceilaHuu Kadeapbl

[Ipotokon Ne OT «__» 20 r.

3aBenyronuit kadeapoit




Ipunoxenue 1

OHeHO‘IH])Ie MaTepuaJabl AJd NPOBEACHUS TEKYIIECI0 KOHTPOJISI U IIpOMG)KYTO‘IHOﬁ
arTreCTalluy 1Mo JMCIMIIJINHE

1. OueHovHbIe MaTepHAJIbI JIA MPOBEAeHHs MPOMEKYTOYHON aTTeCTAIUM MO TUCHMILTHHE
1.1 Illkaa oneHNBAHUA KOMIETEHIINI

IkaJa oneHNBAHNSA KOMIIETEHIIMIA

Ornenka

YpoBeHb 0CBOEHMS
KOMIIeTEeHIIUH

Kputepun oneHuBanus

«OTInyHO»

Bricokuii ypoBeHBb

OO6yuatomuiics [IOKa3bIBACT BCECTOPOHHEE,
CHCTEMaTHUYECKOE U INIyOOKOE 3HAaHUE OCHOBHOIO U
JIOTIOJTHUTEIBHOTO  y4eOHOro Marepuana, yMeer
CBOOOJHO BBINOJHATh 33JaHUs, NPEAYCMOTPEHHbIE
[IPpOrpaMMOM; yCBOWJI OCHOBHYIO M 3HAaKOM C
JOTIOJTHUTEIBbHON PEKOMEHI0BAHHOW JIUTEPATYPOH;
MOKET OOBSICHUTh B3aUMOCBSI3b OCHOBHBIX MOHITUN
JUCHUIUIMHBl B WX 3HAYEHUW Ui NOCIEIyIOLIEH
npodeCCUOHAbHON  JIeATENbHOCTH;  MPOSBISET
TBOPUYECKHE CIIOCOOHOCTH B MIOHUMAHUM, U3JI0KEHUU
U MCTI0JIb30BaHUH YUe€OHOT0 MaTepuaa.

«Xopouio»

TloBEbIIIEHHBIN
YPOBEHb

OOyuaronuiicss MOKa3bIBAE€T JOCTATOYHBIM YPOBEHb
3HaHUI B Mpeienax OCHOBHOIO y4eOHOro Marepuaia,
oe3 CYIIECTBEHHBIX omurboK BBITTOJTHSIET
NPEeIyCMOTPEHHbIE B IpOTrpaMMe 3a/laHusl; yCBOMII
OCHOBHYIO  IJIUTEpaTypy, pEKOMEHIOBAaHHYIO B
porpamMMme; Croco0eH OOBSICHUTh B3aHMMOCBS3b
OCHOBHBIX TOHATHUI JVCIIATUTHHBI npu
JIOTIOJTHUTEIbHBIX BOIIpOCax npernoiaBaTess.
JlomyckaeT HE CYIIECTBEHHBIE MOTPEUIHOCTH B
OTBETaX, YCTpaHseT ux 0e3 MOMOIIH MTPENo1aBaTels.

«YnoBi CTBOPUTCIILHO»

[Toporossiii
YPOBEHB

OOyuarmuiicsi TIOKa3bIBa€T 3HAHHWSI OCHOBHOTO
y4eOHOro Marepuala B MHUHUMAIBHOM O0BEMe,
HEOOXOIUMOM JJIS TajbHENIel yaeObl; CripaBiIseTcs
C  BBINOJHEHMEM  3aJaHui, NPEeayCMOTPEHHBIX
MporpaMMoOM, JOIMyCKass TP 3TOM  OOJbIIIOe
KOJIMYECTBO HE MPUHIIUITHAIBHBIX OMIMOOK; 3HAKOM C
OCHOBHOU JUTEpaTypoi, PEKOMEHTOBAHHOM
MpOrpamMMoil. Jomyckaet CYyIlIECTBEHHbBIE
MOTPEUTHOCTH B OTBETAaX, HO oOnagaer
HEOOXOJUMBIMH 3HAHUSMHU IJI1 UX YCTPAHEHHs IOJ]
PYKOBOJICTBOM TpETOAaBaTesl.

((HCy,Z[OBJ]CTBOpI/ITCJ'IBHO»

MuHuManbHBIN
YPOBEHb HE
JOCTUTHYT

OOyuatomuiics oOHapy>XHBaeT MpoOeNbl B 3HAHHUIX
OCHOBHOTO  y4eOHOTO  Marepwana, JOIMyCKaeT
NPUHIUINMATIBHBIE ~ OMIMOKM B BBIOJHEHUHU
MPEyCMOTPEHHBIX TPOTPAMMOi1 3aIaHUH, HE 3HAKOM
C PEKOMEHJOBAaHHOM JUTEpaTypoil, He MOMKET
WCTIPaBUTh JOIyIeHHbIe omuOKu. Kak mpaswmio,
OLIEHKa «HEYJIOBJIETBOPUTEIHHO CTaBUTCS
o0yJaromuMmcsi, KOTOpble HE MOTYT TPOJOKUTH
o0yyeHHe WIM MPUCTYNUTh K NpoecCHOHATHLHON
JESTeIPHOCTH 10  OKOHYaHWU  By3a  0e3




IUCLHUILINHE.

JIOMOJIHUTEIBHBIX 3aHATHM 10 COOTBETCTBYIOIICH

1.2 Iloka3aresin, KpUTEPHUHU M IIKAJIbI OLIEHNBAHUS KOMIIETEH Ui

Iloxa3zaremm KOMIICTCHIIMH

Kputepuu oreHuBaHUs

| IlIxana oreHUBaHUs (0aIIOB)

IIK-2: Cnocoden pa3padaTbiBaTh, IPOEKTHPOBATh, BHEAPATH M IKCILIYyaTHPOBATh 00bEKThI U
CHCTEeMbI CBSI3U, TEJIEKOMMYHHKALMOHHbIE CUCTEMbI, CHCTEMbI MOABHKHOI CBSA3H Pa3IUu4YHOIO

Ha3HAYCHHUHA

3HaTh:

- IPUHIMITEI THHOPMAITMOHHOTO OOMEHa B
CeTAX C KOMMYTaIlel TTaKeToB;

- 0a30BLIE ITPOTOKOJIbI, IPUMCHACMBIC B
MHQOPMATIOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHSX:

- IPUHIHITBI Pa3pabOTKY, TPOCKTUPOBAHNS,
BHCIAPCHUA U SKCILTyaTallun ceTeii ¢
KOMMYTAIUEH MaKeTOB;

- IPUHIUITBI KOHPHUTYPUPOBAHUSI CETEBOTO
1 OKOHEYHOTO 000pPYIOBAHHS.

KonrponbHas pabora

Monys 1
0+20
«HeynosnerBoputensao» - 0-5
«Y IOBJIETBOPUTENHHO» - 6-10
«Xopomo» - 11-15
«Otnnanoy -16-20

VYMmeTh:

- pa3pabaThIBaTh U IPOCKTUPOBATH CETH
CBSI3H;

- POU3BOJUTH BEIOOP 000PYAOBaHUS IS
MOCTPOCHUS CETH Ha OCHOBE
c(hopMHpPOBaHHEIX TPEOOBAHUM, B TOM
YHcIie 0TEYeCTBEHHOTO IPOU3BOICTBA;

- IPOU3BOUTH KOH(UTYpUpOBaHHE
000pyIOBaHMs CeTH A obecreyeHus e€
paboTocnocoOHOCTH.

[IpakTuyeckoe 3anstue 1
[IpakTraeckoe 3ausTue 2
[IpaxkTnueckoe 3anarue 3
[IpakTuyeckoe 3ansTue 4
IIpakTnyeckoe 3aHsTHE 5
[MpakTuueckoe 3aHsTHE 6

Monyns 1
0+18
«HeynosnerBopurensao» - 0-9
«Y noBneTBopUTENHLHOY - 10-12
«Xopouio» - 13-15
«OtnuuHoy - 16-18

Bnaners:

- HaBbIKaMH MOCTPOCHUA CXEM
I/IH(I)OKOMMYHI/IKaLII/IOHHBIX CCTeﬁ;

- HaBbIKaMH MOJCIIMPOBAHUA CeTCfI;

- HaBbIKaMH HCIIOJIb30BaHUA IIPOTPaMMHBIX
CpCACTB AJId HOCTPOCHUA U
MOACIUPOBAHUS CeTel CBSI3MU.

Jlabopatopnas pabdota 1
JlaboparopHast paboTa 2
JlabopatopHas padoTta 3

Monyns 1
0+12
«HeymosnerBoputenbHO» - 0-3
«Y IOBIETBOPUTENBHOY - 4-6
«Xopouio» - 7-9
«Otamuanoy - 10-12

IIK-3: Cnoco6eH BLINOJHATH Pad0Thl M0 AAMUHUCTPHUPOBAHUIO MPoIiecca yIpaBJieHusi 6€30MacCHOCTHIO
CeTEeBBIX YCTPOIiCTB M IPOrPAMMHOI0 o0ecreyeHuns

3HAaTh:

- IPUHLHUIIBI AIMAHUCTPUPOBAHUS CETEN
rnepegavy JaHHbIX;
- IPUHLMIIBI KOHPUTYPUPOBAHUS CETEBBIX
YCTPOMCTB;
- Cpe/icTBa 00eCIeYeH s 3aIUIEHHOTO
JOCTyIIa K CETEBOMY 000pyI0BAHUIO;
- IPOTOKOJIbI 3aILUILIEHHOTO
MH()OPMAIIIOHHOTO 0OMEHA B CETAX CBS3U.

Kontponpsnas pabora

Monyns 2

0+20
«HeynosnerBopurensao» - 0-5
«Y TOBNETBOPUTENHHOY - 6-10
«Xopommoy» - 11-15
«Otnnunoy -16-20

VYMmeTh:




- KOHQUTYPHPOBATH BCTPOCHHBIC B CETEBOE
000pyI0OBaHUE CPEIICTBA 3AIUTHI,

- POBOJUTH PAOOTHI M0 pa3rPaHUIYCHUIO
NpaB JIOCTYMA MOJIb30BaTeICH K CETEBBIM
pecypcam;

- POBOJUTH PAbOTEHI 1O
KOH(UTYPUPOBAHHIO U
aJIMUHUCTPUPOBAHHIO AIIIapaTHO-
IIPpOrpaMMHBIX CPEACTB 3alUThI
MH(QOPMAIMH B CETAX CBS3U.

[IpaxTrueckoe 3aHsaTue 7
[paktudeckoe 3ansTre 8
[MpakTrdeckoe 3ansTHe 9

Monyns 2

0+15
«HeynosnerBoputensuo» - 0-4
«Y TOBNETBOPUTENHHOY - 5-8
«Xoporoy - 9-12

«Ot1imnuHOY - 13-15

Bnaners:

- OCHOBHBIMH MOHSITHIMH, CBI3aHHBIMU C
obecreueHreM 0€30MaCHOCTH B CETIX
CBSI3H;
- HaBBIKaM¥ pabOTHI IO
KOH(UTYPUPOBAHUIO CPEJICTB 3aIUTHI
CEeTEH CBSI3H.

JlabGopaTtopHas padota 4

Moayns 2

0+15
«HeynosnerBopurensuo» - 0-4
«Y TOBNETBOPUTENHHOY - 5-8
«Xoporioy - 9-12

«Ot1imnuHOY - 13-15

OK3aMeH

0-100

«HeynosnerBopurensaoy - 0-40
«Y noBneTBOpuUTENHHOY - 41-60
«Xoporo» - 61-80

«Ot1imuaO» - 81-100

CoNoA~AWNE

e el =
OMNWNREO

1.3 OneHounblie MaTepUaJibl: TUIMIOBBIC KOHTPOJBHBIC 3a/IaHUl, UHBIC MAaTCPUAJIbI

1.3.1 Ouenounvie mamepuanvt mexKyuye2o KOHmMpPOA 0na 04HOU hopmel 00yuenus

Moayas 1 (50 6a10B):

Monysb COIEpXKHUT 5 NEKITMOHHBIX 3aHATHH, 6 MPaKTHYECKUX 3aHATHN U 3 Tab0opaTOpHBIE PAOOTHI.
3HaHue JEKIIMOHHOIO MaTepuasia OLEHWBAETCS MO KOHTPOJIbHOH paboTe, MaKCUMalbHOE KOJIMYECTBO
6amtoB coctapnsier 20. 3a KaKAoe MPAKTHYECKOE 3aHATHE OO0y4YaeMbIi IMOJydaeT MakcUMyMm 3 Oaia
obmeit cymmoit 18 OamnoB. 3a KakIyl0 BBINOJHEHHYIO M 3aIIMIICHHYIO Ja0opaTopHyro paboty
oOydaromui mosydaeT MakcumyM 4 Oamra oOmed cymmoin 12 OamioB. OOmee MaKCHMAalbHOE
KOJINYeCTBO OaJIoB 32 MOy b 1 coctasmuset 50.

Bonpocut ona konmponwvnou pabomer 1 (T1IK-2):
CrniocoObl KOMMYTAIH B CETSIX CBSI3U.
Monenb B3auMOIEUCTBUS OTKPBITHIX CHCTEM.
Crek mporokonoB TCP/IP.
Merton noctymna B HeKoMmmyTupyemoii cet Ethernet.
dopmar kaapoB Ethernet.
dusnueckue creruduranun cemerictea Ethernet.

OrpaHudeHust CeTeH, MOCTPOCHHBIX Ha OOIIEH pa3ensseMon cpee.

AAropuT™ paboThI TPO3PAYHOTO MOCTA.
KommyTaTopsr Ethernet n ux nonoiaHnTeNnbHBIE QYHKINH.

. Orpanuyenust ceTeit Ha MOCTax U KOMMYyTaTOpax.
. Afpecanusi B IpOTOKOJIaX CETEBOTO YPOBHSI.

. [IpuHIUIIBI MapLIpy TH3AIUH.

. Tunsl 1 knaccel [P-agpecos.

. Ucnonib3oBanune macok B [P-agpecanum.

. Ctpyktypa IP-nakera.




16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.

HenocraTku u orpaHn4eHus CTaTUYECKONW MapIIpyTU3ALINH.
Knaccugukaius npoTokojaoB AMHAMUYECKOH MapIIpyTH3aLKu.
IIpotokomn RIP.

ITporoxon OSPF.

ITporoxon EIGRP.

[Iporokonst ARP u RARP.

[Tporoxon DHCP.

Cnyx6a DNS.

Texnomorust NAT.

Crpykrypa UDP-cermenra.

Crpykrypa TCP-cermenra.

VYcraHoBneHue U 3aBeplieHue coeauHeHnii B npotokoiue TCP.
Obecneuenue HaJIeKHOCTHU HocTaBku B mpoTokosie TCP.
VYnpasnenue notokoM B nporokoiie TCP.

XapakTepuCTUKH KOMMYTaTOPOB.

XapakTepUCTUKHU MapIIPyTU3aTOPOB.

JlononHurenbHbIE BO3MOKHOCTH COBPEMEHHBIX MapILIPYTHU3aTOPOB.
BcniomoraTenbHbIE IPOTOKOJIBI TPAHCIIOPTHOTO YPOBHS.

IlIpakmuueckoe 3anamue Nel. Cozoanue supmyanvusix n10kanvhoix cemeit (VLAN) na

KOMMymamopax.

Kontposnshsie Bompocs! ([TK-2):

1. Onpenenenue VLAN.

2. Heobxomumocts ucroiiszosanus VLAN.

3. IlopTel JOCTYyNA M MaruCTpaabHbIC MOPTHl KOMMYTaTOPOB.
4. IIpocmotp co3ngannubix VLAN Ha kommyTaTope.

5. Ctpykrypa tora |[EEE 802,10Q.

Ilpakmuueckoe 3anamue Ne 2. Kongpuzypuposanue cmamuyueckoii mapuipymu3ayuu.
Konrposnsnsie Bompocs! ([TK-2):

1. CtpykTypa TabIHIBl MapIIPYTH3AIHH.

2. OmpezienieHrne MapuIpyTa Mo yMOJTYaHHIO.

3. OnpeneneHue CTaTHYECKOr0 MapIIpyTa.

4. TIpocMOTp CO3JJaHHBIX MapIIPYTOB HAa MapIIPyTH3aTOPE.

5. Ha3naveHwue 1U1I03a [0 YMOTYAHHUIO.

Ilpakmuueckoe 3auamue Ne 3. Konghucypuposanue npomoxona RIP.
Kontponshbie Bompocs! (ITK-2):

1. Onpenenenrie METPUKH.

2. Merpuxka npotokona RIP.

3. Dtansl paboThl mpoTokona RIP.

4. MunumanbHbie Tabnuib! mpotokosa RIP.

5. [Mopsaok koHpuUrypupoBanus nporokoia RIP.

Ilpakmuueckoe 3auamue Ne 4. Konghuzypuposanue npomoxona OSPF.
Kontponshbie Bompocs! (ITK-2):

1. OnpeneneHue METPUKH.

2. Mertpuka nporokoia OSPF.

3. Dtansl paboTsl mpoTokosia OSPF.

4. MunuManbHble Tabauibl nmporokoia OSPF.

5. [Mopsaaok koHpurypupoanus rnporokoja OSPF.



Ilpakxmuueckoe 3anamue Ne 5. Konghuzypupoeanue npomoxona EIGRP.
Kontposnshsie Bompocs! (ITK-2):

1. Onpenenenrie METPUKH.

2. Metpuxka nporokona EIGRP.

3. Orambl pabots npotokoia EIGRP.

4. MunumanbHble Ta0auib npoTokona EIGRP.

5. Iopsinox xoH(purypuposanus nporokona EIGRP.

Ilpakxmuueckoe 3anamue Ne 6. [Tocmpoenue u Konguzypuposanue 10KanvHoll cemu.
Konrponbnsie Bonpocs! (ITK-2):
1. Anroputm pa6otsl mpotokona DHCP.

2. Anroput™m paboTsl mpoTokosa ARP.

3. Texnonorus NAT.

4. Kondurypupoanue NAT Ha MapuipyTuzaTope.
5. Cmyx6a DNS.

Jlabopamopnas paboma Nel. Hcenedosanue npomokonoe STP.
Kontponensie Bonpocs! 3amuThl ([1K-2):

1. [IpuyKHBI HEIOYCTUMOCTH KOJIBLIEBBIX TOMOJIOTHH B cetn Ethernet.
2. Oransl nporokoina STP.

3. BeIOOpBI KOpHEBOTO KOMMYyTaTOpa B poTokoie STP.

4. ITpocmoTp napameTpoB mpoTokosna STP Ha kommyTarope.

5. Momudukanuu nporokona STP.

Jlabopamopnas paboma Ne2. Hcenedosanue 603mM0oxucHoCHmell 00beOUHEHUS GUPHLY ATIbHBIX
nokanvhnoix cemeit (VLAN) cpedcmeamu cemeeozo ypoens.

KontposnbHbie Bornpocs 3amuThl ([TK-2):

1. Heo6xonumocts 00bequnennst VLAN.

2. Onpeneneane cyOnHTEPEIHCOB MaPIIPYTH3ATOPA.

3. [IpuHIUIT «MapUIPyTU3ATOP HA MIPUBSZH.

4. O6benuaenue VLAN ¢ ucnons3oBanuem L3-kommyTtartopa.

5. Otnnune KoH(UTYpHUPOBaHUS CeTeBBIX MHTEp(delicoB y L3-KoMMyTaTOpOB U 'y
MapIIpyTH3aTOPOB.

Jlabopamopnas paboma Ne3. Hccnedosanue nymeii nepedayu mpaguxka npu OUHAMUECKol
Mapuipymu3ayuu.

KontponbsHbie Bonpocs 3amuThl ([TK-2):

1. Knaccuduxanms npoToKoJIOB TMHAMHYECKONW MapIIpyTH3AIUH.

2. IpuHtmn oOHOBIIEHHS TAOIUIT MapIIPy TH3AIINH.

3. Onpenenenre BpeMeHH CXOAMMOCTH MPOTOKOJIA MAPIIPY THU3ALHH.

4. CiocoObl U3MEHEHHUSI TApaMETPOB METPHK.

5. CiyxeOHble COOOIIEHHUS TPOTOKOJIOB MapILIPyTU3ALINH.

Monayas 2: (50 6as10B):

Monaynb coaepKUT 3 NTEKIUOHHBIX 3aHATHA, 3 IPaKTHUECKUX 3aHATUH U 1 1abopaTopHyto paboTy.
3HaHME JIEKIIMOHHOTO MaTepHaja OIEHHBAETCS M0 KOHTPOJIBHON paboTe, MaKCHMAaJIbHOE KOJINYECTBO
6amtoB cocraBnsgeT 20. 3a KaxJ10€ MPaKTHUECKOE 3aHATHE 00y4aeMBblii MOJIy4yaeT MaKCUMyM 5 0alioB
oOmieit cymmoit 15 GamioB. 3a BBIIOJHEHHYIO U 3alIMIIEHHYIO J1a00paToOpHy0 paboTy oO0ydaromui



noiryyaeT MakcuMyMm 15 GamnoB. O0mee MakCUMaTbHOE KOJMYECTBO OAIIOB 32 MOIyJb | cocTaBiseT
50.

Bonpocut onsa konmponwvnou pabomer 1 (T1K-3):

YpoBHM CETEBOM 3aLIUTHI.

CTpyKTypa 3alUIeHHON CEeTH.

Mertoasl ¥ CpecTBa MOBBILIEHUS CETEBOM JOCTYITHOCTH.

3amura oT aTak Ha npotokoa STP.

Wcnonb3oBanue pyukimu Port Security.

3amuTa ot atak Ha npotokonsl DHCP u ARP.

Omnpenenenue u kiaaccuduranus VPN.

[Tpotokousel VPN, peanuzyemble Ha BTOpoM ypoBHe mozaenu OSI.
[Tpotokoner VPN, peanmsyemslie Ha TpeTheM ypoBHe Mojenu OSl.
0. ITpoTOKOJIBI TYHHEIUPOBAHHUSL.

11. Ipotokousr IPSec.

12. Dos u DDos-ataku.

13. Cucrembl oOHapyskenus Bropxenuit (IDS).

14. Cucremsl npenoTBpaiueHus BTopxkenuit (IPS).

15. Knaccugukanys KOMIbIOTEPHBIX BUPYCOB.

16. Ilpumenenue antuBupycHoro 110 Ha nutr03ax KOpropaTUBHOM CETH.
17. Knaccugukanus kopnopaTuBHoro antusupycsoro I10.

18. [Iporokonsl PPTP, L2TP, L2PW.

19. CpaBHHTEIBHBIN aHAIN3 TPOTOKOJIOB BTOPOTO YPOBHSL.

20. IlpumeHeHHe POTOKOJIOB BTOPOTO YPOBHS B cucteme Site-to-Site.
21. IlpumeHeHre TPOTOKOJIOB BTOPOTO ypoBHS B cucteme Remote VPN.
22. Opranu3alMoOHHbIE MEPOIPUATHS 110 KOMIUIEKCHOM 3aliTe KOPIIOPATUBHOM CETH.

HBOoo~NoTR~WNE

Ilpakxmuueckoe 3anamue Ne7. Konguzypuposanue mesxtccemegpix IKpanos ¢ AKemuou
dunompayueii.

Konrpoasusie Bompocs! (ITK-3):

1. Bunsr ACL.

2. [Ipumenenne «4epHbIX» U «Oembrx» ACL.

3. Kondurypuposanne ACL Ha MapmipyTuzaTope.

4., Tlpussizka ACL k uaTepdeiicam mapipyTrsaropa.

5. [TpocmoTp co3mannbix ACL Ha mapmpyTuzartope.

Ilpakmuueckoe 3anamue Ne8. Konguzypuposanue mesccemegwix IKpanos ¢ cOXpanHenuem
COCMOAHUI.

Kontponsabie Borpocs! (ITK-3):

1. [ToHsATHE «COCTOSTHUEY.

2. IlpaBuiia MHCTIEKTUPOBAHUS TpaduKa.

3. [IpuBs3Ka mpaBuII MHCIIEKTHPOBAHMS K HHTepdeiicaMm MapIpyTH3aTopa.

4. ITpocMOTp CO3/TaHHBIX MPABUI UHCIIEKTHPOBAHUSI.

5. [TonaTHe TMHAMHYECKUX CIHCKOB YIPABICHHS JOCTYTIOM.

Ilpakmuueckoe 3anamue Ne9. Konguzypuposanue 30nanbHbIx meccemesnix IKPAHos.
Konrpounshbie Bornpocsr (ITK-3):

1. [TonsiTrie 30HBI 0€30MACHOCTH.

2. IlonsiTre «1mapa 30H».

3. Crroco0sI co3manus class map.

4. Dranbl KOHQUTYPHPOBAHNUS 30HATHLHOTO MEKCETEBOTO IKPaHa.

5. IlpocMoTp mapamMeTpoB MEXCETEBOI0 IKPaHa.



Jlabopamopnas paboma Ned. Hccnedosanue nepeoauu mpaghuxa é cemu ¢ VPN.
KonTponbHbie Bompocsr 3amuTs (ITK-3):

~N O Ok W —

. Bunet VPN TyHHenei.
. Buner Remote VPN.

. CornacoBanue aJIrOPUTMOB ay TEHTU(DHUKAINH, IMU(POBAHUS U IPOBEPKH IIEIIOCTHOCTH.
. [IpoBepka cocrosiaust VPN TyHHens.

. Pabora VPN B TpaHCIIOPTHOM U TYHHEJIBHOM PEXKHUMaXx.
. CpaBuenue nporokono AH u ESP.

. Onpenencuus Site-to-Site VPN.

Monayas 3 KypcoBasi pa6ora (100 6a.110B):

Tema KypcoBoii paGoOTHI:

IIpoexTupoBanue u HacTpoiika |P-ceTn

Jlis  BbINOJMHEHUS KypcoBoil pa®oThl oOydaromiuecs NOJy4yaroT B OHOJIMOTEKe MedYaTHbIN
K3eMIUIIp MM ckauuBaioT B JIK anexkTpoHHOE wH3laHME Y4uyeOHO-METOJUYECKOro Mocoous:
«Metoanyeckue ykazaHusi (PEKOMEHIAIMHM) TI0 BBIIOJHEHUIO KypcOBOW pPabOThl / KypcCOBOTO
IIPOEKTay.

Monynb TOCBSIIEH BBIMOJTHEHUIO 33aJaHUS Ha KypCOBYIO paboTy. MakcumanbHOE KOJHYECTBO
0aJIJTOB 32 BBITIOJIHCHHYIO M 3alIUIICHHYIO KypCcOBYI0 padoty coctasisieT 100.

KypcoBast pabota BeimomnHsieTcs B npoiiecce ocBoenus kommnereHiuu [1K-2, a utorosas oreHka 3a
€€ 3alIUTy XapaKTepu3yeT 3aKJIIOYUTENIbHBII 3Tall €€ OCBOCHHUS.

Kputepuu orniennBanusi KypcoBoi pabOThI MpUBEIEHBI B TabmuIe 1.

Ta6mmma 1 — Kpurepuun orneHuBanusi KypcoBor pabOThI

Neni/mt [IIxana
Kputepuu onieHuBaHus KypcoBOi pabOThI OLICHUBAHUS
B Oayiax
1. BrinmonHeHue 3a1aHus Ha KypCcoOBYIO paboTy
- 3ajlaHue BBIMTOJIHEHO B TIOJHOM OOBeMe, KaKIbId paccMaTpPHBACMbIi BOIPOC 20
PacKpBIT TOJHOCTHIO, TOJMYYEHHBIH KOHEYHBIH pe3yldbTaT HCCIEAOBaHNUSA,
MPOBEJICHHOTO B  KYpCOBOHM  paboOTe, COOTBETCTBYET IPEAbSBIICMbBIM
TpeOOBaHUSAM.
- 3a1aHne BBIIMOIHEHO B ITOJHOM 00bEME, OAUH MU HECKOJIBLKO 10
paccMaTpuBaeMbIX BOTIPOCOB PACKPBITHI HEMOIHO, CIPOSKTUPOBAHHAS CUCTEMA
CIIyTHUKOBOTO TIpHeMa TIOJyYeHHBIA KOHSYHBIH pe3yIbTaT UCCIICIOBAHMSI,
MIPOBEJICHHOTO B KYPCOBOM paboTe, COOTBETCTBYET NPEIBIBISICMBIM
TpeOOBaHUSM.
- OZIMH WK HECKOJIBKO MTYHKTOB 3a/IaHUs HE BBIIIOJIHEHBI MU BBIIIOJIHEHBI HE B 0
MIOJIHOM 00beMe
2. Hcnonk30BaHne JEMOHCTPAIIMOHHOTO MaTepuana;
- JICMOHCTpPAllMOHHBIA MaTepwall BKJIIOYaeT B ceOd Bce HEoOXOIUMBbIC 20
TeXHUYECKHUEe TPeOOBAHUS U T.1.;
- JIEMOHCTPAIlMOHHBIM MaTepuajg BKIIOYAeT B CeOsl Pl TEXHUYECKUX 14
TpeOOBaHUH U T.I.;
- JIEMOHCTPAITMOHHBIN MaTepual BKJIIOYAEeT B ce0s HEKOTOPhIC TEXHHUYSCKHE 8
TpeOoBaHUs U T.11.;
- JICMOHCTPAIIMOHHBIA MaTepuajl HE OTPaKkaeT OCHOBHBIX STallOB KypCOBOU 2

paloTHI.




Neri/mt [xana
Kputepuu orieHuBaHus KypcOBOW paOOTHI OLICHUBAHHS
B Oayiax
3. Odopmiienne pe3yabTaToB KypcoBOi pabOTHI:
- KypcoBas pabota oopmiieHa B moiHOM cooTBeTcTBHH ¢ ECK/I; 20
- KypcoBas paboTa opopmiieHa ¢ He3HAYUTEIbHBIME OTKIIOHeHUsIMU 0T ECK/J; 10
- ohopmiieHne KypcoBoi paboTel He cooTBeTCTBYET TpeboBanusm ECKJI. 4
4. KagecTBO OTBETOB Ha BOMPOCHI B MPOLECCE 3ALIUTHI KYpPCOBOW PaOOTHI:
- IacT TIOJTHBIC U Pa3BEPHYThIC OTBETHI HA ITOCTABJICHHBIC BOTIPOCHI, 40
- HE MOXET OTBETUTh WM JAET HEBEpHbIC OTBETHI HA PsAJ] BOIPOCOB, HO IOCIE 24
HABO/ISIIUX BOIPOCOB CTAHOBHUTCS MMOHATHO, YTO OOYYAIONIHIACS OPUESHTHPYETCS
B MaTepualie M WCIpPAaBIseT JONMYIICHHbIE paHee MpU OTBETE OIMIMOKU WK B
[IEJIOM OTBEYAET Ha MIOCTABIICHHBIC BOIPOCHI;
- JIONyCKaeT rpyOble OMMOKH NMPH OTBETE€ WJIM HE MOXET YETKO OTBETHTh Ha 13

BOIIPOCHI, IIpU OTOM, IIOCJIE€ HABOIAANIHUX BOIIPOCOB, O6y‘l&IOHIPIfIC5I HEC
HCIPABJIICT JOIMYIICHHBIC paAHCC OIIMOKY U HE CITPAaBJIACTCA B LICJIOM C OTBETOM.

OOyuaromumiicst, HabpaBIIHii IO KypCcoBOii paboTe:

- ot 0 10 40 6am10B, NOTYYaET OLEHKY «HEYI0BICTBOPUTEIHHOY;
- oT 41 110 60 GanIoB, MOTyYaET OLIEHKY «YOBJIETBOPUTEIBHON;
- oT 61 10 80 GayIOB, MOTYYAET OLIEHKY «XOPOIIIO»;

- ot 81 1o 100 6annoB, NOIyYaeT OLEHKY «OTIUYHOY.

HBOoo~NoOR~WNE

0.
. Afpecanus B IpOTOKOJaX CETEBOTO YPOBHS.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.

1.3.2 Bonpocul, évtnocumsie na Ixkzamen no oucyuniaune «Cemesvie mexHonocuuy.

CriocoObl KOMMYTAIMH B CETSIX CBSI3H.

Monenb B3auMOIEHCTBUS OTKPBITHIX CHCTEM.

Crek mporokonoB TCP/IP.

Mertoa nocTtymna B HekoMMyTupyeMoit cetu Ethernet.

®opwmar kaznpos Ethernet.

duznueckue cnerudukauu cemeiictsa Ethernet.

Orpanundenus cerel, IOCTPOSHHBIX Ha O0LIEH pa3aensieMoi cpee.
Anroputm paboThl TPO3PAYHOTO MOCTA.

KommyTtatopsr Ethernet u ux nomonHuTensHbIe GYHKINN.
OrpanuyeHnus ceTeil Ha MOCTaX U KOMMYTaToOpax.

[IpuHIUITBI MapLIIPy TH3ALUH.

Tunsl u kimaccel [P-agpecos.

Hcnonb3oBanue macok B [P-agpecanum.

Crpykrypa [P-nakera.

Henocratky u orpaHn4eHus: CTaTUYECKON MaplIpyTH3aLUU.
Krnaccudukanus mpoTOKOJIOB THHAMUYECKOW MapIIpy TU3AIHH.
[Tpotokon RIP.

ITporoxon OSPF.

ITporokon EIGRP.

ITporoxoner ARP u RARP.

ITporokon DHCP.

Cayx0a DNS.

Texnonorust NAT.

Crpykrypa UDP-cermenra.

Crpykrypa TCP-cermenra.

VYcranoBneHue u 3aBepiieHue coeanHenuit B mporokone TCP.




28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.

Obecneuenue HaJIeKHOCTH HocTaBKu B mpoTokose TCP.
VYnpasnenue notokoM B nporokoiie TCP.

XapakTepuCTUKH KOMMYTaTOPOB.

XapakTEepUCTUKH MapIIPyTU3aTOPOB.

JlononHuTENbHBIE BO3MOKHOCTH COBPEMEHHBIX MapIIPyTHU3aTOPOB.
BcniomoraTenbHbIE TPOTOKOJIBI TPAHCIIOPTHOTO YPOBHH.

YpOBHM CETEBOM 3aLUTHI.

CrpyKTypa 3alIUIIEHHON CETH.

MeTtonp! 1 cpeacTBa NOBBILIEHUS CETEBOU JOCTYITHOCTH.
Cratnueckuii NAT.

Hunnamuueckuii NAT.

NAT ¢ npumeHeHreM MacKapaJuHra.

3amura ot arak Ha VLAN.

3amura oT arak Ha npotokon STP.

Hcnonp3zoBanue gpynkuuu Port Security.

3amuTa ot arak Ha nporokosisl DHCP u ARP.

Omnpenenenue u kiaaccuduranus VPN.

ITporokonel VPN, peannsyembie Ha BTopoM ypoBHe Monenu OSI.
[Tpotokonel VPN, peanusyembie Ha TpeTbeM ypoBHE Mozenn OSI.
ITpoTOKOIIBI TYHHEIUPOBAHUS.

[Tporoxonsr IPSec.

Dos u DDos-araku.

Cucrtemsl o0HapysxeHust Brop>kennit (IDS).

Cuctemsl penotBpaiienus Bropxkeruii (IPS).

Knaccudukanus KOMIbIOTEPHBIX BUPYCOB.

ITpumenenne antTuBupycHoro 110 Ha nu1r03aXx KOPIOPATUBHOM CETH.
Knaccugukanus kopnoparuHoro antusupyctaoro I10.

[Ipotokonsl PPTP, L2TP, L2PW.

CpaBHUTENBHBIN aHAJIU3 IPOTOKOJIOB BTOPOTO YPOBHS.
ITprMeHeHHe NPOTOKOJIOB BTOPOI0 YPOBHS B cucteme Site-to-Site.
IIpuMeHeHne pOTOKOII0B BTOPOTo YpoBHs B cucreMe Remote VPN.
OpraHuzanroHHbIE MEPONPUATHS IO KOMIUIEKCHOM 3aIUTE KOPIIOPATUBHOM CETH.

1.4 Oyenounvie mamepuansvt 015 3a04HOU U OUHO-3A0YHOU hopm 00yUeHusn

Ilpakmuueckoe 3anamue N 1. Konguzypuposanue cmamuueckoit mapuipymusayuu.
Konrpomasasie Bompocs! (ITK-2):

1. CrpykTypa Tabnuibl MapuIpyTH3ALUH.

2. OnpezaeneHye MapuipyTa Mo yMOJIYaHUIO.

3. OnpeneneHye cTaTUYECKOro MapLpyTa.

4. ITpocMOTp CO3/1aHHBIX MapLIPyTOB HA MapLIPyTU3aTOPE.

5. Ha3nayeHue numro3a no yMOJI4aHHIo.

Ilpakmuueckoe 3anamue N 2. Konghuzypuposanue ounamuueckoit mapuipymu3ayuu.
Konrpomasnsie Bompocs! (ITK-2):

1. Onpenenenre METPUKH.

2. Metpuka npotokoina RIP.

3. Metpuka nporokosia OSPF.

4. Dranel padoTsl poTokona RIP.

5. MunumainpHble Tabnuibl nporokona RIP.

6. [Topsaok koHpuUrypupoBanus nmporokoia RIP.



7. lopsinox xoH(purypupoBanus nporokoia OSPF.

Jlabopamopnas paboma Nel. Hccnedosanue 603morncnocmeii 00ve0UHeHUA 6UPMYATbHBIX
nokansvhnoix cemeit (VLAN) cpedcmeamu cemeeozo ypoens.

KontponsHbie Borpocs 3amuThl ([TK-2):

1. Heo0oxomumocts 00benuaenus VLAN.,

2. OnpenencHue cyOMHTEPPEHCOB MapIIPyTH3ATOPA.

3. IlpuHIMI «MapIIpyTHU3aTOP HA MPUBSI3N.

4. O6wvenunenne VLAN c ucnions3oBanuem L3-kommyTaropa.

5. Otnnuune KoH(UTYpHUpPOBaHUS ceTeBbIX HHTep(delicoB y L3-KoMMyTaTOpOB U y
MapIIpyTH3aTOPOB.

IIpakmuueckoe 3anamue Ne 3. I[locmpoenue 10KanbHOl cemu ¢ KOMNAEKCHOU 3aUuiumoil.
Kontpomasnsie Borpocs! (ITK3):

1. 3amuTa ot arak Ha nmpoTtokos DHCP.

2. 3ammTa oT aTak Ha rnmpotokoi ARP.

3. Texuomorusa NAT.

4. Texuonorus Port Security.

5. 3amuTa cimyx661 DNS.

Jlabopamopuasn paboma Ne2. Hccnedosanue nosvluieHuss 00CMynHOCHU CEMU C 8UPMYATbHBIM
Mapupymu3amopom.

Kontponbnbie Bonpocs! 3amuth (ITK-3):

1. ITpyHUMIIBI TOBBIIIEHHS CETEBOM TIOCTYITHOCTH.

2. CemeiictBo nporokosioB FHRP.

3. Tepmunsl VRRP.

4. VRRP c 6anancupoBkoii u 6e3 OaraHCHpOBKH Tpaduka.

6. Mcnionp30BaHKe MPUOPUTETOB MPHU OANTaHCUPOBKE TpaduKa.

7. Otansl konpurypupobanus VRRP.

BOIIpOCBI, BbIHOCHUMBbIC HA 3K3aM€EH IO JUCHUIIJIMHE «CeTeBbI€ TEXHOJOTHH:

1.  CnocoGbl KOMMYTAIIMU B CETSIX CBSI3U.

2. Mogenp B3auMOICHCTBUS OTKPBITBIX CUCTEM.

3. Crek npotokosioB TCP/IP.

4.  Meron noctyna B HeKoMMyTHpyeMoii cetu Ethernet.

5.  ®opwmar kaapos Ethernet.

6. ®usnyeckue cnenudukanuu cemeiicrsa Ethernet.

7. OrpaHuyeHUs ceTei, TOCTPOSHHBIX Ha O0IIEH pa3ensieMoil cpee.
8.  Anroput™m paboThl MPO3PAYHOTO MOCTA.

9.  Kommyrarops! Ethernet u ux gononHuTeNbHBIE (PYHKITHH.

10. OrpanudeHus ceTei Ha MOCTax ¥ KOMMYyTaTOpax.

11. Appecamnus B IpOTOKOJIaX CETEBOTO YPOBHSI.

12. TIpuHOUIIEI MAPIIPY TH3AIHH.

13. Twums! u xnaccel [P-agpecos.

14. Hcnonws3oBanue macok B [P-aapecanun.

15. Crpykrypa IP-makera.

16. HepocTaTtku u orpaHHYEHHS CTATHYECKOW MapIIpyTHU3AIUH.
17. Knaccudukaius IpoTOKOJIOB TUHAMHUYECKONH MapIIpyTU3aIUH.
18. IIporoxoxn RIP.

19. TIIpotoxom OSPF.

20. TIIporoxon EIGRP.



21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49,
50.
51.
52.
53.
54,
55.
56.
57.
58.
59.

[Tporokonst ARP u RARP.

ITporoxon DHCP.

Cmy>x06a DNS.

Texnomorust NAT.

Crpykrypa UDP-cermenra.

Crpykrypa TCP-cermenra.

VYcranoBneHnue u 3aBepiieHue coeaguHeHui B mporokose TCP.
Obecneuenne HaAEKHOCTH JocTaBKu B mpotokoie TCP.
VYupasnenue notokom B rporokoiie TCP.

XapaKkTepUCTUKH KOMMYTaTOPOB.

XapakTepUCTUKHU MapIIPyTU3aTOPOB.

JlononHuTENBHBIE BO3MOKHOCTH COBPEMEHHBIX MapIIPYTU3aTOPOB.
BcnomoraTenbHble TPOTOKOJIBI TPAHCIIOPTHOTO YPOBHS.

YPpOBHH CETEBOM 3aIUTHI.

CtpyKTypa 3allIMIIEHHON CETH.

MeTopl 1 CpeICTBA TOBBIIIEHUS CETEBOM TOCTYITHOCTH.
Cratuueckuiit NAT.

Junamuyeckuit NAT.

NAT ¢ npuMeHeHreM MacKapaauHra.

3amuTa oT atak Ha VLAN.

3amuTa ot atak Ha nporokos STP.

Hcnonws3oBanue ¢pynkuuu Port Security.

3amuTa ot atak Ha nporokosisl DHCP u ARP.

Onpenenenue u knaccuduranus VPN.

[Tporoxonel VPN, peanuzyemsie Ha BTopoM ypoBHE Mojenu OSI.
ITporoxonel VPN, peanuzyemsle Ha TpeTbeM ypoBHE Mozaeau OSI.
ITpoTOKOJIBI TYHHEMPOBAHUS.

ITpotokomsr IPSec.

Dos n DDos-araku.

Cucrembl 00HapyxeHus1 Bropkenuit (IDS).

Cucremsl penoTpaieHus BropsxkeHuit (IPS).

Knaccugukaius KOMIBIOTEPHBIX BUPYCOB.

ITpumenenne antuBupycHoro [10 Ha 1ITI03aX KOPIIOPATUBHOM CETH.
Knaccugukanus kopnoparuHoro antusupycHoro I10.
[Iporokonst PPTP, L2TP, L2PW.

CpaBHUTENIbHBIN aHAJTN3 POTOKOJIOB BTOPOTO YPOBHSI.
[TpuMeHeHre TPOTOKOJIOB BTOPOTO YPOBHS B cucTeMe Site-to-Site.
[IpumeneHnne npoToOKOJI0B BTOPOro ypoBHs B cucteme Remote VPN.
OpraHu3alinoOHHbIE MEPONPUATHUS IO KOMILJIEKCHON 3aIIUTE KOPIOPATUBHOM CETH.

2 MeToauyeckue MaTepUAaJibl, ONpeae/siiolue MPoue1ypbl OLeHUBAHUS 3HAHMIA, yMEHUIA,
HABBIKOB M (MJIN) ONBITA 1EATEJILHOCTH, XaPAKTEePHU3YIONIHUX 3Tanbl ()OPMHUPOBAHUA
KOMIIeTeHIIMH

2.1 Ilopsdok u memoouka npoGedeHUss MeKyuec0 KOHMPOAs U HPOMENCYMOUHOU
ammecmayuu

[IpenycMoTpeHsl Clenyromue BUIbl KOHTPOJIS:

- IPOMEXKYTOUYHBIH KOHTPOIB 110 KKIOMY MOJAYIIO — B (hopMe HarMcaHus KOHTPOJIBHON paObOTHI
JUIS OIICHKU TEOPETUYECKUX 3HAHMIA;

- IPOMEKYTOUYHBIH KOHTPOJIb 110 KaXKJJOMY MOJYJIIO — B (hOpME OTYETOB IO Ja00paTOPHBIM
paboTam ¥ MPaKTUUECKUM 3aHSATHUSAM JIJIS1 OLIEHKH MPAKTUYECKIX HABBIKOB;



- IPOMCIXKYTOYHAA aTTCCTalllAd 10 AUCHUILIMHE — B q)OpMC OK3aMcCHa.

Texymuii KOHTPOJIb yCIIEBAEMOCTH B (pOpME 3aIIUTHI JJAOOPATOPHBIX U MPAKTUUECKUX 3aHATUN
MIPOBOJMTCS B JIBa ATAra:

- 1-ii 3Tam: JOMyCK K BHIIOJIHEHHUIO TAOOPaTOPHOH pabOTHI (MMPAKTHYECKOTO 3aHSATHS) —
MpPOBOAUTCA B (popMe MUCEMEHHOM «ieTydk» (5-10 MUH) ¢ 1IeNbI0 KOHTPOJISl 3HAHUH CTYJCHTOB
TEOPETHYECKON YacTu J1ab0paTOpHOI pabOThl U TOTOBHOCTH K BBITTOJTHEHUIO MTPAKTUYECKHUX
HCCIIEJOBAHUIA;

- 2-1i DTaIl BBIMTOJIHACTCS IO OKOHYAHUH KaXKJI0U JIA0OpaTOpHOU padOTHI (TIPAaKTHIECKOTO
3aHATHA) B (hOpME UHAMBHUIYAIBHOTO COOECEIOBAHUS TI0 BBHIOJTHEHHBIM UCCIICIOBAHUSM WU
pacueraM. [IpoBoUTCS C 11€TBI0 KOHTPOJISI 3aKPEIIEHUS] TEOPETUUECKOM YacTH MaTepralla U CTEIEeHU
0TpabOTKU CTYJIEHTOM MPAKTUUECKUX HABBIKOB HCCJIEIOBAHUS Ha almaparype.

KonTtposnbHbie paboThI BRIMOIHSIIOTCS B BUIE KOPOTKOTO MMCHbMEHHOTO OTBETA HA OJIMH BOIIPOC,
M3YUYEHHBIN Ha NpebIAy el JICKIUU B Hayase Kaxa01 nociuenyromei gekuud. OTBEeT Ha BOIIPOC
naercs B TedeHue 5-10 munyT. Takum 006pa3zom, ocie JEKIUOHHOTO Kypca KaXa0ro MOLyJIs
dbopMupyetcst o011ast OI[eHKa 32 TEOPETHUECKHUE 3HAHUS.

C uenpo MOBBIIECHUS KaueCcTBa 00YUEHHUS 3a CUET MOOYKIEHUS CTYyACHTOB K aKTUBHOU TEKYyIIeh
y4eOHoli paboTe, Y4ETKOT0 U OTIEPATUBHOTO KOHTPOJISI BCETO X0/1a y4eOHOT0 Mpoliecca, CHIKEHUS POITH
CITy4alHBIX U CyObEKTUBHBIX (DAKTOPOB MPHU OIICHUBAHWUN yY€OHOH JCSITEIIBHOCTH CTY/ICHTOB B
00pa30BaTeNbHOM IMPOIIECCe PeaTn30BaHa MOIYILHO-PEHTHHIOBAs CHCTEMA.

[IpaBuna ee ucnonb3oBanus nponucansl B «[lomoxenun 06 MPCy.

Hab6pannbie 00y4arommmMcst 0amisl MOTYT OBITh IEPEBEACHBI B OLICHKY:

— «HEYIOBJIETBOPUTETHHO» - OT 0% 110 40% OT MaKCHUMAaJIbHOTO KOJIMYECTBA OAJIOB;

— «yIOBIETBOPUTENBHO» - OT 41% 10 60% MakcHManbsHOTO KOTUYECTBA OAIJIOB;

- «xopormioy» - ot 61% 10 80% MakCUMaTbHOTO KOJUYECTBA OAILIOB;

— «oTiuyHO» - 0T 81% 1o 100% MakcuManpHOTO KOJMYECTBA OAIIOB.

COOTHOILICHUS! MAaKCUMAJILHOTO KOJIMYeCTBa OAJUIOB, MONYYCHHBIX OOYYAIOIIUMCS 10 OJ0KaM
MoJTyJiel, moka3ansl B Tabmuie

Tabnuia - Pacnpenenenne 6aioB 1mo 0J0kaM MOAYJIeH TUCIUIUIMHBI « CeTeBhIE TEXHOJIOTHI
Monyib Bcero 6amos Teopernueckuit 610k |[[IpakTuueckuit 010K
(MakcumainbsHoe 3HaueHue) (KontposbHas paboTa)
Monyisb 1 50 20 30
Mopynsb 2 50 20 30
Monynb 3 - KP 100 40 60=20+20+20
Moaynb - DKk3aMeH 100

Pe3ynbraThl TEKyIIEro KOHTPOJIS JJOBOAATCS /10 CBEJCHUS OOYyYarOIIMXCs Ha MOCIEAHEM 3aHATUU
710 TIPOBEJICHUS MPOMEKYTOUHOU aTTECTALINH.

Ha sk3ameHe pou3BOIUTCS OLIEHKA T€X KOMIETEHLUH, KOTOPBIE TOJHKHBI OBITh B TOM MIIM MHOMN
¢dbopMe ocBOEHBI B Mpoliecce u3yueHHus. Pexomenayercsi ¢opMHUpPOBaTh BOIPOCH B OMIIETaX TakuM
00pa3omM, YTOOBI MPEnoAaBaTeIb CMOT OLEHUTh BCE KOMIETEHIIUH JaHHOMN TUCIMITIIHHBI.

2.2 Memoouka npogedeHus IK3amMeHd 8 ZPynnax 3a04Hoil U 04HO-3A04HOU hopm 00yueHus

Dk3aMeH 1o AuciuriuinHe «CeTeBble TEXHOJIOTUM» y OOyYaloImIMXCsl 3a0YHONM U OYHO-320YHOMN
¢dbopM oOyueHus: MPOBOJUTCS MUCbMEHHO MO KJiaccHyecKoil Meroauke. Bompockl crpynmnupoBaHbl B
Oounerax. B kaxxgoMm Omiiere Coaep>KUTCS MO 2 BOIPOCa, CKOMIIOHOBAaHHBIE TaKUM 00pa3oM, YTOOBI
npenoaaBaTejib CMOT' OHCHHUTH BCE KOMIICTCHIIUU )IaHHOﬁ JUCHUITIINHBI. KomnmuectBo OniieTos JOJI’KHO



ObITh He MeHee uucia oOydarommxcsi B rpymme. OOydaronipecs rOTOBST NMUCHbMEHHBIE OTBETHI Ha
BOIIPOCBL.

3 IIpomexyTouyHas aTTecTaius

[TpomexyTodHas aTTeCTanus MPOBOJAUTCSA B OPME IK3aMEHa.

DK3aMeH TPOBOJHUTCS MO PACIMCAHHUIO HK3aMEHAIIMOHHON CECCMU B YCTHOM BHjae. KommuecTBo
BOIIPOCOB B DJK3aMeHallMOHHOM Owmiere — 2. IIpoBepka OTBETOB U OOBSBICHHE pPE3yJIbTAaTOB
IMPOU3BOAUTCA B ACHb DK3aMCHaA. PeBy.TII)TaTBI aTTeCTallUM 3aHOCATCA B OK3aMCHAIIMOHHYIO BEJOMOCTb U
3aYETHYIO KHIDKKY 00y4aroIerocs.

OOyuaronuecs, HE MPOIISAIIAE IPOMEKYTOUHYIO aTTECTAIUI0 1O TpaduKy CECCHH, IOKHBI
JTUKBUIUPOBATH 33JI0KEHHOCTh B YCTAHOBJICHHOM TOPSIKE.

OO6pa3zerr sK3aMEHaIMOHHOTO OmIIeTa

MUHHNCTEPCTBO LIM®POBOI'O PA3BUTHA, CBA3N

e 1 MACCOBBIX KOMMYHUKALMM POCCUMCKOI ®EJIEPALTAN Y TBepKIa0
“ CeBepo-Kagkasckuii ¢punuan opaena Tpynosoro Kpacuoro 3HameHu 3aB. kadenpoit «MUTCC»
(benepanbHOr0 TOCYAaPCTBEHHOI0 OFOIKETHOTO 00pa30BaTEILHOIO B.N.IOxHoB
YUPEKICHUS BBICIIIETO 00pa30BaHUS « » 20 T.

«MOCKOBCKUI TEXHHYECKUI YHUBEPCUTET CBSI3U U HH)OPMATHKI

Hamnpasnenue noarotoku: 11.03.02 HuHpokOMMYyHUKAIIMOHHBIE TEXHOJOTHH H CUCTEMBI CBSI3H
Kypcsr: 3
JucuuiuinHa: Cemesble mexnonozuu

buner No7
1. Ucnonb3oBanue Macok B [P-anpecanum.
2. [Tpotokon RADIUS.

Houent kad. «ATCCy Maunun A A.
« » 20 T

Ooun Komniekm OmneyamaHHvlX IK3AMEHAYUOHHLIX OULemos, NOONUCAHHBIX npenodasameinem
Kagheopvl u ymeeprHcOeHHbIX 3a8edVIomUM Kapeopou XpaHumcs y 3agedyrouje2o Kagedpoi, opyeoi
KOMNIeKm — y npenooagameiis, e0yuie2o OUCYUNIUHY

4 TecToBble 3aaHusI 1JIsI IPOBEIEHHUsI OLIEHKH C(POPMUPOBAHHOCTH KOMIIETEHIIM A

3anaHus pacrpezaeneHsl Mo OJoKaM B COOTBETCTBMM C YpPOBHEM CIIOKHOCTH. Kaxaplid 0ok
COJIEP’KUT HOMEP 3aJaHUsI, U TEKCT 3aJaHHUS.

bazogsrit yposens (biok A) conepxkut npumepHo 50 % 3ananuid.

OH ¢opmupyercs u3 3aJaHUii C BBIOOPOM OJHOTO WM HECKOJBKUX BEPHBIX OTBETOB W3
NPE/UIOKEHHBIX WM  BOCIpOM3BENEHHs  (pakThdeckoro wmarepuaiga  (TEpMUHOJNOTHSA,  (aKTHl,
KiaccuduKanus, mapaMeTpsl 1 JIp.);

[ToBeiienHsiit ypoBeHs (biiok b) B cpennem cocrasmsier 35 % 3ananuil.

B Hem wucmonb3yroTcs  3aJaHMsl  Ha  COINOCTaBIIEHWE, CpaBHEHHE,  YCTAHOBJICHHE
[10CJIEI0BATEIBHOCTH;

Bricokwuit yposens (biok B) B cpennem cocrapisitor — 15 % 3amanuid.




B 3amaHum Mcnonb3yroTcs: pelleHus HETUIIOBBIX 3aad, aJllOPUTMBI, JOKA3aTEeNbCTBA, 3aJaHMsl C
pa3BEpHYTHIM OTBETOM — OIPEJIENICHHsI, IEPEeYHCICHNE, H300paKEHUE CXEMBI, CTPYKTYPBI U Jp.

KonnuectBo 3amanuii no kommnerenuuu I[1K-2 pasno 20, no komnereniuu I[1K-3 pasno 20. Beero
40 3amanui

Kiroun k oTBeTaM npencTaBieHbl B OTACTBHBIX TaOIHIIAX.

IK-2

BJIOK A (6a30BbIif ypoBeHb) — 3a/laHHe ¢ BBIOOPOM OJJHOT'O MJIM HECKOJBKUX BEPHBIX OTBETOB U3
MIPEII0KEHHBIX

Hucmpykyus no mecmam bnoka A: Ilpouumaiime mexcm u 6vibepume OOUH UMU HECKOAbKO
NpABUNLHBIX 0OEEmo8

Ne

TexcThbl 3a1aH0H
3aaHusA

1 B cetu Ethernet ucnonesyrorcs aapeca:
1. MAC-anpeca

2. IP-ampeca

3. CHMBOJIbHBIC JJOMCHHBIC HUMEHA

2 B cetn ¢ angpecamu kiacca C MOXKeT ObITh agpecoB
1.282

2.2%.2

3.2%.2

3 [Ipu yBennueHnn Macku Ha 2 pa3psjia MOKHO OpraHU30BaTh nojicereit
1.2

2.4

3.16

4 Anpec 192.168.10.0/24 otHOCHTCS K
1. oGmenocTymHOMY aapecy

2. YaCTHOMY ajipecy

3. MIPOKOBENMIATEITLHOMY aJIPECy

5 Anpec 192.168.10.0/24 — sto aapec
1. cetn
2. XocTa
3. TPYIIIBI XOCTOB

6 [Tporokon ARP nipennasnaueH amus

1. onpenenenus |P-anpeca npu nuzsectnom MAC-anpece
2. onpenenenust MAC-anpeca npu uzBectHoM |IP-anpece
3. mpeobOpaszoBanuu IP-ampeca n3 4aCTHOTO B OO TOCTYITHBIH

7 Texnonorus NAT npenHa3zHaduena s

1. onpenenenus IP-anpeca npu ussectnom MAC-aapece

2. onpenenenust MAC-aapeca mpu uzBectHoM |IP-anpece

3. npeobpazoBanuu |P-anpeca n3 4acTHOr0O B 00IIEAOCTYITHBIN

8 VLAN M0OXHO 00BETUHUTD C TIOMOIIBIO
1. mapupyTH3aTopa
2. L2-xommyTaTopa
3. L3-komMmmyTaTopa

9 DNS-cepBep npenHazHaueH

1. s xpaneHus ¢aiioB U TaHHBIX

2. A1 IEHTPAIM30BAHHOTO YIPABJIECHUS IOCTYIIOM
3. s pa3penieHns JOMEHHBIX UMEH

1 JI1st mpocMOTpa aipecHOM TadIUIbl KOMMYTATOpa UCTOJB3YETCsS KOMaHaa
0 1. show mac-address table




Ne

TexcThbl 3a1aHUH
3aJaHuA

2. show ip route
3. show interfaces

BJIOK b (noBsllIeHHBIN YPOBEHB) — 3aJaHUE 3aKPBITOTO TUIIA HA YCTAHOBJIEHUE COOTBETCTBHUS
Hucmpyxkyusa: IIpouumatime mexcm u yCmanogume coomeemcmeue

Ne .
TexcThl 3a7aHNH
3aJlaHudA
11 PaccraBpTe KOMaH b KOHGUTYPUPOBAHUS B COOTBETCTBUU C UX JICHCTBHEM
1. configure terminal
2. interface --
3. enable

4. show running-config

5. ip inspect name <ums>

A. Ilepexon B pexkxuM KOHGUTYpUpOBaHUS HHTEpderica --
b. IlpocMoTp Tekyiel KOHPHUTypaluu yCTpOHCTBa

B. Ilepexon B pexxuM ri106aabHOr0 KOHGUTYpUPOBAHUS
I'. Ilepexon B IPpUBUIIETUPOBAHHBIN PEKUM

J1. Co3aer npaBuiIO0 MHCIIEKTUPOBAHMS

12 VYcTaHOBHUTE COOTBETCTBUE CETEBBIX YCTPONCTB UX HA3HAYEHHMIO:
1. I'pannuHBIi MapHIpyTHU3aTOP;

2. KommyTarop gocryna;

3. KommyTarop arperanuu;

4. KoMmmyTatop cepBepos;

A. IlonknroueHne BHyTPEHHUX CEPBEPOB;

b. Coenunenue n0KaabHOM cETH C 00ILEOCTYTHOM;

B. IlogkmnroueHne OKOHEYHOT0 000PyA0BaHMS;

I'. Arperanus Tpaduka ypoBHsI JOCTYIIA.

13 CymecTBytoT cieayromme ypoBau creka TCP/IP:
1. ITpuknagHOI;

2. TpaHCcIOpTHBIH;

3. MexceTeBoro B3auMOIECTBIS,

4. KaHaJbHBII;

ITocTraBbTe B COOTBETCTBUE MM MTPOTOKOJIBI:
A.HTTP, HTTPS.

B. IPv4, IPv6.

B. TCP, UDP.

I'. IEEE 802.3, IEEE 802.11.

14 B HacTosiee BpeMs UCTIOJIb3YIOTCS IOTIOJIHUTENbHBIE PYHKIIMU KoMMyTaTopoB Ethernet:
1. 3amuTa OT «HETENDLY,;

2. CerMeHTHpPOBAHHE CETH,

3. 3amuTa OT MHUPOKOBEMIATEIIFHOTO IIITOPMA.

[TocTaBbTe UM B COOTBETCTBUE HCIIOIH3yEMbIE TEXHOIOTHU:

A. OrpaHudeHre Yncia MUPOKOBENIaTeIbHBIX KaJJPOB B €AMHHITY BPEMCHH;

B. Texuomorust VLAN;

B. IIporoxon STP.

BJIOK b (noBblmIeHHBI ypoBeHb) — 3aJaHHe 3aKpbITOrO THUIA Ha YCTAHOBJIEHHE
MIOCJIEI0BATEIBHOCTH
Hucmpykyusa: IIpouumatime mexcm u ycmanogume NpasuibHy1o ocie0o8amenbHOCHb



Ne
3aaHUusA

TexkcThbl 3aaHUH

15

PaccraBbTe B mopsKke 04epeTHOCTH 3Tabl 00padOTKU MPUHATOTO MaKeTa MapIIpyTU3aTOPOM:
1. Jlexancymsnus nmakeTa u3 Kajapa

2. Ilouck anpeca Ha3HAuUEHHS B TAOJIHMIIE MapUIPyTU3ALUU

3. MHKancymsus makera B KaJp

4. Ilepenaya chopmMupoBaHHOTO Kajipa Ha HHTEpdeiic

16

PaccraBbTe Mo nmopsaky 3tamsl padboTsl mpoTokosia RIP:
1. Ilepenaya MUHUMATBHBIX TAOJIHUIT

2. ®opMupoBaHKE MUHUMAIBHBIX TAOJIHII

3. OOpaboTKa MPUHATHIX TAOJHII

4, O0meH Tadimuamu kaxasie 30 c.

17

PaccraBpTe B mopsJiKe OYEPEAHOCTH ATalbl Mepeadyu Kajpa yepe3 MarucTpalibHbIA MOPT B
coorBerctBuu ¢ |[EEE 802.1Q:

1. Onpenenenne VLAN ID ucrounuka kaapa

2. JloGaBiieHHe B epeaBaeMblid KaJip Tara

3. U3bsaTue Tora N3 Kaapa

4. Tlepenava kaapa ¢ TITOM

5. CpaBuenue VLAN ID B tare u VLAN ID nonyuarens

6. [Tepenaya kaapa noaydarearo/oTOpacsIBaHHE Kaapa

BJIOK B (BbICOKHI ypOBEHB) — 3aJlaHUE OTKPBHITOTO THIIA C PA3BEPHYTHIM OTBETOM
Uncmpyxyus: [pouumatime mexcm u 3anuwiume 060CHOBAHHIL OMEem

Ne .
TexcThbl 3a1aHAH
3alaHus
18 Kaxkyro posb B npotokosie STP urpaer Priority 1D kommyTaropa?
19 s gero Hyxen aapec Default Gateway B Hactpolikax xocrta?
20 Kak oOecneunBaercs yHukanbHOCTh MAC-anpecoB ceTeBbIX HHTEP(HENHCOB pa3IMYHBIX
POU3BOUTENECH?
MK-3
BJIOK A (6a30Bblii ypoBEeHb) — 3a/laH€ C BEHIOOPOM OJHOTO MJIM HECKOJBKMX BEPHBIX OTBETOB U3
MIPEITIOKEHHBIX

Hncmpyxkyus no mecmam bnoxka A: Ilpouumatime mexcm u 6vlbepume 0OUH UIU HECKOAbKO
NPABUNLHBIX ONEEMOo8

Ne
3aaHuA

TexkcThl 3a1aHUH

JIMCKpeoHHast MOJUTHKA 0€30MacCHOCTH MpeanojaraeT

1. ompeneneHue mpaB A0CTyMNa CyOBEKTOB K O0BEKTAM

2. COOTHOIIEHHE aTpUOYyTOB OE30MACHOCTH OOBEKTOB YPOBHIO JIOCTYIIA CYOBEKTa
3. omnpeaeneHusi MHOKECTB MOJIb30BaTEICH, poJieil, MOJJHOMOYHNA U CEaHCOB

MaHpaaTHas IOJIUTHKA 0e30IMacHOCTH npeamnojaracTt




Ne

TexcThbl 3a1aHUH
3aJaHuA

1. ompeseneHue mpaB J0CTyIa CyObEKTOB K 00BEKTaM
2. COOTHOIIIEHUE aTPUOYTOB OE30MaCHOCTH OOBEKTOB YPOBHIO IOCTYTA CyOBEKTa
3. onpeieNIeHUs MHOXKECTB MOJIb30BATEJICH, posie, TOJHOMOYHM M CEaHCOB

3 Ponesas monutuka 6€30MacHOCTH MpeAronaraeT

1. ompesenenHue mpas J0CTyIa CyObeKTOB K 00bEKTaM

2. COOTHOIIIEHUE aTPUOYTOB O6€30MaCHOCTH OOBEKTOB YPOBHIO JIOCTYIIA CyOBEKTa
3. onpeJiesIeHUs MHOXKECTB MOJIb30BaTEJICH, posiei, TOJHOMOYHUM M CEaHCOB

4 [MTapons enable password xpanurtcs

1. Ha ycTpolicTBE B 3aTU(POBAHHOM BUIE

2. Ha AAA-cepBepe

3. Ha yCTpOMCTBE B He3aMGPOBAaHHOM BHUJIE

5 ITaposis enable secret xpanures

1. Ha ycTpolicTBE B 3aTU(POBAHHOM BHUIE

2. Ha AAA-cepsepe

3. Ha yCTpOMCTBE B He3aM(GPOBAaHHOM BHUJIE

6 VYonaneHHblidi  1OCTyIlI K  YCTpPOWCTBAM  MPOU3BOJUTCS C  HMCIOJIb30BAHUEM
uHTepdeiicoB

1. BUpTyanbHBIX

2. puznueckux

3. ceTeBBIX

7 [Tporokon Telnet obecrieunBaeT nepenavy JaHHBIX
1. B He3amm(ppOBaHHOM BUIE

2. B 3amM(poBaHHOM BUJIE

3. B KOJIMPOBAHHOM BHUJIE

8 ITpotokosn SSH obecneunBaer nepenavy AaHHbIX
1. B He3amm(ppOBaHHOM BUIE

2. B 3amm(poBaHHOM BUJIE

3. B KOJIUPOBAHHOM BHUJIE

9 AAA-cepBep IIpelHa3HauYEH

1. g xpanenus ¢aiioB U TaHHBIX

2. JUIsl LIEHTPAJIM30BaHHOTO YIIPABJIEHUS JOCTYTIOM

3. nns obecrievueHus: GyHKIMOHUPOBaHUS ciryk0b1 DNS

1 IIpu ucnonb3oBanuu AAA-cepBepa JioKajabHasi ydeTHas 3alUCh IPUMEHSIETCS JUIs
0 - UCKITIOUeHUS! GPU3UYECKOTO JIOCTYIA K 000pyA0BaHUIO
1. obecrieyeHmst TOCTyIa K YCTPOUCTBY B cliydae oTkaza AAA-cepBepa
2. obecnieyeHus gocryna kK AAA-cepBepy
3. Obecneuenwus gocryna Kk MaTEepHET

BJIOK b (noBbIlIeHHBIN YPOBEHB) — 3a/laHUE 3aKPBITOTO TUIA HA YCTAHOBJIIEHHE COOTBETCTBUS
Huempyxyus: Ilpouumatime mexkcm u yCcmaHogume coomeemcmeue

Ne

TekcThbl 3agaHUH
3agaHusA

11 PaccraBbTe KOMaH/IbI KOHPUTYPUPOBAHUS B COOTBETCTBUU C UX JACHCTBHEM
1. aaa new-model

2. port security

3. vlan Ne

4. username <yoruH>

5. login local

A. BrirogaeT GyHKIHIO 3a1TUTHI TOPTOB KoMMyTaTtopoB oT HCJI




Ne

TekcThbl 3a1aHAN
3aJaHus

b. Co3naet yueTHy10 3amuch Moab30BaTeNs

B. Bkitouaer Ha ceTeBOM ycTpoiicTBe pyHKINI0 AAA

I'. Cozmaer Ha KOMMYTaTOpE BUPTYAIbHYIO JJOKAJIIBHYIO CETh

J1. Yka3piBaeT Ha HE0OXOAUMOCTh ayTEHTU(UKALIMH 110 JIOKAJIbHOU 6a3e

12 YcTaHOBHUTE COOTBETCTBUE CETEBBIX CPEICTB 3AIUTHI UX Ha3HAUCHUIO:
1. 30HanbHBINA MEXKCETEBOM IKPaH;

2. MexceTeBoil 3KpaH ¢ COXPAHEHUEM COCTOSIHUM;

3. IDS/IPS;

4. NAGC;

A. CpencTBa KOHTPOJISL IOCTYTIA B CETh;

b. Pa3nenenuie cetu Ha 3alllMIIEHHbIE CETMEHTHI, B ToM yuciie DMZ;
B. 3amuTa nepumerpa cety;

I'. CpencrBa oOHApY KEHUS/TIPEIOTBPAIICHHS BTOPYKEHUH.

13 Cy1IecTBYIOT CIEAYIOIINE YPOBHU CETEBOM 3aIIUTHI:

1. Internet Layer;

2. Perimeter Layer;

3. Network Layer;

4. Endpoint Layer;

5. User Layer.

IlocTaBbTE B COOTBETCTBHE OIPCACIICHUA JaHHBIX ypOBHCfII

A. IOUCK U NPEIOTBPALICHUE YTPO3 BHE MEPUMETPA 3AIIMUIIAEMON CETH.

b. npeana3nayen /i aHaIM3a BHYTPUCETEBOTO TpaduKa Ha PEeAMET KOMIIPOMETAIUN
JIOKAJIbHBIX Y3JIOB.

B. npeaHa3sHa4CH 1A MAKCHUMAJIbHOI'O COKpAaIICHUA IUIOAAN aTaK! Ha CCTh.

I'. moBEIIIEHNE 3aIIUIICHHOCTH CETH YEPE3 o6yqu1/Ie KOPIIOPATHBHBIX MM0Ib30BaTelIeH
OCHOBaM MH(POPMAIMOHHON 0€30MIaCHOCTH.

J1. npenHa3HaveH U1l KOMIIEKCHOM 3aIlIUTHI pa00YMX CTAaHIIUKA U MOOWMIIBHBIX YCTPOMCTB.

14 J1y1st 6€30TaCHOCTH CETEBBIX YCTPONCTB XapaKTEPHBI CIEAYIONIUE PUCKH:
1. [TonkitoueHNe HEYYTEHHOTO OKOHEYHOT0 000py0BaHNUS;

2. KoHCOMBbHOE MOJKITIOYEHUE C TTPaBaMU aIMUHHCTPATOPA;

3. YaaneHHoe MOAKIIIOUEHHUE C ITpaBaMu aIMUHUCTPATOPA.

JUJ1s1 3aIIUTHI OT ATUX PUCKOB UCTIOIB3YETCS:

A. CepBepHas ayTeHTH(DHKAITNS;

b. Ayrentudukanus mo okaipHOH 6ase;

B. Texuonorus Port Security.

BJIOK b (noBBIICEHHBIH ypOBEHb) — 3aJaHWe 3aKpPBITOTO THUIA HA yCTAaHOBJICHHE
MOCJIEI0BATEIBLHOCTH
Hucmpyxkyusa: IIpouumatime mexcm u ycmanogume Npasuihyio nociedo8amenbHOCHb

Ne

TexkcThl 32120
3aJaHuA

15 PaccraBpTe B TOpsi/IKE YBETUYEHHUS KOJIMYECTBA JOCTYHHBIX KOMaHJ KOH(HUIYpUPOBAHHS
MIPUBUJIETHH:

1. ITosp30BaTENBCKUN PEKUM

2. IlpuBrIIETMPOBAHHBIA PEKUM

3. PexxuM rin06anbHOro KOH(GUIypHpOBaHUs

16 PaccraBbTre Mo mopsiky stansl yctanoBieHus coenunerust VPN IPSec:
1. Ilepenaya naHHBIX
2. Ycranosnenue 3anmmeHHoro ISAKMP-kanana




Ne

TexcThbl 3a1aHAH
3aJaHud

3. Ycranosinenue 3amuiinensoro IPSec-xanana
4. B3aumHas ayTeHTU(UKAIISL

17 PaccraBpTe B MOpsiIKE 3HAYUMOCTH HOPMATHUBHBIE AaKThl, PETIAMEHTHPYIOLIUE BOMPOCHI
MH(POPMALMOHHOM 6€30MacHOCTH:

1. JIokanbHbIE HOPMATHUBHBIE AKTHI;

2. Ilpukazbl cooTBeTCTBYIOIMX MuHUCTEPCTB M BeoMcTB;

3. 3akoHbI PD;

4. Yxassl [Ipesunenrta PO;

5. Koncruryuus PO;

6. ITocranoBnenus [IpaButenbcta PO.

BJIOK B (BbICcOKMI1 ypOBeHB) — 3a/laHuE OTKPBHITOTIO TUIIA C PA3BEPHYTHIM OTBETOM
Hucmpyryus: [Ipouumatime mexcm u 3anuuiume 060CHOBAHHbIU OMEem

Ne .
TexcThbl 3aaHUH
3a/1aHus
18 Jlnis yero npeaHasHadeHa TexHosorus Site-to-Site VPN?
19 Uro siBrseTcst 00BEKTOM B MOJCIIH MOJTUTHKY WH()OpMAIIMOHHOM Oe30macHoCTr?
20 Yro takoe ataku VLAN Hopping?

MeTtoauka npoBegeHUs] TECTUPOBAHUSA

MakcumanbHO€E BpeMsl BBIIOJIHEHUs TecTa - 60 MUHYT.

KonmaecTBo TecToBBIX 3a1aHuii B TecTe He MeHee 40.

[Ipu mpoXokKIEHUH TECTOBOTO KOHTPOJS 3HAHWMM OOYyYarouuiicss AOKEH BBIOpATh OAMH HIIU
HECKOJIbKO MPaBUJIIbHBIX OTBETOB B Ka)KIOM TECTOBOM 3aJIaHUHU.

B cnydae mpaBunbHOro oTBeTa Ha 17 m Oomee TectoBbiX 3amanuii (81-100% mpaBUIBHBIX
OTBETOB) O0YyYAIOMIMNCS MOATBEPKIAET OCBOSHHE KOMIETEHINI ¢ ypOoBHEM «OTIMYHO». [Ipu oTBeTe
Ha 13-16 TecToBbIX 3amaHuil (61-80% mnpaBUIBLHBIX OTBETOB) O0YUAIOLIUIICS MOATBEPKIAET OCBOCHHE
KOMIIETEHIINH ¢ ypoBHEM «xopomioy». [Ipu otBete Ha 9-12 TectoBbIX 3amanuii (41-60% mnpaBUIBHBIX
OTBETOB) OOY4YalOUIMIICS MOATBEPKAAET OCBOCHUE KOMIIETEHIIMH C YPOBHEM «YIOBIETBOPUTEIHHOY.
ITpu orBere MeHee uem Ha 9 TectoBbiX 3amanHuil (0-40% mpaBUIBHBIX OTBETOB) OOYYAIOIIMICS HE
MOJATBEPKIaeT HEOOXOAMMBIN YPOBEHb 3HAHUI U OLIEHUBAETCS «HEYIOBIECTBOPUTEILHOY.

Kputepuu oneHuBanus oTBeToB Ha TecToBbIe 3aaanus IK-2, ITK-3

Homep YKka3zaHus no oneHuBaHHIO Pe3yabTaT oneHUBaHUsA
3a/IaHus (6an1b1, MOJIy4eHHBbIE 32 BHINOJHEHHE
3alaHNuA/XapaKTepPUCTHKA MPABUWJILHOCTH
0TBETA)

3amaHus Baox A CoBmajieHe ¢ BEpHBIM OTBETOM OIleHMBaeTcs |

C1l-mo 10 3amaHus ¢ BBEIOOPOM OJHOTO WIJIM HECKOIBKHX BEPHBIX | OayuioMm;
OTBETOB W3 MPEITOKCHHBIX CYHTACTCS BEPHBIM, CCIH | HCBEPHBINA OTBET WM €ro OTCYTCTBHE - ) GayuioB.
MPaBWJIFHO YKa3aHa nudpa wim nudpel, 03HAYAIOIINE




BEPHBIC OTBETHL.
50% TeCTOBBIX 3aJaHUIA.

Saganus
C11-no 17

biok b

3aaHus 3aKPBITOrO THUIIA HA YCTAHOBJIEHHE COOTBETCTBHS
CUMTACTCS BEPHBIM, €CJIM MPABUILHO YCTAaHOBJICHBI BCE
COOTBETCTBUS (MO3UIMK W3 OJHOTO CTOJOI@ BEPHO
COIOCTABJICHBI C TIO3UIUSIMHE JPYTOro0).

20% TECTOBBIX 3aJaHUI

Ilonnoe coBmajgeHue C
oneHuBaercs 1 6amiom;
HEBEPHBIN OTBET WM €ro OTCYTCTBHE - ) OaylIoB.

BEPHBIM OTBCTOM

Biok b
3aganus 3aKpBITOTO THIIA Ha YCTaHOBJICHUE
MOCJIEI0BATENLHOCTH CUUTAETCS BEPHBIM, €ClIH

MIPaBUIIFHO YKa3aHa BCS IMOCIIEI0BATEIHLHOCTD ITUMD.
15% TeCcTOBBIX 3aJaHHI

IlomHoe coBmageHme ¢
orieHMBaeTcs 1 Oamiom;
€CJIM JTOMYIIEHBI OIIMOKU WM OTBET OTCYTCTBYET-
0 6amoB.

BCPHBIM OTBCTOM

biox B

3ajaHue OTKPHITOrO THMA C Pa3BEPHYTHIM OTBETOM
CUMTAETCS BEPHBIM, €CIIH OTBET COBIAJACT C ATAJIOHHBIM
0 COZICPIKAHMUIO U TIOJHOTE.

15% TecTOBBIX 3a1aHUI

Ilonubli  OpaBUABHBIA ~ OTBET Ha  3a/JaHUE
ouenmBaercs 1 Oammtom. Ecimm B oTBere
HCHOJNB3YIOTCA TIEPEUNCIICHHUS, TO Pa3IHIHBINA
MOPSZIOK  CJTIEIOBAHWS TPABUIBHBIX OTBETOB B
MIEPEUNCIICHUH HE CUUTAETCS] OUTUOKOM.

Eciu pomymena ommbka, OTBET HEMOJIHBIM,
HETPABWIBHBIA HIIH OTCYTCTBYET - 0 0aJIIoB.




IIpuioxenne 2
MeTtoauyeckue peKOMeHAALNHU 110 OCBOCHHIO U CHHMIIIMHBI

1. MeToanuyeckne peKOMEHIalUU NPenoIaBaTeIio

Jucnnrumaa «CeTeBble TEXHOJIOTHIY BKIIIOYAET B CeOs:

- JIeKIIMOHHBIE 3aHATUS — 18 yacos;

- IPaKTUYECKHE 3aHATHS — 36 4acoB,;

- 1abopatopHble paboThl — 18 yacos,;

- IPOMEKYTOYHYIO aTTECTAIUIO — DK3aMEH.

Ilepen HayanoMm M3y4yeHHs AUCLUIUIMHBI IPENOJaBaTeNlb JOKEH O3HAKOMHUTH OO0YyYaroluxcs ¢
paboueil mporpaMMoi W OIEHOYHBIMH MaTepHajaMH 10 JUCHMIUIMHE, C BHIAMH Yy4eOHOH U
CaMOCTOSTENIbHOW paboThl, NEpeYHEeM JIMTEepaTypbl M HUHTEPHET-PECYpCcoB, ¢ (opMaMu TeKymeidl u
IPOMEKYTOUYHOW aTTECTAIlMH, C KPUTEPHSIMH OIICHKH KadecTBa 3HAHWK JJII WTOTOBOW OIICHKH IIO
JUCLUTUIMHE.

[Ipu npoBeIeHNH JIEKIMI, TPENOAABATENb:

1) popmynupyeT TeMy U 1ielb 3aHATHSA, OOBIBISET yueOHbIE BOIPOCHI;

2) nznaraer OCHOBHBIE TEOPETUUECKUE MTOJI0KEHHUS;

3) ¢ IOMOILIBI0 TEXHUYECKHX CPEACTB OOY4YEHHs W/WIIM IOJ 3alKCh JAeT ONpPEeAeSCHHs OCHOBHBIX
MOHSATHUH, PaCYETHBIX (POPMYIT;

4) npoBOAUT NPUMEPHI U3 OTEYECTBEHHOI'O U 3apyOE’KHOI'O OINbITA, JAeT TEKYIHUEe CTAaTUCTHUUYECKHE
JAHHBIE JUI HATJSIIHOTO M 00pa3HOTO MPEICTABICHHS N3y4aeMOro MaTepHara;

5) B KOHIIE 3aHATHUSA BBIJAET BONPOCHI [l CAMOCTOSATEILHOIO U3yUEHHS.

Ha 3anstusx mabopaTOpHOTO HMKIA clelyeT oOpaTUTh BHUMAaHHE Ha COOTBETCTBHE BBIOMPACMBIX
00yyaroIMMCs CPEACTB BBIIOJIHEHHSI pelllaeMbIX B paboTe 3a/1a4.

Kaxngass naboparopnas pabora mobkHAa OBITH odopmileHa M 3alMIIeHa B COOTBETCTBHH C
TpeOOBaHUAMHU. 3alUTA IPOU3BOIUTCS IToce 0(OpMIIEHHUS OTYeTa 110 padoTe.

Bo Bpems BeINONHEHUS 3aaHUi B y4eOHOH ayUTOPUN 00YUarOIIUNACS MOXKET KOHCYJIBbTHPOBATHCS C
npernojiaBaTesieM, ONpelesaTh Haubosiee 3G (GEeKTUBHBIE METOJbl pElIeHHs] IOCTaBJIEHHBIX 3anad. Ecmu
KaKas-TO 4acTh 33JJaHHUS OCTAETCS HE BBITIOJIHEHHOW, 00yUYaIOMIMNACS MOXKET MPOJODKUTH €€ BHITIOJHEHNE BO
BpeMsl BHEAYTUTOPHOM caMOCTOATENbHOM paboThI.

JUJ1st OLIeHKM TOJTYYESHHBIX 3HAHHUI W OCBOCHHS y4eOHOTO MaTepHasa 1o KaXJI0My paszeny U B [eJIOM
[0 JUCHMIUIMHE IIPEnoJaBaTeNlb HUCMHONb3yeT (GOpMBI TEKYLIEro KOHTPOJIS M KOHTPOJIL 3HAaHUH
00yJaromuxcst Mpy MPOBEACHUH MPOMEKYTOYHOHN aTTeCTAIUH.

2. MeroauyecKkue peKOMeHIauMH 00y4aromuMCcs

[Ipuctynas Kk W3y4eHHIO HOBOW Yy4eOHOHM IUCIMITINHBI, O0OyYaromuecs JOJKHBI 03HAKOMHUTHCS C
paboueld mMporpaMMoOl, OIICHOYHBIMH MaTepHalaMH, YYCOHOW, HAyYHOW M METOJUYECKON JMTEepaTypou,
nmeromierics B OMOC CKD MTYCH,

['myOvHa yCcBOGHMS AMCUUILUIMHBI 3aBUCUT OT aKTUBHOM M CHCTEMAaTHYeCKOH paboThl 00yUaronierocs
Ha JIGKIUSAX W TPAKTUYECKUX 3aHATUSX, a TAKXKE B XOJE CaMOCTOSITENIbHOW palOThl, MO H3YUYECHUIO
PEKOMEHI0BaHHOW JTUTEPaTYPH.

2.1 Memoouueckue yKkazanus 0nsa 00y4aruquxcsa no n0020noeKe K 1eKYUOHHbIM 3AHAMUAM
Baxxno COCPEAOTOYNTE BHUMAHHUEC HaA COACPKAHWHN JICKIIHUH. DTO MMOMOXKET JIydqme BOCIIPUHUMATDH
y4eOHBII MaTeprall U YSCHUTb B3aUMOCBSI3b MPOOJIEM TI0 BCEH JUCIUTUINHE.



