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1 Module — Fundamental principles

1.1 General

This examples and exercises are optional - hence, they have no relevance for certification.
Please use the following entries as necessary for your particular location...
e "Classroom" infrastructure or...

e "Flying Classroom" infrastructure

Content overview:
e  Gateview - in brief...
* VPN Scenarios
— Based on ,Pre-Shared-Key“ (PSK)

— Based on certificates
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2 OpenScape Web Collaboration

2.1 Introduction

OpenScape Web Collaboration is a web conferencing solution that, owing to its scalability, high
security and reliability, enables comprehensive multi-media collaboration A web conference is
usually supplemented by a voice conference.

OpenScape Web Collaboration is based on the FastViewer product.

If allowed by the user, web conferences enable mirroring the desktop. Web conference par-
ticipants all over the world can thus see the same desktop on their screens, which facilitates
communication. Documents and the entire desktop can also be shared for editing. Additional
features such as Chat and Whiteboard improve discussing and illustrating issues. Also Video
fuctionality (webcam) is supported with FastViewer. In case of web conferences it is irrelevant
where the web conference participants are situated. This ensures a high degree of flexibility
and saves expenses for long journeys, accommodation etc. Since all session data is trans-
mitted encrypted (256-bit AES encryption), sensitive data can be transmitted as well.
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2.2 Hardware and Software Requirements

For details please check the OpenScape Web Collaboration Installation Guide.

OpenScape Office supports the ,Embedded” variant. This edition supports only a restricted
number of features - e.g. Audio is not supported by the Web Collaboration Server and must be
carried out by the OpenScape Office system.

In particular the following should be considered for the ,Embedded” variant:

The CLA and CLM must be installed and Web Collaboration Embedded license
must be active! (April 2012)

A Use the myPortal Conference Module to establish a web collaboration.
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2.3

Execute the following setup steps for the installation of the FastViewer Server:

Installation of the FastViewer Application Package

Setup preparations

1.

Add on

Extract the Fastviewer-<version>.zip file on the Web Collaboration server
computer. You find this file on the OpenScape UC Application DVD1 or Patch in the folder

contrib.

Execute the setup.exe file.

~

B2 Web Conference Server V3.1 Setup

. =

Welcome to the Prerequisites
Wizard

The setup has determined that some of the
prerequisites needed to'run this program are
missing. This wizard will assist you in getting and
installing those prerequisites. Click Next to
continue to the list of prerequisites.

Click Finish at any time to completely skip the
installation of prerequisites and jump to the
installation of the main program. Click Cancel to
cancel the installation and exit the Setup Wizard.

Mext = l | Finish | | Cancel
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3. FastViewer needs a SQL Database and .Net Framework 4.0
(needs .Net Framework 2.0). The components will be installed during the FastViewer in-
stallation process, if they are not found on the Web Collaboration Server.

a) .Net Framework already installed:

- \
B2 Web Canference Server V3.1 Setup —— ﬁ
Prerequisites

These programs are needed for the application to run. Clidk on the check box

next to a prerequisite to select it for install or to skip it.
MName Version Action
[7] .NET Framework 2.0 Required: any. Found an accept...  Skip
[E] .NET Framework 4.0 Required: any. Found: nothing. Install
SQL Express 2005 Required: any. Found: nothing. Install

Press the Mext button to install the prerequisites.

[ < Back i[ Mext = [ Finish ][ Cancel
1

b) .Net Framework 4.0 and SQL Database not installed:

p 5 — \
B2 Web Conference Server V3.1 Setup - Iﬁ
Prerequisites
These programs are needed for the application to run. Click on the check box
next to a prerequisite to select it for install or to skip it.
Mame Version Action
[ .NET Framework 2.0 Required: any. Found an accept...  Skip
.MET Framewaork 4.0 Required: any. Found: nothing. Install
SQL Express 2005 Required: any. Found: nothing. Install

Press the Mext button to install the prerequisites.

< Back i[ Mext = Finish ] [ Cancel
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4. The installation steps for .Net Framwork 2.0 and 4.0 will be skipped, if they are already

installed.

& Web Conference Server ¥3.1 Setup x|

Prerequisites Install

Please wait while the selected prerequisites are installed.

MName | Status
NET Framewark .0 Installing
SCL Express 2005 Pending

DatalFastviewer Software Development GribH1Web Conference Server

" Installing .MET Framework 4.0 From: :\Documents and Settingsihakadmintapplication
\‘) W3, LyinstallidothetFx40_Full_x386_xe4.exe

¥ &utomatically start installing the main application after finishing the prerequisites install.

= Batk | Mext = | Fimisti | Cancel |
o

5. The installation of the SQL Database is started automatically, if not already installed.

z

B2 Web Conference Server V3.1 Setup ® —— Iﬁ

Prerequisites Install
Please wait while the selected prerequisites are installed.

Mame Status
.MET Framework 4.0 Installing

SQL Express 2005 Pending

Installing .NET Framework 4.0 from: C:\Usersthakadmin‘\AppData'Roaming \Fastviewer
Software Development GmbH\Web Conference Server
V3. NNinstal\dotNetFx40_Full_x86_x64.exe

Automatically start installing the main application after finishing the prerequisites install.

Cancel

< Back lext = n

%]
¥
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6. Afterthe SQL Database installation has finished, the ’Conference Server Setup Wizard

is started.
jE! Web Conference Server V3.1 Setup ||
@ Welcome to the Web
Conference Server V3.1 Setup
Wizard
The Setup Wizard will install Web Conference Server ¥3.1on
your computer. Click ™Mext™ to continue or "Cancel”™ to exit
the Setup Wizard.
% Badk [ Mext = ] | Cancel
jE! Web Conference Server V3.1 Setup = i Gl
Select Installation Folder
This is the folder where Web Conference Server ¥3.1 will be installed.
To install in this folder, dide ™ext”. To install to a different folder, enter it below or didk:
"Browse™,
= - Accept or select the
|C: ‘\Program Files {x88)\WebConferenceServer!, Browse... ’ Insta”ation Folde')

Advanced Installer

< Back Mext = ] | Cancel

EN4225ENOOEN_01

© Siemens Enterprise Communications GmbH & Co. KG 2012. All rights reserved.
Siemens Enterprise Communications GmbH & Co. KG is a Trademark Licensee of Siemens AG



10

Siemens

Add on

ﬁ‘;.‘ Web Conference Server V3.1 Setup et

Ready to Install
The Setup Wizard is ready to begin the Web Conference Server V3. 1 installation

Clidk "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back i[ Install ] | Cancel
—
ﬁ"ﬁ Web Conference Server V3.1 Setup ||
@ Completing the Web
Conference Server V3.1 Setup

Wizard

Click the "Finish™ button to exit the Setup Wizard.
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7. After the Conference Server installation has finished, the 'License Service for
Fastviewer Setup Wizard is started. The CLA must be installed and the Web
Collaboration Embedded license must be active!

ﬁ"ﬁ License Service for Fastviewer Setup

= e

©

Welcome to the License Service for

Fastviewer Setup Wizard

The Setup Wizard will install License Service for Fastviewer
on your computer, Click Mext to continue or Cancel to exit

the Setup Wizard.

[a:]
o

Mext

[ Cancel

ﬁ! License Service for Fastviewer Setup o

= ot G

Destination Folder

another,

Click Next to install to the default folder or didk Browse to choose

SIEMENS

Install License Service for Fastviewer to:

|C: \Siemens\05clJCY .

Browse...

Back

MNext

[ Cancel
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‘Installation Folder .
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4 License Service for Fastviewer Setup =R X

License configuration and additional options s| E M E Ns
Clidk Next after configuring your options Enter the IP Addl'ess and
Port of the computer that
hosts the Customer License

HiPath License Management connection Agent (CLA)
ddress: [121 1260 Port: [gi730 The Timeout field specifies

the intervals in milliseconds in

Timeout: [1po0 Retry: [g which the attempt is made to

connect to the computer that

hosts the Customer License

' Agent. From the Retry field
you can gather how often this
attempt is repeated. Change
the defaults if required.

Back Next ] [ Cancel l
ﬁ‘;.‘ License Service for Fastviewer Setup = i o S
Ready to install License Service for Fastviewer SIEMENS

Clidk Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to-exit the wizard.

Start the installation of the Li-
cense Service with the set in-
stallation data.

Back Install Cancel

12
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ﬁ! License Service for Fastviewer Setup - - _—

Completed the License Service for
Fastviewer Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel
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24 Checking the Registry (valid 04/2012)

Start the “regedit” and check the Fastviewer version in the following path:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\PP-COM\MRS\ 1 icsvcfv

H Reqistry Editar
File Edit “iew Faworites Help

Policies * | juame Type Data
R.eg\steredApphcatlUns -ﬂ(DefauIt) REG_S7 (value not sef)
glnen!"::BHS '_"‘}ElindAddrBSS REG_SZ 0.0.0.0:13011

. . l_'ﬂlmstalledProduct REG_SZ XPR
S5Print ) " =T a=] i baration

Ui
b Windows sProductyarsion REG_SZ 41

4 WowB432Mode
> - J 3Com
-1 ActiveState
5.l Adobe
-, Andraid 50K Tools
AppDatalow
g Version has to be set to V6
. Clients
Conexant
Cycos AG
. Dell
Google
HTC
InstallShield
. Intel
. JavaSelectar
Javagoft
Jremetrics
. Macromedia
tdartin Prikryl
Microsoft
Mozilla
mazilla.org
. MozillaPlugins
Motepad++
QDBC
. POT
Ferl
Plantronics
Folicies
a- |l PP-COM
i a]l MRS
: b licsveiy
MRS Globals
. RegisteredApplications
. Siemens
Softerra
SSPrint
. Symantec
| Whware, Ine
Windows =
WinPcap
W-inR’AR —

m

putetHKEY_ LOCAL MACHIMNE\SOFTWARENW owG 432Mode\PR-CORMAMRSicsvchy
T w T [ p— i T

2]
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2.5 Configuring the Web Collaboration Server

Open the settings. ini file in the installation folder of the Web Collaboration Server in an
editor. The path is by default:

c:\Program Files\WebConferenceServer or

c:\Program Files (x86)\WebConferenceServer

1. Look for the lines with the value Change2YourServer in the settings. ini file:
ExternalAddress=Change2YourServer

Replace the string Change2YourServer with the external, fully qualified domain name
(FQDN) of the Web Collaboration Server.

The external FQDN is the full outside name of the Web Collaboration server
computer. The internal FQDN is the full name of this computer as seen from the
internal corporate network. If only one single FQDN is available, use it.

2. Inthe settings. ini file, log levels for log groups can be configured, too. Search this file
for the following section:

[Logging]

; The setting value is the limit at which a log message is logged.

; O=Info, 1=Uncritical, 2=Warning, 3=Important, 4=Critical, 5=Disabled
;:All=0 ; this overwrites all others, if less

;Connection=2

; PacketManager=2

-DatabaseManager=2 0 = Information

;General=2 1 = Uncritical messages
:License=2

2 = Warnin
;MessageProtocol=2 9

;SessionManager=2 3 = Important errors

:XmIProtocol=2

;Log file path 4 = Critical errors

;LogFilePath="tunnelserver.log” 5 =|ogging deactivation for this log group
;MaxLogFileSizeMB=512

EN4225ENOOEN_01
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There are the following log groups:
— General

— License

— Connection

— PacketManager

— DatabaseManager

— MessageProtocol

— SessionManager

— XMLProtocol

- Al

For each log group you can enter a value that is independent from the values of other log
groups. If the value of log group A11 is not 5, it applies for all log groups. The values that
may have been entered for other log groups are ignored.

In the settings. ini file,you ca alsp configure the session manager . Search this file for
the following section:

[ SessionManager]
ClientURLBase=http://Change2YourServer/client/fastclient i_%l.exe
;WebclientURLBase=http://Change2YourServer/joinclient._aspx?inv=%1
; You can use SingleURL=true only if the webclient is installed,
then all XMLRPC answers are with the webclient URL.
SingleURL=false

a) Replace the string Change2YourServer in value ClientURLBase with the
external, fully qualified domain name (FQDN) of the Web Collaboration Server.

The external FQDN is the full outside name of the Web Collaboration server
computer. The internal FQDN is the full name of this computer as seen from the
internal corporate network. If only one single FQDN is available, use it.

This URL is selected if the native Windows Client (FastClient.exe) is used for the
Web Conferences.

EN4225ENOOEN_01
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b) If you use the Web Collaboration Web Client (Java based), you need to remove the
semicolon (;) that precedes WebclientURLBase.

Replace the string Change2YourServer in value Webcl ientURLBase with the
external, fully qualified domain name (FQDN) of the Web Collaboration Server.

If you want to use a client different from the native Windows client (FastClient.exe), you
need to set SingleURL to value true and you need to install the Web

Collaboration Web Client (???see Section 1.4.3, “Installing the Web Collaboration Web Cli-
ent”).

Later when you click on the globe icon in the OpenScape WebClient, the
settings.ini file of the Web Collaboration Web Client determines which client is
started.

If SingleURL is not set to value true or the Web Collaboration Web Client is not
installed, always the native Windows client (FastClient.exe) will be started when the globe
icon in the OpenScape WebClient will be clicked.

When the ini file is modified the Service ,,WebConference Server* has to be re-
started or stopped and started (???7see page 22).

EN4225ENOOEN_01
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2.5.1 Preparing the Web Collaboration Server for the Native Windows
Client (FastClient.exe)

*  Open the following Web page in a browser:
http://openscape.fastviewer.com

— ’number range’ and ’servername’ configuration

viewer client customization View/Subscribe to Changelog

Please add the customer server(s) to the following list and click Usage-Hints:
"Download FastClient” afterwards! When communicating via https, the
: e Insert at least 1 server to the list
server name must be entered with https://
The listed server names must be unigue

Each line reflects one Web Conference server

The range of numbers has to be the same as defined in the

servers setbings.ini
m The range of numbers has to be unique in the list
m Don’t mix external and internal FQDNs

m Internal FQDN's will only work inside of the customer

Metwork
e 3 m. If an external FQDN is defined, it must be reachable from
number range: | IUDDD .: | 99.9'.‘:}9 . inside AND outside of the customer Network
servername: 1.69.11.10 [+ 0 =] 2
Server-Installation

for more than 1 server

m All servers have to use the same Database

Download FastClient V 3.20.0009
m Mormally this is the Databasze from the first server

Login in order to enable advanced functions!

* Leave the values in the 'number range’ fields unchanged.

e Enter the external FQDN in the 'servername’ field and click on the icon.

@ Use the external FQDN you used in ???step 3 on page 17.

EN4225ENOOEN_01
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View/Subscribe to Changelog

Please add the customer server(s) to the following list and click

server name must be entered with https://

number range: | IUDUD” rQQ’QQ‘Q_:

Servername: |

“Download FastChient” afterwards! When communicating via https, the

10000-99599:1.69.11.10

Download FastClient V 3.20.0009
|

Login n order to erfble advanced functions!

File Download - Security Warning

Usage-Hints:

Insert at least 1 server to the list

The listed server names must be unigue

Each line reflects one Web Conference server

The range of numbers has to be the same as defined in the
servers settines.ini
The range of numbers has to be unigue in the list

m Don't mix external and internal FQDN's

m Internal FQDM's will only work inside of the customer
Network

m If an external FQDN is defined, it must be reachable from
inside AMD outside of the customer Network

Server-Installation
for more than 1 server

m All servers have to use the same Database
m MNormally this is the Database from the first server

Do you want to run or save this file?

@ Name: FastClient.exe
Type: Application, 1.60MB

From: openscape fastviewer.com

Run Save Cancel

Ié‘ While files from the Intemet can be useful, this file type can

.

= run or save this software, What s the risk?

patentially ham your computer. f you do not trust the source, do not

EN4225ENOOEN_01
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folder of the Web Collaboration Server.
This is the following folder by default:

c:\Program Files\
WebConferenceServer

or
c:\Program Files (x86)\
WebConferenceServer
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Save Az u
e
@Uw | . <« Program Files (x86) » WebConferenceServer - |¢, | | Search WebConferenceServer 0O |
Organize Mew folder = - (7]
Bl Deskiop ‘ Name Date modified Type Size *
4 Downloads — : R
- - ¥ Cerificatelnstallerexe 1940712011 15:37 Application 7
=1 Recent Places
= IE]fkunreg.exe 31/08/2011 13:01 Application 1
N =] hitpcfg.exe 25/03/2003 00:06 Application 1
'ﬁ@ o . ET] LogViewer.exe 3100812011 13:15 Application 67| 3
ocuments L 3
J’ — S [ LogViewerConsole.exe 31/08/2011 1315 Application 2
usic
& Pict [ oldversion.exe 31/08/2011 13:01 Application 1
ictures
B Vvid [ 0SQLEXE 10/07/2008 17:33 Application B
ideos
[ Pwriter.exe 11/01/2010 10:52 Application 1
8 Computer ] @ Serverddmin.exe 3108/2011 1314 Application 434
- R K(C) [ ServerSettingsConverter.exe 27/05/2010 15:32 Application 1
= Local Dis ;
| = == SemverSettingsUpdater exe 098112010 17:03 Application 1
Lfl download 01'1?2 w71 tnanca ava : FTINFMAAN2 47-N73 Arnnlicatinm s
5@ hipath8000 ({7 ~ < BT b
File name: | FastClient.exe S -
Save as type: | Application v]
~ Hide Folders | sawe || Cancel |
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2.5.2 Services Controlling

Open the Windows ’Control Panef by selecting
Start --> Settings --> Control Panel --> Administrative Tools --> Services
Rightclick the Web Conference Server entry and select the Start option.

If the “Startup Type"“ is not set to “Automatic” rightclick the Web Conference Server entry
and select the Properties option. Verify that value Automatic is selected in the Startup type
field.

Services are only started if the CLA is installed and the Web Collaboration
Embedded license is active!

Mame Description Status Startup Type Log OnAs

Lo VMware USB Arbitration Service Started Automatic Local Syst...
Manages a... Local Syst...

Automatic

WIS Ty ey

Web Conference Server openscape ... Local Syst...
~oWeb Management Servi Start The Web M. OENIE Local Semvi...
S5 WebClient Stop Enables Wi... Manual Local Semi...
S Windows Audio Pause Manages a...  Started Automatic Local Senvi...
%o Windows Audio Endpoint Resume Manages a.. Stared Automatic Local Syst..
% Windows Backup Restart Provides Wi... Manual Local Syst..
Lo Windows Biometric Servi The Windo... Manual Local Syst..
S Windows CardSpace All Tasks ¥ Securely en... Manual Local Syst...
S Windows Color System Refresh The WesPlu... Manual Local Senvi...
S Windows Connect Mow - WCNCSVC .. Manual Local Senvi...
%o Windows Defender Properties Protection a... Started Automatic (D... Local Syst..
%o Windows Driver Foundati newark Manages u.. Stared Automatic Local Syst...
S Windows Error Reporting Help Allows errar... Manual Local Syst...
%o Windows Event Collector This semvice... Manual MNetwork 5...
%o Windows Event Log This semnice... Started Automatic Local Senvi...
S Windows Firewall Windows Fi.. Started Automatic Local Senvi...
Lo Windows Font Cache Service Optimizes p... Started Automatic (D... Local Seni...
S Windows Image Acguisition (WIA) Provides im... Manual Laocal Senvi...
Lo Windows Installer Adds, modif.. Manual Local Syst...
2 Windows Management Instrumentation Provides ac... Stared Automatic Local Syst...
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Mame

.’;}J Wiware USB Arbitration Service

i Volume Shadow Copy
f{, Web Conference Server
£/ Web Management Semvic
£ WebClient

L5 Windows Audio

% Windows Audio Endpoint
i Windows Backup

£ Windows Biometric Servi
Windows CardSpace

£ Windows Color System
C5Windows Connect Mow -
£ Windows Defender

. Windows Driver Foundati
.’;}J Windows Error Reporting

Start
Stop
Pause

Resurmne

Restart
All Tasks

Refresh

Description

Manages a...

openscape ...
The Web M...
Enables Wi...
Manages a...
Manages a...
Praovides Wi...

The Winda...

Securely en...
The WesPlu..
WCNCSVC ...

Properties

Help

newark

S Windows Event Collector
S Windows Event Log
£ Windows Firewall

% Windows Font Cache Service
Lo Windows Image Acguisition (WIA)

% Windows Installer

;. Windows Management Instrumentation

v

Protection a...
Manages u...
Allows error...
This semvice...
This semvice...
Windows Fi...
Optimizes p...
Praovides im...
Adds, modif..
Provides a c...

Status
Started

Started
Started

Started
Started

Started
Started
Started

Started

Web Confq!'encé__isg-’r;rér Properties (Local Computer) -

i

General | Log On I Recovery I Dependenciesl

Service name:

Dizplay name:

Description:

Startup type:

Web Conference Server
Web Conference Server

rapenscape Server for Webcollaboration

Path to executable:

[M-:mdic

Manual
Dizabled

Automatic (Del Start
Help me corfigure 4

from here.

Start parameters:

P

Stop

Pause Resume

*You can specify the start parameters that apply when you start the service

0K || Cancel

Apply

Startup Type

Automatic
Manual
Automatic
Manual
Manual
Automatic
Automatic
Manual
Manual
Manual
Manual
Manual
Automatic (D...
Automatic
Manual
Manual
Automatic
Automatic
Automatic (D...
Manual
Manual
Automatic

Add on

Log OnAs

Local Syst...
Local Syst...
Local Syst..
Local Seni...
Local Semvi...
Local Seni...
Local Syst...
Local Syst..
Local Syst...
Local Syst..
Local Semvi...
Local Seni...
Local Syst...
Local Syst..
Local Syst...
Metwork 5...
Local Semvi...
Local Seni...
Local Semvi...
Local Seni...
Local Syst...
Local Syst..
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* Check another two 'Services’, which are necessary for the FastViewer integration:

Services

Fil=  Action  View

Help

=10] x|

- |EEFER 2E > = uw

% Services (Local)

Services {Local)

License Provider for Fastviewer
{LicForF¥)

Stop the service
Pause the service
Restart the service

Mame 5 | Descripkion | Skakus | Startup T peil
Messenger Transmits ... Disabled
%Machine Debug Manager Supparts la...  Starked Automatic
%Lotus Maotes-Diagnaose Flhrt Diag...  Starked Automatic
%Logical Disk Manager Administrative Service Configures. .. Marual

Fata ) 7=

Automatic

%IPSEC Services Manages 1.,  Starked Autamatic
%InstallDriver Table Manager Provides s... Maral
%Indexing Service Indexes co... Maral
%IMF\PI CD-Burning oM Service Manages ... Marwal
%Human Inkerface Device Access Enables ge... Disabled
%HTTP S5l This servic,,,  Starked Maral
%Help and Support Enables He..,  Started Automatic
%Health Key and Certificate Management Service Manages h... Marwal -
: _ £ : : : _'I_I
Extended A Standard f
I
Mame = Description Status Startup Type Log On As
% Remote Procedure Call (RPC) Locator In Windows _. Manual Metwork 5.
L Remaote Registry Enables re... Manual Local Senvi...
% Routing and Remote Access Offers routin... Disabled Local Syst...
L+ RPC Endpoint Mapper Resolves R... Started Automatic Metwork 5.
% Secondary Lagon Enables sta... Manual Local Syst...
L Secure Socket Tunneling Protocol Service Provides su... Manual Local Senvi...
S Security Accounts Manager The startup ... Started Automatic Local Syst...
Lo Security Center The W3C3V... Started Automatic (D... Local Senvi...
S Server Supports fil...  Started Automatic Local Syst...
L Shell Hardware Detection Provides no... Started Automatic Local Syst...
S 3imple TCPAP Senvices Supports th...  Started Automatic Local Servi...
Li8marn Card Manages ac... Manual Local Senvi...
S Smart Card Remaval Policy Allows the 5. Manual Local Syst..
L5 SMNMP Service Enables Si...  Started Automatic Local Syst...
5 SNMP Trap Receives r.. Manual Local Servi...
Lo Software Protection Enables the... Automatic (D... MNetwork S..
2P Latificatinn Songico Drowidsc o flaral | meal Sangd

#1201 Server (FASTVIEWER) Provides st...  Started Automatic Metwork 5.

S ol oelvel AClve DITectary Helper ENnaties ML.. Disanied TETWOTE 5.
55501 Server Browser Provides 5.  Started Automatic Metwork S...
5 S0L Server VWSS Writer Provides th... Started Automatic Local Syst.
L. S5DP Discovery Discovers n... Started Manual Local Senvi...
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2.5.3 Checking the Installation of the Web Conference Server

Openthe address http://localhost or http://localhost:81 inthe internet explorer
on the Web Collaboration Server computer. These two steps to check the installation of the
Web Conference Server are only available when no IS is installed. When IIS is installed the
same Listener port for HTTP is used by the Web Conference Server and the IIS (see ??7step
5 on page 35).

The website shows the following:

& http:/Nocalhost/ - Windows Internet Explorer . -
1 = — ,
&3 ) = |& ntpitocainost
<7 Favorites s
EE |~ | @ hitp://localhost/ % | & Common Manag

OpenScape Webconference Server

or enter

http://localhost/admin or http://localhost:81/admin

. - =
@'\J - |{e_ http:/localhost/admin, '| B ‘ "1*| A | |

5.7 Favorites T

=[5 & FastViewer Server Admin | E Common Management P... |

FastViewer Server Admin

» SYSTEM STATUS Server status

» CURRENT SESSIONS Server information
| Servername: WEBCONF1

| Session 1D Range: 10000 - 99999

e Sl Network information
| Number of connections: 0
Direct: 0
HITPS. 0
HTTP: 0
Packager clients: 0

» VIEW CONFIGURATION

Session overview
Mumber of sessions: 0
Active: 0

24
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2.5.4 Installing the Web Collaboration Web Client

The Web Collaboration Web Client 3.1.x is a JavaScript client running on all web browsers sup-
porting JavaScript. Except for the writing of instant messages, it is a passive client in a web con-
ference. It can monitor a web conference, but not interfere in the web conference in an active

way. The client does not support e. g. desktop sharing. The client recognizes automatically the
platform on which it should run and selects then the corresponding file to be executed.

25.41 Supported features

e List of web conference participants
* Showing the web conference

e Showing videos

* Reading and writing instant messages

25.4.2 Installing the required program

The Web Collaboration Web Client is installed on the computer on which the Web
Collaboration server has been installed.

* The operating system that are supported for the Web Collaboration Server are supported
for the Web Collaboration Web Client as well.

e ASPNet
e IS
e _NET Framework 3.5

IMPORTANT:

This version must be installed and no higher version must be installed. Several
versions may be installed in parallel on the same computer, e. g. .NET Frame-
work 4.0, which is used for the Web Collaboration server.

*  Running Web Collaboration server computer
(see Section 2.5.2, “Services Controlling”)
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For the installation of the Web Collaboration Web Client requirements, execute the following
steps:

1. Decompress the following file on the OpenScape UC Application setup DVD or Patch:

contrib/FastViewerWebClient-<version>.zip

2. Startthe setup.exe file you will find in the ZIP file.

B2, Webconference Webclient Setup e

Welcome to the
Webconference Webclient
Setup Wizard

The Setup Wizard will install Webconference Webdient on
your computer, Click "Mext™ to continue or "Cancel” to exit
the Setup Wizard.

< Back Next = l [ Cancel

Las}
0

B2, Webconference Webclient Setup =

Select Installation Folder
ACCGpt or select the This is the folder where Webconference Webdient will be installed.

installation folder:

To install in this folder, dick ™Mext™. To install to a different folder, enter it below ar dick
"Browse™,

If .NET Framework 3.5 SP1 Folder:

is not installed the Setup C:inetpublneboient}
Wizard will install it.
Therefor refer the Service
Manual “Installation and
Upgrade Guide*

< Back ]| Mext > [ Cancel
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3. Start the installation.

2. Webconference Webclient Setup &

Ready to Install
The Setup Wizard is ready to begin the Webconference Webdient installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

< Back I][ Install ] [ Cancel
| |

I

B2, Webconference Webclient Setup | 28

Installing Webconference Webclient

Please wait while the Setup Wizard installs Webconference Webdient. This may
take several minutes.,

Status: Remaving backup files

< Back Next > Cancel

Install information Lﬂ]

& Bitte die Einstellungen in der settings.ini vornehmen, Please set options i
! in settings.ini (Serverlist, DB Connection and FQDN) The S_ettlngs Of the para_'met?rs
mentioned here is desribed in
detail in step 4.

oK
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2. Webconference Webclient Setup ﬁ

Completing the
Webconference Webclient
Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

]
m

4. Openthe settings. ini file in the setup directory. By default, it is located in the directory

C:\inetpub\webclient.

Without comments and blank lines, it looks like this:

[Settings fastviewer V 3.x WebClient]

Serverlist=
ServerListURLs=
DBConnectionString=""
EnableLogging=0
OEMVersion=1

FQDN="change2your.server.com"

SysLogServerIp=
SysLogPort=514
ClientForWindows=1
ClientForMAC=1
ClientForIPhone=3
ClientForMobile=1
ClientForUnknown=1

PathToPresavedFiles="C:\Programme\WebConferenceServer\clients"
DomainForPathToPresavedFiles=""
UsernameForPathToPresavedFiles=""
PasswordForPathToPresavedFiles=""

[Settings END]
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To make Web Collaboration server properties known to the Web Collaboration Web Client,
you can enter these specifications yourself in the settings.ini file or enter the HTTP address
of a file on a web server containing these specifications.

For the first option, perform substep a, for the second option, perform substep b. Thus, the
use of the Serverlist parameter and the Serverli1stURLs parameter is not possible
at the same time.

a) Setthe value of the Serverlist parameter to the value entered in ???section 1.4.1
on page 19. Use the format of the following example:

Example:
Serverlist=10000-99999:change.yourserver.com

Leave the value of Serverli1stURLs empty.

b) Set the value of the ServerlistURLs parameter. This value indicates the HTTP ad-
dress of a file on a webserver containing the Web Collaboration server specifications
which can be downloaded by the Web Collaboration Web Client. The webserver must
not necessarily be the 1I1S of the Web Collaboration server computer.

Example:
ServerListURLs=http: //change.yourserver.com/list.txt

Leave the value of the Serverlist parameter empty.

c) Set the value of the DBConnectionString parameter to the same string value used in
the settings.ini file in the installation folder on the Web Collaboration server computer
(??7?see section 1.4 on page 16). By default, this folder is
C:\Program Files (x86)\WebConferenceServer. This parameter is used to
create the database connection.

Example:

DBConnectionString="Data Source=(local)\fastviewer;Initial
Catalog=fastviewer;Persist Security Info=True;User ID=sa;
Password=topsecret"

29
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Use EnableLogging to set whether the Information tab should be displayed and events
should be logged.

Example:

EnablelLogging=0

OEMVersion indicates whether this Web Collaboration web client is an OEM version.
If the value is 1, no logo is displayed.

Example:

OEMVersion=1

Set the value of the FQDN parameter to the external fully qualified domain name
(FQDN) of the computer on which the Web Collaboration Web Client is installed.

Example:
FQODN="change2your.server.com"

If FQDN is empty, the value “[host name] . fastviewer.com” is used.

@ The external FQDN is the full outside name of the computer. The internal FQRDN

is the full name of this computer as seen from the internal corporate network. If
only one single FQDN is available, use it.

Q)

If log messages should be sent according to the syslog standard, enter under
SysLogServerlp the IP address of the syslog server and under SysLogPort the port.
By default, port 514 is used.

syslog, 514: UDP
Example:
SysLogServerIp=123.123.123.123

SysLogPort=514
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h) The Web Collaboration Web Client detects automatically the operating system on
which it is running. Depending on the operating system, there are different clients to
be started. The following table shows with which operating system detected which pa-
rameter in the settings.ini file must be set to which value.

Operating system detected Parameter Value
windows ClientForWindows otorilor2
Macintosh ClientForMAC 1

i0S (e. g. iPhone, iPad or iPod) ClientForiPhone 3orl
Operating system of a mobile device % except  [ClientForMobile 1

iPhone, iPad or iPod

Mone of the above mentionned operating ClientForUnknown 1

systems

Table 77 Parameter to determine the Web Collaboration Web Client

1 Note the instructions in substep i.
2 The Windows Mobile operating system is detected as a mobile operafing system, and not as a
Windows operating system.

The following table shows which client is used due to a value.

Value |Meaning

0 Native Windows client (fastviewer exe)
1 JavaScript Web Client

2 Flash Client
3 Native iPhone client, iPad client or iPod client
Example:

ClientForWindows=1
ClientForMAC=1
ClientForIPhone=3
ClientForMobile=1

ClientForUnknown=1
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i) Ifinstep h) you use the value 0, you must set the PathToPresavedFi les parameter
to the UNC path or the local path of the fastclient.exe file. This is the file down-
loaded ??77on page 20 and copied to the Web Collaboration server computer.

Example:

PathToPresavedFiles="C:\Program Files (x86) \WebConferenceServer\"

If a domain, a user name and a password is required to access this file, you must set the
following parameters to the appropriate values:

DomainForPathToPresavedFiles=""
UsernameForPathToPresavedFiles=""

PasswordForPathToPresavedFiles=""

5. If you install the Web Collaboration Web Client on the Web Collaboration server computer,
you must use different host headers for the Web Collaboration server and the Web Collab-
oration Web Client. The Web Collaboration server and the IS use the same HTTP listener
on the same Windows computer. Edit the listener... entries in the [HTTPListenURLs]
section in the settings. ini file on the Web Collaboration server computer. Save the file
after you have performed the modifications and reboot the Web Collaboration server
service (service name: Web conference server). You need not reboot the Web Collabo-
ration server computer.

settings.ini
Example:

listenl="http://*:81"

6. To check the installation, proceed as follows:
a) Open a browser.
b) Enter the external FQDN in the browser address field.

On the page displayed, enter the name of a conference participant and a Session ID.
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@@ < [&] ntip:1.69.11.10/0in. aspr2ssl=0 NE)

5.¢ Favorites T

99 |+ | €& fastviewer WebClient @ Common Management P... | 4. OpenScape WebClient +49... | & vSphere Web Access (adm...

SIEMENS OpenScape Web Collaboration

Your name:

Session 1Dt

Please insert your session number in order to connect to your session
partner.

c) Starta Web Collaboration session in the conference mode and enter the session PIN
on the website. You will see the moderator's desktop.

7. Inthe settings.ini file of the Web Conference Server, you ca also configure the
session manager. Search this file for the following section:

[SessionManager]
ClientURLBase=http://Change2YourServer/client/fastclient_i_%l.exe
;WebclientURLBase=http://Change2YourServer/joinclient.aspx?inv=%1l
; You can use SingleURL=true only i1f the webclient i1s iInstalled,

then all XMLRPC answers are with the webclient URL.
SingleURL=False

If you use the Web Collaboration Web Client (Java based), you need to remove the
semicolon (;) that precedes WebclientURLBase.

Replace the string Change2YourServer in value Webcl ientURLBase with the
external, fully qualified domain name (FQDN) of the Web Collaboration Server.
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If you want to use a client different from the native Windows client (FastClient.exe), you
need to set SingleURL to value true and you need to install the Web
Collaboration Web Client (see Section 1.4.3, “Installing the Web Collaboration Web

Client”).

Later when you click on the globe icon in the OpenScape WebClient, the

settings.ini file of the Web Collaboration Web Client determines which client is

started.

If SingleURL is not set to value true or the Web Collaboration Web Client is not
installed, always the native Windows Client (FastClient.exe) will be started when the
globe icon in the OpenScape WebClient will be clicked.

When the ini file is modified, the Service ,,WebConference Server has to be
restarted or stopped and started (??7see page 23).

8. Port Problem

tion Web Client.

The IS is using in standard Port 80 which is also used by the Web Collabora-

Using the Control Panel and the Administrative Tools and select the IS Manager

oo

» Control Panel » All Control Panel items » Administrative Tools

— |‘?|| Search Administ

File ESE—wom ToorE o rep
Organize « 5] Open =~ [0 @
 Favorites o MName . Date modified Type Size
Bl Desktop (- Component Semvices 14/07/2009 07:00 Shortcut 2KB
4 Downloads (@ Computer Management 14/07/2009 06:59 Shortcut 2 KB
| RecentPlaces Data Sources (ODBC) 14/07/2009 06:59 Shortcut 2 KB
(] Event Viewer 1440712009 06:59 Shortcut 2KB
ol Libraries iﬂ“&hﬁa SRR il 1102011 11:21 Shortcut 2KB
3 Documents @3 Internet Information Services (I13) Mana...  §11/1002007 11:21 Shortcut 2KB
J”- Music E SEC-a=Tam piE 1) 14/07/2009 06:59 Shortcut 2KB
| Pictures @g Local Security Policy 02/08/2011 18:57 Shortcut 2 KB
E Videos |'§|_=' Perfarmance Monitor 14/07/2009 06:59 Shortcut 2 KB
Ep Print Management 02/08/2011 18:57 Shortcut 2KB
18 Computer [a); Semnices 14/07/2009 06:59 Shortcut 2KB
£;, Local Disk (C:) @ System Configuration 14/07/2009 06:58 Shartcut 2KB
&= Removable Disk (E) (z0) Task Scheduler 14/07/2009 06:59  Shortcut 2KB
# download (W172.29.45.7) (H:) @F Windows Firewall with Advanced Security  14/07/2009 0659 Shortcut 2KB
5® hipath8000 (W172.29.45.54) (Z) Eﬂ Windows Memory Diagnostic 14/07/2009 06:58 Shortcut 2KB
(& Windows PowerShell Modules 14/07/2009 07:38 Shortcut 3KB

-~
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File  View Help
- ; o Default Web Site Home e
- | i Explore
.83 TESTPCHBK (TESTPCHSKV it Permissions...
E aﬂ s Filter: - 00 Go - gy ShowAll | Group by: Area - B B R
L2} Application Pools = T
ASPNET - =5
@ D " r indings...
. D J 2 < ( I'T. . .
b .o EXF.1|0fe N N~ e 3 \\:/\ Basic Seftings...
Edit Permissions... MNET  NETEmor  MET  NETProfle .NETRoles View Applications
S  AddApplication.. Compilation ~ Pages  Globalization View Virtizal Directories
#1  Add Virtual Directory... é-% _ji-hl iﬁ Manage Web Sie ®
I Edit Bindings... I | MET Users Application Connection Machine Key Pages and 2 Restart
) Settings Strings Controls B Start
Manage Web Site 3
B Stop
1 Refresh & -EE. L .
K Remove Session  SMTP E-mail Browse ~80 (htip}
State bamhisiiits
Rename Advanced Settings..
(2 Switch to Content View | N L ¥ Configure
= s
= % @ ; @J Limits..
ASP Authenticat... CGl Default .. Errar Pages  Handler @ Help
Docum.eqt Mappings Online Help
¢ i " ey 1 =
O = & » & |
HTTP ISAPI Filters  MIME Types — Modules Cutput Request
Pasrnnan Marhinn Filtarinn

Site Bindings

- .- - - e -

=

hitp

Type HostMame

Port IP Address

e

Binding Infarma..

L} 4

Add...
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3 OpenScape Web Collaboration - Exercise

3.1 Exercise

Starting point:
*  OpenScape Office user including an Email address are configured.

* My Portal is installed.

Aim:
An OpenScape Office conference should be carried out with web collaboration.
Invitation Email should be delivered in advance.
Optional:
* Automatically start the phone conference with web collaboration.
or...
* during an established phone conference.

Please adapt the following settings according your infrastructure.

w Setup meet-me conference(advanced mode) . L ] . @

Occurs 20/03/2012 from 14:10;00 to 15:10:00

Conference Type Meet Me Conference (No Password) -
Conference Language English (United Kingdom) -

[/ This conference is an active conference

This conference requires the conference controller to be present Optlona| . e|ther Start W|tk

Force participant to enter "*" (star) to enter the conference the VOICe Conference
| Automatically start phone conference with web collaboration. or.. )
I during a voice conference

Automatically record this conference. IS eStabIIShed »

/| Automatically send email invitation to conference participants
MNotes

Basic Save Cancel
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."-- -—'_."

Flease add the ichards web collaboration

conference name,date
20-Mar-2012 =
_ . Add Participant .
.
14:10:00 i

participant button to

participants

P

" -

hans h3k

- T

richards web collaboration
web collaboration Tuesday, 20, March 2012 14:10:00 i Tuesday, 20, March 2012 14:10:00
& Start Conference
- Send Invitations
Hew Edit Hemont ik o
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J Send _

I Hame Email Status \
bianca seppm@oso.course.bay  Invitation email sent Send
h3k Mo Email Address Selected
richi birgitp@oso.course.bay  Invitation email sent Send

Hotes Cancel

Email example for web collaboration link

richi has invited you to join the richards web collaboration conference.

This conference is schedule ‘run at 14:18 on Tuesday

, 28th March 28612 for 68 m

The conference system call you on
7168.

Alternatively, you can dial +49897978877438 between 14:18 and 1
5:18 and enter your conference ID.

Your conference ID for this conferenc
e is 1

Your Collaboration URL is hEEp://1.456.6.193/client/fv i ri54286

Please do not disclose any information found within this email

Regards,

OpenScape 0Office

38—
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g New Tab - Windows Internet Explorer
u & I |g, http:/1.150.6. 123/ client/fv_i_r154280_ml4l.exe i - ‘ +y | x | ‘ Bing
File Edit View Favorites Tools Help
i Favarites | s B v Safetyw
28]~ | Networking | @ NewTab x| |

Reopen closed tabs &

View tabs that you've closed since starting Internet Explorer.

Browse with InPrivate

Browse the web without storing data about your browsing session.

0% of fv_i_r154280__m1l41l.exe from 1.130.6.123 Complet..l =, = |
Reopen Last Browsing Session
Getting File i File Download - Security Warning u
fu_i_rl 5425 -
Do you want to run or save this file?
Estimated tin]
pnednadio Name: fu.i_rl54280__m141.exe
Transfer rate| \ﬂ e ¥
Type: Application
B Qose this) From: '1150.6.123
Run ] [ Save ] k Cancel i
Learn more about tabs and tab shortcuts, Accelerators, and InPriyy.. - While flles from the Intemet can be useful, this file type can
o _la potentially ham your computer. If you do not trust the source, do not
- run or save this software. What's the risk?

= rnanas

WL LN aLan

webpage.

OpenScape Web

File Participants Conference Room |Collaboration |

> Session (90236)

¥ FParticipants |
Meoderstors
® training
Active clients

i Participant trainin
® training (2]

Pazsive clients

» Application filter
» Chat

» Fileboard

» Video

B My Video

P Log messages
» Information

Ooooonooano
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File Participants Conference Room |Collaboration

Join Collaboration Session

Leave Collaboration Session

——i
"
A
/ o \\
—-— —-—
hans hak bianca

l=l-mess  Automatically started with the voice con-
ference...
£ richards web collaboration e &

Time Remaining: 58m 14s

| richards web colla... | Meet Me Conference

start web collaboration, if not auto-
matically started...

File Participants Conference Room |Collaboration

Join Collaboration Session

Leave Collaboration Session

——N
-
Y
//"'—U \\
— —
hans h3k bianca
Time Remaining: 57m 24s | richards web colla... | Meet Me Conference Running

matically.

Assuming, the conference has been activated with web collaboration support
and the myPortal Client has been opened, the web collaboration will start auto-
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4 OpenStage Gate View

OpenStage Gate View combines video surveillance with the communication system. An exter-
nal Plug PC is used for streaming video signal to OpenStage phones. Maximal 2 phones can
be streamed by one camera.

The following example shows a typical deployment scenario, where the video camera is used
as an extension to an existing door phone.

OpensStage 60 HFA

OpenStage 80 HFA Video on OpenStage

Doorway
Door video
Door phone

m‘le W ail!

HiPath 3000
OpenScape Office

iPhone .

Plug PC, incl. video SW

Certified
IP cameras

41
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4.1 Overview of Functions

Enables the combination of voice, video and the door-opening function via a single device.
Overview:

* OpenStage 60/80 HFA (max. 2 phones per camera)

* The iPhone connection enables video to be displayed on the move

*  Modular in structure and integrated with previously made investments for infrastructure or
installed equipment

¢  Administration via WBM

e |Low maintenance overhead

4.2 Installation

The following gives you an overview of the installation process.

4.2.1 Prerequisites

e Delivery package

—  PlugPC Server
* Available devices

— IP phone

— OpenStage 60/80 HFA with SW version V2 R0.48.0 or later
* PC for configuration

e |P camera > see list of certified cameras at wiki.siemens-enterprise.com or Administration
Manual ,,OpenStage Gate View*.
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© Siemens Enterprise Communications GmbH & Co. KG 2012. All rights reserved.
Siemens Enterprise Communications GmbH & Co. KG is a Trademark Licensee of Siemens AG



Add on

4.2.2 Installation in Three Steps

e Step 1: Plug PC Server
e Step 2: IP Camera
e Step 3: IP Phone (e.g., OpenStage 60 HFA)

Siemens

For details, please refer to the Administration Manual - ,Installation®.
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5 Setting up a VPN configuration

Prerequisites:
The DSL connections are enabled and login information is available to you.

A DynDNS account is set up for each OpenScape Office system and the login information are
available to you.

For VPN a DynDNS account is also required per Microsoft XP Client software.

Licenses:

The basic OpenScape Office package contains the licenses IPSec and LWCA among others.
The teleworker software NCP Client, including licenses, is available to you.

The teleworker Microsoft XP Client software for VPN is available to you.

Details in the respective chapters!

A maximum of 50 teleworker workstations can be connected via VPN per
OpenScape Office system.

5.1 Procedure

* DSL configuration with variable IP addresses and “DynDNS”.
Explanation: DynDNS is an additional service for assigning dynamic IP address host
names (FQDN). Despite a changing IP address at the WAN port, connectivity by the “Full
Qualified Domain Name” is thus possible.

e Central configuration should be prepared. The configuration created should be imported
on the respective VPN peers.

¢ VPN capability should be activated on the two systems.
* The first configuration example shows the tunnel setup via Pre-Shared Key.
e Internet access should be set up for the enterprise network.

e  Startup of NCP client and/or Microsoft Standard Client (teleworkers) and the associated
tunnel and rules in accordance with the following guidelines:

— Communication of the VPN client with the OpenScape Office target system provided
for that purpose

— Enable communication between the VPN clients.

— Provide Internet access for the VPN client.
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* Add-on Expert Level: A LightWeight CA should be activated, relevant peer certificates
and a CRL list are generated. X.509- and PKCS#12 certificates should be exported and
imported.

Overview of infrastructure:

Ubersicht Szenario

System x HiPath OpenOffice System x HiPath OpenOffice
LAN: 1.150.1x.33/ 24 LAN: 1.150.1x.33/ 24
VPN Tunnel

s ] s
| L_;aa- A-A-.:nnon A'.&i;.H L-;I-ﬁ_f An‘an.l_&nn_- aaal
I\

WAN HOO: hoox.hipathx.dyndns.org

VPN Tun VPN Tunnel

Teleworker x — Teleworker x —
NCP-Client XP-VPN
(xDSL) (xDSL)

Virtual IP: 172.2x.1.1 /16 Virtual IP/DN'S: teleworkerx.hipx.dyndns.org

= ISP:3 mal ADSL

= Downstream: 1 Mbit/s

= Upstream 256 kbit/s

= Dynamische IP-Adressen: 137.10.12 X

Hinweis: x=Area, Konfigurationsregeln upstream/downstream beachten!!

As soon as VolIP is also deployed over a combined VPN and Internet gateway, one-sided inter-
ference with the voice data can occur. The reason is that the downstream Internet traffic (Inter-
net -> OpenScape Office) cannot be influenced by the OpenScape Office. If, therefore, VoIP
packages and data packages are routed at the same time from the Internet in the direction of
OpenScape Office and the downstream transmission rate of the DSL line for the incoming data
is not sufficient, package losses in the ISP can occur. If the ISP supports QoS, these package
losses can be avoided for prioritized data (e.g. voice).
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Note:
@ “Inbound” (downstream) bandwidth control in the OpenScape Office allows priori-
tized handling of VoIP packages inside the OpenScape Office.

The bandwidth available in each case for VoIP and data from OpenScape Office in
the direction of the Internet (upstream) can be configured. As a result, only the In-
ternet downstream constitutes an incalculable interference factor that cannot be in-

fluenced.

Carry out a “backup” before beginning work!
Never activate IPsec before all rules required for trouble-free operation have been
established. The rules act like firewall entries and can limit access to the module. If

it ever happens that IPsec is activated prematurely and you no longer have access
to the system as a result, you can reset the system with “Reload”.

5.1.1 DSL configuration

5.1.1.1 Configure the WAN port of OpenScape Office.

Details for authentication will be provided by your lecturer.

WAN:

IP Parameters

DSL connection type PPPoE

Partner IP address of the PPP connection: 1.0.0.2

Local IP address of the PPP connection:
Max. data packet length (Bytes):
IP address negotiation:

General PPP parameters

Default router:

Internet access with DNS request:
Name of the Internet Service Provider:
PPP standard header:

IP header compression:

Send LCP Echo demand:

1.0.01
1492
<Default>

Yes
Yes
Name of ISP
Yes
No
Yes
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Automatically connect PPP:
Automatically reconnect PPP:

Short-Hold
Short-Hold mode:
Short-Hold time (s):

Authentication

PPP authentication:

PPP user name:

PAP authentication mode:
PAP password:

CHAP authentication mode:
CHAP password:

Data compression
STAC data compression:
MPPC data compression:

Address translation
NAT:
Address mapping

QoS parameters of the interface
Bandwidth of the connection (kbit/s):
Bandwidth control for voice connections:
Bandwidth for voice/fax connections (%):
QoS capabilities:

Notes on the fields:

Siemens

Yes
Yes

No
No input

Yes

As assigned by the ISP
PAP client

As assigned by the ISP
Not used

No input

No
No

Yes
No

256 (as agreed by the ISP)
Yes, inbound and outgoing
80

Identical

The presettings for “Partner IP address of the PPP connection” and “Local IP address
of the PPP connection” should not be changed, even if “IP address negotiation” is set
to “Request new IP address”. These entries are necessary so that the PPPoE interface can
be set up if no IP address is available yet for the PPPoE interface.
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“Default router: Yes” means that the entire IP data traffic is routed in external

IP subnetworks (e.g. Internet). “Default Routing via: DSL’ is then shown in the menu item
“Explorer > Routing > IP Routing > (right mouse key) Default Router”. The specification of
the IP address “1.0.0.1” of the default router has no relevance here.

A prioritization for Voice over IP is set by activating “Bandwidth control for voice con-
nections”. Only as many calls are allowed as bandwidth is available.

The selection of “inbound and outgoing” is recommended in order to always give priority to
VoIP packages from the perspective of HiPath.

The correct value for the upstream speed of the Internet connection must be specified in
“Bandwidth of connections (kbit/s)” for this.

The specification in “Bandwidth for voice/fax connections (%)” specifies the restriction of
what percentage of the bandwidth may actually be used for Voice over IP.

Configure “Automatic Control of Disconnect (ACD)” (automatic control of the connec-
tion cleardown) so that the disconnection of the DSL PPPoE connection is not carried out
by the Internet Service provider (i.e. every 24 hours) at an unfavorable point in time.

A time of 3 o’clock in the morning (hour = 3, minute = 0, second = 0) is selected for the
disconnect and reconnect in our example:

See also “Change ACD” in the Administration Manual.

ACD configuration
Connection time: (only display of the connection time)
Force reconnect at: 3:00

Now click on “Apply”.
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6 VPN Exercise - Site to Site via “PSK”

Starting point:

The OSO and the teleworkers are connected with the Internet Service Provider (ISP). First “Site
to Site” startup of the OSO systems should be carried out. In addition, the teleworkers should
be subsequently connected. DynDNS Accounts are already preconfigured and are available for
following Dynamic Hosts - Scenario APT Munich:

* hoox.hipx.dyndns.org - x=110 6
* teleworkerx.hipx.dyndns.org - x=1 to 6

Your lecturer will provide the password for the DynDNS login.

Aim:
* Site to Site networking of the systems (OSO).

e  Central configuration -> Advantage: All systems and teleworkers are configured on one
system. The "roll-out" of the configuration for the VPN peers is then carried out. Required
tunnels and rules are automatically created.

6.1 Site to Site networking of the OSO

This exercise requires teamwork! Create the central configuration - make an inventory of the
systems. Two systems/areas work together and are split up as follows:

* System 1 -> for System 2
e System 3 -> for System 4
e System 5 -> for System 6

EN4225ENOOEN_01
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6.1.1 Configuration - System 5

Please adapt to your own infrastructure!

Configure the necessary settings in the VPN wizard. Example for System 5 - APT Germany.
Tip: Check settings in expert mode!

Setup > Wizards > Network / Internet > VPN Configuration > Configure VPN.

1. Dyn. DNS configuration if not yet carried out

Dyn. DNS

Benutzername: |hip5
FPasswort, esessses
Fasswart wiederholen, (essssss
Hostname: |hoo5 hips

Domainname: | dyndns.org bt

2. Test DynDNS access

DynDNSZugang tester

3. If the test passed successful proceed with ,,OK®.
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4. Add system(s) -> System 5 and System 6

System 5
System
Daten des eigenen Systems verwenden:
aktiviert:
Systemn Marme: ESystem 5 |
Adresstyp: IDNS-Name_v
glabale [P-Adresse/DNS-Name [WVWAN): EhuuS.hipS.dyndns.Drg |
lokale IP-Adresse (LANY: | [1.150.15.33 !
Inkale Subretzmaske (LAN): | 255 255 255 0 |
Kommentar: |Iucal System I
I —
Teleworker %
Name wirtuelle IP Adresse Kommentar
Hinzufiigen Meuer Eintrag
Hilfe Abbrechen... | : Zuriick OK & Weiter Daten loschen
System6

global IP-Address/DNS-Name

System name Address Type Comment active

(WAN)
Add I Mew Entry
Edit System 5 hooS. hips. dyndns.org DMS Mame local System v
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System 6
System
Caten des eigenen Systems werwenden:  []
aktiviert:
System Name:
Adresstyp: :I_IEJNS;Name v|
globale IP-Adresse/DNS-Mame (WWAN): f-huqﬁ.hipE._d_yr_]_dns._Drg
lokale IP-Adresse (LAN): [1.150.16.33
lokale Subnetzmaske (LAN): 2552552550
Kommentar: f-t_arget system
Overview:
System Name globals 'F"Al‘msﬁf DNSName | pgressyp Kommentar Status
Hinzufiigen MNeuer Eintrag
Bearbeiten Systemn A hoo5.hips:dyndns. arg DMS-Mame local System ()]
Bearbeiten Systemn B hooB. hipB.dyndns. arg DMS-Mame target system o

5. Security settings for connections -> "PreShared Secret" - sufficiently long and sufficiently
secure in accordance with the guideline!

Repetition of the

: g Comment active
PreShared Seciet

from to PreShared Secret

|
oystem s System B I |tooooooooo ssssennene I |E'v'ent v

Explanation: The negotiation of the security settings for the tunnel setup always takes
place between the tunnel end points. To enable the setup of the VPN tunnel, the tunnel end
points always use the same “PSK”!

52

EN4225ENOOEN_01

© Siemens Enterprise Communications GmbH & Co. KG 2012. All rights reserved.
Siemens Enterprise Communications GmbH & Co. KG is a Trademark Licensee of Siemens AG



Add on Siemens

6. Export the topology data. Use a sufficiently long and secure password!

WPN is switched off (]

System name Local LAN/ Teleworker Name IP Address/DNS Name active
Systermn 5 hiood. hips.dyndns.org -
Systern 5-LAM 1.1580.15.33 -
System B hiooB. hips.dyndns.org -
Systermn B-LAM 1.1580.16.33 -

Help Abort OK & Next Exportlmpont Configuration of VPN VPNOn

Explanation: The encrypted configuration data are provided with a checksum (CRC). The
purpose is to be able to detect a defective configuration file.

Please keep the key secure! It will be required for importing the topology data.

Note: The centrally generated topology data must be made available to the respective VPN
peers!
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6.1.2 Configuration of System 6

Please adapt to your own infrastructure!

Configuration of the other peers (2 + X). Use the previous example in order to derive the ap-
proach!

1.
2.
3.

Check/configure the Internet access.
Activate the DynDNS function.

Import the previously backed up topology data (*.zip file - document layout: xml but en-
crypted!)

Activate "VPN" in all systems.

To check the routing function over the setup tunnel, you can start ping and/or tracerroute
on the IP address of the counterpart station. Make sure you use the correct gateway!
Also check access to the Internet: http://kb.iandc.training.com

(APT Germany - Please adapt to your own infrastructure!)
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6.1.3

Check the automatically generated tunnel and rules in Expert Mode.

Tunnel - Functionality:

s P-Ace
=l VPN

=0

=0
__} RE
;..._J

3 |

-l S5L

0000000000000 0

Expert-Mode: VPN specification Tunnel - Rules

) Sicherhait
+ [l MAC-Adress-Filter
-l IP-Adress-Filter

ounting

+-[(3) Lightweight CA
+-3) Zetifikatsverwaltung
#-3) Dienste

=10 Tunnel

Aldive Tunnel

B 5ystem 5--System 6

Konfigurierte Tunnel
|

geln

Aktive Regeln

10

11

12

2000

2001

2002

2003

6000

BO00

6003

6003

6480

001

8002
Konfigurierte Regeln

-2 Public Key Infrastructure (PRI
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Tunneldaten anzeigen

@ Tunneldaten

Allgemein
Endpunkttyp des lokalen Tunnel:
Endpunktadresse des lokalen Tunnel:
Endpunkttyp des Remote Tunnel:
Endpunktadresse des Remaote Tunnel:
Security

Yorgeschlagenes Sicherheitsprotokoll:

Yorgeschlagene Yerschlisselungsalgorithrmen:

YWorgeschlagene Hash-Algarithrmen:

Session-Key-Handhabung:
Yorgeschlagene Lebensdauer der Session-Keys:
“Worgeschlagene Lebensdauer der Schlisseltausch-Session:

“orgeschlagene Datenvolumen der Session-Keys:

ZugehirigeRegeln

Fugehdrige Senderegel:
Zugehirige Empfangsregel:

Siemens

Regeln Fir den Tunnel anzeigen

) Schliiggeltauschdaten

System 5-System B
DNS-MName
hooS. hipd. dyndns. org
DMNS-Name

hooB. hips dyndns.org

ESP

AES
DES
3DES

D5
SHAT

Automatisch, mit dem IKE-Protokoll

10 Min.
10 Min.

unbegrenzt

- 2000 - 2001 -
- 2002 - 2003 -
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Tunneldaten anzeigen Reqgeln fir den Tunnel anzeigen

O Tunneldaten (# Schlisseltauschdaten
Allgemein
Mame des Tunnels: System 5-System B
Endpunkttyp des lokalen Tunnel: DNS-Mame
Endpunktadresse des lokalen Tunnel:  hooS. hipb. dyndns. org
Endpunkttyp des Remote Tunnel: DMS-Mame
Endpunktadresse des Rermote Tunnel:  hooB. hips. dyndns.org

Schliisseltauschdaten

Session-Key-Handhabung:  Autormatisch, mit dem IKE-Protokoll

DH-Gruppe 2

“orgeschlagene Diffie-Hellman-Gruppen: DH-Chfbpe 5

‘Perfect Forward Secrecy’ aktivieren; “Ja

Authentifizierungsverfahren fir die WPM-Peers:  Pre-Shared Keys

Explanation Tunnel data: The "method of operation" of the IP Security Protocol (IPSec) is de-
fined here. Authentication is carried out by the "PSK" procedure. For additional information, see
IPSec architecture.

Notes on the fields:

End point address of the local tunnel contains the DynDNS name of the own WAN inter-
face.

End point address of the remote tunnels contains the DynDNS name of the WAN interface
of the counterpart station.

Preset encryption and hash algorithms. DES is only still listed for reasons of compatibility
and should no longer be used as encryption algorithm.

“PFS”: PFS is used in the public key infrastructure. Any later derived compromised keys of
“suspects” are inoperative.

Only Expert. With PFS, additional key exchange material must be included in order to ne-
gotiate Phase 2 of a hunt group. Phase 2 proceeds in so-called “Quick Mode”.

Select pre-shared keys (PSK) as the authentication procedure for VPN peers. A sufficiently
long and secure password for the pre-shared key must be selected! Note these data. The
same password must also be entered in the tunnel in the counterpart system.

Diffie-Hellman Groups
Explanation: Define the length of the public key.
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Rules - Functional Operation, e.g. “2000”:

Basically (Host: 0.0.0.0) packages are sent to the WAN interface (hoo6.hip6.dyndns.org) over
the tunnel (system5--system6) (PASS_OUTGOING) here.
Prerequisite: Successful authentication via “PSK”.

Regel anzeigen

Dienst:
Aktion fir die Regel:
“erschlisselung erforderlich:

Fegal-Status:

Ouelladresse

Typ:
IP-Adresse:

Zieladresse

Typ:
DMS-Mame:

Tunnel fiir die Verschliisselung

Tunnel auf der Empfangsseite:

2000

Beliebiger Dienst
PASS DUTGOING
Ja

Aktiviert

Host
0.0.0.0

DMS-Mame
hoob_hipE. dyndns.org

Keine Tunnelzuordnung

Tunnel auf der Sendeseite:  system 5-system B

*  Priority: The highest priority is 1 and the lowest 65000. In this case the priority 2000 is as-
signed. The rules for the source and target address are worked through according to their
priority, i.e. if a matching rule to the target is found, an exit is made.

*  Service: Any Service - Pull-down menu: A service-specific restriction can be configured
here.

e Action For the Rule: Pass_Outgoing - seen from the perspective of the OSO are packages
in the outgoing direction.

*  Encryption required: Data between the two subnetworks should naturally be encrypted.
The encryption procedure was defined beforehand in the tunnel configuration.

* Tunnel on the receiver side: No tunnel is assigned. The entry is required for the counter
rule.
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Tunnel on the transmitter side: The assignment of the previously defined tunnel is made
here with the name “system 5--system 6°. The assignment of the tunnel for the rule can be
read as follows: “I, the source address Host 0.0.0.0 want to send data to the target address
hoo6.hip6.dyndns.org. | send the data in the tunnel with the name ’system5--systemé’.

Regel anzeigen

Dienst:
Aktion fir die Hegel:
Yerschlisseluny efordetlich:

Regel-Status:

Cuelladresse

Ty
IP-Adresse:

fieladresse

Typ:
DMS-MName:

Tunnel fiir die Verschliisselung

Tunnel auf der Empfangsseite:;

Tunnel auf der Sendeseite:

Explanation:

2003

Beliebiger Dienst
FASS INCOMING
Ja

Aktiviert

Host
0.0.00

DMS-Mame
hooS . hipS.dyndns. arg

system A--gystem B

Keine Tunnelzuordnung

Basically (Host: 0.0.0.0) packages from the tunnel to the WAN interface
(hoo5.hip5.dyndns.org) are accepted here (PASS_INCOMING).

Prerequisite: Successful authentication via “PSK”.

Note: The IPSec architecture is very complex and requires further know-how. A brief overview
of individual components/functions is shown below:

e No "NAT" for tunnel packages is carried out from the perspective of the OSO.
e UDP Port 500 (ISAKMP/IKE) for the first connect is the "well known port".
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* Form a unidirectional Security Association (SA) based on "ISAKMP" for Phase 1
* Internet Key Exchange (IKE) Protocol

Explanation: /KE describes the key administration and the key exchange procedure as a
whole and adopts parts of various other protocols at the same time. The key exchange ma-
terial is used, among other things, for forming an SA. The ISAKMP protocol essentially de-
scribes the format of the key exchange messages. The actual key exchange material is ex-
changed via IKE specification.

e  Encapsulation security payload (ESP) in tunnel mode

Explanation: High security claim through full authentication/encryption (exception: router-
relevant data) in ESP and additional "Outer IP Header" in tunnel mode.

e Encryption and hash algorithms - e.g. RSA and SHA1.
e Perfect Forward Secrecy (PFS) for use in PSK and Public Key Infrastructures

Explanation Greater security through additional key exchange material!!

Expert only: Normally all required keys originate from the one Diffie-Hellman "Basis key"
that was negotiated at the beginning of IKE Phase 1. For the use of PFS an own Diffie-
Hellman key exchange is carried out in IKE Phase 2. This means that the 4 keys for the
IPSec SAs originate from an own Diffie-Hellman "Basis key" and no longer from the Diffie-
Hellman-"Basis key" from IKE Phase 1. Thus the keys of the two IPSec SAs are indepen-
dent of the keys of the IKE SA. Also, on each rekeying of the IPSec SAs, a new Diffie-Hell-
man key exchange is always carried out so that also consecutive keys for the IPSec SAs
are independent of one another.

This brings increased security: After compromising a Diffie-Hellman "Basis key" many less
keys are compromised than without the use of PFS.

6.1.4 Maintenance

*  For diagnostic purposes, use the preconfigured trace profile "VPN".
* Detail traces via XTracer and/or TCP dump.

Attention: XTracer should only be used temporarily for diagnostic purposes. Don’t forget de-
activation!
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7 Teleworkers

The OSO system gives the option of connecting up to 50 teleworkers. For teleworker setup in
the HOQ, a distinction is made fundamentally between:

e Setup via Assistant > “VPN Configuration” - through “Smart Trained Technician”
— Variant 1: Internet access with fixed IP address - recommended!!
— Variant 2: Internet access with variable IP address - DynDNS is required!!
— Assignment of the teleworkers to the respective system - e.g. Teleworker 5 to System 5
— Configuration for “Authentication”
e Virtual IP or DynDNS name
e PreSharedKey - later: Digital Signatures

Conclusion: Configuration via wizard allows simple implementation of teleworkers based on
the authentication procedure of “PreSharedKey” (abbreviated as PSK). Additional functions
such as a Public Key Infrastructure (abbreviated as PKI) with X.509-based certificates are not
possible (e.g. Certificate Revocation List).

Recommendation: A PKI infrastructure is to be used to cater for increased requirements on
security and configuration. OSO Expert Mode provides the option of creating and administering
a complete PKl infrastructure. Setup of a “Digital Signature”-based environment only in “Expert
Level”.

Note:
Additional knowledge on the construction and administration of security structures
in the enterprise is required. More advanced courses are therefore recommended,

e.g. Siemens APT HG15IPSECS.
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Starting point:

Siemens

The OSO and the teleworkers are connected with the Internet (ISP). As VPN client the solution
of "NCP Client" and "Windows VPN Client" should be used.

Ubersicht Szenario

System x HiPath OpenOffice

LAN:1.150.1x.33/ 24

System x HiPath OpenOffice

LAN: 1.150.1x.33/ 24

I ;

| pasan  amasiasan A& il?l o

‘L -

W AN HOO: hoox.hipathx.dyndns.org

Teleworker x —
NCP-Client
(xDSL)

Virtual IP: 172.2x.1.1 /16

= |SP:3 mal ADSL

= Downstream: 1 Mbit/s

= Upstream 256 kbit/s

= Dynamische IP-Adressen: 137.10.12.x

Hinweis: x=Area, Konfigurationsregeln upstream/downstream beachten!!

Aim:
e  Startup of the teleworkers

e Global connectivity (meshed VPN peers).

N

| anan

l

Asas anan aaaill

Teleworker x —
XP-VPN
(xDSL)

Virtual IP/DNS: teleworkerx.hipx.dyndns.org

* Central configuration -> Advantage: All systems and teleworkers are configured on a sys-
tem. The "roll-out" of the configuration for the VPN peers is then carried out. Required tun-

nels and rules are automatically created.

* Import of the topology data at the VPN Client

EN4225ENOOEN_01
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71 Teleworker Exercise

This exercise requires teamwork! Creating the central configuration - two systems/areas work
together and are partitioned as follows:

e System 1 - for System 2 and teleworkers
e System 3 - for System 3 and teleworkers
e System 5 - for System 6 and teleworkers

Configure the necessary settings in the VPN wizard. Example for System 5 and 6 incl. Tele-
worker 5 and Teleworker 6 - APT Germany.

Tip: Check settings in expert mode!

Setup > Wizards > Network / Internet > VPN Configuration > Configure VPN.
1. Dyn. DNS configuration if not yet carried out

2. Test DynDNS access

3. Add teleworkers -> System 5 and System 6

Note: Windows VPN Client requires DynDNS authentication! See Startup of Windows
VPN Client.

Add Teleworker 5 to System 5

System

Dateri des eigenen Systemns verwenden:
aktiviert:
System Mame: |System 5
Adresstyp: | DMS-Marme
globale IP-Adresse/DNS-Mame WWAMN): houS.hipS.dyndns.urg
lokale IP-Adresse (LAN): .1'150'15'.33.
lokale Subnetzmaske [LAN): 2552552550

Kormentar:  |local System

Teleworker
Name virtuelle IP Adresse Kommentar

I Hinzufiigen Meuer Eintrag

Hilfe Abhbrechen Zuriick OK & Weiter Daten lischen

EN4225ENOOEN_01
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Mame

Adresstyp

wirtuelle |IP Adresse/DNS-Name
System:

kFommentar:

aktiviert

Add Teleworker 6 to System 6

System

.T.n_alle_y\.rqu-.:er sysﬁ

IP-Adresse v

172.25.1.1
Systemn 5 ¥

[roome £yea

Daten des sigenen Systems verwenden:  []

aktiviert:
Systern Mame: | System B

Adresstyp: | DM3-Mame v:

globale |P-Adresse/DNE-Name (WAN): | hooB.hipB.dyndns.org

Teleworker
Name

Hinzufiigen Meuer Eintrag

EN4225ENOOEN_01

lokale IP-Adresse (LAN): |1.150.16.33
lokale Subnetzmaske (LAN). |265.255 2650

Kommentar: [target systemn

virtuelle IP Adresse Kommentar
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Caution: Microsoft VPN Client only with DynDNS!

Mame |telewarkerB
Adresstyp | DMNS-Mame »
virtuelle IP Adresse/DMS-MName teilewquer‘_ahiijj.__d_ynéInet.n
System: | system B ¥

Kormrmentar:  |windows-client

aktiviert

4. Security settings for connections for System 5 and 6 to teleworkers ->
"PreShared Secret" - sufficiently long and sufficiently secure in accordance with the guide-

line!
von nach Sicherheitseinstellung Kommentar Status
Bearbeiten | System5 System B varhanden optional (]
Bearbeiten | System5 Telewarker varhanden info:psk [ ]
Bearbheiten | SystemB Telewarker varhanden info: psk [» ]

Note: Use different "PSK" for each tunnel!

EN4225ENOOEN_01
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5. On System 5: Export the topology data from “Teleworker” and "System".

O WPNist eingeschaltet

System Name Lokales LAN Teleworker Name IP-Adresse/DNS-Name
system 5 hooS. hips. dyndns.ory
systerm 9-LAN 1.150.15.33
telewarker 5 228401
systern B hooB. hips.dyndns. org
system B-LAN 1.150.16.33
telewarker B telewarkerd. hipB. dyndns. org

Hilfe Abbrechen OK & Weiter Exportlmport VPN konfigurieren

Exportieren der Teleworker:Daten vom System

Schlissel: eeeeeeeees | Schlissel wiederholen, |essssssees

Exportieren der Topologie-Daten vom System

Schlissel: |eeecececee [ Schlissel wiederholen: |eeeeecccee

VPN ausschalten

Siemens

Status

000000

Export

Export

6. The centrally generated topology data (from System 5) must be made available to respec-

tive VPN peers and teleworkers!

7. Import the topology data on System 6 in order to enable communication to Teleworker 6

(Windows VPN).

Note: Topology data of the teleworkers can be used for the simplified startup of the NCP Client

and Windows VPN Client. Refer to the "readme" for details.

EN4225ENOOEN_01
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A Configuration NCP Client - Example Teleworker 5

Starting point:

The license-based NCP client software is available. Internet access is available on the client
computer - e.g. PPPoE directly from the xDSL modem. Topology data are available.
Aim:
Startup of the NCP Client. The previously generated topology data should be used.
Startup:
1. Install the NCP client software. Use APT Munich "APT-PC" of the respective area!
2. Start the installation with "*.exe" > Default setup incl. compatibility test.
3. Restart computer.
4. NCP Secure Entry Client:
5. Configure a new profile for the Internet connection (without VPN)
6. Dial the connecting medium - e.g. xDSL (PPPoE) incl. network dial-in. APT Munich: Ask
your lecturer.
Profil-Einstellungen internet-dsl
EilI.Jr'lleir'IE:lE!||I.lr'lIIIEI'I piinegschunacy
rljﬁ::ﬂ:::g!ement Profikt ame:
Lirk Firevaall internet-ds|
Yerbindungstyp
(IWPH zu IPSec-Gegenstelle
(#) IntemetVerbindung ohne WPM
Werbindungsmgdium
«D5L [PPPoE] w
Prafil fiir automatizche Medienerkennung
[] Standard-Profil nach jedem Neustart des Systems
Eenutze Microsoft DFU-Dialer:
| Hire || ok ][ abbrechen
7. Profile should be the default for automatic media detection.
8. If necessary: Configure Inactivity Timeout to "Always On" (max. 65356 sec.)!

EN4225ENOOEN_01
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9. Extract the previously exported topology data for system5_teleworker_5.
g back - 3 B | 4~ search |57 bolders | mp 2 |

Address || C\Documents and Settings\trainingiMy Documentsi--teledvndns

Mame =~
@El-dyndns-updater.jpg
@ 2-1dyndns-connection dialer.jpg
@ 2-2dyndns-conneckion dialer.jpg
sharkeuk ko @3-1dyndns-name.jpg
win_wpr_sk.., @3-2dyndns-name.jpg
IE] ncp_readm?.txt \ “Extracting”
P NCp_YPn. N e
i system 5 teleworker 5 2003-02-29,zip )
[# | system_6_teleworker_6_2008-02-29.zip
E] win_readmme, kxt
win_vpn_start.l:uat
win_vpn_stl:up.l:uat

EN4225ENOOEN_01
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10. Import the previously generated topology data.

NCP Secure Entry Client
serbindung i

Log Fenster Hilfe

Profil: Prafil-Einstellungen At

internet-dsl Firevwall-Einstelungen ﬂ |:|

WLAN-Einstellungen

Ak i@ 15&
‘ Tertifikate )
= Verbindungssteusrung (_\gﬂ

EAP-Optionen
Logon Optionen

- Kanfigur ations-Sperren
Werbinder Bt g
Prafile importieren

Statistik: Hotspot

Profil Import Assistent

erhindung: Profil-Sicherung p o1 D
Daten (Tx) ity [ oLt
Daten (R in Byte: 331 “erhindungsart  =0Sl
Durchzstz (kBfs): 0,000 “erschllsselung:
Software ist nicht aktiviert :
(noch 30 Tage giiltig) Adivierur
D ateiname:
|C:\Dokumente und EinztellungenttrainingsEigene Dateiensncp_vpn.ini —| B
Profil Import Assistent = 3

Profile wahlen
‘welche Profile zollen importiert werden™?
Diie unten aufgefiihite Liste beinhaltet alle Profile der Importdatei. Bereits existierende Profile

werden durch den Import Uberschrieben.
Bitte markieren Sie die zu importierenden Profile der Liste. M Weiter > ] [ Abbrechen

M ame

Profil Import Assistent
Profile importieren
Die Profile werden importiert.

Die auzgewahlten Profile werden impoartiert und zu den aktuallen ProfilEinstellungen hinzugefiigt.

PAFPAMETER "Name" = HOOME s

PAPAMETER "ComnMedia" = automatische Medienerkemang 3

PAPAMETER "Timeout" =0

PAPAMETER "PriVoIP" = ein

PAPAMETER "Gateway" = hooS hipf. dywmnmdns. org

PAPAMETER "IkeLTZec" = 000:00:08:00 W

PAPAMETER "IPSecLTSec" = 000:00:07:00

PAPAMETEFR "FFZ" = DH-Gruppe £ (l0Z4 Bit)

PAPAMETER "IkeIdStr" = 172 25.1.1

PAPAMETER "Secret" = HESEEE o
b3 J ?

| Fertigstellen |

11. Test connection setup incl. logbook. System 5 and System 6 should be accessible.

Maintenance tip: Use the “XTracer” tool for the extended trace diagnostics!
Attention: XTracer should only be used temporarily for diagnostic purposes. Don’t forget de-
activation!

EN4225ENOOEN_01
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7.1.2 Configuration of Windows VPN Client - Example Teleworker 6

Starting point:

The import of the previously generated topology data has been carried out on the respective
system (please adapt to your own area!). The support tools for Windows service pack 2 are
available to you on the teleworker PC. Licensing for the VPN client is not necessary. Internet
access is available on the client computer - e.g. PPPoE on the xXDSL modem. Topology data
are available. The dynamic host: teleworker6.hip6.dyndns.org" is created, the login information
for the DynDNS access is available to you.

Aim:

Startup of the DynDNS function on the client PC - DynDNS Updater. Startup of the Windows
VPN Client. The previously generated topology data should be used.

Note:
The helper tool "DynDNS Updater"” can differ in function and view because of newer
versions!

Windows XP ServicePack 2 VPN client is currently only configurable via “DynDNS”.
“Virtual IP address” is not currently supported.

EN4225ENOOEN_01
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Startup:

Add on

1. Download of the "DynDNS Updater" software - available on the Internet, details at

www.dyndns.org -

APT Munich: Fileserver.

Note: The example shows the configuration after installation:

DynDNS Updater

Infa |Opti0ns CFfline || Log

-0 2l Va» v Ee U 1227 pM

General Information

Total groupis):
Total host{s):
Connection bype:
Automatic update:
Checking interval:
Last updated:

Mext Force update:

1 group

1 host

Dial-up

Enable

3 minutes

S minukes ago
03/25/2003 12:11:42

Current IP; |137.10,12.46 |
Updated IP; |137.10,12.46 |
&) DynDNS I 0K H Help ” Ahout ]

EN4225ENOOEN_01
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DynDN5 Updater - Settings

Groups | Connections |Dialer | Logging || Icons || Misc. |

Conneckion Settings

(=) Dial-up
) Local Area Metwork:

Use proxy server

| )
}:l
|

|

Server port used to update: |80 W

o o |

Help

DynDNS Lipdater - Settings

| Groups || Connections | Dialer | Logging | Icons | Misc. |

Dialer Setkings

Dial wher no connection is detected {recommended)

Delay between attemps to dial: second(s)

Dialer Account:

Account: |Internet e [ Detect

Isernare: |kbl:un|ine

Passwoaord: |-.---.--.

Canfirm: |-.--o----

x| [ coesl ||

Help

EN4225ENOOEN_01
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DynDNS Updater - Settings

Groups |Cu:unnectiu:uns || Dialer || Logging || Icons || Misc, |

Group conkains one or mare hastnames, which require the same username,
password, and system ko do the update,

My Group Hosts Last Updated Last result

on5 12:11:44 Mo errar

| e || Edt || Deete |

o [emn ][ ]

hip6 - Properties

Provider | Cpkions |

Lagin
|sername: |hip6 Paszward: |"-"“ |
Confirrn: |i""" |
Hastnames
Hastnarne Swskem Result Add
teleworkerd hipg.dyndns.org dyndns  good Ei
i
Delete

Download

ok || cancel || hep |
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2. Install the current support tools for Windows on the client PC. Select "complete" as the set-

up mode.
Restart computer.

4. Extract the previously exported topology data for system6_teleworker_6.

gFback * g2 - | |8 | J oearch | boiders | mg X v

P
EH Address || C:\Documents and Settings\trainingiMy Documents)--tele_dvndns

rkcuk Eo Marne
win_vpn_st... Lﬂ?l-dyndns-updater.jpg
Ltﬂ 2-1dyndns-connection dialer.jpg
Ltﬂ 2-2dvndns-connection dialer. jpg
E‘] 3-1dyndns-name. jpg
Lfﬂ 3-2dyndns-name. jpg
E] ncp_readme, bxk
}ncp_vpn.ini
3 system_G_teleworker S 2008-02-29, 2
@3 systemn_6_teleworker _6_2008-02-29,zip

B win_readme.txt47
win_vpn_start.l:uat “Extracting”

win_vpn_stl:up.l:uat

Refer to the information in the “readme”.

5. Create shortcuts for the *.bat files - for convenient start/stop.

6. Test connection setup: To activate the tunnel, start the executable file: win_vpn_start.bat

Test the connection to the target system via “ping” and/or “tracerroute”.

Maintenance tip: Use the “XTracer” tool for the extended trace diagnostics!

Attention: XTracer should only be used temporarily for diagnostic purposes. Don’t forget de-

activation!

Finished!!

EN4225ENOOEN_01
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8 VPN Exercise - Public Key Infrastructure (PKI) //
draft//

A “trustable” environment based on X.509v3 certificates is to be created in the following.

Starting point:

A functioning authentication that uses “PSK” is to be changed to “Digital Signatures”. The con-
figuration can only be carried out in “Expert Mode”.
Advantage: Existing “rules” can be adapted and do not have to be completely recreated.

Overview of components

Overview Szenario

System x HiPath OpenOffice System x HiPath OpenOffice
LAN: 1.150.1x.33 / 24 LAN: 1.150.1x.33 / 24
VPN .Tunnel

| t-:_n_n_- maan L.-’e_. -a Siii_ | t-:__.'q_. anan L.-_'._- aaal
* “"
7.' "’ w
> '7.' R &
WAN HOO: hoox.hipathx.dyndns.org 2l W, WAN HOO: hoox.hipathx.dyndns.org
VPN Tun VPN Tunnel
L)
L 4
Teleworker x — ‘. | Teleworker x —
NCP-Client _ XP-VPN
(xDSL) ~Rules* > (xDSL)
Virtual IP: 172.2x.1.1 / 16 Virtual IP/DNS: teleworkerx.hipx.dyndns.org

= ISP: 3 x ADSL

= Downstream: 1 Mbit/s

= Upstream 256 kbit/s

= Dynamic IP-Addresses: 137.10.12.x

Note: x=Area, consider upstream/downstream bandwith per each scenario!!

EN4225ENOOEN_01
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Procedure:

e Creation of a “Root CA” including “Trusted” certificates, “Peer” certificates, and Certificate
Revocation List (CRL).
Note: The “Root CA” creates the necessary certificates and Certificate Revocation Lists
for all VPN peers!

* Import the necessary certificates on the peers involved.
* Configuration of the tunnel.

* Assignment of the rules.

EN4225ENOOEN_01
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8.1

Tunnel setup with digital signatures

Assumption: System 5 should constitute the “Root CA” in the following example. Please adapt
to your own infrastructure!

1.

Generate a self-signed LightWeight CA certificate via the WBM administration of the HOO
System 5:

Expert Mode - Telephony Server > Security > VPN > Lightweight CA > Generate CA Cer-
tificate” (see also Administration Manual “Generate CA Certificate”).

The certificate should contain the following data:

Name of the certificate: IPsec LW CA
Serial number of the certificate: 1

Signature algorithm type: sha1RSA
Certificate validity: 10 years
Length of the public key: 1536 bits
Country (C): DE
Organization (O): Siemens
Organizational unit (OU): APT
Common Name (CN): LWCA
Alternate applicant name: Space for further information (alternative)
CRL distribution point <info>

Notes on the fields:

e Assign an unambiguous name to the certificate. This makes identification considerably
easier later.

* If the customer wants to configure teleworkers with VPN clients, please note that the
VPN client supports the signature algorithm used in the system - RSA or DSA!

e  Serial number: You can assign 1 as the serial number. Unambiguousness is ensured
because this certificate is the first of this type.
Note: There is no correlation between an SSL CA and a LightWeight CA. The same
thing applies to the server or peer certificates.

* The certificate validity cannot be subsequently extended!
Note the fingerprint of the created certificates.

Export the previously created, self-signed LightWeight CA as X.509 certificate:
Security > VPN > Lightweight CA > Desired Certificate > Export Certificate [X.509] - “Load”
(see also Administration Manual “Export Certificate [X.509]").

Save the certificate on a data carrier in the dialog that appears.

EN4225ENOOEN_01
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4. Now import the previously exported LightWeight CA certificate as Trusted CA Certificate in
all HOOs of your network:
Security > VPN > Certificate Administration > Trusted CA Certificate > Configured Certifi-

cates > Import Trusted CA Certificate [X.509] (see also Administration Manual: “Import
Trusted CA Certificate [X.509]").

Assign a meaningful name to the certificate, e.g. Trusted LWCA.

During the import compare the fingerprint with the fingerprint noted in Step 2! Only if both
fingerprints are identical, the certificate is trustable.

5. Generate an empty certificate revocation list:

Security > VPN > Lightweight CA > Desired Certificate > “Generate Certificate Revocation
List (CRL)” (see also Administration Manual “Generate Certificate Revocation List (CRL)”).

) Security
+ MAC Address Filtering

f IP Address Filtering Display Delete Export Certificate

. Generate Ca-Signed Peer Certificate | Update Ca-Signed Peer Certificate © Generate Certificate Revocation
i@ [P Accounting Certificate Certificate [.509] [FECS#12] [+.509] List (CRL)
-8 VPN
=3 Lightweight CA
Timestamp of this CRL Update
Certificate Management
-3 Trusted CA Cetiicales Day e T
#(0) Active Certificates
=3 Configured Certificates i c plits
wofE] LYWCA-Trusted Haur Min Sec
i W) Peer Certificates g .
#[0) Sewices 0 0 0
#2) Tunnels
# Rules Timestamp of next CRL Update
#-[2) Public Key Infrastructure
4 S5L Day Manth Year
19 3 2009|
Hour Idin. Sec.
0 0 0

List of the Centificates to be Revoked
Revocation Time

Serial Number of the Certificate Day Month Year Hour

I‘empty” CRL I Add Certificate to List ] [ Delete Selected Certificates from List ]

Revocation Reason

Apply Help

A practical validity period of a revocation list depends on the security requirements of the
customer asiitis probable that issued certificates must be entered in the revocation list (e.g.
if access to the system is to be refused to a suspicious or terminated employee). High se-
curity - with a validity period of the revocation list of a few days means that a new revocation
list must be generated, stored and imported into the HOO systems before the validity ex-

pires. The validity period in the example is 1 year.

Save the Certificate Revocation List on a data carrier.
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6. Import the Certificate Revocation List in the Trusted CA certificate of all HOOs in your net-

work:

Security > VPN > Certificate Administration > Trusted CA Certificates > Configured
Certificates > Desired Certificate > Import Certificate Revocation List (CRL)
(see also Administration Manual “Import Certificate Revocation List (CRL)”).

Delete Certificate Display CRL Import CRL

L Security

+-{ MAC Address Filtering

+-{il IP Address Filtering

@ |P Accounting

-8 VPN

=+ Lightwelght CA

- - IPsecLw ca

=3 Cerificate Management

¢ =00 Trusted CA Cerificates
#() Active Certificates
=3 Configured Certificates
| W) Peer Cettificates
#-[3) Services

(2 Tunnels

#-3) Rules

+-I7) Public Key Infrastructure
+- il 55L

Certificate Mame:

Certificate Type:

Serial Mumber of Certificate:

Serial Mumber of Cerificate (hex):
Type of Signature Algorithm:

Start Time of Validity Period (GMT):
End Time of Walidity Period (GMT):
CRL Distribution Paint:

Country (C):
Organization (0):
Organization Unit (OLN:
Common Name (Ch):

Country {C):
Organization (O0):
Organization Unit (OU:

i
i

Caorrmon Marme (CH):

LWCA-Trustad

Self-Signed CA Certificate

1

01

shalRSA

Wednesday, 03/19/2005 00:00:00
Monday, 03/19/2015 00:00.00

info - System &

LE
Siemens
APT
LWWiGA,

DE
Siemens
APT
LWCA,

This Certificate Revocation List can be displayed at any time. If, for instance, a certificate
is to be defined as blocked for a teleworker, a new Certificate Revocation List must be cre-
ated by the LightWeight CA that then contains this expired peer certificate. Then the new
certificate list must be imported again in all trusted CA certificates.

Caution:
By definition a Certificate Revocation List (CRL) is not replaced before expiry of
their validity. There would in fact be 2 valid CRLs then in circulation. This means
that theoretically a “man-in-the-middle” attack could also be carried out after ex-
change of the certificates. Effective protection is offered by the relatively short
validity (e.g. few days) of the CRL, but consequently also requires more fre-
quent replacement of the CRL. Alternatively, the OSO can be incorporated in
PKls. LDAP access allows the system to call up the CRL from an external CA
(PKI). The final deletion of the old CRL takes place only after a reset of the sys-
tem. However the removal of the CRL from external components (theoretic at-
tack scenario) is not ensured by this.
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7. Generate a PKCS#12 peer certificate for all HOO and teleworkers in your network:

Note:

Each VPN peer requires a peer certificate for authentication! The teleworker
certificates - in our example Teleworker 5 and Teleworker 6 - are created be-
forehand and activated during teleworker startup.

Security > VPN > Lightweight CA > Desired Certificate > Generate CA signed peer
certificate [PKCS#12]
(see also Administration Manual “Generate CA signed peer certificate [PKCS#12]”).

) Security
Generate CA-Signed Peer Certificate
[PECS#1Z]

+- il MAC Address Filtering
-l IP Address Filtering Display Delete Expott Certificate
Certificate Marme:  [Psec LW

----- # [P Accounting Certificate Certificate [%.509]
=5l WP
=23 Lightweight CA
=) Cedificate Managerment
| B0 Trusted CA Certificates

+-[) Active Certificates Certificate Type:  Self-Signe:
-3 Configured Cerificates
; LB LWCA Trusted Serial Mumnber of Certificate: 1

i - Peer Cetificates . ) .
+,_"| Serices Serial Mumber of Certificate (hex): 01
13 Tunnels Type of Signature Algorithrm:  shalRSA
+2) Rules
+(7) Puhlic Key Infrastructure Start Time of Yalidity Period (GMT):  Wednesda

-l 5510
- End Tirme of Validity Period (GMT):  Monday, 0

CREL Distribution Point:  info - Sysh

The certificate should contain the following data:

Password: Should be sufficiently long and secure
Serial number: Always unique and greater than 1
Certificate validity: e.g. 5 years

CRL distribution point: Info element. Enter the URL of the HOO

that issued this certificate. So at any time it
is apparent from the certificate which Root
CA issued the peer certificate.

Length of the public key: 1536 bits

Applicant: Enter an unambiguous name, e.g.
"HOOsys5"or “Teleworker5”. The name of
the applicant (CN) must be different from
the CN of the applicant.

Export format (*.p12). Select a memory location on a data carrier for the certificate.
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10.

Note the fingerprint of the created certificates.

Import the PKCS#12 Peer Certificate previously generated and saved for each HOO in the
relevant HOO system of your network:

Security > VPN > Certificate Administration > Peer Certificates > Import Peer Certif-
icate [PKCS#12]
(see also Administration Manual “Import Peer Certificate [PKCS#12]”).

Set up a tunnel to the counterpart system:

You should use the already configured tunnel (orange) as a template - see Exercise “PSK”.
Only the configuration of the “key exchange data” is different.

In our example System 5 must be configured in the following tunnel.

e Old: system 5 -- system 6 -> New: system 5 PKI -- system 6 PKI
e QOld: system 5 -- Teleworker -> New: system 5 PKI -- Teleworker PKI
Configuration example for tunnel: system5 PKI -- system 6 PKI

Security > VPN > Tunnel > Configured Tunnel > Add Tunnel

Name of the tunnel: system5 PKI--system6 PKI

End point type of the local tunnel DNS name

End point address of the local tunnel hoo5.hip5.dyndns.org

End point type of the remote tunnel: DNS name

End point address of the remote tunnel: hoo6.hip6.dyndns.org

Session key operation: Automatic, with the IKE protocol
Recommended encryption algorithms: AES and DES and 3DES
Recommended hash algorithms: MD5 and SHAT

Recommended lifetime of the session keys: 8 hours (default)

Recommended lifetime of the key exchange session: 8 hours (default)
Recommended data volume of the session keys: Unlimited (default)

Select the option “key exchange data” and set the key exchange parameters for this newly
set-up tunnel:

Session key operation: Automatic, with the IKE protocol
Recommended Diffie-Hellman groups: DH group 2, DH group 5
Activate 'Perfect Forward Secrecy" Yes

Authentication procedure for the VPN peers: Digital Signatures

List of CA certificates: LWCA

EN4225ENOOEN_01
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11. “Digital Signatures” are used as the authentication procedure for the VPN peers.And then
the trusted CA certificate must be selected from the list of the CA certificates:

= Security
([l MAC Address Filtering
B IP Address Filtering
# |P Accounting
-fll VPN

Lightweight GA
=] IPsec L CA
I Cerificate Management
3 Trusted CA Cerificates
[0 Active Cerlificates
2 Configured Cerlificates

=] LWCA Trusted
Peer Cettificates
hoasys5

(-3 Public Key Infrastructure
*-{ml S5L

EN4225ENOOEN_01

Display General Tunnel Data

(® Tunnel Data

MName of the TuAnel:

Type of the Local Tunnel Endpoigt:
Local Tunnel Endpaint Address)
Type of the Remote Tunnel Endpoint:
Remote Tunnel Endpaint Address:

Session Key Handling:

Suggested Encryption Algorithms
AES

DES
3DES

Suggested Hash Algorithms
DS

SHAT

Suggested Lifetime of the Session Keys:

Suggested Lifetime of the Key Exchange Session:

Sugyested Data Volume of the Session Keys:

) Tunnel Data

Key Exchange Data

List of CA Certificates

Suggested Diffie-Hellman Groups
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Display Rules for all Tunnels

Add Tunnel

(O Key Exchange Data

systerm S-systermb
DNS Marne v
hooS. hipd.dyndns. org
DS Mame v

0B, hips.dyndns. org

Adtomatically, using IKE protocol »

g

=3

Gigabyte Kilohyte unlirnited

| |

® Key Exchange Data

Activate Perfect Forward Secrecy:
WPMN Peer Authentication Method:

LWCA-Trusted
—

DH Group 1 [
DH Group 2

DH Group 5
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12. Now the existing tunnel rules need to be assigned to the new tunnels. The order of priority
of the rules should be retained.

13. Delete the old tunnel.

14. Activate the rules and tunnel.

) Security
-l MAC Address Filtering

+ﬁ IP Address Filtering Display General Information Activate the Configured ¥PN Tables IPsec on | off
oo [P Accounting

=
|2 Lightweight CA
) Cedificate Management

All changes made in the configured tables for certificates, rules, services and tunnels are now transferred
to the active tahles and are activated consistently in the IPsec stack.

This action cannot be aborted or undone.

10 Puhblic Key Infrastructure

+_| S5L Caution: after deleting/changing rules, it may be that the VPN peers for which these rules were valid can
no longer be reached.

Caution: if a failure occurs while activating the new set of rules, the old set of rules remains valid
unmodified.

15. Check the function with a ping to the partner system. Please note that some configuration
steps must still be carried out in the same way on the other systems in your network.

8.1.1 Maintenance

e  For diagnostic purposes, use the preconfigured trace profile "VPN".
e Detail traces via XTracer and/or TCP dump.

e Create Backup.

e  Customer presentation: security relevant configuration - e.g. USB-stick with created certif-
icates and passphrases - should be delivered by ,Eye-to-Eye” principle.

EN4225ENOOEN_01
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8.1.2 Configuration of NCP Client - “Certificates” -
Example Teleworker 5 //draft//

Starting point:

The installation of the Windows NCP client has been carried out. The authentication via "PSK"
was operative and has been changed - Example System 5 - to "Digital Signatures" on the target
system.

Prerequisite:

The following certificates are available:

* Peer-teleworker certificate (*.p12)

e Optional: CRL list (*.crl)

e Trusted LWCA (*.crt)

Startup:
The necessary configuration is shown in the example.

1. Copy the Trusted Certificate under the NCP client installation path <drive>:\<Installation-
path>\NCP\SecureClient\CaCerts\*.crt

2. Copy the Peer-Teleworker Certificate under the NCP client installation path <drive>:\<In-
stallationpath>\NCP\SecureClient\CaCerts\*.crt

3. Optional- Copy the Certificate Revocation List under the NCP client installation path
<drive>:\<Installationpath>\NCP\SecureClient\Crls\*.crl

Note:

. Maintenance of the Certificate Revocation List in the client is not required as
the VPN gateway - i.e. the HOO - keeps revocation lists and revokes certificates
if necessary.

EN4225ENOOEN_01
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4. Add a Peer-Teleworker Certificate.

NCP Secure Entry Client

Connection figuration

Profile Settings
Firewall Settings
WLAN Settings

Profile:

HOOME
| 8

Outside Line Prefix

Call Contral Manager
EAP Settings

Logon Options
Configuration Locks

Cetiicater | Prafile Import zl
Hakspak

@ Profile Settings Backup

Statistics:

Time online: 00:00:00 Timeout (zec):

Data (Tx)in Byte: 0 Direction;

Data (Rx)inByte: 0 Link Typne:

Speed (KBytelz): 0,000 Encryption:

Log  ‘Window Help

Outzide Line:

M ]

Certificates

User Certificate |P|N 'Fiénc; || Cettficate Renewal

Add on

Certificate:

| [ from PKCS#12 file

Select Certificate: | 1

FK.CS#12 Filename:

| C:%Program Files\MCP\S ecureEIient\peer-| n

Activate Certificate Selection

Certificate Path:

| C:%Program Files\MCPS ecureClient

FIM Request at each Connection

Software has not been activated
{Valid for another 30 days)

[«

£

b
Documents

=

o]

Look in: ‘ (2 SecureClient ’
I

Recent

4
|

L

ezktop

X

My Documents

by Computer

@ﬂ

My Metwork

Ak
@Cacarts
s
[log
ICDrsudata
@scr\pts
ICxE4
AT

File name: |pee|-leleworker5 Capl2 A ‘ [ Open

Files of type: | PRCS#12 Files [p12) v ‘ [ Cancel

5. Check the function with a ping to the partner system.

6. Test the call setup to the target system. For details, start the “Logbook”.
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8.1.3 Configuration Windows VPN Client - “Certificate” -
Example Teleworker 6//draft//

Starting point:

The installation of the Windows VPN client has been carried out. The authentication via "PSK"
was operative and has been changed - Example System 6 - to "Digital Signatures" on the target
system.

Prerequisite:

The following certificates are available:

* Peer-Teleworker Certificate (*.p12)

e Optional: CRL list (*.crl)

e Trusted LWCA (*.crt)

EN4225ENOOEN_01
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Startup:
The necessary configuration is shown in the example.

1. Open a Management Console (MMC) > Import the Peer-Teleworker Certificate:

‘ii Console Root\Certificates (Local Computer)\Personal

[ Consale Roat Ohject Type

-5 Certificates (Local Computer)

Find Certificates. ..
=[] Inte Wigw r Request Mew Certificate, .
1 Now o fom et
| T
Certificate Import Wizard = %]

File to Import
Specify the File vou want to'import.

File name:

| [ Browse, ..

Mote: More than one certificate can be stored in a single file in the Follawing formats:
Personal Information Exchange- PKCS #12 { PR, P12}
Cryptographic Message Synkax Skandard- PKCS #7 Certificates (.P7E)

Microsaoft Serialized Certificate Stare (55T

Loak in: | |5) ceti 4 | Q2= m-
_ bed CRL-TPsec L Caverl
i 23 Edpsec L Cacrt
My Recent EApeer-sysSiPsec L CA.p12 < Back ][ et = ] [ Cancel
Documents | |Edpeer-systlPssc L CA.p12
= peer-teleworkerS CA.pl2
L Jew S Ci,pl1Z
Deskiop
My Documents
My Computer
File name: |peer-telew0rker8 Caplz A | I Open ]
Py Metwork Files of bype: |A|| Files 7] b | [ Cancel ]

You still need the “Private” key for installation of the certificate!.

The “issuer” of the certificate with the unambiguous name is important here - term: “Distinguish
Name” - abbrev.: “dn”.
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[ Consale Root Issued To Issued By Expiration Date
=[P Certificates (Local Computer) Ereleworkers LWCA 3/19j2013
=12 Personal
5] Certificates
=1 [0 Trusted Root Certification Authorities
[Z Certificates
[Z7] Erterprise Trust
=[] Intermediate Certification Authorities

Certificate

'_General.I Details ICertiFication Path-|

|:| Certificate Revocation List shod: ! Al e
[Z Certificates
(2 Trusted Publishers Field Value i
=[] Untrusted Certificates Elssuer LWCA, APT, Siemens, DE
[Z Certificates E\n‘alid fro ‘Wednesday, March 19, 2008 ...
(=[] Third-Party Root Certification Authoritie \-'alid to Tuesday, March 19, 2013 1:0..,
(2 Certificates [Fsubject Telewarkers, &PT, Siemens, DE
[ Trusted Pecple [ public key RSA (1536 Bits)
[sec Key Usage Digital Signature, Key Encipher..,
Subject Alcernative Mame RFC822 Name=info
_@ CRL Distribution Poinks [1]CRL Distribution Poink: Distr,,, %

N\

[Edit Properties. ., ] [ Copy to File,., ]

2. Import the Trusted LWCA Certificate

Siemens

‘iti Console Root\Certificates (Local Computer)¥Trusted Root Certification Authorities\Certificates

[ Console Root Issued To Issued By Expiration L
-9 Certificates (Local Computer) S LWCA LTy
= [ Personal = Microsoft Authenticodeitm) Rock ... Microsoft Authenticode(tm) Root Au...  1/1/2000
(0 Certficates | EdMicrosaft Raot Autharity Micrasoft Raak Authority 12/31/2020
= ([ Trusted Root Certification Authorities |y oot oot Certificats Authority  Microsaft Rook Certficate Authority  5/10/2021
— _a CEI’FIFIC_EI':ES- [EdnstLack Expressz (Class C) Tanusi,..  NetLock Expressz (Class C) Tanusity,.,  2/20/2019

3. Change the VPN start file from the “PSK” procedure to “CERT”.

win_vpn_start.ba_ - WordPad

e Edt Wew Insert Format Help

1 SR 6 Bo B

ipseccmd -w REG -p hoome -y

ipsecomwd -w REG —-p hoomwe -r OutgoingRule -t hoot.hipé.dyndns.org —f 0=* -n ESP[MDE,3DES] 4203PF32 -a FERT:CN=LUCA,OU=APT,O=SiEmen5,C=DE lp =
ipseccmd -w REG -p hoome -r IncomingRule -t teleworker6.hip6.dyndns.org —f #=0 -n ESP[MDS5,3DES]4203PFSZ —-a CERT:CN=LWCAL, OU=APT, O=Siemens, C=D

ipseccmd -w REG -p hoomes -x

4. Check the function with a ping to the partner system.
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