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Maintenance Siemens

1 Module — Fundamental principles

1.1 General

Please use the following entries as necessary for your particular location...

e "Classroom" infrastructure
or...

* "Flying Classroom" infrastructure
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2 Maintenance

2.1 SNMP

Simple Network Management Protocol is a network protocol for monitoring and controlling the
system via an external SNMP Management Console. The system provides the following set-
tings:

e Communities: Access to SNMP data (MIBs) is regulated by Communities - e.g.
— public for reading
— private for reading and writing

* Traps: Traps are generated to notify of errors if there are system problems
— System Trap = system error - remedial action required...

— Performance Traps = information - no remedial action required...

For details, please refer to the Administrator Guide - SNMP.
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Maintenance Siemens

2.1.1 SNMP Community exercise

Starting point:

* Management console is available - e.g. "AdventNet SNMP Browser" application
*  SNMP Trap watcher is available - e.g. "Trap Receiver" application

e OS8O system example IP: 1.150.11.33

*  Administration PC example IP: 1.150.201.11

* hoo.mib (Loaded MibModules) via Service Center > Download

Aim:

Access to the system via SNMP browser

Solution:

Setting up the "OsoMXread" Community configuration under:
Expert Mode > Maintenance > SNMP...

SNMP

w Communities Display Communities
e
IP Address Community Type
7 T i OsoMyread Read Cammunity
1.1580.201.11 OsoMrwrite Write Cammunity
> 127.0.0.1 public Trap Community

Setting up the Community with "OsoMXwrite"

SNMP

w Communities Display Communities
wERe
IP Address Community Type
- 1.160.201.11 Osahdxread Read Community
——————————P»1.150.201.11 OsolEwrite YWrite Comrmunity
4 127.0.01 public Trap Community
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Administration PC with Management Console - RFC1213 MIB....

e System IP address and "read" Community (OsoMXread)

i Adventiet MibBrowser

File Edit “iew Operations Help

A IR B

§§|Ehﬂﬁ|x0| ?

"t Loaded MibModules
o "8 HOOME Host 11501133 |~ | Port 181
@ 3< enterprizes community oo | wirite Cornmunity [
¢ Ssni - |
@ 3 siemenslnits Setvalue ‘Mch—Ela 29 Room 4581 ‘ - |
n
¥ gptl hoo Chject 1D ‘.iSU.Urg dod internet. mgmt.mib-2.systemn.sysLocation.0

@ o] TEXTUAL CONYE]

eaturelndex 44:--=44
§ UlE RFC1213-MIB

eaturelndex 45:--=45

e eaturelndex 46 =46
+ dDd_ eaturelndex 47:--=47
¥ acllﬂt;crtm;; eaturelndex 48:--=48
zatureindex 49:--=49

e = eaturelndex 60:--»50

A < eaturelndex 51:--=51
Ay eaturelndex 52:--»52

® sysDoswr eaturelndex 63--»53

o SYSODJB-C“D eaturelndex 54:-->54

® <isioTime eaturelndex. 55:--=55

g zxgs;mzd zaturelndey 56:-- =56

eaturelndex 57 :--=57
eaturelndex 58:--=58
eaturelndex 59:--=59

on|
@ sysSenices

L R Tatel

e "write" Community (OsoMXwrite)

AdventNet MibBrowser

File Edit “iew Operations Help
EEnHA B2 BnBE e

PlE Loaded MibModules

H OWE KEe ?

Host 11501133 |~ | Port B

@ P8 HOO-MIE ————
@ )@‘{eamerpnses community \m | iWirite: Commuml\f
sni
@ &3 siemensUnits Setvalue ‘Mch-Ea 29 Room 451 /T/v—r'
¢ Qpn OhjectID | it t.mib-2. 1 Location.d
@ [ hoo ng .mib-2.system.sysLocation.
e q TEXTUAL COMVENTIONS aaturelndex, 44 =44
¢ "8 RFC1213-MI8 calurelndex 45:-=45
@ o saturelndex 45:--=46
?a dod saturelndex 47:--=47
@ aéﬂfcrt”;; paturelndax 49:--=48
zaturelndex 40;- =409
¢ mgrnt zaturelndex 50--=50
® 3 mib-2 eaturelndex 51:--=51
@ agstem zaturelndex §2;- =52
-4 sysDeser zaturelndex 5353
sysOjectiD eaturelndex 54---54
gSVSUpT'mE aaturelndex 55:--=55
'® :ng:mzm caturelndex 5856

eaturelndex 57:--=57
eaturelndex. 58:--=58
eaturelncex 59:--=59

[ TR
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Loading the private MIB (hoo.mib) - relevant for system-specific information.

Sottware
Download

=1} Call Charge Manager
2 CommunicationsClients (myPortal
=1} myRepnrts
o) ISDN Message Decoder
(3] Java Runtime Environment
G OpenScape Office SHMP MIB

File Edit ¥iew Operations Help

EsEaBE muEy

B OB KEe ?

i@ AdventNet MibBrowser

Loaded MibModules
B HOO-MIB
& 34 enterprises
@ £ sni
@ =3 siemensUnits
$ Q@opn
@ £ hoo
e [ hooErrorHistaryGroup
@ 3 hooSystemInfoGroup
swsHardwareversion
# sysSoftwareVersion
@ syscodeNurnber
# sysSoftwareLocation
# numberOfSlofTableEntries
hooSlotTahle
numberOfPodTableEntries
hooPorTable
@ numhberdfLanConnTahleEntries
hooLanCaonnTahle
@ swsSnmpAgentyersion
# sysHiPathSymbolSubinfo
@ sysHiPathBranding
# sysTimezoneOfset
&= (1] hooStatisticsGroup
© (] hooCdrConfigGroup
e [ hooTrapSpecifications
& [0 umProwyGroup
_'3” a TEXTUAL COMNVENTIONS
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Host [1150.11.33 [+ Port

Community |“"""“*‘“‘“"’ | Wirite Community

SetVvalue | |v |

Object D |.is0.org.dod.internet.private.enterprises.sni.siem

cardSlothurm.4:--=2

cardType.1--=CBAS

cardType. 2--=a

cardType. 3--=a

cardType. 4--=GMEA
cardDescription.1--=0penScape Office MX Mainhoard
cardDescription. 2--=0penScape Office MX Mainhoard
cardDescription. 3--=0penScape Office Mx Mainhoard
cardDescription.4:--=4 Ports 50 - 4 Ports alb
cardCodeMNumber.--=530122-K7716-X000-04
cardCodeMumber 2:--=

cardCodeMumber.3--=
cardCodeNumber.4--=530810-02947-x000-06
cardState. 1:--=normal(1)

cardState. 2:--=normal(1)

cardState. 3:--=normal(1)

cardState. 4:--=normal(1)

Sent get requestto 1.150011.33 161
numberOfforTableEntries.0--=114
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2.1.2 SNMP Trap exercise

Configuration of the Trap Community in OSO...

SNMP

w Communities

ities

127.0.0.1
/ 127.0.0.1
1.150.201.11

Configuration of the Trap Community - e.g. management console "Trap Receiver"

Trap Source: jlf"ort"f'éi"

Maintenance
Communities
Display Communities
IP Address Community Type
1.180.201.11 Oszohdxread Read Community
1.150.201.11 OsohdHwrite Write Commmunity
|1 150.201.11 Osohdxtrap Trap Community
public Trap Community

Tetal Traps Recerved: "I

Aok | Sender
O 1.150.11.33

Exit 1

\-» Trap Details

| Message I Time
1361.41231.7.2713328 Type b/ 104553 07/01/11
=
Trap Type 15
. Speciic Type |1
Comimiunity 1|3Ub|lc
R TimeStamp [0 days 00 DBm 12365
\pAddiess ]1.150.11.33
SenderOID [1.26.1.41.231.7.2713328 Trap Type [SHMPYI
Y ariable Bindings
e ! Type ! Walue ]

1.361.41231.7.27133212
1.261.41.231.7.2713.3229
1.361.41.231.7.27133210

1.361.41231.7.271332M1

Cloge

Stribg Infarmation

String MSG_IPMCY_STARTUP_SHUTDOWMN
Stribg EventLogEntry from [PMC [Idh1.150.17.3..
Integer 1

Show B aw
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Predefined system traps under: Expert Mode > Maintenance > Events...

Events
s
Events =1 Reaction Table
Event Configuration = Edit all Events
Evenl Log
E-mail

w Reaction Table
Event Name

MSG_CAT H323_REBOOT
MSG_CAT HS4_REBOOT
MSG_GW SUCCESSFULLY STARTED

MSG_IP_LINK_FAILURE
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2.2 General maintenance

2.2.1 Diagnostic

Diagnostic data can be retrieved from the system, client and additional components. The APT
offers an additional trace webinar, where you can learn more about tracing.

2.2.2 Online User (HUSIM Phone Tester, abbrev. HPT) exercise

Aim:
The entries made on the terminal (Observation Mode) of station x100 are to be monitored re-
motely.
Prerequisite:
e OpenStage telephone type, software and IP address is detected
>in the WBM under Stations > IP Clients...
* OpenStage dongle key (via SWS / SEBA)
* FTP server
e [P address of the OpenStage telephone

e Administrator password of the OpenStage telephone

The software version of the dongle key must match the terminal software.
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How?

Siemens

* The matching "Dongle key" must be transferred to the terminal. Use an FTP server for this

- e.g. 3-Com Daemon.
Remote monitoring:

e Use Expert Mode > Maintenance > Online User

and select the corresponding station. In the next dialog, please do not forget to activate the

"Observation Mode" flag.

Connect

DpenStage 60 - 1.150.16.118 - Academy for Prafessianal Training by STH

Openstage 60

v G

Acoustic Events g e atiors Mo

Event

Walue L vhone Page
Device Events

Deavice

Status
Lall Events

Device 1d »

Fast dialing

Editor Mumbar [

147

o

Openstage Tools
Option
- send

Loq files
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