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1. Iesn u3yyeHus TUCHUINIUHBI

HCJ'IHMI/I HU3YYCHUA JHUCHUIIIIMHBI «CeTeBasg 0€30IACHOCTE»  SBIISIOTCS OBJIAJICHUC COBOKYIIHOCTBIO

TeXHOHOFHﬁ, CHOCO6OB, CpeaACTB U MCETOHOB 3allIUThI I/IH(1)OpMaI_[I/II/I, I_II/IpKy.TII/IpyIOI_Heﬁ B CCTAX CBA3H,

obecreyeHue ee 1eIOCTHOCTH, KOH(DUIEHITNAILHOCTH U JOCTYITHOCTH.
2. [lnanupyemble pe3yJbTaThl 00y4eHMsI

W3yuenne AMCUMIUIMHBI HAaNpaBlieHO Ha (OPMHUpPOBaHHE Y OOYYaroLIErocss CHOCOOHOCTH pemaTh

ciaeayromue Hqu)GCCI/IOHaJ'II)HI)Ie 3aa41 B COOTBETCTBHUH C TCXHOJIOTHYCCKHM BUIOM JACATCIBHOCTH.

PesynpTaTroM OCBOEHUS AUCUMIUIMHBI SBISIOTCA CHOPMHUpPOBAHHBIE Yy O0OydYaroIIerocs CIEAYIOLINE

KOMIICTCHII U

IIK-3: Cnoco6eH BHINOJHATH PadoThl 10 AAMHUHUCTPUPOBAHUIO NMPOLECCA YIPABJIEHUSA
0€3011aCHOCTHIO CETEBbIX YCTPOICTB U MPOrPAMMHOI0 o0ecnevYeHust

3HATH:

- IOHSTHS LEIOCTHOCTD, KOHPHUICHIINATBHOCTD, IOCTYIHOCTh KAK OCHOBHBIX XapaKTEPUCTUK 3alIHIIEHHOCTH
UHQOPMAIIH;

- MOJZIENN TIOJTUTHK HH(OPMAIMOHHOI 6€30IT1aCHOCTH B CETSIX CBS3H,

- cpezicTBa 00ecTedeH s 3aIUIEHHOTO JOCTYTa K CeTEBOMY 000PY10BaHHIO;

- IPOTOKOJIBI 3aLIUIIIEHHOT0 HH()OPMALIHOHHOTO OOMEHA B CETSAX CBS3H;

- OCHOBHBIE CIIOCOOBI OpraHU3aluy 6€30IIaCHOTO COSIMHEHHS Yepe3 He3aIlUICHHbIC O0IIeI0CTYTHbIE CETH.
- IPUHIUIEI QYHKIXOHUPOBAHMUS amlapaTHO-MPOrPaMMHBIX CPEICTB 3alIUTHI HHPOPMAIMH B CETSAX CBSI3H,

- IPUHIUITEI BHEJPEHUS CPEACTB 3alIUTH HHPOPMAINH B CETH CBS3H;

- IPUHIMITEI MOHUTOPHUHTA HHLIMACHTOB C HCIOIb30BaHHEM anmapaTHO-MPOrPAMMHBIX CPEJICTB 3aLIUTHI
MH(OPMALINH B CETSIX CBSI3H.

YMmers:

- KJIacCu(UIHUPOBATh U OLEHUBATh YTPO3bl HHPOPMATHOHHOH O0€30MACHOCTH B CETSX CBSI3H;

- IPOBOJUTH PabOTHI 0 aAMUHUCTPUPOBAHHIO CPEICTB 3AIIUTHI HH()OPMAIMU B CETSIX CBSI3Y;

- UCTIONIB30BaTh MEXaHU3MBI ayTEHTH(HUKAIIUK U aBTOPU3AIMU B CETSAX CBSI3H;

- KOHQUTYpHUPOBATh BCTPOCHHBIE B CETEBOE 000PYIOBaHUE CPEICTBA 3AILUTHI;

- IPOBOJUTH PabOTHI 110 Pa3srPaHUUEHUIO NIPAB JOCTYIIA [0JIb30BATENCH K CETEBBIM PECYpCaM;

- IPOBOJUTH pabOTHI MO KOHPUTYPHUPOBAHUIO U AIMUHUCTPUPOBAHHUIO aNNapaTHO-IPOTPAMMHBIX CPEIICTB 3alUThI
MH(OPMAINH B CETSIX CBSI3U.

Baaners:

- OCHOBHBIMU ITOHSATHUSIMU, CBSI3aHHBIMU € 00ecIeyeHreM O€30IacHOCTH B CETAX CBS3H;

- HaBBIKAaMH pa0OTHI IO KOHPUTYPUPOBAHUIO CPEICTB 3aAIMUTHI CETECH CBS3H;

- HaBBIKaMH KOH(DHUTYpUpPOBaHUSI 3AIUIIICHHOTO YAAJICHHOTO JIOCTYIIA;

- HaBBIKaM¥ KOH(DUTYPUPOBAHHS CPENICTB ayTeHTH(DUKAINN;

- HABBIKAaMH KOH(l)I/II’ypI/IpOBaHI/ISI aHHapaTHO-HpOI‘paMMHLIX CpeI[CTB MECIKCETCBOI'O 3KpaHI/IpOBaHI/I$I;

- HaBBIKaM¥ KOH(DHUTYpUPOBaHHS alMapaTHO-MIPOrPAMMHBIX CPENICTB JJIsl OPTaHU3aIlUN BUPTYaIbHBIX YaCTHBIX
ceTeid.

3. MecTO JTUCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHON NMPOrpaMMbl

TpeGoBanus K npeaBapuTeJbHON MOATOTOBKe 00y4yawierocs (nmpeamecTByomme
AUCHHUILINHBI, MOLYJIH, TEMbI):

1 Bb1.0.24 OcHoBbI nHGOPMALTMOHHOH 0€30MaCHOCTH
2 b1.B.01 OOmas Teopus cBs3u
3 b1.B.04 CeteBble TEXHOJIOTHH

HOCJIeIlle]J_II/Ie AUCHMINUVIMHBI H NMMPAKTUKH, 1JIA KOTOPbLIX OCBOCHUE JaHHO
JAUCIUIIJIMHBI HEOﬁXOIlPlMO:

1 b2.0.03(I1x) ITpon3BoacTBEeHHAS TIPAKTHKA (TIPEIIUTLIOMHAS )

2 b3.01 BrimostHeHHE 1 3alTUTa BRITYCKHON KBATH(DHKAITMOHHONW PabOTHI




4. CTpyKTYypa M coaep:KaHue TUCHHUILIMHBI
4.1 Ounasi popma o0yuenusi, 4 roaa (Bcero 144 yaca, 50 yacoB KOHTAKTHO#i padoThHI)

Ko Bu Koo Komme-
A Tema u KpaTkoe coJep>KaHue 3aHATUS A YMHUO
3aH. 3aH. 4acoB TEHINH
1 2 3 4 5 6

Kypc 4, Cemectp 8

Monaysn 1. Metoasl u cpeacrsa 3auuthbi dementoB cereit o HCJI (6 Jlex+12J1P+12113) yacoB KOHTAKTHOI paGoThI

30 yacos CP

11

Jlexmms 1.

MOJEJIN ITOJIUTUK BE3OITACHOCTHU
1. OOuIre NoOHATHS.

2. JIuCKpeIoHHast MOJIEIb.

3. MangaTtHast MOJIENb.

4. PoneBast MOJIETIb.

5. PesynbraruBHas knbep6e30macHoOCTh

Jlek.

2

IK-3

J13.1

1.2

Jlekumst 2.

3AIIUTA OT HECAHKIIMOHMPOBAHHOI'O JOCTVYIIA K
CETEBOMY OBOPYJJOBAHHMIO

1. 3ammra KOHCOJIBHOrO JIOCTYIA.

2. [IpoTOKOJIBI yIAIEHHOTO AOCTYIA K CETEBOMY 000PY/IOBAHUIO.

3. 3ammTa yAaJeHHOTO JOCTYIIA.

4. IIpotokomet RADIUS u TACACS+.

5. IIpuHIAITE KOHGUTYPUPOBAHUS MAPIIPYTU3ATOPOB s pabOTHI ¢
nporokonom TACACS+.

6. JlorupoBaHKe CETEBBIX COOBITHI.

Jlek.

[K-3

J1.1

13

[Tpaktugeckoe 3anstue 1
KonpurypupoBanue 3authl KOHCOJBLHOTO J0CTyIA

I13

I1K-3

J13.1

14

[Ipaktuyeckoe 3ansrue 2
KonburypupoBaHnue 3aiuThl yJAICHHOTO JOCTYIa

113

[K-3

J13.1

15

IIpaxkTuyeckoe 3aHsTHe 3
KondurypupopaHue 3aIuThl yJaIeHHOTO IOCTYIA C HCIOIB30BaHUEM
AAA- u Syslog-cepsepos

113

[K-3

J13.1

1.6

Jlexuns 3.

MEXCETEBOE DKPAHNPOBAHUE

1. Onpenenenue n Kilaccu(pUKaLUs MEKCETEBBIX IKPAHOB.

2. MexceTeBoe SKpaHUPOBaHUE C TIAKSTHOH (DMIIBTpanueii.

3. MexceTeBoe 3KpaHNPOBAHUE C COXPAHEHHUEM COCTOSIHHUI.

4. 3oHasnpHBIE MeXceTeBbIe SKpansl (Zone-Based Policy Firewall).
5. MexceTteBbie dKkpaHsl cieayroniero nokonerns (NGFW)

6. Ctpykrypa cetu ¢ NGFW.

Jlek.

[K-3

JT1.1

1.7

JlaGopatopnast pabora 1.
HccnenoBanue cBOMCTB MEXCETEBOTO AKpaHa C AKETHOU
¢$upTpanuei

JIP

I1K-3

J13.1

1.8

Jlabopatopnas pabora 2.
HccnenoBanre CBOMCTB MEKCETEBOTO KPaHa ¢ COXPaHEHHEM
COCTOSIHUHM

JIP

[K-3

J13.1

1.9

Jlaboparopnas pabora 3.
HccnenoBanue cBoiicTB MexceTeBoro skpana ZBFW

JIP

[K-3

J13.1

1.10

Tpe6OBaHI/IH HOPMAaTUBHBIX JOKYMCEHTOB U TCXHUYCCKUX PCTIIAMCHTOB
K 3allIMIIICHHBIM CCTAM CBA3U

Cp

[K-3

J1.1

1.11

TexHUYeCKHE XapaKTEPUCTUKH allapaTHBIX MEKCETEBBIX SKPaHOB
Pa3INYHBIX POU3BOIUTENCH

Cp

[K-3

JT1.1

1.12

OObecrieueHue 3amTh 0ECIIPOBOIHOTO CETEBOTO 000PYIOBAHHS

CP

8

IK-3

1.2

1.13

MexaHu3Mbl KOMIIEKCHOM 3aILUTHI CETEHN 3JEKTPOCBA3U

CP

8

IK-3

J2.1

Moayib 2 3ammuta koprnopatusHbix cereii ot HCJI (4/1ex+8J1P+8113) yacoB KOHTAKTHOI PadoThI

28 yacos CP

2.1

Jlexums 4.
HCIIOJIB30BAHUE AITITAPATHO-ITPOI PAMMHBIX CVPEI[CTB
SAIINUTHI TOKAJIBHBIX 1 KOPIIOPATUBHBLIX CETEU

Jlek.

2

IK-3

J13.1




1. YpoBHH ceTeBOil 3aIIUTHI.

2. TexHosorus TpaHcisnuu ceTeBbix anapecos (NAT).
3. 3amwmra or atak Ha VLAN.

4. 3ammTa ot atak Ha nmpotokoi STP.

5. Ucnonb3oBanue ynkimu Port Security.

6. 3aumra ot atak Ha nporokosnsl DHCP u ARP.

2.2 Jlexuus 5. Jlek. 2 [K-3 1.2
BUPTYAJIbHBIE YACTHBIE CETHU (VPN)
1. Texnonorum TynHenupoBanus. [Ipotokon GRE.
2. Apxutekrtypa IPSec.
3. IIporokon AH.
4. ITpoTtokom ESP.
5. Ilpunuuns! koupurypuposanusi VPN IPSec.

2.3 Ipakrryeckoe 3ausTue 4. 113 4 IK-3 JI13.1
ITocTpoeHue JIOKaJIbHOW CETH ¢ KOMIJIEKCHOM 3aIIUTON

24 IIpakTryeckoe 3aHsTHEe 5 113 4 IK-3 J3.1
Kongurypuposanue Site-to-Site VPN

25 Jlabopatopuas pabora 4. JIP 4 IK-3 JI13.1
I/ICCHCHOBaHI/Ie IMOBBIIICHUA JOCTYITHOCTH CCTHU C BUPTYaJIbHbIM
MapIIPyTH3aTOPOM

2.6 Jlaboparopnas pabora 5. JIP 4 [K-3 J13.1
Hccnenosanue VPN TyHHens

2.7 MexaHU3MBI 3aIIUTHl KOPIIOPATUBHOM CETH OT KOMITBIOTEPHBIX CP 10 [K-3 1.2
BUPYCOB

2.8 Ob6nactu npumenenus rexnosoruii VPN Broporo ypoBHs CP 10 [K-3 J11.2

2.9 Oprasu3aoOHHBIE MEPOTIPUATHS IO KOMIUICKCHOH 3aIIuTe CP 8 IK-3 1.2
KOPHOPaTUBHOW CETH
OK3aMeH 36 IK-3

Hroro — 144 vyaca
4.2 3aounas ¢popma o0ydeHus, S jeT (Bcero 144 yaca, 24 yaca KOHTAKTHO# PaGoOTHI)
Koz Tema 1 KpaTKoe CoJepKaHue 3aHATHUS Brn Kox. Koue- YMHO
3aH. 3aH. 4acoB TeHLHN
1 2 3 4 5 6

Kype 5, Cemectp 9

Moayas 1. Meroasl u cpeactna 3auuThbi dementoB ceteit o HCJI 10 (2 Jlex+4J1P+4113) yacoB KOHTAKTHOM padoThI

54 gyaca CP

11

MOJIEJIN TTOJIMTHUK BE3OITACHOCTH
1. O01me moHATHS.

2. IMCKpenoHHas MOJEIb.

3. MangatHas MOJAEb.

4. PoneBasg MOJ€Eb.

5. PesynpratBHas knbepOe30MacHOCTh

CP

4

[K-3

J3.1

1.2

Jlexmms 1.

3AIIUTA OT HECAHKLIMOHMPOBAHHOI'O JJOCTVYIIA K
CETEBOMY OBOPYJIOBAHUNIO

1. 3amuTa KOHCOJIEHOTO AOCTYIIA.

2. I[IpoTOKOJIBI yIAEHHOTO AOCTYIIa K CETEBOMY 000PY/I0BaHUIO.

3. 3amuTa yJaJeHHOTO I0CTYyIIA.

4. Ucnonb3oBanne AAA-cepBepa JJis 3allUThl YJAJIEHHOTO T0CTYIIA.
5. JlorupoBaHHe CETEBBIX COOBITHI.

Jlek.

IK-3

JT1.1

13

IMporoxonsr RADIUS u TACACS+. IIpuHuuns! KoHGUTYpUpOBaHUS
MapHIpyTH3aTOPOB Juisl pabotel ¢ mpoTokoiaom TACACS+.

Cp

[K-3

J13.1

14

IIpakTuyeckoe 3anstue 1
KonurypuposaHue 3auThl KOHCOIBHOTO M yIAJICHHOTO IOCTYIa

113

[K-3

J13.1

15

MEXCETEBOE DKPAHNPOBAHUE
1. Onpenenenne U KIacCH(PHUKALINSI MEKCETEBBIX IKPAHOB.
2. MexceTeBoe SKpaHUPOBaHUE C TAKSTHOH (hMIIbTpanueil.

Cp

10

[K-3

JT1.1




3. MexceTeBoe SKpaHUPOBAHHUE C COXPAHEHUEM COCTOSHUI.

4. 3oHanbHBIE MeKceTeBbIE 9Kpanbl (Zone-Based Policy Firewall).
5. MexceteBbie dkpansl ciemyroniero nokonerns (NGFW)

6. Ctpyktypa cetn ¢ NGFW.

1.6

JlabopaTopnas pabora 1.
HccnenoBanne CBOMCTB MEKCETEBBIX DKPAHOB

JIP

4 [K-3

J13.1

CBOWiCTBA U XapaKTEPUCTUKH MEKCETEBBIX IKPAHOB C MTAKETHOM
¢buspTpanuei, ¢ coxpanenuem coctosiauii (SPI), sxkpanos ZSPFW

CP

6 [K-3

J13.1

1.7

Tpe6OBaHl/ISI HOPMAaTHUBHBIX TOKYMEHTOB U TCXHUYCCKUX PECTIIAMCHTOB
K 3alllMIIICHHBIM CCTAM CBA3U

CP

6 [K-3

J1.2

1.8

Texauueckue XapPAKTCPUCTUKU allllapATHBIX MEKCETEBBIX OKPAHOB
PAa3JIMIHBIX HpOPI?,BO,HI/ITeJIeﬁ

Cp

8 [K-3

JT1.1

1.9

ObecreucHue 3aIHUTH OECIIPOBOIHOTO CETEBOT0 000PYXOBaHUS

Cp

8 [K-3

J11.2

1.10

MexaHu3Mbl KOMILJIEKCHOM 3aLLUTHI CETEHN 3JEKTPOCBA3U

CP

8 IK-3

1.2

Moayas 2 3amura kopnopatuBHbIX cereii o HCJI 14 (6/1ex+4JIP+4113) yacoB KOHTAKTHOH padoThbI

57 yacos CP

2.1

Jexrus 2.

HCIIOJIbB3OBAHUE ATIITAPATHO-ITPOI'PAMMHBIX CPEICTB
3AILIUTHI JJIOKAJIBHBIX Y KOPIIOPATUBHbBIX CETEN

1. YpoBHH CETEBOI1 3aIUTHI.

2. Texuomnorust Tpancsinuu ceteBbix aapeco (NAT).

3. 3amwmra ot atak Ha VLAN.

4. 3amuTa OT atak Ha npoTokoa STP.

5. Ucnonp3oBanue pyukiuu Port Security.

6. 3aummra ot atak Ha nporokosnsl DHCP u ARP.

Jlek.

4 IK-3

J3.1

2.2

Jlexuus 3.

BUPTYAJIbHBIE YACTHBIE CETHU (VPN)

1. Texnonorum tynHenupoBanus. [Ipotokon GRE.
2. Apxutekrtypa IPSec.

3. IIporokon AH.

4. ITpoTtokom ESP.

5. lpuanmne! koapurypuposanus VPN IPSec.

Jlek.

2 [K-3

JT1.2

2.3

[IpaxTryeckoe 3aHATHE 2.
ITocTpoeHue JIOKaJIbHOW CETH ¢ KOMIJIEKCHOM 3aIIUTON

113

4 IK-3

J13.1

24

Ocobennoctu koHpHUrypupoBanus Site-to-Site VPN

CP

12 I1K-3

J3.1

2.5

JlabopaTopnas pabora 2.
I/ICCHCHOBaHI/Ie IMOBBIIICHUA JOCTYITHOCTH CECTHU C BUPTYyaJIbHbIM
MapIIPyTH3aTOPOM

JIP

4 [K-3

J13.1

2.6

Csaoiicta u ocobennoctu VPN tynueneit IPSec

CP

10 IK-3

JT1.2

2.7

MexaHu3MBI 3aIIUThl KOPIOPATUBHOM CETH OT KOMIIBIOTEPHBIX
BUPYCOB

Cp

10 [K-3

J11.2

2.8

Ob6nactu npumeHenus TexHooruit VPN BToporo u Tpersero ypoBHeH

CP

14 IK-3

JT1.2

29

OpraHu3aoOHHBIE MEPOIPUATHS IO KOMILICKCHOH 3aIIuTe
KOPIIOPaTUBHOM CETH

CP

11 IK-3

1.2

DK3aMeH

9 I1K-3

Hroro — 144 gaca

. Y4eOHO-MeToau4YecKoe i MHPOpMaIlMOHHOE o0ecnevyeHre JUCHMIITHHBI

5.1 Pexomenayemas JinTepaTypa

5.1.1. OcHoBHas JuTEpaTypa

Kox

ABTOPBI, COCTABUTEJIH 3arnaBue

H3paTeancTBo,
roa

Koua.

Munocnasckast H.I'., MesxceTeBble SKpaHbl. Y4eOHOe Toco0ue
Toncroit A.U. JUTSI BY30B.

M.: T'opstuast nuHUs —
TenexomMm, 2024

€]




112 Hyxan E.N., Kumiepos MeTtonb! 1 cpencTBa Kpuntorpadguaeckoi M.: Topstuast muHus — 3
) A.C., Cunaackuit H.W. 3amuThl HHQOpMaH Tenexom, 2024
5.1.2 JlonoiHMTEIbHAS JIUTEPATypa
HN3parenbcTBO
Kon | ABTOpHBI, cocTaBUTEH 3arnasmue " ron ’ Koa.
[Hemyxun O.11, OO0Hapy)eHHEe BTOPKESHHH B M.: Topsgas muHUS —
JI2.1 | Cakanema JI.0K., 93
Drmmopa A.C. KOMITBIOTEPHBIE CETH [CeTeBbIE aHOMAJIHH] Tenexom, 2024
5.1.3 YueOHO-MeTOANYECKOE 00ecedeHHe
H3pareabcTBO
Kox |ABTOpHI, cOcTABUTEIHN 3arnasue " ron ’ Koua.
Mertozbl 4 CpelCTBA 3aLUTh PocroB-Ha-/lony
JI3.1 | Manun A.A. KOMITBIOTEpHOH nHpopMannu. YueOHOe [onurpaduuecknit LeHTp 24
rocooue. CK® MTYCH, 2019

5.2 DnexTpoHHBbIE 00pa3oBaTeIbHbIE PeCYpPChI

21 https://elib.mtuci.ru/view.php?book id=34676

22 https://elib.mtuci.ru/view.php?book id=34653

23 https://elib.mtuci.ru/view.php?book id=3598

D4 https://elib.mtuci.ru/view.php?book id=170036

5.3 UndopmMannoHHO-CIPABOYHBIE CHCTEMBbI H POdeccHOHAIbHbIE 0a3bl JAHHBIX

5.3.1 | Koncynwrant [Imroc — https://www.consultant.ru/

5.3.2 | TI'apanr — https://www.garant.ru/

5.4 IIporpaMMHoOe o0ecrieueHue
CK® MTYCH obecniedeH He0OX0IMMBIM KOMITJIEKTOM JIMIEH3MOHHOTO U CBOOOHO pacipOoCTPaHsIEeMOro
IIPOrPaMMHOT0 O0OECIIeueHus], B TOM YHCJIE OT€YECTBEHHOTO MPOM3BOACTBA

I.1 OC Windows

I1.2 OC Linux

6. MaTepuajibHO-TEXHUYECKOE o0ecniedeHne JUCIUNIHHbI

6.1 MTO JeKIMOHHBIX 3aHATHIA

1 Jlek1IMOHHAs ayUTOpUsi, OCHAILEHHAs] HMHTEPaKTUBHOM 0CKoH, mpoekTopoMm, [1IK (HoyTOyKoMm),
SKpaHOM

6.2 MTO n1a0opaTopHBIX padoT U NPAKTHYECKHUX 3aHATHH

1 Y4eOHble ayauTOpuH, OOOPYIOBAHHBIE KOMIBIOTEPHONH TEXHUKOH, C BO3MOXKHOCTBHIO
MOJKIIOUEHUs K ceTu «MIHTepHeT», 1 o0ecrieueHreM JJO0CTyIa B 3JEKTPOHHYI0 HH(POPMaITMOHHO-
obpazoBarenbhyto cpeny CKO MTYCU

6.3 MTO py0exHBIX KOHTPOJIEH, 324€TOB, IK3aMEHOB

1 VY4eOHbIe ayTuTOpUHU, 000PYAOBaHHBIE KOMIBIOTEPHONH TEXHHKOW C BO3MOKHOCTBIO BBIXOJIA B
JIOKaJIbHY1O0 ceTh @unnana u lutepHer.

6.4 MTO camocTosiTeIbHOI pa00ThI 00y4al0IMXCH

ITomerieHue U1 caMOCTOSITENbHON PabOThl 00YYAIOLINXCSl OCHALIEHO KOMIbIOTEPHON TEXHUKOM
1 C BO3MOXXHOCTBIO TIOJKJIIOUEHUS K ceTh MHTepHeT M oOecredyeHneM J0CTyna B IIEKTPOHHYIO
uHpOopMaMOHHO-00pa3oBartenbHyo cpeny CKO MTYCU

7. OneHo4YHbIe MaTepHaJIbI

O]_ICHO‘{HBIC MaTepualibl U MCPEYCHb BUAOB OLICHOYHBIX CPEACTB TCKYIICTO KOHTPOJIA U HpOMC)KyTO‘lHOI\/'I
aTTeCTalluu NIPEACTABJIICHBI B HpI/IJ'IO)KeHI/II/I 1 x pa6oqel71 nporpamMme JUCHUILIAHBI.



https://elib.mtuci.ru/view.php?book_id=34676
https://elib.mtuci.ru/view.php?book_id=34653
https://elib.mtuci.ru/view.php?book_id=3598
https://elib.mtuci.ru/view.php?book_id=170036
https://www.consultant.ru/
https://www.garant.ru/

8. MeToauyeckue peKoMeHAAIUH 10 OCBOCHHIO U CHUIIIMHBI

Metonnyeckne peKOMEHIAINH 110 OCBOCHUIO TUCIIUTIINHEI TIpeacTaBiieHb! B [Ipumoskennu 2 k pabodeii mporpamme
IOUCIMIIIINHBI.

9. Oco0eHHOCTH peaM3aluu AUCHUILUIUHBI (MOAYJIsl) TPU 00y4YeHU U
WHBAJM/I0B U JIHI] C OTPAHUYEHHBIMHU BO3MOKHOCTSIMHU 3/10POBbSI

PaGouast mporpamma IUCHMILIAHBI (MOAYJISI) TIPH HEOOXOIUMOCTH MOXKET OBITH aAanTHPOBAaHA JIS
oOyueHust (B TOM 4YHCIE€ C MPUMEHEHHEM IUCTAHIIMOHHBIX O0pa30BaTEIbHBIX TEXHOJIOTUH) I C
OTpaHUYEHHBIMU BO3MOXHOCTSIMHU 3/10pOBbs, MHBAJIUAOB. i1 3TOr0 Tpedyercs 3asBlieHne 00ydaromuxcs,
SIBIISIOIIUXCS JIMIIAMH C OTPAHMYEHHBIMU BO3MOXKHOCTSIMU 370POBbsl, MHBAIHIAMHU, WIH HX 3aKOHHBIX
Mpe/ICTaBUTENIed U PEKOMEHJALUU TICHUXO0JIOT0-MeIMKO-Tiefaroruueckoi komuccuu. [lpu oOydenun nui c
OTPaHUYECHHBIMH BO3MOXKHOCTSIMH 37I0POBbSl YUMUTBIBAIOTCS WX HHIUBUAyaJIbHBIE MCUXO(PHU3NUECKUE
ocobenHHoctu. OOydeHHE WHBAJIUAOB OCYLIECTBIAETCS TakXK€ B COOTBETCTBUU C WHAMBHIYaIbHOMN
nporpaMMmoil peabunuranuy nHBaNUAA (Ipy HAJTUYUN).

Jns nui ¢ HapylIeHHeM ciiyXa BO3MOKHO IpeloCTaBleHHe YyuyeOHON MH(OpMaliK B BU3YyalbHON
dbopMe (KpaTkuii KOHCHEKT JIeKIIMA; TEKCThl 3aJaHWl, Hale4YaTaHHbIC YBEIMYEHHBIM MIPUPTOM), HaA
ayJIMTOPHBIX 3aHATHSX JOIMYCKAaeTcsl MPUCYTCTBUE ACCUCTEHTa, a TaKKe CYypJONepeBOIYMKOB U
TU(IIOCYPIOTIEPEBOJUNKOB.

Texkynmuii KOHTpPOJIb yCIEBAEMOCTH OCYIIECTBIISIETCS B THUCBMEHHOW ¢opme: oOydaromuics
MUCbMEHHO OTBEYAET Ha BOIPOCHI, MMCHbMEHHO BBITIOIHSIET MPAKTUYECKUE 3a1aHUSI.

Hoxnan (pedepar) Taxke MOKET OBITH TPEJICTABIICH B MUCbMEHHOU (hopMe, TTPH ATOM TpeOOBaHUS K
COJICPKAHUIO OCTAIOTCA TEMH K€, a TpPeOOBaHUS K KaUeCTBY M3JI0KEHUSI MaTepuana (MOHATHOCTh, Ka4eCTBO
pedn, B3aUMOJICHCTBUE C ayAMTOpUEed M T. [.) 3aMEHSAIOTCA Ha COOTBETCTBYIOIIME TpeOOoBaHUS,
NpeabsBIsieMble K THCBMEHHBIM palboTaM (kKayecTBO OGOpMIIEHHS TEKCTa U CIHCKA JIUTEPaTypHl,
IrPaMOTHOCTh, HAJTMUHME WILTIOCTPALIMOHHBIX MaTEpUAJIOB U T.1I.).

[IpomexxyTouHast arTecTanus Ui JIMI ¢ HApyILICHUSIMHU CIIyXa MPOBOAUTCS B MHCbMEHHOU (opme,
IIPU 3TOM UCIOJIb3YIOTCA 00IIKe Kputepuu otieHnBanus. [Ipu HeoOxoaumMocTy BpeMs MOATOTOBKH K OTBETY
MOET OBITh YBEIHUYCHO.

s mur ¢ HapyleHueM 3peHHsl IOMyCKaeTcs ayauaibHOe MperocTaBiieHne nHGopMaluu, a Takxke
UCTIOJIb30BaHUE Ha AayIUTOPHBIX 3aHATHUSAX 3BYKO3AMUCHIBAIOIIMX YCTPOMCTB (IMKTO(GOHOB U T.1.).
Jlomyckaercss MOpUCYTCTBHE HA 3aHATUSAX aCCUCTEHTa (MOMOIIHMKA), OKAa3bIBAIOLIETO OO0YyYaroUIMMCs
HEO0XOIUMYIO TEXHUYECKYIO TIOMOIIb.

Tekymuit KOHTPOJIb YCTIEBAEMOCTH OCYIIECTBIISIETCS B yCTHOM (popme.

[Ipu mpoBeneHMM MPOMEXKYTOUHOM aTTeCTallMu JJIS JIMI C HApyILIEHHEM 3pEHUs TECTUPOBAaHUE
MOET OBITh 3aMEHEHO Ha yCTHOE cOOeCe0BaHUE TI0 BOIIPOCAM.

Jns Ml ¢ OrpaHMYEHHBIMH  BO3MOXKHOCTSMHU  3/I0OPOBbS, HUMEIOIIUX HApyIIEHUS OMOPHO-
JBUTATENILHOTO afmapara, Ha ayJIuTOPHBIX 3aHATHIX, a TakXKe MpH IMPOBEIECHUU IMPOLEAYp TEKYIIETro
KOHTPOJISI YCIIEBAEMOCTH M IMPOMEXKYTOYHOH aTTeCTallud MOTYT OBITh IPEIOCTaBICHbI HEOOXOIUMBIE
TEXHUYECKHE CpeAcTBa (MEPCOHANbHBI KOMIBIOTEP, HOYTOYK WM JPYroll TaKeT); JOIyCKaeTcs
NPUCYTCTBUE ACCUCTEHTa (ACCHCTEHTOB), OKa3bIBAIOIIEro OOYydYaIoNMMMCS HEOOXOAMMYIO TEXHHUUYECKYIO
noMmoulb (3aHATh pabodee MeCTO, MEepeBUTAThCA MO ayAUTOPUHU, MPOUYUTATh 3a7aHHue, 0(OPMUTH OTBET,
00IIaTHCS C MPETIOIaBaATENIEM).



10. {onotHenus u u3meHenusi B Padoueii nporpamme

JlueT akTyanu3anuu padoueii mporpaMMsbl JUCHUTLIMHBI
«Bb1.B15 CereBas 6€30macHOCTH»
s ucnosib3oBanus B 20 /20 yyeOHOM roay

YT1Bepxkaaro
3am. qupekropa o YP

« » 20 T

Hanpasnenue: 11.03.02 MapokOMMYyHUKAIIMOHHBIE TEXHOJIOTUU M CUCTEMBI CBSI3U
[Mpoduns: UHPOKOMMYHHKAIIHOHHBIE CHCTEMBI U CETH

dopma 00ydeHHS: OUHAs, 3a09HAS
(BozmooicHvl criedyrowue sapuanmot):

a) Pabouas mporpamma zeiicTByeT 0e3 U3MEHEHU.
0) B pabouyto mporpaMMy BHOCSTCS CIICIYIONIHE N3MCHCHHUS

Pa3pabotuuk (u):

(®UO, yueHas CTENEHb, yUEHOE 3BAaHUE)
«_» 20 T

Pabouas mporpamma nepecMoTpeHa 1 0100peHa Ha 3acejaHuu Kadeapsl

IIporokomn Ne OT «__ » 20 r.

3aBenyromuii kadenpoit




IIpunoxenue 1

OHeHO‘IHble MaTepUuaJIbl AJA NPOBECACHUA TEKYIIECT0 KOHTPOJIA U HpOMe)I(yTO‘IHOﬁ
arTreCTalluy 1o JuCIMIIJIngHe

1. OueHovHbIe MaTepHUAJIbI JIA POBEAEeHHs MPOMEKYTOYHON aTTeCTAIUM MO TUCHUILIHHE
1.1 Illka1a oneHUBAHUA KOMIETEHIINIT

IIIkaJa oneHUBAHUS KOMIIETEHIIMIA

OrneHka

YpoBeHb 0CBOEHMS
KOMIETEeHIIUH

Kpurepun onenuBanus

«OTInyHO»

Bricokuii ypoBeHb

OOyuatomuiics [IOKa3bIBACT BCECTOPOHHEE,
CHCTEMaTHYECKOE U INIyOOKOE 3HAaHUE OCHOBHOTO U
JIONIOJTHUTEIBHOTO  y4eOHOro Marepuana, yMeeT
CBOOOJHO BBINOJHATH 33JaHUs, NPEAYCMOTPEHHbBIE
IIPOrpaMMOM; YCBOMJ OCHOBHYIO M 3HAaKOM C
JOTIOJIHUTEIbHON PEKOMEHI0BAHHOW JIUTEPATYPOH;
MOKET OOBSICHUTh B3aUMOCBSI3b OCHOBHBIX MOHATHN
JUCLUIUIMHBL B WX 3HAYEHUU I IOCIENyIOLEen
npodeCCUOHAbHON  JIeATeNbHOCTH;  IMPOSBISET
TBOPUYECKHUE CIIOCOOHOCTH B MIOHUMAHUM, U3JI0KEHUU
U MCII0JIb30BaHUM YUeOHOr0 MaTepuania.

«Xopouio»

TloBEIIIEHHBIN
YPOBEHb

OOyuJatomuiicss TOKa3bIBaeT JTOCTATOYHBIN YPOBEHBb
3HAHUU B MIpe/ieJiax OCHOBHOTO YU4eOHOro MaTepuana,
oe3 CYILLECTBEHHBIX o1nO0oK BBITIOJIHSIET
MPEeIyCMOTPEHHBIE B TIPOrpaMMe 3a/laHus; YCBOWII
OCHOBHYIO  JINTEpaTypy, pPEKOMEHJOBAHHYIO B
mporpaMMe; CHocoO0eH OOBSCHUTH B3aWMOCBSI3b
OCHOBHBIX MTOHSATUI JUCIUTUTUHBI npu
JIOTIOTHUTEIHHBIX BOMpOCax npenoaaBaTens.
JlommyckaeT HE CyIIECTBEHHBbIE MOTPEIIHOCTH B
OTBETax, YCTpaHsAeT uX 0e3 MOMOIIH MPENoJaBaTENs.

«Y IOBIIETBOPUTEIIBHO»

[ToporoBsiii
ypOBEHBb

OOyuatommiicss TIOKa3bIBaeT 3HAHUS OCHOBHOTO
yueOHOro Marepuaja B MHMHUMAJIbHOM OOBEME,
HEOOXOIMMOM JUTS JalIbHEeHIEeH y4ueObl; cCripaBisieTcs
C  BBIMOJIHEHUEM  3aJaHUN, MPEIyCMOTPEHHBIX
nporpaMMoii, JOmycKas Tpd 3TOM  OOJbBIIOe
KOJINYECTBO HE MPUHLUIHAIBHBIX OIINOOK; 3HAKOM C
OCHOBHOU JUTEpPaTypoil, PEKOMEHTIOBAHHOM
IpOrpamMMoii. Jonyckaer CyLIECTBEHHbIE
MOTPENIHOCTH B OTBETAx, HO  oOmamaer
HEOOXOJMMBIMU 3HAHUSAMHU JUISl UX YCTPAHEHUS IMOJ
PYKOBOJICTBOM TIPEIIOIaBATEIIsI.

((Hey,Z[OBJ'IeTBOpI/ITeJ'ILHO»

MuHnMaIbHBIN
YPOBEHb HE
JOCTUTHYT

OOyuatomuiics oOHapy>XHBaeT MpoOeNbl B 3HAHHSIX
OCHOBHOTO  y4eOHOTO  Marepwaia, JOMyCKaeT
NPUHIUNMAIBHBIE ~ OMIMOKM B BBIOJHEHUHU
MPEyCMOTPEHHBIX TPOrPAMMOi 3aIaHUM, HE 3HAKOM
C PEKOMEHJOBAaHHOM JUTEepaTypoill, HE MOXET
WCTIPAaBUTh JOIyIIeHHbIe omuOKu. Kak mpaswmio,
OLIEHKA «HEYJIOBJIETBOPUTEIHHO CTaBUTCSA
o0y4aromuMmcsi, KOTOpble HE MOTYT TPOJODKUTH
o0yyeHHe WIM MPUCTYNUTh K NpodecCHOHATBHON
JCSITeIbHOCTH 10  OKOHYaHWUM  By3a  0e3




JOTIOJIHUTEIBHBIX 3aHATHM IO COOTBETCTBYIOIICH
TUCLIMILINHE.

1.2 Iloka3areyin, KpMTEPHUHU M IIKAJIbI OLIEHNBAHUS KOMIIETEH U

[Toka3zarenu KOMIIETCHIINH | Kpurtepuu oneHuBaHUs | Illxana ouenuBanus (6anios)

IK-3: Cnoco0eH BbIIOJIHATH padoThl 10 AAMUHUCTPUPOBAHMIO NPOLECCA YIIPaBJIeHUs 0e30IaCHOCTHIO
CeTeBbIX YCTPOMCTB M MPOTPAMMHOI0 o0ecrneyeHust

3HaTh:

- IOHSTHUS LEJIOCTHOCTb,
KOH(HUICHINATBHOCTb, TOCTYITHOCTh KaK
OCHOBHBIX XapaKTepUCTUK
3aIIUIIEHHOCTH HH(OPMAIIH;

- MOJIEJIU TIOJIUTHK HH(OPMALMOHHON
0€30MacHOCTH B CETSX CBS3H,

- cpeacTBa o0ecredeHus 3alUIIeHHOTO
JOCTYyIa K CETEeBOMY 000Dy I0BaHUIO;

- IPOTOKOJIBI 3aIUIIEHHOTO
MHQOPMAIIIOHHOTO 0OMEHa B CETAX
CBSI3H;

- OCHOBHBI€ CITOCOOBI OpTaHU3aIlluU
0€30MacHOr0 COeTMHEHHUS Yepe3
HE3aIUILIECHHbIC O0IIEAOCTYITHBIEC CETH.

- IPUHIMIBE! HYHKIMOHUPOBAHUS
anmapaTHO-TPOTPaMMHEIX CPEJICTB
3aUTHl HHPOPMAIMH B CETAX CBSI3H,

- IPUHLUITBI BHEPEHHS CPEICTB 3aIUTHI
MH(QOPMAINH B CETH CBA3H;

- IPUHLUITE] MOHUTOPHHTA HHIIMICHTOB C

HCIIOIb30BaHNEM arapaTHo-

NPOTPaMMHBIX CPECTB 3aIIUTHI

MH(QOPMAIMH B CETAX CBA3H.

Konrtponphas pabora

Mopyns 1

0+20
«HeynosnersopurensHoy - 0-5
«Y TOBIETBOPUTENHHOY - 6-10
«Xopomoy» - 11-15
«Ot1imuro» -16-20

Monyns 2

0+20
«Heynosnersopurenbao» - 0-5
«Y noBieTBOpHUTENBEHOY - 6-10
«Xopomio» - 11-15
«Otamanoy -16-20

VYMeTh:

- KJaccu(UIMPOBATh U OLCHUBAThH
YTPO3bl HHPOPMAITIOHHOH 0€30MaCHOCTH
B CETSIX CBSI3Y;

- IPOBOAUTH PabOTHI 1O
aJIMUHHCTPUPOBAHMIO CPEACTB 3aIIUTHI
MH(OPMAINHK B CETAX CBS3U;

- HCTOJIb30BaTh MEXaHU3MBI
ayTeHTU(UKALMY ¥ aBTOPH3ALUHU B CETIX
CBSI3H;

- KOHQUTYpHPOBaTh BCTPOCHHBIC B
ceTeBoe 000pyI0BaHHUE CPEACTBA
3aLIUTHI;

- IPOBOJUTH PaOOTHI 10 pa3rpaHuICHUI0
IpaB JOCTYTIA M0JIb30BaTENEH K CETEBBIM
pecypcam;
- IPOBOAUTH PabOTHI 1O
KOH(UT'YpHPOBaHHIO U
aJIMUHUCTPHUPOBAHMIO AIIIapaTHO-
IPOTrPaMMHBIX CPEACTB 3aIUThHI
MH(QOPMAIINH B CETSIX CBSI3H.

[TpakTuyeckoe 3anstue 1
[IpaxTrueckoe 3ansTue 2
[IpakTnueckoe 3anatue 3
[Ipaktuueckoe 3ausatue 4
IIpakTrueckoe 3ansTue 5

Monayns 1

0+15
«HeynosnerBopurensno» - 0-4
«Y TOBNETBOPUTENHHOY - 5-8
«Xoporioy - 9-12

«Otmuunoy - 13-15

Mopyns 2

0+10
«Heynosnersopurensao» - 0-4
«Y TOBIETBOPUTEILHOY - 5-8
«Xopomioy - 9-12

«Ot1mnunoy - 13-15

Bnaners:

- OCHOBHBIMH ITOHATHIMU, CBI3aHHBIMH C
oOecrieueHreM 0€30IIaCHOCTH B CETSIX

Jlaboparopnas padora 1
JlabopaTtopHas pabora 2
JlaGoparopHast pabota 3

Mopyns 1
0+15
«HeynosaerBopurensno» - 0-4




CBSI3H; JlaGopaTopHas pabdota 4
- HaBbIKaMU pabOoTHI O Jlaboparophas pabora 5
KOH(UTYPHUPOBAHUIO CPEJICTB 3aIIUTHI
ceTeit cBs3My,
- HaBBIKaMU KOH(PUTYPUPOBAHUS
3aIUIIEHHOTO YAaJIeHHOTO JIOCTYTIA;
- HaBBIKaMU KOH()HUTYPUPOBAHUS CPEJICTB
ayTeHTU(DUKAIIH;
- HaBBIKAMU KOH(UTYPUPOBAHUS
anmnapaTHO-TIPOTPAaMMHBIX CPEJICTB
MEXKCETEBOTO AKPAHUPOBAHUS;
- HaBBIKaMU KOH(PUTYPUPOBAHUS
anmapaTHO-TIPOTPaAaMMHBIX CPEJCTB IS
OpTraHMU3ali{ BUPTYAIbHBIX YaCTHBIX
ceTei.

«Y IOBJIETBOPUTEIHHOY - 5-8
«Xopomioy - 9-12
«Otanunoy - 13-15

Mopyns 2

0+10
«Heynosnersopurensao» - 0-4
«Y IOBIETBOPHUTENBHOY - 5-8
«Xopormoy - 9-12

«Otmmanoy - 13-15

DK3aMeH

0-100

«HeymosnerBoputenpaO» - 0-40
«Y noBnerBopuTenbpHOY - 41-60
«Xopouio» - 61-80

«Otamunoy - 8§1-100

1.3 OHeHO‘leIe MaTepuaJbl: THNMOBbIC KOHTPOJIbHBIC 3a/IaHUS, HHBIC MAaTECPUAJIbI

1.3.1 Oyenounvie mamepuaivt mexkyuye20 KOHMPOA OnNA OUHOU Popmbl 00yUeHUA

Mogayas 1 (50 6a10B):

Monaynb cofepXuT 3 JIEKIMOHHBIX 3aHATH, 3 MpakTHyeckue U 3 JabopaTopHble paboThl. 3HaHHE
JIEKIIMOHHOTO MaTepHaja OILCHHWBACTCS IO KOHTPOJIBHOH paboTe, MaKCMMaJIbHOE KOJIMYECTBO OaiIoB
coctaBisger 20. 3a KaxaylO BBIIOJIHEHHYIO M 3alUIIEHHYIO J1IabOpaTOpHYI0 paboTy oO0ydaromui
nojryyaer MakcumMyM 3 Oayura oOmierd cymmoii 15 6ammoB. [lpm ompoce Ha KakJOM HPaKTHYECKOM
3aHATUH 00y4Yaroluiics noryyaeT MakcuMyMm 3 6asuta oduieit cymmoit 15 6annos. O61iee MakCUMaabHOE

KOJIM4YeCTBO 0aioB 3a Mmoayib 1 coctasiset 50.

Bonpocut 0ns konmponawvrnoiu pavomet 1 (I1K-3):
OnpezneneHue U KIacCUPHUKAINA TOTUTUK O€30MaCHOCTH.
JlucKkpenoHHast MoJIMTHKA 0€30TTaCHOCTH.

MannaTHas HOJIUTHKA OE30MaCHOCTH.
Ponesas monmTika 6€30mMacHOCTH.

[TpoTokosbl yAaneHHOTo JOCTyIa K CETEBOMY 000PYI0BaHHUIO.

ITporokon RADIUS.

[Tpotoxonn TACACS+.

0. JJormpoBaHue cETEBBIX COOBITHIA.

11. Onpenenenue u KIacCUPpUKAINI MEKCETEBBIX IKPAHOB.

12. MexceTeBbIe SKpaHbl C TAaKeTHON (hUIbTpaIueH.

13. MesxceTeBble 3KpaHbl C COXPAaHEHHUEM COCTOSIHUH.

14. MesxkceteBbie skpanbl Zone-Based Policy Firewall (ZBFW).

15. MesxkceTeBble 3kpaHbl cieaytoiiero nokosenus (NGFW).

16. IMpunmun paboThl cucTeMbI 0OHapykeHus Brop:kenuit (IDS).
17. TlpuHIUn paboThl CUCTEMBI TIpeoTBpaieHus Bropskenui (IPS).

HBoo~NoR~WNE

MeTo/1b1 321U Thl KOHCOJIBHOTO JIOCTYIIA K CETEBOMY 000pYI0BaHUIO.

MeTo/1bI 3aIIUThI yAAJEHHOTO JOCTYTa K CETeBOMY 000PYI0BAHHUIO.




18. 3epkanupoBaHue MOPTOB JUIsi KOHTPOJIS TpaduKa.

19. TpeboBaHMsI HOPMATUBHBIX JOKYMEHTOB U TEXHUUECKUX PETJIIAMEHTOB K 3aIlIUIIEHHBIM CETSIM CBSA3H.

20. TexHUYECKHE XapPAKTEPUCTUKH alIapaTHBIX MEKCETEBBIX YKPAHOB PA3IMYHBIX IPOU3BOTUTEIICH.

21. I'ocrexxomuccust Poccun. PykoBoasimii JokyMeHT 3anura oT HECAaHKIIMOHUPOBAHHOIO AOCTyIa K
uHpOpMaLUH.

22. ObecrnieueHue 3alUThHl OECTIPOBOTHOTO CETEBOTO 000PYIOBAHUS.

23. MexaHn3MbI KOMITJICKCHOM 3aIIUTHI CETEH 3JIEKTPOCBS3H.

24. TlonoxxeHue o JULEH3UPOBAHUH JEATEILHOCTH M0 TEXHUYECKOH 3a1uTe KOHPHISHIIMAIbHON
UHpOpMAIIHH.

25. ObecneueHne COXpaHEHUs] KOMMEPUYECKON TalHbI MPEIIPUATHSL.

26. Karanor 0000MIeHHBIX MEPOTIPUATHH 110 3aIUTe KOHPUICHIINATHLHON HH(DOpMAIUH.

27. Ynpasnenue ooHoBiaeHusmu 110 u OC.

Ilpakmuueckoe 3anamue Nel. Konguzypupoeanue 3auiumol KOHCONbHO20 0OCMYNaA.
Kontponshsie Bompocs! (ITK-3):

. [loHsiITHE KOHCONBHOTO IOCTYMA.

. HeoOxoaumocTh 3a1iuThl KOHCOJIBHOTO JIOCTYIIA.

. 3alMTa rnepexo/ia B MpUBUIETMPOBAHHBINA PEXXUM MPU KOHCOJIBHOM JIOCTYTIE.

. Bunsl naponei.

. Co3naHue yyeTHOM 3anucu MoJIb30BaTeNsl IPU KOHCOJIBHOM JIOCTYIIE.

. Ha3nauenue npuBWIeruii y4eTHBIM 3aIUCSIM.

. [IpuHIUI cO3aHMA CTIUCKA PA3PEIICHHBIX KOMaHI.

. [IpocMOTp y4eTHBIX 3allUCEl HA YCTPOUCTBE.

0NN K WN K

Ilpakmuueckoe 3anamue Ne 2. Konguzypuposanue 3aujumeol yoanennozo 0ocmyna.
Kontposnshsie Bompocs! (ITK-3):

1. IlonaTne y1aneHHoro A0CTyIa.

2. IIpoTOKOJIBI yTaJIEHHOTO AOCTYyIA.

3. 3ammra KOH)UICHINATBHOCTH HH(POPMALIUH NIPH YAAJICHHOM JJOCTYTIE.

4. TIpornecc yCTaHOBIICHUS COSTUHEHUS B MPOTOKoJie SSHV2.

5. Iopsinox KoH(pUTYpUpOBaHUS MapIIpyTH3aTopa kKak SSH-cepsepa.

6. Mcnonb30BaHuE yYETHBIX 3aMIUCEN TPU yAAICHHOM JOCTYTIE.

Ilpakxmuueckoe 3anamue Ne 3. Konghuzypupoeanue 3auumol yoanennozo oocmyna ¢
ucnoavzoseanuem AAA- u Syslog-cepeepos.

Konrpomasusie Bompocs! (ITK-3):

1. Anroput™ ayTeHTU(UKAIMH ¢ HcTioNib3oBaHeM AAA-cepsepa.

2. [TpoTokoJibl B3aUMOICUCTBUS MEXKTY AAA-CEpBEPOM U MAPLIPYTU3ATOPOM.

3. 3ammra KOH()UICHINATBHOCTH HH(POPMALIUU NIPH CEPBEPHON ayTeHTU(UKALIUH.

4. Tlponecc ycraHoBienus coequuenus B mpotokosie TACACS+.

5. Iopsinox koHpurypuposanusi AAA-cepsepa.

6. [Topsaok KOHGUTYpUPOBAHUS MaPIIPyTU3AaTOPa IJIs B3aUMOACHCTBUS ¢ AAA-cepBepoM.

Jlabopamopnaa paboma Nel. Hceneooganue ceoiicme meiccemesozo IKPAHA ¢ NAKEMHOI
dunompayueii.

Konrpossasie Bormpocs! 3amuthl (ITK-3):

1. Ha3HaueHne MeXCETEBBIX IKPAHOB.

2. Kpurepuu npoBepku nakeroB MCD ¢ makeTHOU (priibTparyen.

3. Bunpsl ciuckoB ynpasienus pocrymnom (ACL).

4. Tlpussizka ACL k uaTepdeiicam mapmpyTuzaropa.

5. «YepHbie» u «oempie» ACL.

6. Anroput™ nipoBepku naketoB MCD ¢ makeTHOU (priibTpariuen.



7. Hegocratku MCD ¢ nakeTHOM punbTpanuen.

Jlabopamopnas paboma Ne2. Hccnedoganue ceoiicme mexccemesozo IKPAna ¢ COXPaAHeHuem

COCMOAHUU.

KontponbsHbie Bonpocs 3amuThl ([TK-3):

1. Ha3zHaueHHe MeXCETeBBIX IKPAHOB.

2. Kputepuu nncnextupoBanus ceccuii MCD ¢ coxpaHEHHUEM COCTOSTHUI.

3. IlpuBsizka mpaBuI MHCIIEKTUPOBAHUS K HHTepdeiicaM MapIipyTu3aTopa.
4. HCcniekTHpOBaHKUE MTPOTOKOJIOB TPAHCIIOPTHOI'O U MPUKJIATHOTO YPOBHEH.
6. Anroput™m nipoBepku ceccuit MCO ¢ coxpaHEHHEM COCTOSIHUM.

7. Hegoctatku MCD ¢ coxpaHeHUEM COCTOSHUM.

Jlabopamopnas paboma Ne3. Hccnedosanue ceoiicme medccemeeozo skpana ZBFW.
KonTponbHbie Borpocsr 3amuTs (ITK-3):

1. HazHaueHue MEKCETEBBIX YKPAHOB.

2. ITonsiTHe 30H 0€30MaCHOCTH.

3. [lonsaTue map 30H 6€30MaCHOCTH.

4. Dranbl KOHQUTYPUPOBAHUS MEKCETEBOT0 3KkpaHa ZBFW.

6. [Tonsrue Class map.

7. ITousitre Policy map.

8. Heiictust ¢ Tpadukom, koHpurypupyemsie B Policy map.

Moayas 2: (50 6an10B):

Moy CONepKUT 2 JTEKUMOHHBIX 3aHATHUS, 2 paKTHUecKue U 2 JabopaTopHble paboThl. 3HaHKE

JIEKIIMOHHOTO MaTepHualia OLIEHUBACTCS MO KOHTPOJIBHOW paboTe, MaKCMMaIbHOE KOJIMYECTBO OAJIOB
coctaBisier 20. 3a KaXayr0 BBIIOJIHEHHYIO M 3alUIIEHHYIO JabopaTopHylo paboTy 4 oOywaromuit
MoJTy4aeT MakCUMyM 8 0asuioB, 3a J1abopaTopHyro padboty 5 — Mmakcumym 7 OamnoB. OOmas cyMMoin
6amtoB 3a nabopatopHble paboTel coctaBinser 15. Ilpu ompoce Ha mpakTHUECKOM 3aHATHH 4
oOydJaronuics mojaydaeT MaKCUMyM 8 0aJToB, Ha MPAKTHYECKOM 3aHITHH 5 — MaKCUMyM 7 Oajios.
OO6mas cymmoii 6ayuioB 3a pakTHYECKUe 3aHATHs cocTaBisieT 15. O01mee MakcCHMabHOE KOJIUYECTBO
OaytoB 3a MoayJib 1 cocraBiser 50.

HBoo~NoUR~WNE

12.
13.
14.
15.
16.

0.

Bonpocut 0ns konmponawvnoiu pavomer 1 (T1K-3):
YpOBHM CETEBOM 3aLUTHI.

CrpyKTypa 3alIUIIIEHHON CETH.

MeTo/ibl U CPEACTBA MOBBILICHUS CETEBOM JOCTYITHOCTH.
Cratuueckuit NAT.

Junamuyeckuit NAT.

NAT ¢ npuMeHeHreM MacKapaauHTa.

3amura oT atak Ha VLAN.

3ammra OT aTak Ha mpoTokoa STP.

Hcnonb3oBanue Gynkiuu Port Security.

3ammra oT aTak Ha mpotokoiasl DHCP u ARP.

. Onpenenenue n knaccuduxanus VPN,

[Tporokonsr VPN, peanuzyemsie Ha BTopoM ypoBHE Mojernu OSI.
[Tpotokonel VPN, peanusyemslie Ha TpeTheM ypoBHe Mojenu OSl.
[TpoToKoBl TYHHETUPOBAHUS.

[TpoTokousr IPSec.

Dos u DDos-araku.



17.
18.
19.
20.
21.
22.
23.
24,
25.
26.

Cucrembl oOHapysxeHus BTopxenuit (IDS).

Cucremsl npenoTBpanieHus BropxxeHui (IPS).

Knaccugukanus KOMIbIOTEPHBIX BUPYCOB.

[Tpumenenue antuBupycHoro 110 Ha nuIr03ax KOpropaTUBHOM CeTH.
Knaccudukanus kopnoparusHoro antusupycHoro [10.

[Tporoxonsl PPTP, L2TP, L2PW.

CpaBHUTENBHBIN aHaJIU3 IPOTOKOJIOB BTOPOI'O YPOBHSI.

[IpuMeHeHre POTOKOJIOB BTOPOTO YPOBHS B cucTeMe Site-to-Site.

[IpumeHeHne mpoTOKOJI0B BTOPOro ypoBHs B cucteme Remote VPN.
OpraHu3anroHHbIE MEPOIPUATHS 110 KOMIUIEKCHOM 3alUTe KOPIOPAaTUBHOM CeTH.

IIpakmuueckoe 3anamue Ned. [locmpoenue 10KanbHOU cemu ¢ KOMRIEKCHOU 3auUMOIL.
Kontponshsie Bompocs! (ITK-3):

. Araku VLAN Hopping.

. 3ammTa OT aTak ¢ ucroyib3oBaHueM nportokona DHCP.

. 3a1uTa OT aTak ¢ UCmoyib3oBaHueM mporokona ARP.

. Hasnauenwue ¢yuximu Port Security.

. Haznauenue Trunk-noproB kommyTaTopa.

. 3ammrTa OT arak Ha mpoTokoa STP.

. [Mopsimox xoudurypuposanust NAT.

. [Tpocmotp NAT-Tpancnauuii Ha MapIIpyTH3aTOPE.

CONO DN B~ W —

Ilpakmuueckoe 3anamue No5. Kongpuzypuposanue Site-to-Site VPN.
Koutposnshbie Bompocs! (ITK-3):

. Haznauenue VPN.

. Buner VPN.

. ITporokon AH.

. [Ipotokon ESP.

. [lonstue Transform Set.

. 3ammTa OT aTak Ha MpoTokoa STP.

. Iopsinox xoupurypuposanust VPN Ha mapuipytuzatope.

. [IpoBepka ¢yukmuonnpoBanus VPN.

. Ilopsiiox cornacoBaHusi aaroOpuTMOB MIKU(POBAHUS MPH YCTAHOBIICHUH 3aLUILIEHHOTO

OO0 JINOTh WwN —

COEIUHEHMUS.

Jabopamopuas pavoma Ned. Hccnedosanue nogvluieHus 00CHYRHOCHU CEMU C 8UPMYATbHBIM

MaApWpPymu3amopom.

Konrpomasusie Bompocs! 3amuthl (ITK-3):

1. IIpuHUUIIBI TOBBILLIEHUS CETEBOM TOCTYTTHOCTH.

2. CemetictBo mipotokoioB FHRP.

3. Tepmunsl VRRP.

4. VRRP c 6anancupoBkoii u 6€3 6ataHCHpOBKH TpaduKa.

6. Mcnonp30BaHe MPUOPUTETOB MPHU OATAHCUPOBKE TpadHKa.
7. Dtansl koHpurypupoBanus VRRP.

Jlabopamopuas pavoma Ne5. Hccneoosanue VPN mynnena.

Konrtpombhsie Borpocs! 3amuth (ITK-3):

1. Bunet VPN TyHHEneH.

2. Buner Remote VPN.

3. CornacoBaHue aJropuTMOB ayTeHTU(UKALNH, H(POBAHUS U TPOBEPKU LIETOCTHOCTH.
4. IIposepka coctosinus VPN TyHHENS.

6. Pabora VPN B TpaHCTIOPTHOM U TYHHEJIBHOM PEXKUMAaX.
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20.

21.

22.
23.
24.

25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.

7. CpaBuenue nporokoioB AH u ESP.

1.3.2 Bonpocut, sébinocumsle na 3Kk3amen no oucyuniune «Cemesasn oezonacnocmoy (ITK-3):
Omnpenenenue u KIacCHPUKAIUS TOTUTHK 0€30MaCHOCTH.
JluckpenoHHast MoJIMTHKa 0€301TacCHOCTH.

ManpatHas nonuTHKa O€30MacCHOCTH.

Ponesas monuTika 6€30mMacHOCTH.

MeTo/b1 321U Thl KOHCOJIBHOTO JIOCTYIIA K CETEBOMY 000pYI0BaHHUIO.
[TpoToKOJIBI yAAIEHHOTO JOCTYyIa K CETEBOMY 000PY10BaHMUIO.
MeTo/b1 3a1IUThI yAAJEHHOTO JOCTYMa K CETeBOMY 000PYI0BAHHUIO.
ITporoxon RADIUS.

ITporoxon TACACS+.

. JlJorupoBaHUE CETEBBIX COOBITUH.

. Onpenenenue u kiaccupUKaLnsi MEKCETEBBIX IKPAHOB.

. MekceTeBbIe 3KpaHbI ¢ TAKETHOM (PHITbTpaIHe.

. MexxceTeBble KpaHbl C COXpPaHEHUEM COCTOSHUM.

. MexcereBbie akpanbl Zone-Based Policy Firewall (ZBFW).

. MexcereBble 9kpaHsbl cienytomiero nokoinenus (NGFW).

. [Tpunuun paboTsl cucTeMbl 00HapyxeHus Bropkenuit (IDS).

. Ilpunnun paboTel cucTeMsl npenoTBpaiieHust Bropxkenuit (IPS).

. 3epKaimpoBaHKe MOPTOB JJIsi KOHTPOIIS Tpaduka.

. TpeGoBaHMsI HOPMATUBHBIX JTOKYMEHTOB M TEXHMUYECKUX PErJIAMEHTOB K 3alllUIIEHHBIM CETAM

CBSI3U.
TexHu4yecKkue  XapakTEepUCTUKHU  aNMapaTHBIX  MEXKCETEBBIX  DKPAaHOB  Pa3IMYHBIX
IIPOU3BOAUTEIICH.

I'octexxkomuccusi Poccumn. PykoBojsiuii AOKyMEHT 3amura OT HECAHKIIMOHUPOBAHHOIO
JOCTyTa K MHPOpMAaLIUH.

OOGecreueHue 3amuThl 0ECIPOBOTHOTO CETEBOT0 000PYI0BAHHS.

MexaHu3Mbl KOMIUIEKCHOM 3aIUTHI CETEH 3JIEKTPOCBS3H.

[TonoxkeHre 0O NHUIIEH3UPOBAHUM ACSITEIBHOCTU M0 TEXHUYECKOM 3aluTe KOH(HIEHIIUAIbHON
uHpOpMaLIUH.

O6ecnieyeHne coxpaHeHUsI KOMMEPUYECKON TalHBI MPETPUSATHS.

Karasior 0600111eHHBIX MEPONPUSATHI 110 3alUTe KOHPHUICHIIMATHLHON HH(DOpMAITUH.
VYmpasnenue oonosnenusmu [10 u OC.

YpOBHM CETEBOM 3aLUTHI.

CrpyKTypa 3alMIIeHHON CETH.

Mertonbl 1 CpeacTBa MOBBILIECHUS CETEBOM JOCTYITHOCTH.

Craruueckuit NAT.

Junamuueckuii NAT.

NAT ¢ npuMeHeHneM MacKapauHra.

3amura ot arak Ha VLAN.

3ammra OT arak Ha mpoToKoa STP.

Hcnonb3oBanue ¢pynkmnuu Port Security.

3ammra ot arak Ha ipoTokonsl DHCP u ARP.

Onpenenenue u knaccuduxanus VPN.

[Tporokonsr VPN, peanusyembie Ha BTopoM ypoBHe Moaenu OSI.

[Tpotokonsl VPN, peanusyemblie Ha TpeTheM ypoBHe Mozenu OSI.

[TpoToKOIBI TYHHETUPOBAHUSI.

[Tpotoxonsr IPSec.

Dos u DDos-araku.



44, Cuctemsbl o0Hapysxenus Bropxkeruit (I1DS).

45. Cucremsl nipefoTBpaiieHus Bropxkenuii (IPS).

46. Knaccudukanust KOMITBIOTEPHBIX BUPYCOB.

47. Ilpumenenue antuupycHoro 110 Ha nuiro3ax KOpmopaTUBHOM CETH.

48. Knaccudukanust KopropatuBHOro antTuBupycHoro I10.

49. Tlpotokonst PPTP, L2TP, L2PW.

50. CpaBHHTEIBHBII aHAIH3 TPOTOKOIOB BTOPOTO YPOBH.

51. TlpumeHeHHe MPOTOKOJIOB BTOPOTO YPOBHS B crcTteme Site-to-Site.

52. [IpumeHeHue MPOTOKOJIOB BTOPOTO YpoBHS B cucteme Remote VPN,

53. Opranu3anMoOHHbIE MEPOIPHUSATHS 110 KOMIIJIEKCHOM 3aliTe KOPIOPAaTUBHOM CETH.

1.4 Oyenounvie mamepuanst 014 3a04HOU Popmbl 00yUeHUA

Ilpakmuueckoe 3anamue Nel. Kongpuzypupoeanue 3auyumol KOHCOMbHO20 U YOANEHHOZ0
odocmyna.
Kontponshsie Bomnpocs! (ITK-3):
1. IToHsATHE KOHCOIBHOTO JIOCTYTIA.
2. Heo0x01MMOCTh 3alIUThl KOHCOJIBHOTO JIOCTYTIA.
3. 3amuTa nepexoaa B IPUBUIETUPOBAHHBIN PEXKUM ITPH KOHCOJIBHOM JIOCTYIIE.
4. Bugasl napoJien.
5. Cozpanue y4eTHOH 3alIUCH MOJIb30BATENs IPU KOHCOJIBHOM JIOCTYIIE.
6. HazHaueHue npuBUiIeTuil yYETHBIM 3aIIUCSM.
7. IlpuHIMI CO3/1aHUs CIIUCKA pa3pelIeHHbIX KOMaH/I.
8. [IpocMOTp yueTHBIX 3alMCe HA YCTPOMCTRE.
9. IIpoTOKOJIBI yTAIEHHOT'O AOCTYyIA.
10.CepBepHas ayTeHTHPHKALINSA.

Ilpakmuueckoe 3anamue Ne2. [locmpoenue 10KanbHoll cemu ¢ KOMRAEKCHOU 3aUUMOll.
Konrpomasusie Bompocs! (ITK-3):

. Ataku VLAN Hopping.

. 3ammTa OT aTak ¢ UCIoJIb30BaHueM npotokoja DHCP.

. 3amuTa OT aTak ¢ UCIoJyib3oBaHueM mporokosa ARP.

. Hasznauenwue ¢yuximu Port Security.

. Haznauenue Trunk-moptoB koMMyTaTopa.

. 3ammTa OT aTak Ha MpoTokoa STP.

. Iopsinok xoudurypuposanus NAT.

. [Ipocmotp NAT-TpancIsmuii Ha MapuIpyTU3aTope.

0NN N kW~

Jlabopamopuasa pavoma Nel. Hccnedosanue ceoiicme mexiccemesulx IKPaHoe.
Konrpomsnsie Bormpocs! 3amuthl (ITK-3):

1. Ha3zHaueHne MeKCeTeBbIX IKPAHOB.

2. Kputepun npoepku naketoB MCD ¢ makeTHOW (UIbTpaIUeH.

2. Kputepun nncnextuposanus ceccuii MCD ¢ cOXpaHEHHUEM COCTOSTHUI.

3. [IpuBsizka mpaBwWJI MHCTIEKTUPOBAHUS K HHTEpdelicaM MapuIpyTu3aTopa.

4. ITpussazka ACL k unTepdeiicam mapuipyTuszaropa.

6. Anroput™ npoBepku ceccuit MCD ¢ coxpaHEHUEM COCTOSTHUM.

7. lopsinok koHpurypuposanuss MCO ZBFW.

Jlabopamopnasa paboma Ne2. Hccneoosanue nogvluieHus 00CMYRHOCHMU CEMU C 6UPMYATbHBIM
MaApUpymu3amopom.



KontponbsHbie Bornpocs 3amuThl ([TK-3):

1. IIpyHIUIBI TOBBILICHHUS CETEBON TOCTYITHOCTH.

2. CemeiictBo npoTokosios FHRP.

3. Tepmunsl VRRP.

4. VRRP c 6anancupoBkoi u 6e3 OalaHCHPOBKH TpaduKa.

6. Mcnonp30BaHKe MPHOPUTETOB NpU OanmaHCHPOBKE Tpaduka.
7. Oranbl koHpuUrypuposanus VRRP.

Bomnpocekl, BbIHOCHMBIE HA IK3aMeH No aucnunianne «CereBas 6e3onacuoctb» (IK-3):
OmnpenencHre U KIaCCU(PUKAIUS TTOTUTHK 0€30MTaCHOCTH.
JluckpenonHasi HOJUTHKA 0€30MaCHOCTH.
MasnnaTHas HOJIUTHKA OE30MTaCHOCTH.
PoneBast monutrka 6€30MacHOCTH.
MeTob1 32U THl KOHCOJIFHOTO JOCTYIA K CETEBOMY 000PYA0BAHHIO.
[TpoToKOIBI yAANIEHHOTO JOCTYTa K CETEBOMY 000PYIOBAHHIO.
MeTobl 3aIUTHl YAAJIEHHOTO JIOCTYTa K CETEBOMY 000pYI0BaHUIO.
ITporoxon RADIUS.
ITporoxon TACACS+.
0. JlorupoBaHue CETEBBIX COOBITHHA.
1. Omnpenenenue u kiaccupuKalys MEKCETEBBIX IKPAHOB.

12. MexceTeBble SKpaHbl ¢ TAaKETHOU (hUIbTpaLuei.

13. MexceTeBbIe SKpaHbl C COXPAHEHUEM COCTOSHHIA.

14. MexcereBbie skpanbl Zone-Based Policy Firewall (ZBFW).

15. MexcereBble SKpaHsbl cieaytomiero mokoneHus (NGFW).

16. IIpunuun paboTsl cucTeMbl 0OHapyxkeHus BropakeHuit (IDS).

17. Tlpunuun paboTsl cCHCTEMBI peAOTBpalieHus BTopskeHuit (IPS).

18. 3epkamupoBaHHE MOPTOB AJIsi KOHTPOJIA TpaduKa.

19. TpeGoBaHus HOPMATUBHBIX JOKYMEHTOB M TEXHUYECKHUX PETJIAMEHTOB K 3alUILEHHBIM
CETSIM CBSI3U.

20. TexHuYeckHe XapaKTEpPUCTUKH alllapaTHBIX MEKCETEBBIX HIKPAHOB Pa3IMUHBIX
MPOU3BOAUTENEH.

21. Tocrexxkomuccus Poccuu. PykoBoasmuii TOKyMeHT 3aliuTa OT HECaHKIIHOHUPOBAHHOTO
JOCTyTIa K HH(POPMAIIUH.

22. OOecneueHue 3aUTH OECIIPOBOIHOTO CETEBOTO 00OPYIOBAHHUS.

23. MexaHu3Mbl KOMIUIEKCHOM 3alTUTHI CETEH SJIEKTPOCBSI3H.

24. TlonoxxeHue O JTUICH3UPOBAHUU JICATEIILHOCTH 110 TEXHUYECKON 3aIINUTE
KOH(pUACHIMAIBPHON HH(OpMAITUH.

25. OO6ecrieyeHne COXpaHEHUsI KOMMEPUECKOM TailHbI peApUATHSI.

26. Karanor 0000IIEeHHBIX MEPOTIPUATHH 110 3aITUTE KOH(PUIESHIINATLHON HHGOPMAITIH.

27. Yupasnenue oonosneHusimu I[10 u OC.

28. YpOBHHU CE€TEBOM 3aIUTHI.

29. CTpyKTypa 3alIMIIECHHON CEeTH.

30. MeToasl 1 cpeACTBA OBBIMICHUS CETEBOM TOCTYITHOCTH.

31. Craruueckuii NAT.

32. JMunammueckuiit NAT.

33. NAT c npuMeHeHHeM MacKapaiHra.

34. 3amwurta ot atak Ha VLAN.

35. 3amwuTa oT atak Ha mpoTokon STP.

36. Hcnonp3oBanue ¢pynkuun Port Security.

37. 3amwura oT atak Ha npotokoisl DHCP u ARP.

38. Omnpenenenue u knaccuduranus VPN.

RRO©oo N ORWNE



39. IIporoxonsl VPN, peanusyembie Ha BTOpoM ypoBHe Mozenu OSI.
40. Ilporokonsl VPN, peanusyembie Ha TpeTbeM ypoBHe Mozenu OSI.
41. IIpoTOKOJIbI TYHHEIUPOBAHMUSL.

42. TIlporoxomsl IPSec.

43. Dos u DDos-aTaku.

44. Cuctemsl oOHapy:xeHus Bropxkenuii (IDS).

45. Cucremsl ipepoTBpatnieHus Bropskeruit (IPS).

46. Knaccudukanus KOMIBIOTEPHBIX BUPYCOB.

47. Ilpumenenue antuBupycHoro 10 Ha nuit03ax KOpHOpaTUBHOM CETH.
48. Knaccudukanus koprnopatuBHoro antuupycHoro I10.

49. TIporoxoser PPTP, L2TP, L2PW.

50. CpaBHUTENbHBIN aHATIN3 POTOKOJIOB BTOPOTO YPOBHSL.

51. IlpumeHeHHE TPOTOKOJIIOB BTOPOTO YPOBHS B cucTeMe Site-to-Site.
52. IlpumeHeHHe MPOTOKOIOB BTOPOTO YpOBHsA B cucteme Remote VPN.
53. OpraHu3zanoOHHBIE MEPOTIPHUATHUS TI0 KOMITJICKCHOH 3aIUTe KOPIIOPATHBHOMN CETH.

2 MeToauyeckue MaTepUaJibl, ONpeaesIsiiolHe MPoueIypbl OeHUBAHUSA 3HAHMIA, yMEHUIA,
HABBIKOB H (MJIH) ONBITA AeSATeIbHOCTH, XapaKTepPU3yIIUX 3Tanbl GopMupoBaHUs
KOMIIeTeHII M

2.1 Ilopaoox u memoouka npoeedeHuUs MmeKyueco KOHMPOAA U RPOMEHCYMOYHOU
ammecmayuu

[IpenycMOTpeHBI Clle Iy OINEe BUABI KOHTPOJIS:

- MPOMEXKYTOYHBIH KOHTPOIIB 110 KKIOMY MOJAYIIIO — B (hopMe HarMcaHus KOHTPOJIBHON pabOTHI
IUIL OLICHKU TEOPETUUYECKUX 3HAHMI;

- IPOMEXKYTOUHBIH KOHTPOIIb 110 KaKJOMY MOJYJIIO — B (hOpME OTUETOB 10 Ja00paTOPHBIM
paboTaM M MPAKTUYECKUM 3aHATUAM [T OLIEHKH NTPAKTUYECKUX HABBIKOB;

- IPOMEXKYTOYHAsl aTTECTAlMS IO AUCHUILUIMHE — B JOpME IK3aMeHa.

Texyimii KOHTPOJIb YCIIEBAEMOCTH B (JOPME 3aLIUTHI Ja0OPATOPHBIX U MPAKTHUECKUX 3aHATHIH
MIPOBOAMTCS B JIBA ATAra:

- 1-ii 3Tam: J0MycK K BBINOJHEHHIO Ta00paTOPHOI paboThI (MTPAKTUYECKOTO 3aHATHS) —
MPOBOJUTCS B OopMe MUCHbMEHHOM «IeTyukm» (5-10 MHUH) ¢ 11e7TbI0 KOHTPOJISI 3HAHUN CTYACHTOB
TEOPETUIECKON YacTu J1ab0paTopHOI padOThI U TOTOBHOCTH K BBHITIOJTHEHHIO MPAKTUYECKUX
HCCIICIOBAHUM;

- 2-1i HTaIl BBIMOJTHACTCS IO OKOHYAHUU KaXKJJOU J1abopaTopHON paboThI (IPAaKTHUECKOTO
3aHATHA) B (OpME UHAMBHUIYAIBHOTO COOECEI0BAHUS IO BBIOJTHEHHBIM UCCIIEIOBAHUSIM UITU
pacuetam. [IpoBOaUTCS C 1ENIbIO KOHTPOJISL 3aKPEIUICHUS] TEOPETUUECKON YacTH MaTepuasa U CTeIeHU
0TpabOTKH CTYJEHTOM MPAKTHUECKUX HaBBIKOB HCCJIEIOBAHUS Ha armaparype.

KoHTponbHbIe pabOTHI BHIOIHSAIOTCS B BHJIE KOPOTKOTO MHUCHMEHHOTO OTBETA HA OJIUH BOIIPOC,
W3YYECHHBIN Ha IPEAbIAYILIEH JTEKIIMU B HaYaJIe KaXX0i mocieayomei Jekiuu. OTBeT Ha BOIPOC
naetcs B TedeHue 5-10 munyT. Takum 006pazom, Mociie JEKIMOHHOTO Kypca KaXKI0ro MO IS
dhopmupyercs 00111ast OreHKa 3a TEOPETUUECKHUE 3HAHUS.

C 1uenbro MOBHIIICHUS KauecTBa 00yUeHUs 3a CUeT MO0y KIEHUS CTYJCHTOB K aKTUBHOW TEKYIIIeH
y4eOHOI paboTe, YETKOTO M ONEPATHBHOTO KOHTPOJISI BCETO X0/1a y4eOHOTO TMpoIiecca, CHIKEHUS POJIHA
CIIy9aifHBIX U CyOBEKTUBHBIX ()aKTOPOB MPU OIICHUBAHUH YI€OHOU JEATEILHOCTH CTYICHTOB B
00pa3oBaTeNbHOM IPOIIECCe PeaTn30BaHa MOIYJIbHO-PEHTHHIOBAs CHCTEMA.

[IpaBuna ee ucnonp3oBaHus ponucansl B «llonoxxenun 06 MPCy.

HaGpannsie oOyuaromumcs 6aibl MOTYT OBITh ITIEPEBEICHBI B OIICHKY:

- «HEYJOBIETBOPUTENBHO» - 0T 0% 10 40% OT MaKCHMaIbHOTO KOJIHYECTBA OAIIIOB;

- «YIOBJIETBOPUTETHLHO» - OT 41% 10 60% MaKCUMaJIBHOTO KOJIMYECTBA OAJIOB;



- «xopotioy» - ot 61% 10 80% MakCUMaTbHOTO KOJUYECTBA OAJLIIOB;

- «OTINYHO» - 0T 81% 1o 100% MakcHMaJIbHOIO KOJIHYECTBA 0alIOB.

CoOTHOIIICHUS MAaKCHMATTLHOTO KOJTMYECTBA OAJIIOB, TTOJYYEHHBIX CTYIEHTOM IO OJIOKaM
MOJyJei, moka3ansl B Tabnure 2.

CoOTHOIIIEHHS MaKCUMAaJIbHOT'O KOJHYESCTBA 6aJ'IJ'IOB, IMMOJIYUCHHBIX O6yLIaIOH_II/IMCH mo OjoKaMm

MoJyJiel, moka3aHsl B Tabmuie

Tabmuma - Paco

efieieHre 0aJuIoB 1Mo 0JIOKaM MOJyJIeH TucHUIInHbl « CeTeBas 0€30MacHOCThY

Monaynb Bcero 6annos Teopetnueckuii 6ok [[IpakTuyeckuit 610K
(MakcumanbsHoe 3HaueHue) |(KontponbHas paboTa)

Moayib 1 50 20 30

Moynb 2 50 20 30

Moaynb - Dk3aMeH

100

Pe3ynbraThl TEKyIIEro KOHTPOJIS JOBOAATCS 10 CBEJCHMS OOYy4aroIIMXCs Ha MOCIEAHEM 3aHATHU
710 TIPOBEICHUS POMEKYTOUHOU aTTECTALINH.

Ha sk3ameHe npou3BOAMTCS OLEHKA TeX KOMIETEHLUH, KOTOPbIE JOJKHBI ObITh B TOW MM MHOU
¢dbopme OCBOEHBI B Tporecce u3ydeHus. Pekomenmyercs (GopMupoBaTh BOMPOCH B OMIIETaX TaKUM
00pa3oM, YTOOBI PENoAaBaTeIb CMOT OLEHUTh BCE KOMIETEHIUHN JaHHON TUCIUITIINHBI.

2.2 Memoouka npogedenus IK3ameHda 8 ZPynnax 3a04Hoil popmul 00yuenus

Ok3ameH no aucuuruinHe «CereBasi 6€30MaCHOCTB» Y 00ydaromuxcs 3a04HOM (hopMbl 00yueHus
MIPOBOAMTCS TNMHCBMEHHO IO Kiaccudyeckol meroauke. Bompocsl crpynnupoBaHel B Ouinertax. B
KaX/10M OujIeTe COAEPKUTCA M0 2 BOMPOCa, CKOMIIOHOBAaHHBIE TAKUM 00pa3oM, YTOOBI IIPEIo1aBaTeNb
CMOT OLIEHUTH BCE KOMIETCHIIUH JaHHOW TUCIHMILIMHEL. KoiamuecTBo OMIIETOB TOHKHO OBITh HE MEHEe
yucia oOydaronuxcs B rpymnne. OOyuaromuecs TOTOBAT MHCbMEHHbBIE OTBETHI HA BOIIPOCHI.

3 [IpomexxyTouHas arTecTanus
HpOMe)KYTO‘IHaH arrecTaluusa NpoOBOAUTCA B (I)OpMe JK3aMCHa.

OK3aMeH NPOBOJUTCSA MO PACIUCAHMIO JK3aMEHAIMOHHOM ceccuu B ycTHOM Buzae. KommuectBo
BONPOCOB B JK3aMEHAlMOHHOM Owmietre — 2.  IIpoBepka OTBETOB U OOBSABICHHE pE3yJILTaTOB
IIPOM3BOJUTCS B J€Hb SK3aMeHa. Pe3ynbpTaThl aTTecTali 3aHOCATCS B SK3aMEHAIIMOHHYIO BEIOMOCTh U

3a4ETHYI0 KHIKKY 00y4arolerocs.

OOyuaronuecs, HE MPOIIEIIIAC MPOMEKYTOUHYIO aTTECTAIlMI0 1O TpadHKy CECCUH, IOJKHBI

JMKBUAUPOBATH 33/I0JDKCHHOCTD B YCTAHOBJICHHOM TTOPSIJIKE.
OO0pa3err SK3aMEHAIIMOHHOTO OnIeTa



MHWHUCTEPCTBO [IUP®POBOI'O PA3BUTH S, CBA3U
s 1 MACCOBBIX KOMMYHHUKAII POCCUMCKON ®EJIEPAITAN VTBepxk a0
E Cesepo-Kagkasckuii ¢punuan opaena Tpynosoro Kpacnoro 3HameHu 3aB. kadenpoit «UUTCC»
g\‘ ) (heepanbHOro rocyapCTBEHHOTO OIOPKETHOTO 00Pa30BaTEIbHOTO
YUPEXKICHHUS BBICIIETO 00pa3oBaHUs « » 20 r.
«MOCKOBCKHI TEXHUUECKHUI YHUBEPCUTET CBSA3U M HH(DOPMATUKI» o o

Hamnpasnenue noaroroku: 09.03.02 HUHpOKOMMYHUKAIIMOHHBIE TEXHOJOTHH U CHCTEMBI CBSI3H
Kypcsr: 4
Juctunmna: Cemeean 6e3onacnocmu

buner Ne7
1. MexceTeBble SKpaHbl ¢ TAKETHON (UIbTpaAIIHEH.
2. [Tporokon RADIUS.

Houent kad. «ATCCy Manunn A A.
« » 20 .

Ooun KomnieKm OMmneyamaHHbviX K3AMEHAYUOHHBIX OUemos, NOONUCAHHLIX npenodasamesiem
Kageopsl u YmeepiucOeHHbIX 3a8edViouum Kapeopol xpanumcs y 3asedyowe20 Kageopou, Opyeol
KOMNJIeKm — y npenooagameiis, 6e0yuie20 OUCYUNIUHY

4 TecToBble 3a1aHus 1JIsl IPOBeAeHNsI olleHKH chopmupoBaHHOocTH KomneTenuuu ITK-3

3amaHus pacrpelesneHbl Mo OJlokaM B COOTBETCTBUH C YPOBHEM CIIOKHOCTH. Kakaplii 0ok
COJICP’KUT HOMEP 3aJaHUsI, U TEKCT 3aJaHHUs.

ba3zosslit ypoBens (binok A) conepxxut npumepHo 50 % 3ananuid.

OH ¢opmupyercs u3 3aJaHUi C BBIOOPOM OJHOTO WM HECKOJBKHUX BEpPHBIX OTBETOB W3
NPE/UIOKEHHBIX ~ WIM  BOCIPOM3BENEHHs  (pakThdeckoro marepuaia (TEpMUHOJIOTHA,  (aKTHl,
KJIacCU(PUKAINSL, TApaMeTPhI U Ip.);

IToBeiiennsii ypoBeHs (biiok b) B cpennem cocrasisiet 35 % 3anaHuil.

B Hem wucmonb3yroTcsi  3ajaHMsl  Ha  COINOCTABJIGHWE, CpPaBHEHHE,  yCTAHOBJICHHE
MOCTIeI0BATEIbHOCTH;

Bricokwuit yposens (biok B) B cpeanem coctasisor — 15 % 3aganuii.

B 3amaHum HCMONB3YIOTCS: PEIICHUs HETHUIIOBBIX 3ajad, allTOPUTMBI, JOKA3aTeIbCTBA, 3aJaHUs C
Pa3BEepHYTHIM OTBETOM — OIPEAETICHUS, IEpEUUCIeHIE, N300paXeHHe CXeMbl, CTPYKTYpHI U Ap.

KonuuectBo 3ananuit no komnereniuu [1K-2 paBuo 20, no komnerenuu [1K-3 pasuno 20. Beero
40 3amanui

Kittoun x oTBeTaM MpeCcTaBICHBI B OTJCIBHBIX TA0JIUIIAX.

BJIOK A (6a30BbIii ypOBEeHB) — 3a/1laHie C BEHIOOPOM OJHOTO WJIM HECKOJILKMX BEPHBIX OTBETOB U3
MIPEITIOKEHHBIX

Huempyxyusa no mecmam bnoxa A: Ilpouumaiime mexcm u 8vibepume OOUH UNU HECKOIbKO
NPABUNLHBIX ONEEMOo8

Ne
3a TexcTbl 3a1aHUI
AAaHus
1 JluckpeninoHHas MOUTHKA OE30MaCHOCTH MPEIoiaraeT

1. ompezneneHue MpaB AOCTyIa CyOBEKTOB K 00BEKTaM
2. coOoTHOIIEHUE aTprOyTOB 6€30MaCHOCTH 0OBEKTOB YPOBHIO JIOCTYyTa CyOBhEKTa
3. ompeneneHuss MHOKECTB MOJIb30BaTENIeH, poJiel, TOJITHOMOYHM U CEaHCOB

2 ManjaTHas MoJIUTHKA 0e30macHOCTH [peamogaract




3a
JaHuA

TekcThl 3aHaHui

1. ompenenenue mpas JOCTyIa CyObEKTOB K 00bEKTaM
2. COOTHOIIIEHHE aTPUOYTOB OE30MAaCHOCTH O0OBEKTOB YPOBHIO JI0CTyTa CyOBeKTa
3. onpenieNieHUsI MHOXKECTB MOJIb30BATENEH, poJiel, TOJIHOMOYHI M CEaHCOB

PoneBas nmonutuka 6€30MacHOCTH NMpeAnoiaraeT

1. ompenenenue mpas JOCTyIa CyObEeKTOB K 00bEKTaM

2. COOTHOIIIEHHE aTPUOYTOB OE30MaCHOCTH O0OBEKTOB YPOBHIO JI0CTyTa CyOBeKTa
3. onpenieNieHUsI MHOXKECTB MOJIb30BATENEH, poJiel, TOJIHOMOYHI M CEaHCOB

[Taposs enable password xpanures

1. Ha yCTpOHCTBE B 3aIU(PPOBAHHOM BHJIE

2. Ha AAA-cepBepe

3. Ha ycTpo#CTBE B He3aM()POBAHHOM BHUJIE

[Tapons enable secret xpanures

1. Ha yCTpOHCTBE B 3aIIU(PPOBAHHOM BHJIE

2. Ha AAA-cepBepe

3. Ha ycTpo#CTBE B He3aU()POBAaHHOM BHUJIE

VYaaneHHblf JocTynm K YCTpocTBaM  HPOM3BOJUTCS C  HUCHOJIb30BAHHUEM
UHTEpPEiicoB

1. BUpTyanbHBIX

2. puznueckux

3. ceTeBbIX

[Mporokon Telnet obecrnieunBaeT nepeavy TaHHBIX
1. B He3aIM(ppOBAaHHOM BHJIE

2. B 3a11M(pOBaHHOM BUJIE

3. B KOTMPOBAHHOM BH/JIE

[IpoTtokon SSH obecnieunBaeT nepepady JaHHBIX
1. B He3amM(ppPOBAHHOM BHIE

2. B 3a1in(pOBaHHOM BUJIE

3. B KOAMPOBAaHHOM BHJIE

AAA-cepBep npeHa3HAYEH

1. nns xpaneHust GpaiaoB U TaHHBIX

2. 1S IEHTPAIM30BaHHOTO YIIPABICHUS TOCTYTIOM

3. nns obecnieuenus pyHKIHOHUpOBaHUS cirykObl DNS

10

IIpu ncnonp3zoBannu AAA-cepBepa JOKadbHAas yUYeTHAs 3alUCh MPUMEHSIETCS ISt
- UCKJTFOUEHUS (PU3HUYECKOTO JOCTyIa K 000PyAOBAaHHIO

1. obecrieueHus 1OCTyIA K YCTPOMCTBY B ciydae oTkaza AAA-cepBepa

2. obecrieuenust nocryna Kk AAA-cepsepy

3. O6ecnieuenus nocryna Kk HTEpHET

BJIOK b (noBbIIeHHBIN YPOBEHB) — 3a/IaHUE 3aKPBITOTO THUIIA HA YCTAHOBJICHHE COOTBETCTBUS
Huempyxyusa: Ipouumatime mexcm u ycmanosume cOomsemcmeaue

Ne

3aJJaHuA

TekcThbI 3a7aHNH

11

PaccraBbTe KOMaHbl KOH()UTYPHPOBAHUS B COOTBETCTBHHU C MX JICHCTBHEM
1. aaa new-model

2. port security

3. vlan Ne

4. username <joruH>

5. login local




Ne

TekcThl 3a1aHAN
3aaaHuA

A. BrimrogaeT GyHKIHIO 3a1TUTHI TOPTOB KomMMyTaTopoB oT HCJI

b. Co3naet yueTHy1o 3anuch NOIb30BaTENA

B. Bxutouaer Ha ceTeBoM ycTpoiicTBe GyHKIHIO AAA

I'. CoznaeT Ha KOMMyTaTOpe BUPTYAJIbHYIO JIOKAIBHYIO CETh

J1. Yka3piBaeT Ha HEOOXOUMOCTh ayTCHTH(UKAIIMH 110 JIOKATBHOU 0aze

12 Y cTaHOBHUTE COOTBETCTBUE CETEBBIX CPEACTB 3ALUTHI UX Ha3HAUEHUIO:
1. 30HaNbHBIA MEKCETEBOM IKpaH;

2. MexceTeBoll DKpaH ¢ COXPAaHEHUEM COCTOSTHUM;

3. IDS/IPS;

4. NAC,;

A. CpeacTtBa KOHTPOJIA IOCTYIIA B CETh;

b. Pazgenenue ceTu Ha 3allMICHHBIE CETMEHTRI, B TOM yncie DMZ;
B. 3ammra nepumerpa certu;

I'. CpencTtBa 0OHapyKEHUS/IPEIOTBPALICHHUS BTOP>KEHUIA.

13 CymiecTBYIOT CIASAYIOIINE YPOBHU CETEBOM 3aIUTHI:

1. Internet Layer,

2. Perimeter Layer;

3. Network Layer;

4. Endpoint Layer;

5. User Layer.

[TocTaBbTe B COOTBETCTBUE ONpPECNICHUS JAHHBIX YPOBHEH:

A. IOUCK Y TIpEeI0TBpALIEHUE YTPO3 BHE MTEpUMETpPa 3aLIUIIAEMOM CETH.

b. npenna3zHadeH [1s aHaaM3a BHYTPUCETEBOrO TpauKa Ha MPeAMET KOMIIPOMETAIUN
JIOKAJIbHBIX Y3JIOB.

B. nmpennazHaueH a1 MaKCUMaIbHOTO COKpALICHHUs IJIOMAAN aTaKU Ha CETh.

I'. moBrIICHUE 3alMUIICHHOCTH CCTH UCPC3 06yquI/Ie KOpTIOpaTUBHBIX oJIL30BaTenei
OCHOBaM MH(GOPMAITMOHHON O€30MTaCHOCTH.

J1. mpeiHa3HaueH A KOMIUIEKCHOM 3alIUThl pa00YUX CTAHIIUN M MOOWMIILHBIX YCTPOUCTB.

14 Jl1s1 6€30MacHOCTH CETEBBIX YCTPOMCTB XapaKTEPHBI CICIYIONINE PUCKHU:
1. ITogkiroueHue HEYYTEHHOTO OKOHEYHOT'0 000PYI0BaHUS;

2. KOHCONbHOE MOJKIIOYEHUE C MIPABAMH aIMUHUCTPATOPA;

3. YaneHHoe MOJKIIIOUEHUE C TpaBaMu aJIMUHUCTPATOPA.

JIJ1 321U ThI OT 3TUX PUCKOB HCIIONb3YETCS:

A. CepBepHas ayTeHTH(pUKALINS;

b. AyrenTudukaus mo JOKaJIbHOH 0a3e;

B. Texnonorus Port Security.

BJIOK b (HOBbIIIEHHBII ypOBEeHb) — 3aJaHUE 3aKpbITOrO TUIA Ha YCTAHOBJICHHE
M0CJIe10BATEIbHOCTH
HUnempyrkyusa: IIpouumatime mexcm u yCmanogume npasuibHyio nociedo8amenbHOChb

Ne

TexcTbl 3a7aHUNH
3a1aHuA

15 PaccraBpTe B TOps/IKE YBETUYEHHUS KOJIMYECTBA JOCTYIHBIX KOMaHJ KOH(HUTYpPUPOBAHHS
IPUBUJIETUU:

1. ITonp30BaTENbCKUI pEXKUM

2. IlpuBurIIETHPOBAHHBIN PEKUM

3. Pexxum rino6anbHOr0 KOH(GUTYpHpOBaHUS

16 PaccraBbTe no nopsaky stamnsl yctanoBineHus coeaunenust VPN IPSec:
1. Ilepegaya naHHBIX




Ne

TexkcThbl 3a1aHAH
3aJaHusA

2. Ycranosnenue 3amumensoro ISAKMP-kanana
3. Ycranosienue 3ammumiieasaoro 1PSec-xanana
4. B3anmuas ayTeHTUDUKAIUS

17 PaccraBpTe B mMOpsiAKEe 3HAYMMOCTA HOPMATHBHBIE aKThl, PETJIAMEHTUPYIOIINE BOIMPOCHI
nH(pOpMaIMOHHOM 0€30MMaCHOCTH:

1. JlokanbHbIE HOPMATUBHBIE aKThI;

2. ITpuka3zbl cooTBeTCTBYIOIMX MuHKHCTEPCTB U BenqomcTs;

3. 3akoHbI PD;

4. Ykassl [Ipe3unenrta PO;

5. Koncturynus PO;

6. [locranoBnenus [IpaBurensctBa PO.

BJIOK B (BbICOKHI ypOBEHB) — 3a/laHUE OTKPBHITOTO THIIA C PA3BEPHYTHIM OTBETOM
Uncmpyxyus: [pouumatime mexcm u 3anuwume 060CHOBAHHbIU OMEem

Ne .
TekcThl 3a0aHUI
3alaHNuA
18 Jlns yero npeanasHayeHa TexHosorus Site-to-Site VPN?
19 UYro siBisieTcst 00bEKTOM B MOJIENH MOJUTUKY WH(POPMALIMOHHOK Oe30macHocTu?
20 Yro Takoe ataku VLAN Hopping?

MeToauka npoBeieHUs1 TECTUPOBAHUS

MaxkcrManbHOE BpeMs BBIIIOJIHEHUS TeCTa - 60 MUHYT.

KonnuecTBO TECTOBEIX 3aaHuil B TecTe HE MeHee 20.

J1is poBeACHUST KOHTPOJIS OCTATOYHBIX 3HAHUNA KOMIBIOTEP (POPMUPYET B CIIyHIallHOM MOPSIIKE
60 TeCTOBEIX 3aJaHUM.

[Ipu MpOXOXKIEHUH TECTOBOTO KOHTPOJS 3HAHWN 0OydYarouuiics MOJDKEH BbIOpAaTh OAWH WU
HECKOJIBKO MPaBUJIbHBIX OTBETOB B Ka)KJIOM TECTOBOM 3aJIaHUU.

B cnydae mpaBunbHOTO OTBeTa Ha 17 M Oomee TectoBhiX 3amanmii (81-100% mnpaBUIIBHBIX
OTBETOB) OOYyUaIOLIUICSA TOATBEPKIAET OCBOCHHE KOMIIETEHIUN C YPOBHEM «OTIWYHO». [Ipu oTBere
Ha 13-16 TectoBbIX 3amanuii (61-80% MpaBUIBLHBIX OTBETOB) OOYUYAIOLIUIICS MOATBEPKAAET OCBOCHHE
KOMIIETEHIINI ¢ ypoBHEM «xopouio». [Ipu otBete Ha 9-12 TecToBbIX 3amanuii (41-60% mnpaBUIbHBIX
OTBETOB) OOYYArOIIUICS MOATBEPKAAET OCBOCHUE KOMIICTCHIUMI C YPOBHEM «YJIOBIECTBOPHTEIHHOM.
IIpu orBere MeHee uem Ha 9 TectoBbIX 3amaHuil (0-40% mnpaBUIIBHBIX OTBETOB) OOyYalOUIMiics He
MOTBEPKIaET HEOOXOAMMBIN YPOBEHb 3HAHHI U OIICHUBACTCS «HEYIOBIECTBOPUTEIBHOY.




Kputepun oneHuBanusi 0TBeToB Ha TecToBbIe 3a1anus I1K-3

Homep YkazaHusi 10 OlIeHUBAHUIO Pe3yabTaT ouleHUBaHUS
3aaHus (0anJ1B1, MOJTyYeHHBbIE 32 BHINOJHEHHE
3a/]aHus/XapaKTePUCTUKA MPABUJIbHOCTH
0TBETA)
3amanus Biox A CoBnaneHne ¢ BepHBIM OTBETOM OIlCHHBaeTCs 1
C 1-o 10 3amaHus ¢ BBIOOPOM OTHOTO WM HECKONBKHX BEpPHBIX | 0amoMm;
OTBETOB W3 NPEIJIOKEHHBIX CYHTACTCS BEPHBIM, €CIIH | HEBEpHBIN OTBET WIH €r0 OTCYTCTBHE - () OaylioB.
MPaBWIBHO yKa3aHa wudpa wiu nudpbl, O3HAYAIOIIUE
BEpHBIC OTBETHI.
50% TEeCTOBBIX 3a/IaHUIA.
3anaHus Bbuiox b Ilonnoe coBmazeHue C  BEpPHBIM  OTBETOM
C 11-no 17 3aaHus 3aKPBITOTO THUIIA HA YCTAHOBJIEHHE COOTBETCTBUS | OLICHUBaeTcst 1 6asiom;

CUMTACTCS BEPHBIM, €CJIM MPABUILHO YCTAaHOBJICHBI BCE
COOTBETCTBUS (IO3UIIMM W3 OJHOTO CTOJOLA BEPHO
COIIOCTABJICHBI C TIO3UIUSMHE JIPYTOTO0).

20% TECTOBBIX 3aJaHUI

HEBEPHBIN OTBET WJIH €ro OTCyTCTBHUE - 0 GayuIoB.

Biok b
3amanus 3aKpPBITOTO THIIA Ha YCTaHOBIICHHE
I10CJIEIOBATEIBLHOCTH CUNTAETCS BEPHBIM, eciu

MPaBUIILHO YKa3aHa BCsI [OCIIE0BATENILHOCTD LUAQD.
15% TecToBBIX 3amaHui

Ilonnoe coBmajgeHue ¢
oleHuBaeTcs 1 6amioMm;
€CIIH JTOITYIIEHBI OIIMOKN WA OTBET OTCYTCTBYET-
0 6amoB.

BCPHBIM OTBCTOM

biox B

3ajaHne OTKPBITOTO THIIA C Pa3BEPHYTHIM OTBETOM
CYMTACTCS BEPHBIM, €CJIM OTBET COBMAJAET C 3TATOHHBIM
0 COJICPKAHUIO U MOJIHOTE.

15% TecTOBBIX 3amaHMI

IlonHblil  mpaBUNIBHBIA ~ OTBET Ha  3aJlaHUE
orenuBaercss 1 Oamiom. Ecim B oTBere
HCHOJB3YIOTCSA TEPEUUCIICHHS, TO Pa3IHYHBINA
HOpH,HOK ciea0BaHUuA HpaBI/IHbeIX OTBCTOB B
MIEPEUNCIICHUN HE CUUTAETCS] OUTUOKOM.

Ecnu pomymiena ommOka, OTBET  HE TMOJHBIMH,
HENPaBWIBHBIA WIX OTCYTCTBYET - 0 OaJuIoB.




IIpniaoxenne 2
MeTtoauyeckue peKOMEeHAALNHU 110 OCBOCHHIO U CHMIIIMHBI

1. MeToanuyeckne peKOMEHIalUU MPenoIaBaTeIio

Juctummaa «CeteBasi 0€30MacHOCTEY BKIIIOYACT B CEOS:

- JekuuoHHkbIe 3auaTusa — 10 yacos;

- mpakTrdeckue 3aHsaTus — 20 9acos,;

- naboparopusie padoTsl — 20 yacos,;

- IPOMEXKYTOUYHYIO aTTECTALINIO — SK3aMEH.

Ilepen HavamoMm M3y4deHHs IUCLUIUIMHBI IMPENOAaBaTeNlb JODKEH O3HAKOMHUTH OO0YyYaromuxcs ¢
pabodeil TporpaMMONl H OIICHOYHBIMH MaTepHalaMd TI0 AWCIHIUIMHE, C BUIAMH Yy4YeOHOW U
CaMOCTOSATENIbHOW paboThl, NEpeyHeM JIUTepaTypbl M HUHTEPHET-pECypcoB, ¢ (opMaMu Tekymed u
MPOMEKYTOUYHOW aTTeCTAllMHM, C KPUTEPHSIMH OIICHKH KadecTBa 3HAHWUU JJII MTOTOBOW OIIGHKH IIO
JUCLUTUIMHE.

[Ipn nmpoBeneHnM JIEKIUH, NPENOJaBaTENb:

1) bopmynupyet TeMy U IIeNb 3aHATHS, OOBSABISAET y4eOHbIE BOIIPOCHI;

2) u3s1araeT OCHOBHBIE TEOPETUUECKHE TIOJIOKECHHUS;

3) ¢ IOMOILIBI0 TEXHUYECKUX CPEACTB OOy4YEHMs W/WIM IMOJ 3alHCh JAET ONpEeNICHHs] OCHOBHBIX
MOHSATHUH, paCYETHBIX (POPMYJT;

4) npoBOAUT NPUMEPHI U3 OTEYECTBEHHOI'O U 3apyOe’KHOrO OIbITA, JA€T TEKyIIHUEe CTATUCTHYECKHUE
JaHHbIE JUIS HArJSIIHOTO M OOPA3HOTO MPEICTABICHHS N3y4aeMOoro MaTepHaa;

5) B KOHIIE 3aHATUSA BBIJAET BONPOCHI [l CAMOCTOSATEILHOTO N3yUEHHUS.

Ha 3anstusx mabopaTOpHOro mukia cieayer oOpaTuTh BHUMAaHHE HAa COOTBETCTBHE BHIOMPAEMBIX
00y4aroIKMCs CPEACTB BBIITOJIHEHHSI peIIaeMbIX B paboTe 3a/1a4.

Kaxnas naGopatopHas pabota mokHa ObITh odopMiIeHA W 3alMIEHa B COOTBETCTBUH C
TpeOOBaHUSIMU. 3aIIUTa MPOU3BOIUTCS TTOC)Ie 0(OPMIICHHSI OTYETA 10 padoTe.

Bo BpeMms BBINOHEHUS 3ajaHUN B yU€OHOH ayJUTOPUU 00YUarOIIUHACS MOXKET KOHCYJIBTHUPOBATHCS C
IpernojiaBaTesieM, ONpenesaTe HaubOosiee 3(Q(EeKTUBHBIE METOJbl PEIIEHUs MOCTaBIEHHBIX 3anad. Ecmm
KaKas-TO 4acTh 3aJJaHHs OCTAETCS HE BBHIIIOJIHEHHOM, 00yUYaIOMIUNACS MOXKET MPOJOKUTH €€ BHIIIOJHEHHUE BO
BpeMs BHEAYIUTOPHOU CAMOCTOSITEIHHOM PaOOTHI.

JU1s OLIeHKM MOJTYYEHHBIX 3HAHUM U OCBOCHHS y4eOHOTr0 MaTepHaia 1o KaxJI0My pasJelly U B LeJIOM
[0 JUCLMIUIMHE IIPenojaBaTeslb HUCHONb3yeT (GOpMBI TEKYLIEr0 KOHTPOIsS M KOHTPOJIA 3HAaHUH
00yYaromuxcst MpH MPOBEACHUH MPOMEKYTOUHOH aTTeCTaIlUH.

2. MeToauyecKkue peKOMeHAauu 00y4aromumMCcs

[Ipuctynas kK M3y4eHHIO HOBOW Y4eOHOH IUCHMILTUHBI, OOyYaromuecs JODKHBI O3HAKOMHUTHCS C
paboueld mporpaMMoOl, OIICHOYHBIMH MaTepHalaMH, YYeOHOW, HAyYHOW W METOJUYECKON JIMTEepaTypou,
nmeromierics B OMOC CKD MTYCH,

['myOvHa ycBOGHMS AMCUUILIMHBI 3aBUCUT OT aKTUBHOM U CHCTEMAaTHUECKON paboThl 00yUaronierocs
Ha JICKIUSX W TPAKTUYECKUX 3aHATUSAX, 4 TaKKEe B XOAE CAMOCTOSITENBbHOM padOThl, MO HW3YYCHHIO
PEKOMEHI0BaHHOW JTUTEPaTYPH.

2.1 Memoouueckue yKkazanus 0asa 00y4aruuxcs no R0020moeKe K 1eKYUOHHbIM 3AHAMUAM
Baxuno COCPCAOTOYNTL BHUMAHHUC HA COACP)KAHWU JICKIHU. DTO MOMOXKET Jydyme BOCHpPUHUMATDH
y4eOHBII MaTeprall U YSICHUTH B3aUMOCBSI3b MPOOJIEM TI0 BCEH TUCIUTUIAHE.



OcCHOBHOE CoOJIepKaHue JICKIMH IieJiecooOpa3Hee 3aluChiBaTh B TETPAad B BUJAC KIFOUEBBHIX (hpas,
MOHSITUI, Te3UCOB, 0000IIEHNH, CXeM, OMOPHBIX BHIBOAOB. Heobxoanmo obpamiate BHUMaHHE Ha TEPMUHBI,
(bOpMYITUPOBKH, PACKPHIBAIOIINE COACP)KAHUE TEX WM WHBIX SBICHUN M MPOIECCOB, HAYYHBIC BHIBOJBI U
MpaKkTUYECKHe peKoMeHaanuu. JKenaTeapHo OCTaBIATh B KOHCIIEKTaX IMOJsl, HA KOTOPBIX JIeJaTh NOMETKU U3
PEKOMEHJIOBAHHOW  JINTEPATYphI, JOMOJHAKOIIEH MaTepHal MPOCAyUIaHHOM JIEKIIMH, a TaKkKe
MOIYEPKHUBAIOIINE 0COOYIO BAXKHOCTh T€X WJIM MHBIX TEOPETHUUECKUX TOTOKECHHIA.

C nenbio ysSCHEHMSI TEOPETUYECKHX IIOJOKEHUM, pa3pelIeHrs CHOPHBIX CHUTyalnid HE0OXOAMMO
3a/1aBaTh NPENOJABATENI0 YTOUHSIOUIME BONPOCHL. [l 3akperuieHus: colaepKaHusl JEKUUU B MaMSTH,
HEO0OXOAMMO BO BpeMs CAMOCTOSITEIbHON pabOThl BHUMATEIBHO MTPOYECTh CBOM KOHCIIEKT U JTOTIOJHUTDH €T0
3aMUCAMHU U3 YUeOHUKOB M PEKOMEHI0BAHHOM TUTEPATYPHI.

KoHcniekTrpoBaHue YWTaeMBIX JIEKIMH W WX TMOCIEAyIomas AopadoTka crocoOcTByeT Ooiee
rTyOOKOMY YCBOCHHMIO 3HAHUH, M TO3TOMY SBISIOTCS BaXKHOH (QopMoil y4eOHOW NesTEeNbHOCTH
00yyJaromuxcs.

2.2 Memoouueckue yKazanus 01a 00y4aruuxca no n0020moeKe K 1ad0pamopHvim padomam

JlaGopaTopHble 3aHATHS IO JIO00H y4eOHOM TUCLMIUIMHE MPOBOJAATCS B COOTBETCTBUM C palboueit
IPOrpaMMoii 3Toi yueOHOM TUCIUIUINHBI B YCTAHOBJIEHHBIE PACTIHCAHUEM YaChI.

HMHCTpyKTaX MO TEexXHUKE O€30MacHOCTH, MpaBWiaM IOXapHOW O€30MacHOCTH U IpaBUJIaM
BHYTPEHHET0 pacrops/ika B 1a00paTopun IpOBOAUTCA MIPENoaBaTesieM Ha IEPBOM

nabopaTopHOM 3aHATHH. Ha 3TOM e 3aHATHH 00y4aroLMCsl COOOIIAIOTCSL:

- IPOrpaMMa BCETO MPEICTOSILIEr0 Ja00paTOPHOTO LIUKIIA;

- YCIOBUS B3aUMOJEHCTBHS OOydYaloIUMXCS C TMPernoAaBaTeleM B IPOLECCe BBINOJHEHUS
n1abopaTopHEIX PaboT;

- YCIIOBHSI KOHTPOJISI CaMOCTOSATENIbHOW paboThl 0OydYaroLIMXcCs, BKJIIOYas MpaBuiIa OPOPMIICHHS
OTYETOB 10 JIAOOPATOPHBIM pabOTaM M UX MOCJIETYIONIEH 3aIUTHI;

- Ipyrasi Heooxoaumas nH(GOpMaIIUs.

Opranuzanus 1a00paTopHbIX paboT BKIIIOYAECT:

- CaMOCTOSITENIbHYIO BHEAyJUTOPHYIO MOJIrOTOBKY OOY4YarolIerocs K BBIIOJHEHHUIO KaXJOH
OTJENIbHON J1a00opaTOpHO pabOThl B COOTBETCTBMU C €€ MPOrpaMMOi B paMKax 4acoB, BBIJCJICHHBIX Ha
CaMOCTOATENIbHYIO TPOPa0OTKY MaTepHaia B IporpaMMe AUCHUILINHBL;

- BXOJHOM KOHTPOJb MPENoJaBaTeNeM CTENEHU MOJIrOTOBICHHOCTH Ka)KJOro OO0ydYaromerocs K
BBITIOJTHEHHIO JTA0OPATOPHBIX PaboT;

- BBIMOJIHEHHUE MTPOrpaMMBbI JJAOOPATOPHBIX PabOT B IOJTHOM 00BEME;

- opopMIICHHE OTYETA U €r0 3aIIUTY KaXKABIM 00Yy4arOLMMCs B yCTaHOBJICHHbIE CPOKH;

- (opMupoBaHME TpenojaBaTeeM pPEUTUHTOB KaXJIOro M3 OO0yYalolmuxcs IO pe3ysibraTaMm
BBINOJIHEHHSI M 3aIUThl UM OTAEIbHBIX JJAOOPAaTOPHBIX pabOT M UX LHMKIOB (McHoib3yercs MonayibHO-
pENTHHrOBas cUCTEMA).

OneHka KayecTBa BBIMOJIHEHUS JA0OPaTOPHBIX pPA0OT KaxkAbIM OOydaroIMMCS IPOU3BOIUTCA
IpernoiaBaTesieM OTIEIbHO 3a MOJATOTOBKY K paboTe, ee BHIIOJHEHNE U 3aluTY .

2.3 Memoouueckue yKkazanus 071 00y4aouuxcsa no n0020moeKe K nPaKmuiecKum 3aHamuam

[lenbio MpaKTUYECKUX 3aHATHI SIBISIETCS 3aKpeIieHue TEOPETUYECKUX 3HAHMM, MOJYYEHHBIX MPHU
W3YUYEHUU JUCHUTUIUHBI.

[Ipy mOArOTOBKE K MPAKTHUECKOMY 3aHATHUIO 1€71ecOo00pa3HO  BBINOJHUTH  CJEAYIOLINE
PEKOMEH1aLlNK:

- U3YYUTh OCHOBHYIO JIUTEpATypy; O3HAKOMHUTHCS C JOMOJHHUTENBHON JUTEpaTypoil, HOBBIMU
myOMUKausIMy B IEPUOAMYECKUX H3TAHUSX: )KypHATIaX, Ta3eTax u T.1.;

- Opu HEOoOXOJUMOCTH J0paboTaTh KOHCHEKT Jekuud. [Ipm sToM ydecTh pekoMeHAAluu
npernoiaBaTens U TpeOoBaHUS y4eOHOW POTrpaMMBI.

[Ipy  BBINONHEHWH TPAKTUYECKUX  3aHATHM  OCHOBHBIM  METOAOM  OOYy4YeHHs]  SIBJISETCS
camocTosTeNIbHAs paboTa oOywaromierocss Ioj YIpaBleHHeM npernojaBaTens. Ha HUX MOMONHSIOTCS
TEOpEeTUYECKHe 3HaHMSI OOyYarolMXCs, UX YMEHHE TBOPYECKH MBICIUTh, AHAJIU3UPOBATh, 0000IIAThH



M3yYeHHBI MaTepuay, TMPOBEPSETCS OTHOUICHWE OOydJalommxcs K Oyaymed npodeccrnoHaIbHON
JeSITETbHOCTH.

OneHka BBINOJIHEHHONM pabOThl OCYLIECTBISETCA IPENoaBaTeIeM KOMIUIEKCHO: IO pe3ysbTaTaM
BBINOJIHEHUS 3aJIJaHHH, YCTHOMY COOOLIEHHIO U 0(hOPMIIEHHIO PAOOTHI.

[Tocne monBeneHUsT UTOTOB 3aHATHS OOyYaIOUIMICSA O00S3aH YCTPAaHUTHb HEJOCTATKH, OTMECUCHHBIC
IpernoiaBaTesieM MPH OLIEHKE ero paboThl.

3. MeToauueckue PEKOMEHIAIUHA 1JIAA oﬁyqaloumxcﬂ 0 CaMOCTOSITeIbHOI paﬁoTe

CamocrosTenbHas pabota o0yyaromuxcs sBISETCS COCTaBHOW YacThlo yuyeOHOHM paboThl U uMMeEeT
[ENIBI0 3aKPEIUICHWE W YTIIyOJeHHWE TOJMYYCHHBIX 3HAHUH M HABBIKOB, IOMCK M TPUOOPETEHHE HOBBIX
3HAHWM, B TOM YHCJE€ C HUCHOJIb30BAHWEM aBTOMATH3MPOBAHHBIX OOYYaroOIUX KypcoB (CHCTEM), a TakKkKe
BBITIOJIHEHNE YUEOHBIX 33aHNH, MOATOTOBKY K MPECTOSIINM 3aHATHAM, 3a4€TaM U YK3aMEHaM.

CamocrosTenbHas paboTa BO BHEAyAUTOPHOE BpeMs BKIIIOYAET B ceO0sl:

- MOBTOPEHUE JICKIIMOHHOTO MaTepHaa;

- IOAATOTOBKH K TAOOPaTOpHBIM paboTaM (IPaKTHUYECKUM 3aHATUSAM);

- U3y4eHUs y9eOHO! M HAyYHOU JINTEPATYPHI,

- peleHus 3a7a4, BbIAAHHBIX Ha IPAKTUYECKUX 3aHATUSAX;

- TOJITOTOBKH K TECTUPOBAHUIO;

- BbIJIeIeHHEe HaubOosee CIOXKHBIX U MPOOJIEMHBIX BOIPOCOB MO H3y4yaeMOW TeMe, IOJIyueHHe
Pa3bSICHEHUH W PEKOMEHJAIMKA 10 TaHHBIM BOIIPOCAM C MPEToAaBaTe s IMUA Kadeapsl Ha UX €KEHeIeTbHbBIX
KOHCYJIbTAIUX;

- TIPOBEICHUE CaMOKOHTPOJIS MyTEM OTBETOB Ha BOMPOCHI TEKYIIETO KOHTPOJS 3HAHWH, PEIICHHS
NPEJCTAaBICHHBIX B yUeOHO-METOIMYECKUX MaTepuanax Kadeapsl 3ajad, TECTOB, HallMCaHUs pedepaToB 1o
OTJENIbHBIM BOIIPOCAM M3Y4aeMOM JUCIUTUINHBL

[lepen BbIMONHEHHMEM BHEAYIUTOPHOM CaMOCTOATENBbHOM padOThl IpenojaBaTellb IPOBOJUT
MHCTPYKTaX (KOHCYJBTAILIMIO) C ONpEACICHHUEM IIeNU 33/JaHusi, €ro COJEp)KaHHs, CPOKOB BBIIOJIHEHUS,
OCHOBHBIX TpeOOBaHUH K pe3ysbTaTaM paboTbl, KPUTEPUEB OLEHKH, (POPM KOHTPOJIS U NEPEUHS] HICTOUHUKOB
U JIUTEPaTyphbl.

OOBIYHO MOCTAHOBKY 3a7aud 00y4yaeMbIM Ha MPOBEJICHHE CAMOCTOSTEIbHON PabOThl MpenoaBaTeib
OCYILECTBIISICT Ha OJTHOM U3 3aHATHH, IIPEALICCTBYIOIIEMY TaHHOMY.

MeToauKy caMOoCTOATEILHON paboThl Bce 00yuaeMble BEIOMPAIOT HHAUBUAYJTLHO.
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