





BusupoBanmue s ucnoab3oBanus B 20 /20 y4. roay

Y1Bepxnaro
3am. qupekropa o YBP

« _» 20 1.

Pabouas nporpamma nepecMoTpeHa, 00CykaeHa U 0100peHa Ha 3acelaHiH Kadeapsl
«MHPOKOMMYHUKAIIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3H»

IIpotokom oT «_ » 20 1. Ne
3aB. kadenpoit

BusupoBanmue 19 ucnoin3opanus B 20 /20 y4. roay

Yr1Bepxaaro
3aMm. qupektopa no YBP

« » 20 T

Pabouas mporpamma nepecMoTpeHa, 00Cyk/IeHa U 0100peHa Ha 3acejaHuu Kadeapbl
«I/IHq)OKOMMYHI/IKaL[I/IOHHBIG TEXHOJIOTUU U CUCTEMBI CBA3HN»

[IpoTokom oT «  » 20 1. Neo
3aB. kadeapoii

BusupoBanmue s ucnoab3zoBanus B 20 /20 y4. roay

Y1Bepxnaro
3am. qupekropa o YBP

« _» 20 1.

Pabouas nporpamma nepecMoTpeHa, 00Cy>kaeHa U 0A00peHa Ha 3acelaHiH Kadeapsl
«MHPOKOMMYHUKAIIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3H»

IIpotokom oT «_ » 20 1. Ne
3aB. kadenpoit

BusupoBanmue s ucnoab3oBanus B 20 /20 y4. rogy

Y1Bepxnaro
3am. qupekropa o YBP

« » 20 r.

Pabouas nporpamma nepecMoTpeHa, 00Cy>kaeHa U 0g00peHa Ha 3acelaHiH Kadeapsl
«MHPOKOMMYHUKAIIMOHHBIE TEXHOJIOTHH U CUCTEMBI CBSI3H»

IIpotokom oT «_ » 20 1. Ne
3aB. xadenpoit




1. esn u3y4yeHus: QU CHUNINHbBI
HenssMu m3ydeHUs AUCIUTUIMHBI «METOIbI U CPEACTBA 3allUThl KOMITBIOTEPHOW HWH(OpMaIum»
SIBIIIIOTCSL  OBJIAJICHUE COBOKYIMHOCTHIO TEXHOJIOTHH, CIIOCOOOB, CPEICTB M METOJOB 3allUTHI
KOMIThIOTEPHOW MH(POPMAILINH, IUPKYITUPYIOMIECH B CETSIX CBSI3U.

2. [lnanupyembie pe3yJbTaThbl 00y4eHH st
W3ydyeHne NUCUUIUIMHBI HAIMPABICHO Ha (OPMHUPOBAHUE Y BBHIMYCKHHKA CIIOCOOHOCTH peEIIaTh
crenyronmme Mpo(ecCHOHANBHBIE 3aJadd B COOTBETCTBHM C BUAAMHU NPO(ECCHOHATLHOU
NeSITeIbHOCTH
—  MEeXHON02UYeCKas O0eAMmenbHOCHb: NPUEMKA U OCB0EHUE 6600UMO20 UHHOBAYUOHHO2O
000py008aHUS, MOHMANC, HANAOKA, UCHLIMAHUS U €OAYd 6 ISKCHIYAMAYyuio ONbIMHLIX
006pa3yos uzoenutl, y3108, U cucmem, 6HeOpeHue U IKCNIyamayus UHDOPMAYUOHHBIX
cucmem, obecneyerue 3auumsl UHGOpMaAyuUU U 06veKmo8 uHGopmamuzayuu, pa3pabomra
HOpM, Npasunl u mpeOO8aHUull K MeXHOL02UYeCKUM npoyeccam oOMeHa uHgopmayuell Ha
PACCMOAHUY, OP2AHU3AYUS MEPONPUSMULL NO OXPaHe mpyoa U mexHuke 6e30NacHOCmu 8
npoyecce 66004 8 IKCNIYAMAYUuro, MEXHUYECKO20  OOCIAVHCUBAHUS U  PEMOHMA
UHDOKOMMYHUKAYUOHHO20 000PY008aHUs, 008edeHUe UHDOKOMMYHUKAYUOHHBIX YCIye 00
noav3oeamernell.
PesynbTaTroM OCBOCHHSI JWCIUILTUHBI SBISIOTCS C(OPMUPOBAHHBIC y BBITYCKHHKA CIIEAYIOIIHE
KOMITETEHITUH:

KoMneTeHniun BbINYCKHUKA, ()OPMHPYeEMBbIe B pPe3yJbTaTe OCBOCHUS] THCHMUILIMHBI
(B yacTu, odecnneunBaeMou JUCHMIIJIMHOMN)

IIK-10: CniocoGeH o0ecnevuTh 3alIIUTY OT HECAHKIMOHUPOBAHHOIO I0CTYIA
COOPY KEeHUI U CPEJCTB CBA3H CeTell JIEKTPOCBSA3HU

S3HATD:

Bosmoxnbie yrpo3sl HC/I k coopyxxkenusam u CCCDO;

CereBble MPOTOKOJIBI U TAPAMETPhI HACTPOUNKH;

Oco6eHHOCTH MPUMEHEHHUS IPOTPAMMHBIX, TPOTPAMMHO-ANIIAPaTHBIX (B TOM YHCIIE
KpUNTOrpapUIeCKnX) U TEXHUIECKUX cpencTB u cucteM 3ammtel CCCO ot HCJ;
MeTo/1bI KOMITJIEKCHOTO 00€CTICUeH S 3aIUTHI CETeH AIIEKTPOCBSI3N;

HopMmaTtuBHbIe mpaBoBbie aKThl B 00JIACTH 3aIIUTHI HHPOPMAIIHH;

HarmonansHbie, MEXrocy1apCTBEHHBIE U MEXKTYHAPOIHBIE CTAHIAPTHI B 00JIACTH 3AIIUTHI
nHpopMaIuu.

YMeTh:

OcymecTBISITE OPraHU3aIMIO U MPOBeAeHUE MOHTaxa U HacTpoiiku CCCD, a Takke CpelicTB
u cucrem 3amuTel CCCO ot HCJI;

Hcnonb3oBarsk BcTpoeHHble MexaHu3Mbl 3auThl oT HCJI B cocraBe CCCO;

YcranaBnuBaTh M HACTPaWBaTh MapaMeTPhl CETEBBIX MTPOTOKOJIOB, PEaTU30BaHHBIX B
TEJICKOMMYHUKAIIMOHHOM 000PYIOBaHUU.

Baagern:

Onpenenenre HEOOXOIUMOTO COCTaBa, 0COOEHHOCTEH pasMenieHHsI U (PyHKIIMOHATIBHBIX
Bo3mokHOcTel CCCD, a Takke MporpaMMHBIX, IPOrPaMMHO-aIapaTHBIX (B TOM YHCIIe
KpUNTOTpapUUECKUX) U TEXHUUECKUX cpelcTB U cucteM 3amutel CCCO ot HC/L;
Opranuzanys v npoBeAeHrne MoHTaxa 1 HacTpoitku CCCD, a Takke IpOorpaMMHBIX,
IPOrpaMMHO-aNNapaTHBIX (B TOM YHUCIIE KPUNITOTPAhUIECKUX) U TEXHUUECKUX CPEACTB U
cucteM 3amuTel CCCI ot HC/J;

Kontposnb coorBercTBUs napamerpos nojicucreM 3amutsl CCCO ot HCJ ycTaHOBIEHHBIM
TpeOOBaHUsAM, 0OeCIIeueHuEe CBOEBPEMEHHOM KOppeKTUpoBKH HacTpoek CCCD, cpencTs u
cucteMm ux 3amuthl oT HCJI B iensix pearupoBaHus Ha BbISIBICHHbBIC HAPYILICHUSI.




3. MecTo AUCHHUILINHBI B CTPYKTYype 00pa3oBaTe/IbHOH IPOrpaMMBbI

TpeGoBanus K npeABapUTeILHOI MOATOTOBKe 00y4arouierocs (nmpeamecTBYOLIHe
AUCHHUTIMHBI, MOAYJIH, TEMbI):

1 b1.0.25 «OcHoBbI HHGOPMAITMOHHON O€30MTaCHOCTH CETEH M CHCTEM
2 b1.B.11 «OcHoBbI Kpuntorpadum
3 b1.B.15 «CeTu 31€KTpOCBI3H U METOAbI KX 3aIIUTHI»
Mocaexyronmue TMCUUNIUHBI M MPAKTHKH, JJ KOTOPBHIX OCBOEHHUE JaHHOI
AUCHMILIMHBI He00X0ANMO:
1 b2.0.03(I1x) «ITpousBoacTBeHHAs (MIPEATUTIIIOMHAS ) TIPAKTUKAY
2 b3.01. «I"'ocynapcTBeHHast UTOrOBasi aTTECTALUS»




4. CTpyKTypa U coepKaHHue IUCUUILTHHBI

4.1 Ounas gopma odydenus, 4 roaa (Bcero 108 yacon, 30 4yacoB KOHTAKTHOM PadoOTHI)

Ko Bu Kon. | Kowmme-
A Tema u KpaTKo€ CoJIepKaHUE 3aHITHUS A YMUO

3aH. 3aH. qacoB TCHIIMH

1 2 3 4 5 6

Kypc 4, Cemectp 8

Mopnyas 1 — Metoabl u cpeacTBa 3alMThl 31eMeHTOB ceteil or HC/I —
48 (20+28) yacon

1.1 | ITonuTHka 0€30MaCHOCTH CETH Jlek. 2 IIK-10 JI1.1
1. OcHOBHBIC ITOHATHSA

2. JluckpenuoHHas MOJUTUKA O€30TacCHOCTH
3. ManngaTtHas IOJIUTHKA 0€30IIaCHOCTH

4. PoieBas HOJIUTHKA 0€30I1aCHOCTH

1.2 | 3ammTa OT HECAaHKIIMOHUPOBAHHOT'O 10CTYIA K ceTeBoMy | Jlek. 2 I1IK-10 J1.1
000pyI0BaHUIO
1. 3ammra KOHCOJIBHOTO 10CTyNa
2. TIpoToKoJibl yIaJICHHOTO JOCTyMa K
000pyIOBaHUIO
3. 3ammuTa yAaJeHHOro I0CTymna

1.3 | Ucnons3oBanue AAA-cepBepa 1 3a1uThl yaaneHHoro | Jlek. 2 [IK-10 JI1.1
JOCTyTIa
1. IIporokon RADIUS
2. Ilporokon TACACS+

1.4 | MexcereBoe SKpaHUPOBAHUE Jlek. 2 [IK-10 J1.1,

1. Ompenenenne u KIacCuPUKAIUSI MEKCETEBBIX
9KpaHOB

2. MexceTeBble SKpaHbI ¢ TAKETHOW QUIIbTpaIUeH

3. MexceTeBble 3KpaHbl C COXPAHEHUEM COCTOSIHUM

4. MexcereBbie 3kpanbl Zone-Based Policy Firewall
(ZBFW)

1.5 | KordurypupoBaHue KOHCOJIBHOTO TIOCTYIAa K CETEBOMY I131 2 [IK-10 JI3.1
000pyIOBAaHUIO

1.6 | KordurypupoBanue yJajieHHOTO JOCTYyIa K CETEBOMY 1132 2 [IK-10 JI3.1
000pyIOBAaHUIO

1.7 | UccnenoBanue CBOMCTB MEKCETEBOr0 3KkpaHa ¢ naketHoit | JIP1 2 IIK-10 JI3.2
¢dunbTpanueit

1.8 | MccnenoBanue CBOMCTB MEKCETEBOIO dKpaHa ¢ JIP2 2 IIK-10 JI3.2
COXpAaHEHUEM COCTOSHUHN

1.9 | UccnenoBanue cBOMCTB MexkceTeBoro s3kpana ZBFW JIP3 4 IIK-10 JI3.2

1.10 | TpeboBaHMsI HOPMAaTHUBHBIX JOKYMEHTOB U TEXHUUECKUX Cp. 8 I1IK-10 J2.2
PETIaMEHTOB K 3allULICHHBIM CETSIM CBSI3U JI2.3

1.11 | Texunyeckue XapakKTEPUCTHUKHU aIllmapaTHbIX MekceTeBbIX | Cp. 8 [IK-10 JI1.1
SKPAHOB PA3IMYHBIX MPOU3BOAUTENICH

1.12 | OGecrnieueHune 3amuTh O€CIIPOBOTHOTO CETEBOTO Cp. 6 [IK-10 JI1.1
o0opyIoBaHUS

1.13 | MexaHu3Mbl KOMIUIEKCHOM 3aIUTHI CETEN IEKTPOCBSI3U Cp. 6 I1IK-10 J1.1




Mopayas 2 — 3ammTa kopnopaTuBHbIX cereil or HCJI —
33 (10+23)uaca

2.1 | 3ammuTa nepuMeTpa KOPIOpaTuBHOM CETH Jlek. 2 I1IK-10 J1.1
1. 3amura nepumeTrpa ¢ TPUMEHEHUEM MEXKCETEBOTO
SKpaHUPOBaHUS

2. Crarnueckuii NAT.
3. Junamuueckuit NAT
4. NAT c npuMeHeHrneM MacKapaJauHra

2.2 | 3amuTa KOprnopaTUBHON HH(popMarun, nepeaasaeMoii mo | Jlek. 2 I1IK-10 J1.1
00IIeIOCTYITHOM CETH
1. Ompenenenue u knaccugpukanus VPN
2. Ilporokoisbl VPN, peainzyemMbie Ha BTOpOM
ypoBHe mojenu OSI
3. IlIporokonsr VPN, peanu3yembie Ha TPETbEM
ypoBHe mojenu OSI
4. TIpoTOKOJIBI TYHHEIUPOBAHUS
5. Ilpotokomnsl IPSec

2.3 | Kondpurypupoanue NAT Ha mapmpyTuzarope 1133

2 I1K-10 JI3.1

2.4 | UccnenoBanue VPN-TyHHems JIP4 4 IIK-10 JI3.2

2.9 | MexaHu3MBbl 3alUTHl KOPIIOPAaTUBHOM ceTn oT DoS-arak Cp. 6 I1IK-10 J1.1

2.10 | MexaHu3MBblI 3aIUTH KOPIIOPATUBHOM CETH OT Cp. 6 I1IK-10 J1.1
KOMITBIOTEPHBIX BUPYCOB

2.11 | O6nactu nmpumenenus texHomoruii VPN Broporo ypoBust | Cp. 6 [IK-10 JI1.1

2.12 | Opranu3aioHHbIC MEPOTIPUSITHS TI0O KOMILIEKCHOM Cp. 5 [IK-10 JI1.1

3alIUuTe KOPIOPATUBHOMN CETH

JK3aMeH — 27 4acoB

Hroro — 108 uacos

4.2 3aounas popma o0yuenus, 5 jget (Bcero 108 yacon, 16 4acoB KOHTAKTHOI padoOTHI)

Kon TeMa 1 KpaTKO€ COJEpHKaHUE 3aHITUS Bun | Kon. Komme- YMHUO
3aH. 3aH. | 4acoB | TCHIUU
1 2 3 4 5 6
Kypc 4, Cemectp 8
Monayas 1 — Metoabl U cpeacTBa 3ammThl 3j1eMeHToB ceteii ot HCJ —
48 (8+40) yacoB
1.1 | ITonuTHka O€30MaCHOCTH CETU JIexk. 2 I1IK-10 JI1.1
1. OcHOBHBIC TTOHATHSA
2. JluckpenuoHHas MOJIUTHUKA O€30TaCHOCTH
3. ManngarHas IOJIUTHKA 0€30IIaCHOCTH
4. PoieBas HOJIUTHKA 0€30I1aCHOCTH
1.2 | 3ammTa OT HECAHKIIMOHUPOBAHHOTO JOCTYNA K CETEBOMY Cp. 2 [IK-10 JI1.1
000pyIOBAaHUIO
1.3 | Ucnonb3oBanne AAA-cepBepa i 3alUThl yIATIEHHOTO Cp. 2 [IK-10 JI1.1
JIOCTYyTIa
1.4 | MexceTreBoe SKpaHUPOBAHUE Jlek. 2 ITIK-10 JI1.1,




1. Ompenenenne u KiIacCHPpUKAIUSI MEKCETEBBIX
9KpaHOB

2. MexceTeBble SKpaHbI ¢ TAKETHOW PUIIbTpaIUEH

3. MexceTeBble 3KpaHbl C COXPAHEHUEM COCTOSIHUM

4. Mexcetesbie 3kpanbl Zone-Based Policy Firewall
(ZBFW)

1.5 | KondurypupoBaHue KOHCOJIBHOTO TOCTYIAa K CETEBOMY I131 1 [K-10 JI3.1
000pyIOBAaHUIO
1.6 | KordurypupoBanue yJajieHHOTO JOCTYyIa K CETEBOMY 1132 1 [IK-10 JI3.1
000pyIOBAaHUIO
1.7 | UccnenoBaHue CBOMCTB MEKCETEBOr0 3KpaHa ¢ nmaketHon | Cp. 4 I1IK-10 J3.2
¢dunpTpanueit
1.8 | MccnenoBanue CBOMCTB MEKCETEBOIO dKpaHa ¢ Cp. 4 [IK-10 J13.2
COXpAaHEHUEM COCTOSHUUN
1.9 | UccnenoBanue cBOMCTB MekceTeBoro s3kpana ZBFW JIP1 2 IIK-10 JI3.2
1.10 | TpebGoBaHMsI HOPMAaTHUBHBIX JOKYMEHTOB U TEXHUUECKUX Cp. 8 I1IK-10 J2.2
PErIaMeHTOB K 3aIlMIICHHBIM CETSIM CBS3H JI2.3
1.11 | Texuudeckue XxapakTEpUCTUKHU annapaTHBIX MexceTeBbIXx | Cp. 8 I1IK-10 J1.1
SKPaHOB Pa3IMYHbIX TPOU3BOIUTENEH
1.12 | OGecrnieueHune 3amuTh O€CIIPOBOTHOTO CETEBOTO Cp. 6 [IK-10 JI1.1
o0opyIoBaHUs
1.13 | MexaHu3Mbl KOMIUIEKCHOH 3aIUTHI CETEN IEKTPOCBSI3U Cp. 6 I1IK-10 J1.1
Mopayas 2 — 3ammTa kopnopaTuBHbIX cereil or HCJI —
33 (6+27)uaca
2.1 | 3ammTa nepuMeTpa KOPNopaTuBHOM CETH Cp. 4 I1K-10 JI1.1
2.2 | BamuTa KopriopaTuBHOM nH(OpMaIuu, nepenapaemoit mo | Jlek. 2 [K-10 JI1.1
OOIIEeTIOCTYITHOM CeTH
1. Ompenenenne u knaccudukamus VPN
2. Ilpotokonsl VPN, peanuzyemble Ha BTOPOM
ypoBHe Mojenu OSI
3. Ilpotokonsl VPN, peanu3syemMble Ha TPETbEM
ypoBHe Mojienu OSI
4. TIpoTOKOJIBI TYHHETUPOBAHUS
5. Tlporokomsr [PSec
2.3 | Kongurypuposanne NAT Ha mapmipyTuzaTope 1133 2 I1K-10 JI3.1
2.4 | UccnenoBanue VPN-TyHnHemns JIP2 2 IIK-10 JI3.2
2.9 | MexaHu3MBI 3aIIUTHI KOPIIOPATUBHOM ceT OT DoS-arak Cp. 6 [IK-10 JI1.1
2.10 | MexaHHU3MBI 3aITUTHI KOPITOPATUBHOM CETH OT Cp. 6 [IK-10 JI1.1
KOMITBIOTEPHBIX BUPYCOB
2.11 | O6nactu npumeHenus texnonoruit VPN Broporo yposus | Cp. 6 I1IK-10 J1.1
2.12 | Opranu3alnoOHHbIE MEPOIPUATHS 10 KOMITJIEKCHOM Cp. 5 I1IK-10 J1.1

3alIUTe KOPIOPATUBHOMN CETH

Ik3aMeH — 27 4yacoB

Hroro — 108 uacos




5. YueOHo-MeTOAMYeCKOEe M MH(OPMAIITUOHHOE O0ecTeuyeHne TUCIUITUHbI

5.1 Pexomenayemas qureparypa

5.1.2. OcHoBHasi IMTEPaTYpPa

Kox ABTOpBI, CO- 3araaBme H3narTeancTBO, KouL
CTaBUTEJIN roj
JI1.1 | Kyk AIL, u gp. | 3amuTa uapopmanuu. Yuebnoe nocodue. | M.: 31
3-e u3z. PUOP:TH®PA-
M, 2019.
5.1.2 JlonoJiHMTEILHAS JIUTEPATypa
Kox ABTOpPBI, CO- 3araaBHe H3nareabcTBO, Koo
CTABUTEJHU roj
JI2.1 | Manun A.A. Cucrempl kommytauuu. Ilpunnuner u | Poctos-Ha-/lony: | 22
TEXHOJOrMu  maketHod  kommyrtamuu. | CKO MTYCH,
VYuaebHoe nocobue. 2014.
JI2.2 - [Tpukaz MunucTepcTBa 23
WH()OPMAIIMOHHBIX TEXHOJIOTHH U CBS3H
P® or 9 suBaps 2008T. Nel “O6
VTBEPKACHUM TpPEeOOBAHMUN 10 3alIUTE
ceTeil CBA3M OT HECAHKIMOHMPOBAHHOTO
JOCTylla K HUM W IlepefaBaeMou
MOCPEICTBOM UX WH(MOpMarun’”.
J12.3 - I'oCT P 52448-2005. 3amura 24

nHpopManuu. ObecneyeHue
0€30MacCHOCTH  CeTed  DJIEKTPOCBS3H.
OO01mMe noJI0KEHUS

5.1.3 YueOHO-MeTOANYECKOE 00ecnieUyeHne I CAMOCTOATENbHOI padoThl 00y4aOIINXCH

ABTOPBI, CO- H3nareabcTBO,

Kon 3arjgaBue Ko..
CTABUTEJIHU roj

JI3.1 | Manun A.A. Meroanueckoe nocoowue st | PoctoB-na-lony: | 95
npakTuyeckux 3aHathil no gucuumuinHe | CKO MTYCH,
«Metonbl u CpeacTBa 3amuThel | 2019.
KOMIIbIOTEPHOU MH(GOpMALTUN.

JI3.2 | Manun A.A. Meroaunueckoe nocoowue st | PoctoB-na-[ony: | 26
nabopatopubix pabor mno aucnuminHe | CKO MTYCH,
«Metonbl u CpeacTBa 3amuThel | 2019.

KOMIIbIOTEPHOU HH(GOpMALTUN.

6.2 DyieKTpOHHBIE 00pa30BaTebHbIC PeCypChl

91 http://znanium.com/catalog/product/1018901

D2 | http://www.skf-mtusi.ru/umo/110302st/48.2/12.1%20Uchebnoe%20posobie.pdf

923 | https://www.garant.ru/products/ipo/prime/doc/92632/

D24 | http://docs.cntd.ru/document/1200044726

25 http://www.skf-mtusi.ru

D6 | http://www.skf-mtusi.ru

6.3 IlporpamMmmHoe oOecnieueHne

I1.1 | OC Windows

I1.2 | OC Linux

I1.3 | Cisco Packet Tracer

I1.4 | OC Cisco 10S

IL.5 | GNS-3



http://znanium.com/catalog/product/1018901
https://www.garant.ru/products/ipo/prime/doc/92632/
http://docs.cntd.ru/document/1200044726
http://www.skf-mtusi.ru/

6. MaTepuaJbHO-TeXHHYECKOE o0ecnevyeHne TUCIUIINHBI

6.1 MTO JeKknuOHHBIX 3aHATHI

1 ‘ JlekIMOHHast ayIUTOpHs, OcHaIeHHast mpoekTopoM, [IK (HoyTOykom), sKkpaHoMm.

6.2 MTO 1a60paTOpHBIX PA00T M NMPAKTHYECKUX 3aAHATHI

1 | KomnbroTepHslii kinacc ¢ ycraHosiaeHHbIM naketoM Cisco Packet Tracer

2 | [IporpammHo-anmnapaTHbiii KoMIieke « H)OKOMMYHUKAIIMOHHBIE CETHY

6.3 MTQO py0OexkHBIX KOHTPOJIEH, 324eTOB, IK3AaMEHOB

1 | KomnbroTepHble ayAUTOPUHM C BO3MOKHOCTBIO BBIXOJa B JIOKaJbHYIO ceTh Pwimana u
NurtepHer.

7. MeToan4yecKue peKOMeHAaluM I 00y4AaIIIUXCS 110 CAMOCTOATEeIbHOM

pabore

CamocrosTenbHas paboTa CTYIEHTOB SIBIISIETCSI COCTaBHOM YacThi0 Y4eOHOW palboThl U
MMEET LEeNbI0 3aKpeIUIeHHE U YIITyOJIeHUE MTOTyYeHHBIX 3HAaHUH M HaBBIKOB, IOMCK M IPUOOpETEeHUE
HOBBIX 3HAaHWH, B TOM 4YHCJIE C HCIOJB30BaHHEM aBTOMATHU3UPOBAHHBIX OOYYAIONIMX KypCOB
(cuctem), a TakXe BBINOJHEHHWE YYEOHBIX 3aJaHUM, MOJITOTOBKY K MPEACTOSIIUM 3aHSATHSM,

3a4€TaM U DK3aMCHaM.

[ToctanoBKy 3aau 00y4aeMbIM Ha IPOBEIECHUE CaMOCTOSTENIbHOIM padOThI MpernojaBaTelib

OCYIIECTBIISICT HA OJTHOM M3 3aHATHH, IPEIIICCTBYIOIEMY TaHHOMY.
MeToauky caMOCTOSTENbHON PabOThI Bce 00y4aeMble BEIOMPAIOT HHIMBUAYAIBHO.
Crynentam o4HOM (QopMbl 00y4YeHHsS] MPU OCBOCHHM BOIPOCOB U CAMOCTOSITEIHHOTO

W3y4YeHUs, TPEICTABICHHBIX B mojapaszene 4.1, pekoMeHmayercs coOJo1aTh MOCIeI0BaTeIbHOCTh

WX U3YYCHHUS, IPEJICTaBIICHHYIO B Ta0uIe 7.1.

Tabmuua 7.1 — YueOHbIi MaTepHall, BRBIHOCUMBINA Ha CaMOCTOSITEIbHOE H3yYSHHE CTYACHTaM

O4YHOM (HhOpMBI 00YUCHUS

Ne TeMbl, pa3nensl, BEIHECEHHBIE HAa CAMOCTOSTEIbHYIO IOATOTOBKY, BOIIPOCHI JJIS TIOATOTOBKU | =
K TPaKTHYECKUM W JIAOOpAaTOPHBIM 3aHATHSAM; KYypCOBBIE pabOThI, COJepKaHHE % g' S
KOHTPOJILHBIX paboT; PEKOMEHIAIIMH TI0 UCTIOIB30BAHHIO JIUTEPATYphl, DBM 1 np. T = | % &

Monyns 1
1 TpeGoBaHUS HOPMATHBHBIX JOKYMEHTOB H TEXHHYECKHX PeriaMeHTOB K 1-2 8
3alMIIEeHHBIM CeTAM CBSI3H
1.1. Ilpuka3 MunmcTepcTBa HHPOPMALIMOHHBIX TEXHOJIOTHI 1 cBsi3u PD ot 9 siHBapst
2008 . Ne 1
1.2. TOCT P 52448-2005. 3amuTa uapopmanuu. OdecrneueHre 6€30MacHOCTH CETeH
aeKkTpocBsa3u. OOIIKE MOJIOKCHUS.
2 TexHUYeCKHe XaPAKTEPHCTHKH ANAPATHBIX MEKCeTeBbIX IKPAHOB PA3JIMYHbIX 3-4 8
MPOU3BOAUTEEH
2.1 MCD Cisco.
2.2 MCD D-Link.
2.3 MCD Huawei.
2.4 MCD TP-link.
2.5 OTedyecTBEHHBIC PEIICHUSI.

10



O0ecnevyeHue 3a1IUTHI 0€CIPOBOHOTO CETEBOro 000PY10BAHMSA
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MexaHN3MBbI KOMIIJIEKCHOM 3alIIUTHI ceTeil 3JIeKTPOCBS3U
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MexaHM3MBI 32IUTHI KOPIIOPATHBHOI ceTH oT DoS-aTtak
7.1 Dos u DDos-araxu.

7.2 Cucremsl o0HapyxeHus BTopxkeHui (IDS).

7.3 Cucremsl npenoTBpaineHus sropxenuit (IPS).
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MexaHN3MBI 3aIIATHI KOPIIOPATUBHON CeTH 0T KOMINILIOTEPHBIX BUPYCOB
8.1 Kimaccudukanusi KOMIBIOTEPHBIX BUPYCOB.

8.2 I[Ipumenenue antuBupycHoro 1O Ha nuTr03ax KOPIOPaTUBHOMN CETH.

8.3 Kinaccugukanus kopropatuBHoro antusupycaoro I10.
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Oo0Jgactn npumeHeHust TexHojaoruii VPN Broporo ypoBHs

9.1 IIpotokonsr PPTP, L2TP, L2PW.

9.2 CpaBHUTEIBHBIN aHATU3 TPOTOKOJIOB BTOPOTO YPOBHSI.
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Oprannsaunonﬂble MepoNnpudATHUA MO KOMILJIEKCHOM 3amuTe KOpl’lOpaTl/lBHOﬁ CeTH

14-16

Ha camocrosiTensHyIo paboTy cTyJeHTaM 3a04HON ()OpMBI O0YUEHHUsI BBIHOCHUTCS] MaTepual,

MpeACTaBICHHBINA B TabauIe 9.2.

Tabmuma 9.2 — YueOHbIl MaTeprai, BBIHOCUMBIA Ha CaMOCTOSITEIbHOE H3YYCHHUE CTYACHTAM

3204HOM (hOpMBI O0yUEHHS

NeNe

TCMLI, pa3acibl, BBIHECCEHHBIC Ha CAMOCTOATC/IbHYIO TOATOTOBKY,
BOIPOCHI JJId MOATOTOBKH K MPAKTUYCCKUM U J'Ia60paT0pHLIM
3aHATUAM; KYPCOBBIC pa6OTLI, COZACPIKAaHNEC KOHTPOJIbHBIX pa60T;
PEKOMCHAAIMHU IO UCIIOJIb30BAHUIO JINTCPATYPHI, DBM u Ap.

Yacel Ha u3yyeHue

Monyns 1

3amuTa 0T HeCAHKIHOHMPOBAHHOTO JOCTYIA K CETEBOMY
000py10BaHUIO

1.1 3amuTa KOHCOJIEHOTO JIOCTYTIA

1.2 TIpOoTOKOMBI YAAJICHHOTO JOCTYIA K 000PYAOBaHHIO

1.3 3amuTa yaaneHHOTo T0CTyna

HUcnoab3oBanue AAA-cepBepa /i1 3a1UTHI YIaJ€HHOTO
aoctyna

2.1 IIporoxom RADIUS

2.2 TIpotokxon TACACS+

HccienoBanne cBOiiCcTB MesKCeTEBOI0 IKPaHa ¢ MAKeTHOMH
¢unsTpanmei

3.1 TlonsiTHE CIIUCKOB AOCTyNa

3.2 Co3fjaHue CIIMCKOB JIOCTYIA U TIPUBSI3KA UX K HHTEpdeiicy

HcciienoBanue CBOMCTB MeaKCeTEBOr0 IKPaHa ¢ COXpaHeHHEM
COCTOSTHMIA

4.1 Ionstue MCD ¢ coxpaHEHHEM COCTOSHHH

4.2 Kondurypuposanune MCD
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TpeOoBaHUS HOPMATHBHBIX JOKYMEHTOB H TEXHHYECKHX
perjaMeHTOB K 3alMIeHHbIM CeTAM CBA3U

5.1. Tlpuka3 MuHHCTEpCTBa NHOOPMAIIMOHHBIX TEXHOJIOTHH U
cBs3u PO ot 9 saBaps 2008 r. Ne 1

5.2. TOCT P 52448-2005. 3amuTa napopmarmm. OdecrnieueHne
0e30MmacHOCTH ceTel 3MeKTPOCBs3u. OOIIHE MTOJI0KECHHUS.

TexHHYecKre XapaKTePUCTHKHI ANNAPATHBIX MeKCeTeBbIX
IKPAHOB Pa3JHYHBIX NPOU3BOAUTeEJIEH

6.1 MCD Cisco.

6.2 MCD D-Link.

6.3 MCD Huawei.

6.4 MCD TP-link.

6.5 OTedecTBEHHBIE PELICHUSI.

Ooecnevenue 3aIHUTHI 0ecrnpoBOIHOTO ceTeBoro
o0opynoBaHusI

7.1. Tlpouenypsl ayreHTudUKauu 1 aBTopu3anuu B cersix IEEE
802.11.

7.2. 3amura OecripoBoaHbIX yerpoiicts ot HC/L.

MexaHu3Mbl KOMILJIEKCHOI 3alIIUTHI ceTeil 31eKTPOCBI3H
8.1. OpopmiteHre TOTUTHKH O€30MaCHOCTH CETH.

8.2. YnpaBnenue napoismu.

8.3. Ynpasienue nmpaBaMu JOCTYyIIA.

8.4 MOHUTOPHHT aKTUBHOCTH I10JIb30BaTENEH.

8.5 MounuTopusr ys3zsumoctu [10.

8.6 Ynpasnenue ooHossienusimu 110 u OC.

Monyns 2

3ammuTa nepuMeTpa KOPINOPAaTUBHOI ceTH

9.1 3amuTa mepuMeTpa ¢ MPUMEHEHHEM MEKCETEBOTO
SKPaHUPOBAHUSA

9.1 Cratmueckuiit NAT.

9.3 Iunamuueckuii NAT

9.4 NAT ¢ npuMeHeHreM MacKapaJnHra
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MexaHHU3MBI 3aIMTHI KOPNOPATHBHOI ceTH oT DoS-aTax
10.1 Dos u DDos-atakn.

10.2 Cucremsl ooHapysxenus: BropskeHuit (IDS).

10.3 Cucremsl npenorpaienus Bropxkenui (IPS).
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MexaHu3MBbI 3aLUThI KOPNOPATHBHOI ceTH oT
KOMIIBIOTEPHBIX BUPYCOB

11.1 Knaccuduxaiyst KOMITbIOTEPHBIX BUPYCOB.

11.2  Ilpumenennme  antuBupycHoro IIO Ha  momro3ax
KOpHOPAaTHBHOW CETH.

11.3 Knaccudukanust koprnopaTuBHOTo anTuBupycHoro [10.
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O6sacTu npuMeHeHust TexHoJoruii VPN BTOporo ypoBHs

12.1 Ilpotokonst PPTP, L2TP, L2PW.

12.2 CpaBHHTENBHBIN aHATIH3 IPOTOKOJIOB BTOPOTO YPOBHSL.

12.3. TIpuMeHeHre POTOKOJIOB BTOPOro YPOBHsS B cucreme Site-
to-Site.

12.4 IlpumeHeHHE MNPOTOKOJIOB BTOPOTO YPOBHS B CHUCTEME
Remote VPN.
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Opranu3anMoHHbIe MEPONPHUSITHS MO KOMIUIEKCHOH 3amure
KOPIOPaTHBHOI ceTH

12




Jdomosnenusi u usmeHenusi B Padoueit nporpamme
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